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ABSTRACT
Network intrusion detection systems typically detect worms
by examining packet or flow logs for known signatures. Not
only does this approach mean worms cannot be detected
until the signatures are created, but that variants of known
worms will remain undetected since they will have different
signatures. The intuitive solution is to write more generic
signatures. This solution, however, would increase the false
alarm rate and is therefore practically not feasible. This paper reports on the feasibility of using a machine learning
technique to detect variants of known worms in real-time.
Support vector machines (SVMs) are a machine learning
technique known to perform well at various pattern recognition tasks, such as text categorization and handwritten digit
recognition. Given the efficacy of SVMs in standard pattern
recognition problems this work applies SVMs to the worm
detection problem. Specifically, we investigate the optimal
configuration of SVMs and associated kernel functions to
classify various types of synthetically generated worms. We
demonstrate that the optimal configuration for real time detection of variants of known worms is to use a linear kernel,
and unnormalized bi-gram frequency counts as input.

1.

INTRODUCTION

Worms are malicious programs that spread over the
Internet without human intervention. The first Internet
worm was unleashed in 1988 and brought down hundreds of machines across America[32]. Several other
worms were unleashed in the following decade, many of
which wreaked havoc and caused considerable financial
damage[11].
None of the damage, however, came close to the $2.6
billion caused by Code Red [19] and its variants. Code
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Red exploited a vulnerability in Microsoft’s Internet Information Services (IIS) web server through which it
infected the host. Once infected, Code Red generated
a set of random IP addresses to which it then tried to
spread. Fortuitously, however, there was a fatal flaw in
this worm: it used a static seed to generate the IP addresses, which meant that all infected hosts generated
the same set of IP addresses. This flaw prevented the
worm from spreading far.
Several days after Code Red’s arrival, a change in its
behavior was observed: it began to probe new hosts.
The change in behavior was due to an updated version of Code Red, identical in all aspects except for
the random number generator – which now used a dynamic random seed. This mutation enabled it to infect
359, 000 hosts in less than 14 hours.
A worm that spread even faster was the Slammer[18]
worm, which infected most of its 75, 000 victims within
10 minutes. This worm was the first Warhol[34] worm
observed in the wild. These worms get their name from
Andy Warhol’s remark that “in the future, everybody
will have 15 minutes of fame”, since they are capable of
spreading to most vulnerable machines within 15 minutes.
Two major observations may be made about worms:
• they tend to be released in variants of each other,
as demonstrated by Code Red, and
• they spread much faster than humans can respond.
These two observations suggest that it is imperative
to find a way of detecting and stopping worms automatically. In particular, we focus on the problem of being
able to detect variants of known worms in real time.
Generally, there are two categories of network intrusion
detection systems[20]: anomaly detection and misuse
detection.
In anomaly detection, systems are equipped with a
model of normal traffic. The idea is to detect intrusions
by comparing traffic to this model, looking for deviations. Due to the diversity of network traffic, however,
it is difficult to model normal traffic. Email relaying
and peer-to-peer queries, for example, show worm-like
traffic characteristics. Moreover, abnormal traffic does
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and hence implicitly generate signatures to use for classifying unknown flows, as depicted in Figure 1. In particular, we investigate the feasibility of using Support
Vector Machines[6] (SVMs) to detect variants of known
worms in real time.
The remainder of this paper is organized as follows.
Section 2 presents related work. Section 3 discusses
how we generated synthetic worm variants to test our
system. Section 4 describes SVMs and how we preprocessed data for them. Section 6 presents our results.
Section 7 discusses parallels to existing work. And finally, Section 8 presents conclusions and explores future
work.

2. RELATED WORK
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Figure 1: Proposed solution: use machine learning based pattern recognition, such as Support
Vector Machines (SVMs), to classify flows as
malicious or benign.

not necessarily constitute an intrusion. Consequently,
anomaly detection has a high false alarm rate and is
hardly used in practice.
In misuse detection, on the other hand, systems are
equipped with models of known intrusions. These models, known as signatures, are used to identify intrusions
by looking for matches in the network traffic. A problem with misuse detection is that only intrusions whose
signatures are known can be detected.
A signature is a type of fingerprint that can be used
to identify intrusions. In its simplest form, it consists
of a string of characters (or bytes). Nowadays many
intrusion detection systems[23, 28] also support regular
expressions and even behavioral fingerprints.
Although there is a lot of ongoing research into anomaly
systems, misuse detection systems have become the de
facto standard for intrusion detection, since they are
simple and scale well. When it comes to rapidly spreading intrusions such as worms, however, misuse detection
systems have a serious bottleneck: generating the signature itself.
Signatures are typically created by security experts
who analyze network and host logs after intrusions have
occurred. As you can imagine, sifting through thousands of lines of log files, looking for characteristics that
uniquely identify an intrusion is a vast and error prone
undertaking.
We propose to leverage the flexibility of machine learning based pattern recognition techniques to overcome
this shortcoming. The general idea is to train a classifier to distinguish between malicious and benign flows,

2.1 Signature generation
There are a number of research systems that focus
on automatically generating signatures for known intrusions. Three prominent examples are Earlybird[31],
Autograph[12], and Polygraph[22]. Earlybird taps into
the network watching passing traffic and builds a histogram of all observed strings from which it constructs
signatures for the most frequent ones. Its basic assumption is that since worms spread to many hosts in a short
period of time, strings that occur both frequently and
are widely dispersed, must belong to a worm.
Autograph improves over Earlybird, by (i) using a
heuristic filter rather than looking at all traffic, and
(ii) observing entire flows rather than just single packets. Using a heuristic filter greatly reduces the amount
of work that needs to be done by the signature generator. The filter does not need to be very accurate,
since it must simply flag potentially malicious flows for
later examination. Autograph derives signatures from
flagged flows by using greedy induction algorithms such
as longest common substring.
Polygraph is based on Autograph’s framework, but
focuses on fingerprinting polymorphic worms, which are
worms that mutate from hop to hop when traversing
a network. It generates signatures using sophisticated
string matching techniques, such as, finding the longest
common subsequence.
Finding polymorphic worms is a similar problem to
our problem – finding worm variants. Since a polymorphic worm mutates from hop to hop, each instance is a
variant of the previous instance. It should, therefore, be
fairly straightforward to adapt polymorphic worm detection techniques to find worm variants and vice versa.
Although all three systems demonstrate great accuracy in generating signatures, there are some shortcomings. Assuming that frequently occurring strings
are malicious is inaccurate. HTTP GET requests, for instance, are extremely common and do not constitute a
worm. Blocking all packets with an HTTP GET request

is unacceptable. The proposed solution is to use whitelists to keep track of frequently occurring, yet benign,
strings. This solution, however, only inverts the problem of finding malicious signatures.
Two systems that approach this problem from slightly
different angles are Honeycomb[14] and Vigilante[7]. Honeycomb is a system that is deployed on an idle host
containing untreated vulnerabilities (known as honeypots[33]). It works with the fundamental assumption
that any communication with the host is inherently
malicious, thereby building a database of signatures.
A drawback with this approach is that only intrusions
that infect the honeypot can be detected.
Vigilante, on the other hand, is a host-based intrusion
detection systems that monitors executing code for malicious behavior, such as illegal memory accesses. Any
code that attempts such malicious behavior is immediately traced back to the flow that caused it, thereby
creating a pool of suspicious traffic from which signatures can be generated.

2.2 Machine learning for intrusion detection
We intend to tackle the problem of detecting variants
of known worms by leveraging machine learning techniques. There have been a number of investigations
into the feasibility of machine learning for intrusion detection [8, 30, 24], most of which have inherently been
some form of anomaly detection.
Three approaches that are of particular relevance to
this work are fileprints[16], classifying malicious executables[13], and detecting attacks using language models[26]. All three of which investigate the feasibility of
being able to accurately identify the true type of an arbitrary file [16, 13], or flow [26] using statistical analysis
of their binary contents without parsing. In particular
they apply n-gram analysis, upon which we will elaborate in Section 4.2.
Our approach essentially fuses machine learning techniques, n-gram analysis of malicious executables, and
automatic signature generation, with particular emphasis on the detection of variants of known worms. Note,
however, that we intend to detect worms by classifying
network traffic contents directly, rather than generating
signatures explicitly.

3.

SYNTHETIC WORMS

Machine learning algorithms train classifiers by looking for common patterns in a set of sample data. The
more ground this set covers, the better the quality of
the resulting classifiers. Due to the difficulty in obtaining large numbers of real-life worm variants, we created
synthetic variants for this study.
The data set we created consists of malicious and benign flows1 as depicted in Figure 2. Malicious flows are
1

Flows in communication networks are typically defined as
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Figure 2: Synthetic flows. Malicious flows consist of random data but contain the worms signature at an arbitrary position, whereas benign
flows are just random data.
made up of random data, a signature, and more random
data, whereas benign flows are made up of only random
data. A fundamental assumption we are making here is
that all variants of the same worm have at least a very
small amount of data in common. This common data
is represented by the signature. Each malicious flow is
different from the next, the only thing they all have in
common is a small string of text – the signature.
A shortcoming of using random padding is the problem of choosing a random distribution that realistically
resembles a flow’s real application data (padding). To
overcome this problem, we pad our synthetic flows with
randomly selected chunks of benign flow traces. We
compare the classifiers performance using padding generated with a uniform random number generator and
padding generated from benign flow traces.
Note that although we know the signature, since we
created the synthetic flows, we do not make this information available to the SVM. All we are telling the
SVM is whether a flow is malicious or benign. We intend for the SVM to deduce the signature implicitly
from only the information provided, thereby alleviating
the burden of having to produce signatures manually.

3.1 Synthetic Slapper
In an effort to make flows used more realistic we created malicious flows that are loosely based on the Slapper[1] worm. The Slapper worm was first discovered in
2002 and exploits an OpenSSL vulnerability in Apache,
the Internet’s most popular web server. It allows the attacker to run arbitrary and potentially malicious code,
and builds a botnet of infected machines. For the point
data exchanges between a single source (IP, port) and destination (IP, port). For the purpose of this work it suffices
to think of a flow as a stream of binary data that was exchanged between two hosts.
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tures are signatures that are split and then jumbled into
arbitrary order. Note that these signature classes correspond to Polygraph’s[22] conjunction, ordered token,
and unordered token signatures.



3.3 Corrupted signatures
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Figure 3: Synthetic worms loosely based on the
Slapper worm consist of random-sized chunks of
SSL traces used as padding.








































Figure 4: Synthetic worm models. Continuous
signatures, split signatures, and jumbled signatures.
of this work it suffices to know that the Slapper worm
exploits a vulnerability in OpenSSL and has a signature
that contains the string TERM=xterm2. We created these
by first capturing a benign SSL trace and then using
randomly selected chunks of this trace as the padding
for malicious and benign flows. Also, we used the string
TERM=xterm as the signature, as shown in Figure 3.

3.2 Synthetic signature models
Thus far we have assumed that a worm’s signature
is a continuous sequence of characters, as is the case
with the synthetic Slapper worm. Often, however, it
is not this simple. Many worms are described by signatures containing wild-cards and regular-expressions.
Consider, as an example, the Lion worm[10], which exploits a vulnerability in the bind DNS server. This
worm’s payload essentially consists of a regular DNS
request that contains an invariant value used to overwrite a return address. Since this invariant value alone
does not uniquely identify the attack, a regular expression that contains further disambiguations is used.
We consider three different types of signatures: continuous signatures, split signatures, and jumbled signatures as shown in Figure 4. Continuous signatures
are signatures that consist of a continuous sequence of
characters, as we have described thus far. Split signatures are signatures that are split at arbitrary locations
and spread apart with padding. And jumbled signa2
Note that this is an oversimplified version of the signature
that is used by Snort and Bro. Both of which additionally
consider some of Slapper’s other actions, such as probing
servers and exhausting their connection pools.

Thus far we have assumed that all variants of the
same worm share at least a very small amount of code.
We emulated this sharing by creating variants that all
contained the same signature but did not inform the
SVM of this signature in the training data. All we told
the SVM was whether a flow was considered malicious
or benign. Based on this training data, the SVM generated a model to distinguish between malicious or benign
flows. Essentially this means that the SVM implicitly
found the signature that we had embedded into malicious flows.
To further test the flexibility of support vector machines for the detection of variants of known worms,
we created a test set containing corrupted signatures.
That is, we trained the classifier on synthetically created worms that all contained the same signature, as
discussed previously. However, instead of testing these
classifiers on worms with the same signature, we tested
them on corrupted (or dirty) versions of the signatures.
To create this test set we randomly (to various degrees)
corrupted parts of the signatures in the test set.

4. SUPPORT VECTOR MACHINES
Support Vector Machines (SVMs)[6] were first introduced in the mid 1990s, and have since been established
as one of the standard tools for machine learning and
data mining. SVMs are based on recent advances in
statistical learning theory and have been successfully
applied in real-world problems such as text categorization[9], image classification[5], and hand-written character recognition [6].
Support Vector Machines are typically used for two
types of problems: regression and classification. Regression finds curves of best fit for data, while classification
categorizes data into two or more classes. In this work,
we are interested in classification, specifically classifying
flows as malicious (worm) or benign (non-worm).
The simplest case of classification is binary classification. Consider, as an example, determining a person’s
gender given only their height and weight. Using a set of
example heights and weights, we can draw up a hypothesis that allows us to establish a person’s gender based
solely on their height and weight. We are not guaranteed that this hypothesis is correct, but if the set of
examples used is large enough (and indeed there exists
a correlation between genders, heights, and weights) we
can obtain a good estimate.
Visually, finding the hypothesis can be described as
plotting the given heights and weights in a two dimen-

sional coordinate system and drawing a line (separating
hyperplane) that divides the points into regions male
and female. Clearly, there are many possible separating
lines – the best would be the one which is the furthest
distance from any training point. For a more formal
discussion on SVMs see [3].
Given a set of points and their classification, SVMs
determine the maximum margin separating hyperplane.
Unfortunately, it is not always that straightforward.
Sometimes data classes are not linearly separable. For
simple cases it is sufficient to say that data points must
lie within a certain distance of the margin to be classified as a certain type. It is often the case, however, that
data is simply not linearly separable. This is where the
so-called kernel trick comes to the rescue.
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(a) Uni-gram vector for ELVIS (or LIVES )
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(b) Bi-gram vector for ELVIS
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(c) Bi-gram vector for LIVES

Figure 5: Feature vectors representing the
words ELVIS and LIVES.

4.1 Kernels
Kernels provide support vector machines with the
capability of implicitly mapping non-linearly separable
data points into a different dimension, where they are
linearly separable. Consider, as an example, a cluster
of data points forming an elliptical structure. If surrounded by data points of a different class, they would
clearly not be linearly separable. Yet looking at the
data, it is easy to imagine an elliptical boundary that
clearly distinguishes between the two types. The trick
is to map the data points into a dimension where they
are linearly separable.
Mapping data points to a higher dimension, comes
at a cost. More dimensions, mean larger vectors which
mean larger memory requirements and longer calculation times. Fortunately, however, SVMs do not need
to store these high dimensional vectors explicitly. They
map the input data into the higher dimension and then
are only required to store inner products[3].
Different kernel functions provide different mappings.
Unfortunately, there is no silver bullet choice of kernel.
Each kernel has its advantages and disadvantages for
the data in question. The choice of kernel greatly affects
the SVM’s ability to classify data points accurately. It
is also arguably the most important parameter to be
tuned in the support vector machine.
In this work we investigate the optimal configuration of support vector machines for the classification
of worms. We have selected three candidate kernels: (i)
a linear kernel, (ii) a radial basis function (RBF) kernel,
and (iii) a string kernel[17].
We chose the linear kernel as a candidate kernel for
our investigation since it is the simplest kernel, which,
as the name suggest simply finds a linearly separating
hyperplane. We chose the RBF kernel as another candidate kernel since it has good generic performance and
is therefore often recommended as a starting point. We
chose the string kernel as a third candidate kernel, since
it is a kernel that was specifically designed to work for

string matching problems, as in our case.

4.2 Feature extraction
Support vector machines and indeed many other machine learning techniques perform statistical analysis on
input data that can be readily described by feature vectors. A feature vector is a row of data where each column represents a specific character in a fixed alphabet.
Often, however, data, such as images and text, cannot readily be described as feature vectors, and features
must be extracted explicitly. A case-insensitive feature
vector that represents words, for example, could consist of 26 columns, where columns 1 to 26 represent the
characters A to Z respectively. The value held in each
column denotes the presence (1) or absence (0) of it’s
respective character in the given word.
Consider, as an example, the word ELVIS respresented by the feature vector in Figure 5(a). The columns
representing characters E, L, V, I, and S contain a 1 and
all others contain 0s.
A shortcoming of this simple representation is that
any combination of the letters in the word ELVIS, would
produce the same feature vector. The word LIVES, for
example, is represented by an identical feature vector.
To overcome this problem, we can use a feature vector
that represents all possible combinations of two characters, starting with AA all the way up to ZZ. Figures
5(b) and 5(c) show the feature vectors for ELVIS and
LIVES using bi-grams. As you can see, they are now
represented by different feature vectors.
The more characters we combine per entry in the feature vector, the more precisely the word is represented,
but the greater the number of elements. In the case of
tri-grams, for example, ELVIS would be represented by
entries at ELV, LVI, VIS. Using 5-grams, we could represent the entire word in one column of the feature vector.
In addition to marking the presence or absence of character combinations, one can keep frequency counts of

these combinations. This technique is known as n-gram
extraction.
In n-gram extraction the number of columns in the
feature vector increase exponentially with the size of n.
An array of integers for 4-grams, for example, would
consume 16 gigabytes of memory. One might think
that, given infinite memory and processing time, the
higher the value of n, the more precise the information we obtain. This, however, is not the case. Essentially, we are estimating the probability at which individual n-grams occur, by measuring their relative frequencies. Nevertheless, there will almost always be situations where we encounter an n-gram that has not been
seen before. Using frequency counts, this n-gram would
be estimated at a nonzero probability, even though its
relative probability is zero. This is known as the zero
frequency problem[27]. We investigate the tradeoffs involved in selecting the value of n and discuss its implications for the real-time detection of worm mutations.
Since worms are often transmitted in the form of binary executables, we are using the full byte range as our
alphabet. That is, rather than using just letters A to Z
or even just displayable characters, such as ASCII characters, we are using byte values 0 to 255, and hence do
not distinguish between displayable and non-displayable
characters.
Since we are interested in detecting worms in realtime, we limit ourselves to 1-grams, 2-grams and 3grams for this work. These sizes are easily implemented
as integer arrays in memory, and require 1 KB, 256 KB,
64 MB respectively3 . Larger values of n would have to
be represented using hashtables or even bloom filters.
Alternatively, features could be extracted into rabin fingerprints[25]. We leave higher values of n and alternative representations for future work.
Note that string kernels deal with feature extraction
implicitly for text-like data, as in our case, and hence
do not require preprocessing with n-gram extraction.
The basic idea behind string kernels is to compare documents by all subsequences of a given length. These
subsequences are ordered, but not necessarily continuous, strings that are weighted by their continuity. See
[17] for a detailed discussion.

5.

EXPERIMENTAL APPROACH

All experiments were performed on an Intel Xeon
with a 2.40GHz CPU and 1GB of RAM. We used libsvm[4] version 1.8 as our support vector machine implementation for linear and RBF kernels, and a libs[15]
version 1.3, a libsvm modification, for string kernels.
As a baseline for each experiment, we used a training
set of 100 flows, half of which were malicious and half of
which were benign. We investigate the implications of
this training data size in Section 6.2.3 below. We used a
3

These size values are calculated assuming 4-byte integers

Worm
Code Red
Slammer
Witty

Payload

Signature

(bytes)

(bytes)

4039
404
1184

396
16
64

Ratio
9:1
24:1
18:1

Table 1: Approximate data-to-signature ratios
for some exemplar worms.

test set of size 1000, again half of which were malicious
and half benign flows. And we repeated each experiment, with different sets of data, 50 times to obtain
averages and standard deviations.
Note that we mention data-to-signature ratios in most
of the results. As the name implies, the data-to-signature
ratio shows the amount of data (padding) relative to the
amount of signature. Table 1 shows exemplar data-tosignature ratios for the Code Red[19], Slammer[18], and
Witty worm[29].

6. RESULTS
The discussion is organized as follows. First, we investigate the choice of kernel and associated parameters. Second, we explore other factors that potentially
influence the classifier’s performance, such as the optimal n-gram size. And third, we investigate the classifiers resilience to change in signature model and corruption.

6.1 Choosing the kernel
As discussed above, the choice of kernel is arguably
the most important SVM parameter to be tuned. This
section compares the performance of the linear, RBF,
and string kernels, and investigates their optimal parameter values.

6.1.1 Configuring the linear kernel
The linear kernel has only a single parameter that
can be tuned – the C value. This parameter determines the softness of the margin used to distinguish
between classes. The softer the margin, the more erroneously placed data points it tolerates. Essentially
it is the trade-off between fitting the training data and
maximizing the margin.
We investigated the affect of altering the C parameter
by performing a 10-fold cross validation. That is, we
took a dataset of 1000 entries and split it into 10 equal
parts. We then used 1 out of these 10 parts to train the
classifier and the other 9 to test it. We repeated this
with a range of C values.
Altering the C value did not affect the classifiers performance. This is true for both scaled and unscaled
data.
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Figure 6: Prediction accuracy at various datato-signature ratios for the linear, RBF, and
string kernel.

0.1

There are two important parameters that can be tuned
in the string kernel: the substring length, and whether
to consider all lengths up to this or just the given length
itself. We investigated the affect of varying the substring length relative to the signature length for both
fixed and variable-length strings, and found that the
performance peaks at a string-length to signature-length
value of 0.5 using fixed-length strings. Using Slapper’s
10 character signature, this corresponds to a substring
length of 5.
It should also be noted that the processing time using
variable-length strings is orders of magnitude greater
than using fixed length strings. This is because the
number of substrings to consider increases exponentially
when considering all possible substrings up to a certain
length rather than just a single fixed length.

6.1.4 Prediction accuracy
Now that we have investigated the optimal parameter settings for our kernels, we can compare their classification accuracy. The graph in Figure 6 shows the
accuracy at various data-to-signature ratios for the linear, RBF, and string kernel. As can be seen in the

1000

string
RBF
linear

10000
Prediction time (ms)

6.1.2 Configuring the RBF kernel

6.1.3 Configuring the string kernel

10
100
Data-to-signature ratio

Figure 7: Training time for a single flow using
the linear, RBF, and string kernel.
100000

There are two parameters that can be tuned in RBF
kernels: C and gamma. The RBF’s C parameter serves
the same purpose as the linear kernel’s. The gamma
value is used to control the width of the RBF kernel.
We performed a grid-based cross validation to determine the optimal parameter values for our training
data. This is a similar cross validation as used for determining the linear kernel’s C value, except that we
investigated combinations of the two parameters. We
used libsvm’s[4] grid.py script to perform this cross validation and found that the RBF performs well at C
value of lg(4) and a gamma value of lg(−15).
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Figure 8: Time taken to predict a flows class
using the linear, RBF, and string kernel.
graph, they all show similar accuracies. The string kernel shows the best accuracy, then the linear, and finally
the RBF. Given that all three kernels show similar accuracies, we next investigate their performance in terms
of training and prediction times.
Note that all accuracies trail off to 50%. This simply
indicates that the classifier is guessing. It is as accurate
as flipping a coin and cannot really get worse than this.

6.1.5 Training time
The graph in Figure 7 shows the time it takes (in
milliseconds) to train the classifier’s portrayed in the
previous graph. As expected, the time taken increases
with data-to-signature ratio due to the increase in total
data. Note that it shows the time to train a training set
containing a single flow. To obtain an estimate of how
long it will take to do larger training sets, multiply this
number by the number of entries in your training data.
As you can see the time taken to train an SVM using string kernels is far greater than the time taken for
linear and RBF kernels.

6.1.6 Prediction time
Arguably, the training time is not too important,
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Figure 9: Prediction accuracy at various datato-signature ratios for flows padded with random
and SSL data.

Figure 10: Prediction accuracy at various datato-signature ratios for uni-grams, bi-grams and
tri-grams.

since we can train our classifiers offline, as long as they
are able to perform well at classification time. The
graph in Figure 8 shows the time (in milliseconds) taken
to predict a single flow’s class. As was the case with
training time, the string kernel’s prediction time is between one and two orders of magnitude higher than for
the linear and RBF kernels.

the SSL padding is likely to have large chunks repeated
among all flows, thereby diluting the signature. Using
uniform random data as padding, on the other hand,
highlights the signature’s information content.
Since SSL padded flows are both more realistic and
constitute a harder problem, we will hence forth only
show results for SSL padded data.

6.1.7 Summary
So what is the best choice? The classifier with the
best accuracy used a string kernel. However, since this
accuracy was not significantly higher than with the other
two kernels, we are basing our choice on processing time.
This takes the string kernel out of the race since it is
much slower in both training and classifying. Leaving
us with the choice between the linear and RBF kernel.
Since the RBF kernel is sensitive to it’s parameter values, we opted for the linear kernel as the best choice for
our scenario.

6.2 Preparing the data
Having established that the linear kernel gives encouraging results, the natural next step is to consider
tuning the other factors that affect a classifier’s performance. In this section we present results comparing
various configurations that were considered. In particular we explored:
•
•
•
•

random versus SSL padding,
the optimal n-gram extraction size,
the affect of varying the training data size, and
whether normalizing the data improves performance.

6.2.1 Random vs SSL padding
Figure 9 shows the prediction accuracy at various
data-to-signature ratios for flows padded with random
and SSL data. As expected, it is much harder to distinguish between malicious and benign worms using SSL
padded data. This is most probably due to the fact that

6.2.2 Optimal n-gram size
The graph in Figure 10 shows the prediction accuracy
at various data-to-signature ratios for uni-grams, bigrams and tri-grams. The results shown were obtained
using a linear kernel. They illustrate that the prediction accuracy increases with higher values of n. Using
tri-grams, we are able to correctly classify all flows at a
data-to-signature ratio of approximately 12 : 1 and over
90% at a ratio of 100 : 1.
As you can see from the results, uni-grams perform
considerably worse than bi-grams and tri-grams. The
performance improvement of tri-grams over bi-grams is
negligible, which means the best choice for our scenario
is to use the smaller of the two. As discussed above, a
bi-gram feature vector consists of 2562 features, whereas
a tri-gram feature vector consists of 2563 . In terms of
memory, a feature vector made up of an array of 4-byte
integers for bi-grams is allocated 256 kilobytes, whereas
an array for tri-grams is allocated 64 megabytes.

6.2.3 Training data size
As mentioned above, we used a training data size of
100 as a baseline for our experiments. In this section
we investigate the training data size’s affect on the classifiers performance. The graph in Figure 11 shows how
the accuracy varies with training data size for data-tosignature ratios of 25 : 1, 100 : 1 and 200 : 1. As you
can see the accuracy increases with training data size.
The larger the training data size, the better the accuracy. This is probably because the larger the training
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Figure 11: The effect of training data size
on prediction accuracy for various data-tosignature ratios.
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Figure 13: Prediction accuracy at various datato-signature ratios for different worm models.
This may be due to the fact that we have not experimented using training and test sets of mixed data-tosignature ratios.
Since scaling the data comes at great computational
cost, and apparently does not improve our performance
by large amounts, we have decided to use unscaled data
hence forth. Determining whether scaling boosts performance when mixing flow sizes, remains open for future investigation.
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Figure 12: Prediction accuracy at various datato-signature ratios for scaled and unscaled data.
data size the larger the chance of the signature being
the only repeated string amongst all malicious flows.
Unfortunately we cannot simply pick an optimal training data size from these results. In a real situation we
would be constrained by the number of available traces.
We can, however, use this information to guarantee certain levels of accuracy. Consider as an example, that we
need to achieve an accuracy of at least 90% and we are
dealing with flows with a data-to-signature ratio of 100.
We can then use this graph to determine that we require
a training data size of 100.

6.2.4 Scaling results
As discussed, we are using n-gram frequency counts
as feature vectors. These counts range from 0 to the
maximum value for 32-bit integers in our implementation. As you can imagine, the actual value varies greatly
depending on the flow size and hence data-to-signature
ratio. We compared these raw feature vectors to normalized (or scaled) versions bound between 0 and 1.
The graph in Figure 12 shows the affect of scaling the
data before passing it to the SVM.
Scaling only improves the accuracy by a small amount.

6.3 Resilience to worm variations
Resilience to variations of the original worm is a key
advantage when using machine learning based classifiers. Thus far we have discussed variations in the application specific data part of flows only – leaving the
signature unchanged. In this section we explore the effect of altering the signature itself in addition to altering
the data.

6.3.1 Synthetic signature models
As discussed previously, we are concerned with three
different synthetic signature models. Models that contain continuous signatures, split signatures, and jumbled signatures. In particular we are interested in observing the capability of our classifier to train using one
model only and still be able to correctly classify worms
with a different signature model. Note that we are not
changing the characters in the signature, merely their
location in the flow.
The graph in Figure 13 shows the prediction accuracy at various data-to-signature ratios for the different
signature classes. We trained this classifier using continuous signatures. As you can see it is still able to
detect worm variants where the signature has mutated
into split or jumbled models, although at a slight cost
of accuracy.
There is no significant difference in detecting split
and jumbled signatures. We did, however, introduce a
fourth model, jumbled with overlapping, which showed
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Figure 14: Prediction accuracy at various levels
of signature corruption.
a different behavior. Unlike jumbled signatures, which
consist of split signature fragments that have been reordered, jumbled with overlapping signatures do not
take other signature fragments’ locations into consideration, and hence overlapping may occur. This explains the bell shape of its graph. For small data-tosignature ratios, the chances of overlapping fragments
is significantly higher, hence corrupting the signature’s
characters. This is shown by the relatively poor performance for data-to-signature ratios of less than 10. After
that size, the accuracy curve eventually matches those
of split and jumbled signatures.

6.3.2 Corrupted signatures
In this section we present results demonstrating the
classifiers capability of coping with corrupted signatures.
Given, continuous signatures and using a uniform random number generator, we randomly corrupted a certain number of characters. The graph in Figure 14
shows the classifiers accuracy at various levels of corruption. As you can see the accuracy decreases gracefully
with increasing signature corruptness.

6.3.3 False alarms
Thus far we have used overall accuracy as a metric for
determining how effectively we can classify flows. Accuracy is an intuitive measure, but unfortunately does
not reveal all problems. In intrusion detection, the false
alarm rate is of paramount importance. Falsely classifying flows as malicious (false positive) means that we
may block legitimate traffic. Conversely, falsely classifying flows as benign (false negative) means that worms
get by undetected.
Receiver operator characteristics (ROC) [36] curve
analysis presents a way of quantifying the trade-off between the detection rate (true positives) and the false
alarm rate (false positive). ROC curves have their roots
in signal detection and medical decision making, and
have recently become a popular way of analyzing ma-
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Figure 15: ROC curve showing the trade-off between true and false positive rates for various
data-to-signature ratios.
chine learning classifiers.
The ROC curve for a classifier is generated by plotting the true positive rate versus the false positive rate
at various confidence intervals. The true positive rate
can be determined by dividing the number of true positives by the total number of positives. And the false
positive rate can be determined by dividing the number
of false positives by the total number of negatives.
There are certain regions of interest in an ROC graph.
The diagonal line joining the bottom left and top right
corner indicates random guessing by the classifier. The
region above this line is further divided with a perpendicular line that connects to the top left corner. Classifiers in the lower region produce fewer false positives
than true positives, whereas classifiers in the upper region produce fewer true positives than false positives.
As a general rule, classifiers that are closer to the top
left corner perform better than ones that are further.
Note that a single classification will produce only a
single point in the ROC space. We obtain curves by
first sorting the test sets individual classifications by
their confidence values4 , and then iterating over these
values, computing true and false positive rates for all
classifications up to and including the current value.
A single metric that can be obtained from these curves
is the total area under the curve (AUC) [2]. The larger
this number, the better the classifier. The graph in
Figure 15 shows how the AUC decreases for increasing
data-to-signature ratios.

7. DISCUSSION
In this section we explicitly compare our work with
two studies [22, 24] that have taken fundamentally different approaches to the worm detection problem, yet
are both related to our work.
4
Prediction confidence in SVMs is determined by calculating
the distance to the separating hyperplane.

Polygraph [22], a misuse detection system, generates
signatures for polymorphic worms by employing various
string algorithms, such as longest common subsequence,
on pools of suspicious and innocuous flows. This is comparable to our approach, where we train classifiers using
labeled training data sets consisting of malicious and
benign flows.
Polygraph suggests three different algorithms, each
optimized for a different worm model (or signature class).
If the worm model is unknown, they suggest experimenting with each algorithm and selecting the one that
yields the least false alarms. In contrast to this, we
suggest the use of a single algorithm, based on machine
learning techniques, that we have shown to be flexible
enough to deal with different types of worm models.
The cost of this added flexibility lies in run-time performance. Since Polygraph explicitly generates signatures that can be used by fast string matching algorithms, such as employed by Snort and Bro, it will almost certainly yield a higher throughput rate. We leave
a thorough comparison of run-time performance for future work.
As is the case on our work, Perdisci et al [24] investigate the use of support vector machines in intrusion detection. The fundamental difference is that [24] investigates anomaly detection, whereas we investigate misuse
detection. [24] proposes the use of an ensemble of oneclass SVMs using gaussian kernels and determines associated parameters using several trial runs. We, on the
other hand, investigated the use of binary-class SVMs
using various kernels and determined associated parameters using cross-validation.
Perdisci et al [24] investigate a wide range of n-gram
values by approximating n-gram values higher than 2
using 2v-grams 5 . They show that 2-grams yield good
results, however propose the use of multiple classifiers,
each operating in a different feature space, to give optimal results. In contrast to this, we investigated only
n-gram values between 1 and 3, and have shown that
2-grams yield similar results to 3-grams.

8.

CONCLUSION AND FUTURE WORK

Machine learning based pattern recognition techniques
show encouraging results in the worm detection problem. We have investigated the optimal configuration
for support vector machines and associated kernel functions. We have demonstrated that tuning these parameters greatly affects the classifiers performance. For this
particular application the optimal configuration is to
use a linear kernel, bi-grams and unnormalized data.
We have also demonstrated that SVMs are robust to
mutations in signature model and, to a certain degree,
5

This technique uses a sliding window size of 2 and approximates greater values of n by incrementing the window by v
steps, when traversing the data.

signature corruption.
It is important to mention how the use of approximate string matching [21] for detecting signature corruption relates to our approach. Armed with a worm’s
signature, it is evident that approximate string matching algorithms would outperform SVMs at detecting
variants. Note, however, that the approximate string
matching algorithm must be informed of the worm’s
signature, whereas SVMs are able to deduce it on their
own. Since the two approaches are not supplied with
the same amount of information, a direct comparison
cannot be made.
Confidence values associated with an SVM must be
obtained in an ad-hoc manner by, for example, calculating the distance to the separating hyperplane. Gaussian
processes[35], on the other hand, return a confidence
value as part of their result automatically. Given that
gaussian processes have been shown to produce similar accuracies to SVMs, and confidence values could be
used to reduce the number of false positives, it is a natural next step to investigate their use in our scenario.
We have shown that our classifier’s accuracy is greatly
affected by the number of entries in the training data.
Due to the difficulty in obtaining large numbers of real
worm variants, we are investigating a way of automatically generating variants from a single worm. This variant generator consists of three machines connected in
series: an attacker, a forwarding proxy, and a target.
The basic idea is to launch a worm from the first machine, reassemble its flow and randomly mutate it in
the second machine, and then forward it to the third.
As a final step we verify whether the target has been
infected and label the generated mutation as malicious
or benign accordingly.
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