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ABSTRACT

To support secure communications for many applications
in wireless sensor networks (WSNs), some strategies have
been proposed to develop the pair-wise rekeying protocol.
However, most existing schemes suffer the node capture at-
tack. In this paper, we present a perturbation-based pair-
wise rekeying scheme for a hierarchical WSN. Our security
analysis shows that the proposed scheme is robust to the
node capture attack.
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1. INTRODUCTION

It is desirable to design key distribution protocols to sup-
port secure and robust pair-wise communication among any
pair of sensors in WSNs. Conventional asymmetric key cryp-
tosystem, such as Diffie-Hellman and RSA, can not be im-
plemented in WSNs because sensor nodes have very limited
capacities. Therefore, only lightweight energy efficient key
distribution mechanisms are affordable.

When a WSN runs for a long time using a fixed key on
a link, it enhances the probability for the adversaries to de-
crypt the key by analyzing adequate messages eavesdropped
or by capturing some nodes. Under this circumstance, the
entire network security might be threatened. Thus, it is
necessary to update pair-wise keys periodically. In order to
solve this problem, some rekeying protocols, e.g., [2], have
been proposed recently.

Most existing schemes suffer the node capture attack [1],
by which an adversary might easily capture a group of sen-
sor devices to acquire their sensitive data and then derive
some secret information to further compromise the subse-
quent keys between other non-captured nodes. This moti-
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vates us to design new rekeying protocols by exploiting the
characteristic of the perturbation polynomial [3] that can
achieve high robustness to this attack.

2. PRELIMINARIES

A sensor network is divided into clusters, which are the
minimum unit for detecting events. A cluster head (CH)
coordinates all the sensor nodes (SNs) inside a cluster. As
the basis of our pair-wise rekeying protocol for any wireless
link between a CH and a SN, the polynomial-based key pre-
distribution scheme originally proposed by Blundo et al. [1]
works as follows.

Let Fy be a finite field, in which ¢ is the maximum prime
number satisfying ¢ < 2° that can accommodate a crypto-
graphic key with ¢ bits. To achieve t-resilience using the
scheme of Blundo et al. [1], a random symmetric bivariate
polynomial f € Fy[x,y] of degree t in each variable is chosen
as the master secret polynomial:

f(mfy):Z

t t
=0

ai;z'y’. (1)
=0

<

The coefficients a;; (a;; = a;;) are randomly chosen from
Fy. A node with Id v € F, is preloaded the univariate
polynomial:

gu(y) = f(u,y).

The shared key K, . between nodes v and u is

go(u) = f(v,u) = gu(v), ®3)

which both parties can compute using the fact that f(x,y)
is symmetric. The security proof in [1] ensures that this
scheme is unconditionally secure and t-collusion resistant;
i.e., a coalition of no more than ¢ compromised nodes can-
not know anything about the key shared by any two non-
compromised nodes. However, an attacker who compromises
t+ 1 nodes can use interpolation to recover the master poly-
nomial f(z,y).

Our proposed pair-wise rekeying protocol exploits the char-
acteristic of the perturbation polynomial, which was origi-
nally introduced in [3]. Given a finite field Fy, a positive in-
teger r (r < £), and a set of node Ids S (S C {0,---,¢—1}),
a polynomial set 2 is a set of perturbation polynomials re-
garding r and S if any polynomial ¢(-) € Q has the following
limited infection property:

(2)

VSj S S7(Z5(SJ) € {07- i ,27' — 1} . (4)



3. A PAIR-WISE REKEYING PROTOCOL

Before sensor devices are deployed into usage, some secret
information should be pre-assigned as follows. Each cluster
head a needs to be preloaded with a unique Id CH, and a
perturbed polynomial gq, (3):

9on, ) = gou, (y) + ¢om, (y)- (5)

Similarly, for each sensor node i, the security server preloads
it with a unique Id SN; and a perturbed polynomial gg ., (y):

9sn, (Y) = gsn, (y) + dsn, (y)- (6)

After the key pre-assignment phase, wireless sensors are
randomly distributed in a given area, and later on, some
clustering algorithm shall organize the network into a hierar-
chical structure. Now we consider the intra-cluster protocol
for pair-wise key establishment and the subsequent rekeying
as described in the followings.

e Step 1: At the beginning of each rekeying phase, CH,
randomly generates a new univariate polynomial func-
tion pcm, (y). For each of its sensor node SN;, CH,
updates the corresponding pair-wise key Kcn, ,sn; as

"(pcw. (SNy)), (7)

in which H*(x) returns a hashed value based on the
most significant k bits of x.

27
Kcn,,sn;, = H

e Step 2: CH, uses the preloaded polynomial to con-
struct

=pcu,(y) +dom, (V) (8)

and broadcasts wer, (y) and CH, to all its sensor
nodes.

wen, (Y)

e Step 3: Upon receiving the broadcast message, each
SN; evaluates three candidate keys K*, KT and K~
as follows, respectively.

K*=H"T" (wcHa (SNi) — 9sn; (CHG)) 9)

Kt =H"" (wen,(SNi) — Ggn, (CHa) +27)  (10)

K™ = " (wom, (SN0 — Gon, (CH) — 27) (1)
e Step 4: The exact new pair-wise key is determined once
a message over this link can be decoded successfully

using one of the candidate keys.

Note that due to the characteristic of the perturbation
polynomial [3], only one of the candidate keys (9) - (11)
will be validated as the new pair-wise key between SN; and
CH,, i.e.,

KCHa,,SNi S {K*,K+,K7}. (12)

The inter-cluster rekeying protocol for CH-CH links works
in a similar manner and thus is omitted here.

4. SECURITY ANALYSIS

In this section, we give a security analysis for our proposed
rekeying protocol in terms of robustness to the node capture
attack. We assume that an adversary has compromised n.
sensor nodes in cluster a, denoted as CSy, (k=1,--- ,n. >
t), and has obtained all their preloaded information.
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To derive the polynomial pcw, (y) that is used to generate
the new pair-wise key as shown in (7), the adversary needs

to break goy, (y) because pow, () = won, (y) — Jon, ()
and wem, (y) is the public information broadcasted by C H,.

Furthermore, for any sensor node y of C H,, the correspond-
ing pair-wise key Kcp,,y satisfies:

Ker,y = H™" (wem,(y) = don, v))
H" (wen, (y) — gon, (v) — ¢ou, (1))
{ H"" (wen, (y) — gon, (y)),  or
(

H™" (wen, (y) — gon, (y) —27) -

The above equation shows that to break gy, () is equiv-
alent to break gcm, (y) or f(CHg,y). This can be done by
collecting a number of polynomials Jeos, (y) stored in the
compromised sensor nodes, which satisfy

Ges, (Y) = f(CSk,y) + des, (v)-

It can be formulated as a linear equation system as follows.

(13)

t
Zaij-(CSk)i‘i’bkj =di;,0<j <t 1<k <ne
i=0

(14)

Note that a;; and by; are the variables of this linear equation
system, which are defined by (1) and the following equation

t
)= by
j=0

respectively. On the other hand, the values of di; are known
to the adversary:

pcs, (y I 1<k <ne, (15)

ECS;C j? 1< k < ne. (16)

t
(y) = Z dij -y
j=0

By applying a similar reasoning technique in [3], we can
derive that the probabilities to break f(z,y) and gcm, (y)
(i.e., f(CH,,y)) in one attempt are both w™*V in which
w = |Q| > 2. Finally, we can conclude that the computa-
tional complexity for breaking pcw, (y) under the condition
of t + 1 compromised nodes is €2 (w“’l).

5. CONCLUSIONS

The traditional pair-wise rekeying protocol [2] suffers the
node capture attack. Once t+ 1 nodes are compromised, all
previous and future keys for any pair of nodes will be dis-
closed. Our proposal can significantly improve the security
level by reducing this probability from 1 down to WD),
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