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ABSTRACT
The problem of malicious false data injection in power grid
state estimators has recently gained considerable attention.
Most of this attention, however, has been focused on the as-
sumption of a centralised state estimator. In a next-genera-
tion smart grid environment incorporating distributed gen-
eration and highly variable demand induced by electric mo-
bility, distributed state estimation is highly desirable to en-
hance overall grid robustness. We therefore consider the case
of a bi-level hierarchical state estimator, which provides only
partial observability to lower-tier state estimators.

Using a formal observability model, we consider the case
of an active adversary able to modify a set of measurements
and derive bounds on the maximum number of manipulated
measurements that can be tolerated, the composition of at-
tack vectors, and give a formulation for identifying minimal
sets of additional measurements to tolerate k-measurement
attacks in this hierarchical state estimator. This allows us a
more rigorous formulation over existing models.
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1. INTRODUCTION
State estimators seek to establish the state of a power

network based on a set of measurements collected and ag-
gregated periodically that is combined with the current es-
timate of the system’s state. Robust and accurate state es-
timation has been an important element in the efficient and
reliable operation of power networks over several decades,
but has become more important with the migration to smart
grid environments that must combine greater efficiency with
a substantially more demanding combination of generators
and loads. Larger numbers of loads such as electric vehicles
requiring a fast charge cycle can have a significant impact,
particularly when arising in a relatively small geographic
area or concentrated over time, whilst similar increased de-
mands also arise from local generation.

Although state estimation has conventionally been in the
remit of transmission system operators (TSO), it is becom-
ing increasingly desirable to conduct state estimation in mul-
tiple loci. This can be at the TSO level where multiple en-
tities wish to retain a degree of autonomy over their state
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estimate, but also for distributed generation and micro-grid
environments. Multi-area and distributed state estimation
has hence attracted research since the 1970s [8], but this
raises a number of questions on the reliability and trustwor-
thiness of state measurements and estimates.

The ability to detect and compensate for bad data as may
arise from faulty sensors or communication failure has been
studied intensively as part of the design of state estima-
tors, as has the analysis of observability in the presence
of faults [1]. Common approaches include the detection of
state changes and bad measurement values, allowing to fill in
missing data where redundant information is available, and
to report violations otherwise based on fault models. These
approaches, however, rely on assumptions which are violated
in the case of malicious manipulation of underlying sensor
information or their communication. Given the severe con-
sequences of bad state estimation particularly for the case
of a smart grid operating relatively close to its safety mar-
gins and the need to perform particularly timely contingency
analysis, this has recently gained attention with research fo-
cusing on the feasibility of several classes of attacks including
forcing the state estimator to undesirable states as well as
a formulation for criteria ensuring that malicious bad data
injection can be detected [14, 12, 13].

As this existing body of work on malicious bad data has
thus far been limited to centralised state estimation models,
we argue that it is necessary to consider these problems also
for the case of distributed state estimators. More specifi-
cally, we consider multi-area state estimators with limited
redundancy in their measurements (i.e. overlap) to be of
particular interest. In this paper we therefore describe a
bi-level hierarchical state estimator relying only on tie-lines
for overlap and study the problem of observability in this
instance. This state estimator is a simplified instance of
the k-level hierarchical state estimator detailed in our work
but is sufficient for the problem detailed here. In partic-
ular, while we retain the hierarchical structure of the full
model, we restrict ourselves to a linear time-invariant (LTI)
formulation also commonly found in the literature as this is
sufficient for the problem at hand.

Our contribution lies in the formulation of a partial ob-
servability model derived from LTI observability and study
data injection attacks beginning with the case of data sup-
pression for hierarchical bi-level state estimation at both the
local and central state estimation levels and relate this to the
network observability criterion. Based on this, we also de-
rive criteria for redundancy required to tolerate such attacks
resulting in denial of observability in the hierarchical model.

The remainder of this paper is organised as follows: We
review related work and provide selected background in Sec-
tion 2 followed by the bi-level hierarchical multi-area state
estimator and a linearised implementation thereof in Section
3. A special form of malicious attack, namely false data in-
jection and suppression, is discussed in Section 4, where we
demonstrate the applicability of such attacks in our hierar-
chical model. In Section 5 we then give a formal definition
of network observability, and study the denial of observabil-
ity by this particular sort of attack. We also derive bounds
for tolerable attacks and requirements for additional sen-
sor placement for retaining observability. Finally, Section 6
concludes our work with a summary and a discussion of our
on-going work in this area.

2. RELATED WORK
This work is related both to power network state estima-

tion and the theory of observability as well as attack mech-
anisms; a review of basic theory underpinning state estima-
tion as well as fundamental techniques and problems can
be found in the book by Abur Gómez-Expósito [1], with a
more concise summary of problems in centralised systems
provided by the survey of Monticelli et al. [15].

A number of state estimation methods have been pro-
posed both generically and for the case of power networks
in particular with the main focus being the conventional cen-
tralised state estimation architecture and approaches based
on power flow models. Nearly all such models rely on the
simple but efficient weighted least squares (WLS) algorithm
to perform the estimate as the computational complexity of
the algorithm is a main consideration. A substantial body
of work has emerged in recent decades also addressing prob-
lems of robustness and bad data identification as well as on
observability of the underlying system state.

However, as already noted in section 1, the requirements
inherent in smart grids and further demands arising from
factors including the liberalisation of energy markets have
resulted in increased interest in distributed state estimation.
Whilst such models were first investigated in the mid-1970s
(see the recent survey [8]), this has gained new interest as ca-
pabilities within the grid have increased at the same time as
new requirements have emerged from the need to integrate
variable and distributed generation as well as dynamic loads.

One instance of a multi-level hierarchical state estimation
framework was proposed by Gómez-Expósito et al. [7], de-
scribing a model encompassing a substation, transmission
level, and an in-between TSO (transmission system oper-
ator) level. A two-stage FWLS algorithm is given based
on factorisation of measurement model which provides the-
oretical justification of this hierarchical state estimator. In
further work by Gómez-Expósito et al. [8], multi-area con-
cepts for state estimation are surveyed, while recent work
by Gómez-Quiles et al. [9] reports a two-stage procedure for
substation state estimation based on feeder-level decomposi-
tion and coordination in conjunction with a theoretical justi-
fication for this decomposition. Although a fully distributed
model is desirable, current results require a significant reduc-
tion in model fidelity rendering such models to be of limited
use in the study of malicious activity [19]. We therefore
restrict our consideration to bi-level hierarchical multi-area
estimation as our principal subject lies in the observability
and controllability of the power network.

Secondly, network observability and bad data process-
ing constitute two important functional prerequisites for the
state estimation problem. Observability of a power system
based on the Kalman criterion refers to the feature that there
are sufficiently many available measurements and they are
well distributed throughout the network in such a way that
state estimation is possible, and the network is said to be ob-
servable. Usually, there are two ways to carry on the observ-
ability analysis: Topological analysis and numerical analy-
sis, although it is common to see a hybrid of the two. In the
work of Monticelli et al. [15, 16] such studies on observability
are reported. Similarly, in the more recent work by Giani
et al. [6], observability is formally modelled and countermea-
sures to deliberate malicious attacks are discussed based on
known-secure phasor measurement units (PMUs) are sug-
gested, although we note that PMU themselves may be the
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subject of spoofing attacks as described by Shepard et al.
[17] based on manipulation of the time-base.

In addition to the unavoidable measurement errors, sen-
sor, and telemetry failures, a number of attack mechanisms
exist which may lead to the the state estimation obtaining
inconsistent results, including ones chosen by the attacker.
In the paper by Liu et al. [14], a class of attacks against
power system state estimation, false data injection attack
is presented. Liu et al. focus on the detectability for this
class of attacks and suggest two attack scenarios, which are
characterised by bounds on attacker capabilities. In one sce-
nario, the attackers have limited access to some specific me-
ters, whilst in another when the attackers are limited by the
resources available. Detection and bounds on adversaries
to launch such types of attack are given. In the work by
Kosut et al. [12, 13], further studies on this type of attack
are carried out; after introducing the bad data detection
problem based on measurement residuals, the unobservable
attack condition is connected with the classical network ob-
servability conditions. A further protection criterion against
false data injection attack is proposed in [2] and optimal and
suboptimal algorithms are developed.

In our work, we build on the aforementioned research of
such undetectable false data injection attack for the case of
multi-level, multi-area state estimators based and can de-
scribe conditions under which attacks may succeed. By con-
sidering a model with limited overlap, attacks can now be
described also by their distribution, so we report on models
of k-sparse attacks, i.e. where attackers can at most choose k
meters to compromise, can be distributed over the grid and
how attack vectors are composed on certain critical meters.
We connect this attack directly with the classical network
observability model and study how such attacks would cause
the denial of network observability.

We note that recent work by Sou et al. [18] studies find-
ing critical k-tuples of the measurements, using a Min-Cut
optimisation procedure and also a mixed integer linear pro-
gramming (MILP) calculation, which allows extension of
this result to be applied in identifying critical measurements
and considering meter placement. Combined with our study
on the bounds of malicious false data injection attack, this
can be utilised to identify which individual measurements
are critical, and which may be substituted, namely, how to
repair the loss of critical measurements by allowing redun-
dancy to ensure continued satisfaction of the (distributed)
observability criterion. Other work on decentralised power
state estimation, FDIA on DC state estimation and hierar-
chical state estimation could be found in [11, 4, 20].

3. HIERARCHICAL STATE ESTIMATION
The traditional centralised state estimation is described

with the following power flow model and solved with a stan-
dard weighted least-squares (WLS) based solution.

z = h(x) + e (1)

where x is the state vector to be estimated (size n), which
usually is composed of power voltage magnitudes and phase
angle values; z is the known measurement vector (size m >
n), which typically comprises power injections, branch power
flows and voltage magnitudes; h is the vector of functions,
usually non-linear, relating error free measurements to the
state variables. Alternative formulations are based on an
AC (alternating current) model, in which case the h func-

tion is non-linear and computationally expensive, and on a
linearised DC (direct current) model, which is significantly
simpler but at the cost of a loss of precision and accuracy.

In either case e is the vector of measurement errors, for
which the following assumptions are made regarding the sta-
tistical properties of the measurement errors: E(e) = 0; mea-
surement errors are independent, i.e. E(eiej) = 0. Hence
cov(e) = E[e · eT ] = R defined as diag

{
σ2
1 , σ

2
2 , . . . , σ

2
m

}
.

The standard deviation σi of each measurement i is calcu-
lated to reflect the expected accuracy of the corresponding
measurement used.

As noted in section 2, the state estimation problem is
usually solved as an unconstrained weighted least-squares
(WLS) problem. The WLS estimator minimises the weighted
sum of the squares of the residuals, expressed as

J(x) =

m∑
i=1

(zi − hi(x))2

Ri

= [z − h(x)]T R−1 [z − h(x)] (2)

where R = diag(Ri) is the weighting matrix.
This least square problem is solved with the Gauss-Newton

algorithm [3]. At the minimum, the first-order optimality
conditions must be satisfied. This can be expressed as:

g(x) =
∂J(x)

∂x
= −HT (x)R−1 [z − h(x)] = 0 (3)

whereH = ∂h/∂x is them×nmeasurement Jacobian matrix.
The first-order necessary condition for a minimum is that

∂J(x)

∂x
= −H(x)TR−1[z − h(x)] = 0 (4)

Expanding the non-linear function g(x) into its Taylor series
around the state vector xk yields:

g(x) ∼= g(xk) +G(xk)(x− xk) = g(xk) +G(xk)∆xk+1 = 0

G(xk)x = G(xk)xk − g(xk)

x = xk −
[
G(xk)

]−1

g(xk)

(5)

where k is the iterative index; xk is the solution vector at
iteration k. The matrix G(xk) is called gain matrix and it
is calculated as

G(xk) =
∂g(xk)

∂x
= HT (xk)R−1H(xk) (6)

The gain matrix is sparse, positive definite and symmet-
ric provided that the system is fully observable under the
Kalman criterion. The matrix G(x) is typically not inverted,
but instead it is decomposed into its triangular factors and
the following sparse linear set of equations are solved using
forward/back substitutions at each iteration k:

G(xk)∆xk+1 = HT (xk)R−1 [z − h(xk)] (7)

where ∆xk+1 = xk+1 − xk. This equation is also referred to
as the Normal Equations. Iterations are terminated when
an appropriate tolerance is reached on ∆xk.

Followed by the requirements inherent in smart grids and
further demands arising from energy markets, distributed
state estimation has raised more research interest. Ideally,
a fully distributed state estimator over the power grid is de-
sirable to enhance overall grid robustness. For the following,
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however, we consider a hierarchical concept of the network
and state estimation as the basis of our further analysis,
which is based on the general hierarchical model of WLS
state estimation in [7]. In particular, we apply our secu-
rity analysis on a two-level hierarchical model with multiple
areas, which can be described as:

z1j = f1j(y1j) + e1j , j = 1, 2
z1b = f1b(y1) + e1b
y1 = f2(x) + e2

(8)

where z1j is the m1j × 1 measurement vector of area j, and
z1b is the m1b×1 boundary measurement vector when over-
lapping areas occur, they denotes to the lower level one local
measurements. y1j stands for the p1j×1 internal state vector
of area j, of level one. y1 is the p1× 1 vector of system-wide
state vector at level one, where p1 is the sum of p11 and p12;
x is the p2 × 1 state vector of level two.

A Linearised Implementation of the Bi-Level Hierarchical
Multi-Area State Estimator

We realise the bi-hierarchical state estimation model (8)
using a DC power flow model, where equation (1) is repre-
sented by a linear regression model:

z = Hx+ e (9)

The structure of the measurement Jacobian H is as follows:

H(x) =
∂h(x)

∂x
(10)

and in the WLS algorithm for finding the estimated value
x̂ of x, the first-order necessary optimality condition for a
minimum WLS is

∂J(x)

∂x
= −HTR−1 [z −Hx] = 0 (11)

with which the estimated value x̂ is evaluated as

HT (x)R−1H(x) x̂ = HT (x)R−1z (12)

where the matrixG(x) = HT (x)R−1H(x) is the gain matrix.
In particular, the two-level hierarchical model with two areas
and no border variables is described as the following, where
F1j and F2 represent the Jacobian matrix of f1j and f2:

z1j = F1jy1j + e1j , j = 1, 2
y1 = F2x+ e2

(13)

For illustration purposes consider the commonly used IEEE
14-bus 20-line system as shown in Figure 1, which we have
decomposed into a two-level, two-area state estimator re-
lying only on tie-lines. The hierarchical structure of our
decomposition is presented in Figure 2. The location of the
top-level state estimator in our hierarchical model is arbi-
trary; more specifically, lower-tier state estimators are as-
sociated with their own regions, and the k-th level state
estimators with the union of all regions forming the tree at
whose root this region lies.

The network is decomposed into two non-overlapping ar-
eas, with tie-lines (5, 8), (4, 9), (7, 9) to connect the Area1
and Area2. Each area is governed by its own local state esti-
mator, which we call the lower level, and connected by com-
munication links to the second level state estimator, which
we call the top level. The lower level state estimators will
run WLS algorithms at each sub-area, and feed the estima-
tion into top level state estimator as measurements.

The connection between levels is as follows. The output
of the low-level areas (the state vector) is the measurement

vector of the higher-level areas, and the gain matrix of the
low-level areas is considered as the weighting matrix of the
higher level.

10 

11 12 13 

14 

 9 

 8 

 7 

 6 

 5 

 4  3 

 2 

 1 Area 1 
Level 1 

Area 2 
Level 1 

Figure 1: IEEE 14 bus bar system and a two-level,
two-area hierarchical decomposition (I)

Figure 2: IEEE 14 bus bar system and a two-level,
two-area hierarchical decomposition (II)

Usually, the measurement vector z comprises line power
flows, bus power injections, and bus voltage magnitudes, de-
noted by P/Qinj , P/Qflow and Vmag, where P stands for
real power and Q for reactive power. These measurements
can be expressed in terms of the state variables either using
rectangular or polar coordinates. When using the polar co-
ordinates for a system containing N buses, the state vector
will have 2N − 1 elements: N bus voltage magnitudes and
N − 1 phase angles, where the phase angle of one reference
bus is set equal to an arbitrary value, such as 0. The state
vector x will have the following form assuming bus 1 is cho-
sen as reference, with θ for phase angles and V for voltage:

xT = [θ2, θ3, . . . , θN , V1, V2, . . . , VN ] (14)

The dimension of measurement vector z will have to guar-
antee the observability and the convergence of the state es-
timation process. When the system contains T lines, and
on all the buses and lines there has been placed a meter, z
could have 1 + 2N + 4T elements: a voltage taken from the
reference bus, active and reactive power injections evaluated
from the busbars, active and reactive power flows evaluated
from the lines from two directions. It has the following form:

zT = [ Vmag1, Pinj1, ..., PinjN , Qinj1, ..., QinjN ,
Pflow1, ..., PflowT , P

′
flow1, ..., P

′
flowT ,

Qflow1, ..., QflowT , Q
′
flow1, ..., Q

′
flowT ]

(15)
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The structure of the measurement Jacobian H is as follows:

H =



∂Vmag

∂θ

∂Vmag

∂V

∂Pinj

∂θ

∂Pinj

∂V

∂Qinj

∂θ

∂Qinj

∂V

∂Pflow

∂θ

∂Pflow

∂V

∂Qflow

∂θ

∂Qflow

∂V



(16)

The state estimator takes given busbar data and line data
to calculate the measurements P/Qinj , P/Qflow and Vmag,
constructs the Jacobian matrix H, and carries out the iter-
ative solution algorithm for WLS state estimation problem
which can be outlined as follows:

1. Start iteration, iteration index k = 0;

2. Initialize the state vector xk, as a flat start;

3. Calculate the measurement function h(xk);

4. Build the measurement Jacobian H(xk);

5. Calculate the gain matrix, G(xk) = H(xk)TR−1H(xk);

6. Calculate the right hand side tk = H(xk)R−1(z −
h(xk));

7. Test for convergence, max ||∆xk||2 ≤ ε?

8. If not, update xk+1 = xk + ∆xk, k?k + 1, and go to
step 3. Else, stop.

The hierarchical state estimation solution involves a further
iterative process among the two levels, with information ex-
change:

Multi-Area Level 1 The inputs are the vectors z1j , j =
1, 2, where j is the index of the areas, and the weighting
matrices R1j . The output is the estimation of ŷ1j for
each area, calculating the value:[

FT
1jR
−1
1j F1j

]
ŷ1j = FT

1jR
−1
1j z1j (17)

Multi-Area Level 2 The inputs of this level are the vector
ŷ1 estimated from the Level 1 and the gain matrices as
G1j = FT

1jR
−1
1j F1j . The output is the estimated value

of x̂ using the equation[
FT
2 G
−1
1 F2

]
x̂ = FT

2 G
−1
1 ŷ1 (18)

where y1 and G1 are defined, respectively, as juxtapo-
sition of y1j and G1j . The output of this level is also
the updated value of ỹ1 = F2x̂, and it should update
the values of the Level 1 outputs.

The information flow among the levels is essentially the
transmission of results from low-level areas: the state vector
of low-level areas (ỹ1j) and the gain matrices of low-level
areas (G1j). The state vector of low-level areas (ỹ1j) is a
vector of dimension 2∗n−1, where n is the number of busbars
in the low-level area. The gain matrix for each low level is

a square matrix of dimension n× n, where n is the number
of busbars in the low level areas. We don’t consider, in the
paper, the delays, the amount of information, the protocols
and everything else related to the information exchange.

We base our analysis of a particular form of attacks against
state estimation on the model given in this section.

4. MALICIOUS FALSE DATA INJECTION
In the power grid state estimation, robustness, accuracy

and data integrity are essential in state estimator design.
The accuracy of estimation relies on the integrity and pre-
cision of measurement data, and there exist a number of
stochastically characterisable sources of bad data such as
communication errors, device breakdown, or other random
natural factors which we do not consider further in this
paper. However, measurements could be maliciously ma-
nipulated to cause the state estimation to fail. In [14], a
class of malicious attack against power grid state estima-
tion, false data injection, is studied with the traditional cen-
tralised model of state estimator. The attacker could create
arbitrary, non-random data into the collected measurements
once he or she knows about the network topology and gets
resources to launch the attack.

We carry out a similar study of false data injection for
the hierarchical model of state estimation, and focus on the
boundary of such attacks and the robustness of state estima-
tor. We notice that, first, the classic centralised state esti-
mation model is equivalent to the top level in the hierarchical
SE model; secondly, the attacker could influence differently
in the two-level model, such as influencing the convergence
property of state estimator in a hierarchical case. We note
that in a distributed or, as reported here, hierarchical state
estimator, the attacker benefits from an additional degree
of freedom in choosing the attack vector not found in cen-
tralised models, which we will consider in the following.

4.1 Undetectable False Data Injection
In order to study the maliciously injected data on power

grid state estimation, Liu et al. [14] first described a type
of attack, called false data injection attack (FDIA), where
it is under the circumstances that the attackers grasps the
configuration or target power system, the measurement Ja-
cobian matrix H for a DC model. It is proven that this
type of attack could bypass the bad data detection based on
measurement residual method (Theorem 1, [14]). In another
form, an attack vector a is unobservable or undetectable if
it is chosen as a linear combination of the column vector of
H, which forms the condition as

a = Hc, c 6= 0 (19)

It is also justified that if the attacker can compromise k
specific meters where k ≤ m − n + 1, the attack vector
always exists (Theorem 2, [14]).

In [12] and [13], the above undetectable condition is re-
lated to classical network observability conditions (Theorem
1, [12]), which is stated as follows, and provides a quanti-
tative way of analysing the connection of network topology
and the existence of unobservable attack vector:

Theorem 1. (Kosut et al.) There exists an unobservable
k-sparse attack vector a if and only if the network becomes
unobservable when some k measurements are removed, i.e.,
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there exists an (m − k) × n submatrix of H that does not
have full column rank.

Under such circumstances, the DC power flow state esti-
mation problem based on a linearised AC power flow model
(1) is reformulated as the following,

z = Hx+ a+ e (20)

where z ∈ Rm is the vector power flow measurements, x ∈
Rn is the vector of system state, e the Gaussian measure-
ment noise with zero mean and covariance matrix Σe, and
the injected vector a is the malicious data injected by an
adversary, with at most k non-zero entries (‖ a ‖0 ≤ k). A
vector a is said to have sparsity k if ‖ a ‖0 = k.

4.1.1 Detectability and Observability
In the paper by Liu, Ning and Reiter [14], the bad mea-

surement detection technique is based on calculating the
measurement residual, the difference between the vector of
observed measurements, and the vector of estimated mea-
surements, i.e. z −Hx̂, and using its L2-norm ‖z −Hx̂‖ to
detect the presence of bad measurement by comparing with
a threshold τ . If there exists a non-zero k-sparse a for which
a = Hc for some c 6= 0 (as in the case of c = 0, a is trivial),
then z = Hx + a + e = H(x + c) + e. In other words, x is
observationally equivalent to x+c, and the injected vector a
will lead the control centre to believe that the true network
state x is x+ c, for arbitrary c.

The difference between random bad data caused by nat-
ural factors and the maliciously injected data is that, it is
unlikely that random bad data a will satisfy the unobserv-
able condition a = Hc. However, an adversary could synthe-
sise the attack vector to satisfy the unobservable condition.
When an attack vector satisfies the condition, a equals to Hc
for an arbitrary non-zero vector c, and this attack is called
a false data injection attack. The attacker could bypass the
bad data measurement detection and introduce arbitrary er-
rors into the output of the state estimation [14].

4.1.2 False Data Injection in Multi-Area Hierarchi-
cal State Estimation

We extend the work introduced in the previous section in
a straightforward manner to the hierarchical case, i.e. the
model (20) under the multi-level, multi-area setting. We
consider the two-level, r-area state estimation described in
Section 3. Assume that at lowest level 1, the power network
is partitioned into r non-overlapping areas Sj with nj buses
each and connected by tie-lines. Each area is governed by
its own local state estimation and they are connected by
communication links to a higher level state estimation, rep-
resented at level 2. We suppose in some area Sj , at level 1,
there is a potential attack vector a0j injected; or at level 1,
an attack vector a0b is injected to the border variables; and
at level 2, an attack vector a1 is injected. So the two-level
multi-area model (8) from Section 3 is now changed into

y0j = f1j(y1j) + a0j + e1j , j = 1, . . . , r
y0b = f1b(y1) + a0b + e1b
y1 = f2(y2) + a1 + e2

(21)

If at area Sj , the attack vector is synthesized by the ad-
versary to satisfy the unobservable condition. With the
linearised regression counterpart of (21), this would be ex-

plained as follows, in the same way of condition (19):

a0j = F1jc for some c 6= 0 (22)

which furthermore derives to

y0j = F1j(y1j + c) + e1j (23)

At the area Sj , y1j is observationally equivalent to y1j + c,
and the adversary’s injection of data is undetectable.

Similarly, attack vectors could be injected to the border
measurements, when the adversary synthesizes the vector
a0b to satisfy the unobservable condition:

a0b = F1bc
′ for some c′ 6= 0 (24)

We observe that the estimated y1 is observationally equiva-
lent to y1 + c′.

y0b = F1b(y1 + c′) + e1b (25)

When the false data injection attack occurs at level 2, the
injected vector is synthesised as the following condition:

a1 = F2c
′′ for some c′′ 6= 0 (26)

which renders the second level estimated state variable y2
observationally equivalent to y2 + c′′, with c′′ the injected
error.

y1 = F2(y2 + c′′) + e2 (27)

Thus, we conclude that the false data injection attack could
take place in the bi-level hierarchical state estimation with
non-overlapping sub-areas, where the proof closely follows
Theorem 1 in [14]; these attack vectors could bypass bad
measurement detection if they are chosen to be linear com-
position of the column vectors of corresponding Jacobian
matrices on the sub-areas, border areas, or level 2.

In Section 5, we prove that the FDIA causes the denial
of network observability in the hierarchical SE model. We
remark that first of all, the maliciously injected data attack
at the top level in the hierarchical model is equivalent to
the classic, centralised case, and secondly while our formula-
tion is based on a two-level hierarchical model, this analysis
is clearly extensible to arbitrary hierarchy levels, also with
non-overlapping areas.

5. OBSERVABILITY OF ATTACKS
Suppose that our system is composed of the underlying

state-based electric power grid, to which the partial ob-
servability is an a priori requisition. The topology of the
power network considered here may be organised as a mesh
or looped networks (in the case of local or micro-grid envi-
ronments where distributed state estimation is of particular
interest); the state estimator we are using is a hierarchical
(or further distributed) state estimator that functions over
non-overlapping sub-areas or sub-areas that share certain
measurements, that could be later viewed as substations [8,
9]. We also consider the explicit use of an information flow
network, such as the Internet, functioning together with the
power grid, that provides information and communication
which allows more user-end demand management. We first
introduce a formal definition for network observability, con-
sidering a linear time-invariant (LTI) model that follows the
classical algebraic approach by Kalman [10].
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5.1 False Data Injection Against State Estima-
tion

Our model stays with the confines of an LTI formulation,
which limits the types of attacks we may consider given the
limited accuracy and precision resulting from linearisation.
For both the centralised case and the hierarchical case, one
could consider the following types of attacks for an attacker
able to choose k measurements to modify.

Denial of observability: This attack arises when an at-
tacker can disable measurements in the power network
and cause removal of measurements, which will need
to be distinguished from conventional redundancy re-
quirements. It will be proven in 5.3 that the removal
of measurements will render the network unobservable.
For an LTI model it is not easy to acquire precise data
for detection since we cannot take dynamic effects into
consideration, but one needs to clearly identify the re-
sult of the adversary being able to choose which (criti-
cal) measurements he or she can manipulate. We con-
centrate mainly on this aspect in this paper.

Denial of state estimator convergence: Due to the fact
that between different levels of the hierarchical SE
there will be communication and information exchange,
the attacker could inject undetectable vectors so the
WLS algorithm no longer could converge at a local
estimator or a high-level estimator. We will need to
bound the characteristics (number, distribution, pos-
sibly magnitude) of measurements an adversary may
influence before we can no longer guarantee that the
state estimators (top-level, all lower-tier, fraction of
lower-tier, etc.) are no longer able to reach conver-
gence. It is more crucial for the dynamic case, but is
also relevant in an LTI formulation.

Forcing of state estimate: As in the above type of at-
tack, the attacker could inject undetectable data and
lead the state estimator to converge to an incorrect
estimate; this is the type of attack most commonly
considered in previous work. We will need to impose
bounds on the characteristics of measurements (num-
ber, distribution, possibly magnitude) that an adver-
sary may change at most before being able to force
a state estimate (top-level, all lower-tier, fraction of
lower-tier, etc.) to a specific value or range.

5.2 Partial Network Observability in an LTI
Formulation

Formally, a system is said to be observable if, for any pos-
sible sequence of state and control vectors, the current state
can be determined in finite time using only the outputs. An
SE system is said to be observable if the available measure-
ment set contains enough information to obtain a unique
estimate of the system state variables. In the literature of
control theory, observability is a measure for how well inter-
nal states of a system can be inferred by knowledge of its
external outputs. As its mathematical dual, the concept of
controllability denotes the ability to move a system around
in its entire configuration space using only certain admis-
sible manipulations. A theory of the network observability
has been discussed in [16], for our model we will use a similar
approach as presented in [5] for studying the observability
of the power network.

If a state estimator is not observable, it means the current
values of some of its states cannot be determined through
output sensors: this implies that their value is unknown
to the Energy Management System (EMS) controller and,
consequently, that it will be unable to fulfil the control spec-
ifications referred to these estimates.

5.2.1 Observability for a Linear Time-Invariant
Discrete-Time System

If we first consider our system as a linear, time-invariant,
discrete-time system, which could be expressed through the
following equations [5]:

x(k + 1) = Adx(k), x(0) = xo unknown (28)

y(k) = Cdx(k) (29)

where x(k) ∈ Rn, y(k) ∈ Rp, Ad and Cd are constant ma-
trices, x(k) the internal state variables, and y(k) the output
measurements. The natural question arising is whether we
can learn the state space variables defined by (28) using only
information from the output measurements (29), which leads
to the following definition:

Definition 1. The LTI discrete-time system given by (28)
and (29) is observable if for any state x(k), there is a finite
time k′ such that x(k) can be uniquely determined from y(k)
for 0 ≤ k ≤ k′.
This condition is equal to the following theorem. If we define
the observability matrix as

O(Ad, Cd) =


Cd

CdAd

CdA
2
d

...
CdA

n−1
d


(np)×n

(30)

Theorem 2. (Gajic and Lelic) The linear discrete-time
system (28) with measurements (29) is observable if and only
if the observability matrix (30) has rank equal to n.

5.2.2 Observability for a Linear Time-Invariant
Continuous-Time System

The typical mathematical model normally applied for com-
puting the observability and controllability in time-dependent
linear control systems is given as follows:

∂x(t)

∂t
= Ax(t) +Bu(t), x(t0) = x0 (31)

y(t) = Cx(t) +Du(t) (32)

where x(t) is a vector (x1(t), x2(t), ..., xn(t))T which repre-
sents the current state of a system with n nodes at time
t. A is a n × n matrix showing the topology of the system
signalling interactions between nodes. B is an input n ×m
matrix where m ≤ n and which represents that set of nodes
intentionally controlled by an user or controller. For such
a control, the controller needs to specify an input vector
(i.e. u(t) = (u1(t), u2(t), . . . , um(t))T ) to push the system
to the desired state. And y(t) is the measurement vector
(y1(t), y2(t), . . . , yp(t))T , C and D the output matrices.

Definition 2. The LTI continuous-time system given by
(31) and (32) is observable if for any initial state x(t0), there
is a finite time τ such that x(t0) can be uniquely determined
from the input, output signals u(t) and y(t) for 0 ≤ t ≤ τ .
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This condition is equal to the following theorem. Simi-
larly, the observability matrix is defined as

O(A,C) =


C
CA
CA2

...
CAn−1


(np)×n

(33)

When the system is observable if and only the matrix has
rank n, which is represented by Theorem 3.

Theorem 3. (Gajic and Lelic) The linear continuous-
time system with measurements is observable if and only if
the observability matrix has full rank.

For our system of the two-level two-area state estimator de-
scribed in Section 3 with power flow equation (8), we fit its
linearised counterpart (13) into the above LTI formulation,
and have the following observability theorem to hold, which
states that at the lower-tier area Sj , network observability is
locally guaranteed if and only if the corresponding Jacobian
matrix F1j is full-rank. We refer this feature to the partial
network observability provided at the first level.

Theorem 4. The two-level two-area system with measure-
ments (8) is observable at the sub area Sj if and only if the
matrix F1j has full rank.

Proof. We take the matrix Ad as identity matrix Id,
and the matrix Cd as F1j following Definition 1, it suffices
to show that the observability matrix has full rank if and
only if F1j has full rank according to Theorem 2.

The network observability condition at the first level could
be extended to the 2nd-tier SE by the following corollary,
while it is not guaranteed of the entire network observability
if simply the 2nd-tier observability condition is satisfied.

Corollary 1. The two-level two-area system with mea-
surements (8) is observable at the 2nd level state estimation
if and only if the matrix F2 has full rank.

5.3 Denial of Observability in
Hierarchical State Estimator

As previously discussed in 5.1, the denial of observability
in the hierarchical SE by false data injection is our main pur-
pose of study in this paper. In this case, the attacker could
manipulate measurements by disabling some, and cause the
observability matrix to be rank-deficient, which leads the
state estimation no longer able to carry on. This influence
could occur in three situations, where the attacker could
choose to switch off a meter at a non-overlapping area, at
a shared area, or directly manipulate the top level estima-
tor. Apart from giving the bounds of such adversary attack,
we would like to identify which measurements are critical
and required, and which can be substituted, i.e. the redun-
dancy to ensure continued satisfaction of the observability
criterion.

Suppose at lower level, i.e., level 1, the attacker has the
capacity to switch off k meters1. In each individual area,

1In [14], the number of measurements is treated identical as
number of meters. We follow this convention in the proofs in
this section, since from a fixed topology of meter placement,
it is easy to derive the coefficient for meter numbers from
measurement numbers.

WLS algorithm is applied obtaining the estimation for each
busbar of voltage and phase angle. Suppose in Areai, the
number of buses is Ni, there are ni state variables to be
estimated and mi measurements. Then the local Jacobian
matrix Hi is obtained as an mi × ni matrix. We arrive at
the following constraints for an unobservable attack vector
to be injected, with a similar approach in [12].

Theorem 5. At Level 1 in the i-th area, there exists an
unobservable k-sparse attack vector a if and only if the sub-
network becomes unobservable when some k measurements
are removed, i.e., there exists an (mi− k)×ni submatrix of
Hi that does not have full column rank.

Proof. (→) Suppose a = Hic (c 6= 0) is a k-sparse unob-
servable attack vector of size mi, without loss of generality,
assume (∗) the first mi − k entries of a are zero according
to the sparsity definition. Let H ′ be the submatrix made of
the first mi − k rows of Hi, then H ′c = 0 from the previ-
ous assumption (∗), which means that H ′ does not have full
column rank.

(←) Suppose there exists an (mi − k) × ni submatrix of
Hi that does not have full column rank, without loss of
generality, let H ′ be this submatrix and consists of the first
mi − k columns of Hi. Thus H ′c = 0 for some c 6= 0,
which means that Hic is the unobservable k-sparse vector
by definition.

At level 2, all the estimation values of voltage and phase
angle from the level 1 WLS algorithm are collected, and put
into calculation of measurements with which the WLS is
applied again. The level 2 Jacobian matrix F2 is obtained
as a p1×p2 matrix, where p1 is the sum of ni’s, i.e. the total
number of level 1 estimated state variables. The adversary
could directly manipulate F2 to render the higher level state
estimation unobservable, following Corollary 1.

Theorem 6. At Level 2, there exists an unobservable k-
sparse attack vector a if and only if the higher level network
becomes unobservable when some k measurements are re-
moved, i.e., there exists a (p1− k)× p2 submatrix of F2 that
does not have full column rank.

Proof. Proof is analogous to that of Theorem 5.

For the overlapping areas at the lower level, suppose Areai
and Areaj have lij shared measurements, which could rep-
resent the sub-areas that share lij meters. The attacker,
once identify these measurements, could launch a false data
injection attack by manipulating the shared meters, which
will influence the lower level and top level state estimation.
We have the following theorem describing the false data in-
jection attacks over overlapping areas.

Theorem 7. At the overlapping area of Areai and Areaj
which contains lij measurements, there exists an unobserv-
able k-sparse attack vector a if and only if the joint network
becomes unobservable when some k measurements are re-
moved from the joint area, i.e., there exists an (lij − k)× n
submatrix of the joint area of Hi or Hj that does not have
full column rank, where n is the smaller of ni and nj.

Proof. Let Hij be the submatrix of size lij × n of both
Hi and Hj where n = min(ni, nj) that represents the joint
area. With similar technique as the proof in Theorem 5 we
can show that there exists an unobservable k-sparse attack
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vector a = Hijc (c 6= 0) if and only if the sub network
Hij becomes unobservable when some k measurements are
removed from the joint area. We could thus construct attack
vectors ai and aj to the Areai and Areaj that contain a,
and ai and aj are k-sparse, unobservable if and only if the
joint area becomes unobservable under the attack vector a.

For simplicity we only show the construction of ai. Sup-
pose a = Hijc (c 6= 0) and without loss of generality as-
sume the first lij − k entries are zero; we construct ai as
[0mi−lij | a], and ai = Hici (ci 6= 0) is the unobservable
attack vector with sparsity k.

5.3.1 Bounds of Tolerated Meter Compromise and
Additional Meters

The above theorems give an analysis on the existence con-
dition of attack vectors. Alternatively, with a defence per-
spective, we would be interested to know in order to retain
the network observability, what bounds could be imposed
to the adversary of the false data injection attack. We de-
rive the following theorem about the maximum number of
manipulated measurements that can be tolerated, when the
attacker could choose to compromise k meters and keep the
data injected undetectable. First we give a lemma on the
bounds of attacks at the local area of level 1.

Lemma 1. At an area of Level 1 of the state estimator
where the Jacobian matrix H is of size m×n, if the attacker
can compromise k meters, the maximum number of meters
to be compromised is m − n in order to maintain the local
network observable.

Proof. Suppose there is a k-sparse unobservable attack
vector a where, by definition a = Hc for some c 6= 0. The
network is observable, from Theorem 4 H has full rank. Sup-
pose a has switched off k measurements in H, without loss
of generality, partitioning HT = [H ′T | HT

a ] where H ′ is the
unaffected measurements with size (m− k)× n and Ha = 0
of size k×n. To allow the estimation of state variables from
remained measurements, H ′ has to have full rank n from
Theorem 4. However, when k ≥ (m− n) + 1, the row num-
ber of H ′ is strictly less than n, and the network is rendered
unobservable.

Using Lemma 1, we may now derive the following result
on the bounds of false data injection attack on the overall
network, at Level 1, when there are no overlapping areas:

Corollary 2. At the junction of Areai and Areaj which
does not contain joint measurements, where the Jacobian
matrix Hi, Hj is of size mi×ni, mj×nj respectively, if the
attacker can compromise k meters, the maximum number of
compromised meters to be tolerated is min(mi−ni,mj−nj)
in order to maintain the first level network observable.

When the network has overlapping areas and joint mea-
surements between the sub-networks, we come up with the
following theorem, which indicates that the shared measure-
ments at overlapping areas are more critical since manipu-
lation on them takes effect in both areas, and thus should
be provided with additional protective measures as the ad-
versary might want to concentrate attacks on these areas.
In an extreme case, an attack happening on just the joint
measurements could render the whole network unobservable:

Theorem 8. At the junction of Areai and Areaj which
contains lij joint measurements, where the Jacobian matrix
Hi, Hj is of size mi×ni, mj×nj respectively, if the attacker
can compromise k meters, the maximum number of compro-
mised meters to be tolerated is min(mi − ni,mj − nj) in
order to maintain the first level network observable.

Moreover, the attack satisfies that Hs
i (xi + ci) = Hs

j (xj +
cj) without considering measurement errors, where Hs

∗ is the
submatrix of H∗ for the shared area and c∗ is the injected
error in the ∗-th area.

Proof. With Lemma 1 and Corollary 2, we have the
bound of tolerable attacks for retaining the first level net-
work observable as min(mi−ni,mj−nj). And at the shared
area the measurements zs are the same while the states are
different, which means zs = Hs

i (xi +ci) = Hs
j (xj +cj) with-

out considering measurement errors according to (20).

In order to ensure the partial network observability, we
also derive the following theorem about the minimum num-
ber of additional measurements to be redundantly placed.

Theorem 9. Under a k-sparse attack where the attacker
could at most compromise k measurements in a local net-
work, the minimum number d of additional measurements
to ensure observability is k − (m− n), suppose k ≤ m.

Proof. Let the Jacobian matrix be H, from Theorem 4
H has full rank n (under the assumption m ≥ n). Sup-
pose the k-sparse attack a has switched off k measurements
and turns the Jacobian matrix H into a partition HT =
[H ′T | HT

a ] without loss of generality, and Ha = 0 of size
k × n. From the proof of Lemma 1, when k ≥ (m− n) + 1,
the unaffected measurements H ′ has row number strictly
less than n, and the network is unobservable, i.e. the esti-
mation of state variables from H ′ of size (m− k)× n is not
available, one has to add measurements to compose a new
Jacobian matrix ĤT = [H ′T | HT

d ] with full rank n, with
Hd of size d × n. Thus the minimum number of additional
measurements d = n− (m− k) = k − (m− n). 2

In other words, the number of additional measurements
to keep the local network observable d is in the range that
k − (m− n) ≤ d ≤ max(n, k).

6. CONCLUSIONS
State estimation in a heterogeneous, intelligent, distributed

power network such as the next-generation smart grid envi-
ronment induces a number of new challenges also for secu-
rity including the need to minimise the cost of such security
requirements.

In this work we introduce a bi-level two-area state es-
timation model with the goal of leading to a deeper un-
derstanding of hierarchical and multi-area state estimation
problems which are not suitably described by classical cen-
tralised state estimation models. In particular, we have ex-
tended a type of malicious false data injection attack pre-
sented in [14] against state estimation, and give some results
on how it would cause denial of network observability in the
hierarchical model, related to an LTI formulation of observ-
ability; bounds of tolerated attacks and redundant measure-
ments are also studied. This work would be applicable to
2This is under the assumption that measurements on differ-
ent meters are not linearly dependant.
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the research of critical measurements identification, meter
protection as well as meter placement.

In our on-going and future work, we would like to incor-
porate a number of extensions. On-going work concentrates
on arbitrary (not only bi-level) hierarchical multi-area state
estimation models with minimal constraints leading to a dis-
tributed formulation with an explicit AC model. This will
allow us to study both the attacks described in the taxon-
omy in section 5.1 as well as novel attack mechanisms not
currently discussed in the literature arising both from the
different formulation but also from a more in-depth study of
model properties also applicable to the centralised case. In
particular, this work extends to the study of state estimator
robustness under the circumstances of the two other types
of false data injection attacks, namely the denial of state es-
timator convergence and forcing of state estimate. We also
currently study approaches for detection of bad data injec-
tion attacks in the form of defender-attacker interactions
and what can be characterised about measurements in the
presence of such attacks as well as the inclusion of explicit
information flows within the smart grid.
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