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Abstract— Human error in configuring routers undermines at-
tempts to provide reliable, predictable end-to-end performance on
IP networks. Manual configuration, while expensive and error-
prone, is the dominant mode of operation, especially for large en-
terprise networks. These networks often lack the basic building
blocks—an accurate equipment inventory, a debugged initial config-
uration, and a specification of local configuration policies—to sup-
port the holy grail of automation. We argue that migrating an ex-
isting network to automated configuration is a rich and challenging
research problem rooted in data analysis and in the modeling of
network protocols and operational practices. We propose a novel,
bottom-up approach that proceeds in three phases: (i) analysis of
configuration data to summarize the existing network state and un-
cover configuration problems; (ii) data mining to identify the net-
work’s local configuration policies and violations of these policies;
and ultimately (iii) boot-strapping of a database to drive future con-
figuration changes. The first stage reduces the number of errors,
the second normalizes the local policies, and the third prevents new
errors and reduces the manpower needed to configure the network.
We describe the architecture of our EDGE tool for steps (i) and (ii),
and present some examples from our experiences applying the tool
to several large enterprise networks.

I . INTRODUCTION

Predictable,reliablenetwork performancedependson
the correct and consistentcon�guration of the routers.
Con�guring theroutersis oneof themostimportantand
complex aspectsof runninga largenetwork. Manualcon-
�guration, while time-consuminganderror-prone,is ex-
tremelycommon,andmayberesponsiblefor many of the
outagesandanomaliesthatoccurin practice.Automated
provisioning improveson manualcon�guration by gen-
eratingthe routercon�guration commandsfrom a setof
rulesappliedto a databasethat modelsthe network and
its services. Although thesekinds of systemsare rela-
tively commonin large serviceprovider networks,com-
parableautomationin enterprisenetworks remainselu-
sive,despitethefactthatmany of enterprisenetworksare� quitelarge,sometimesspanningmultiplecontinents,� managedin adecentralizedfashion,dueto mergersand
acquisitionsor geographicboundaries,� runningamix of networkprotocols(IP, IPX, Appletalk)
androutingprotocols(RIP, EIGRP, OSPF, BGP),and� operatingunderstrict reliability requirements(e.g.,for
carryingretail, �nancial, or medicaldata).
Without a provisioningdatabaseandwell-codi�ed rules,
network administratorsoften continuethe risky practice
of manualcon�guration or embarkon a time-consuming
redesignof their networkswith automationin mind. In-
stead,we argue that a detailedanalysisof the existing
router con�guration datacan drive the migrationof the
network towardautomatedprovisioning.

A. RouterCon�guration is Hard

Severalfactorsconspireto makecon�guring IP routers
extremelychallenging:
High degree of con�gurability : Routersimplementa
vastarrayof protocolsandmechanisms,with many tun-
ableoptions.Network administratorsmustcon�gure the
routing protocols, interfaces,accesscontrol lists, QoS
mechanisms,andservicessuchasSNMP, NTP, andNAT.
For example,modernroutersimplementnumerousrout-
ing protocolssuch as RIP, EIGRP, OSPF, IS-IS, BGP,
MPLS,andmulticastprotocols,eachwith dozensof con-
�gurable options(e.g., timer values,link weights,route
�lters, routeinjectionbetweenroutingprotocols,andses-
sionestablishment).As anotherexample,interfaceshave
many parametersat the IP level (e.g., address,mask
length, and packet �lter) and Medium AccessControl
level (e.g.,encapsulation,framing,anderrorchecking).
Complex, low-level con�guration languages: Thecon-
�guration languagesdesignedby routervendorsarees-
sentially a collection of thousandsof “assembly lan-
guage” commandsthat eachprovide a small piece of
functionality. An operationalrouterin a largeIP network
mayhaveseveralthousandsof linesof commands.Some
work has consideredvendor-neutralconstructsfor cer-
tain aspectsof routercon�guration, suchasrouting pol-
icy [1]. In addition,someroutervendorsoffer Web-based
interfacesfor specifyingandapplyingcon�gurationcom-
mands.However, genericdatamodelsandhigh-level lan-
guagesfor routercon�gurationdonotexist andarelikely
to remainelusive for sometime (seethe charterfor the
new IETF Network Con�gurationworking group[2]).
Rapid changesin router features: IP protocolsand
equipmentcontinueto evolve,andadministratorsperiodi-
cally enablenew functionalityin theirnetworks.Over the
pastfew years,IETF activity hasledto severalcompletely
new functions,suchasMPLSrouting,RandomEarlyDe-
tection(RED), anddifferentiatedservices.Existingpro-
tocolssuchasBGPhave seena numberof extensionsto
add new con�gurable options(e.g., soft-recon�guration
and extendedcommunities). Routervendorshave peri-
odic releasesof their operatingsystems.Any datamod-
els, languages,or con�guration tools would needsuf�-
cientextensibility to accommodatethis rapidchange.

B. ManualCon�guration is Bad

Despitethe many challenges,moving beyond manual
con�gurationis crucialbecause:
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Manual con�guration is error-prone: Con�guration
mistakescancausenetwork outages,degradationin per-
formance,andsecurityvulnerabilities. For example,in-
stalling thewrongpacket �lter , �ltering valid routes,ad-
vertising an incorrectblock of IP addresses,or assign-
ing thesameIP addressto multiple piecesof equipment,
canleadto reachabilityproblems.As anotherexample,a
link cannotcarrytraf�c if thetwo endsbelongto different
OSPFareasor applya differentCRCtechnique.A mis-
take in specifyingor installinga packet �lter mayleave a
network opento denial-of-serviceattacks.A recentstudy
estimatesthathalf of network outagesstemfrom human
con�gurationerror[3]; similar resultshavebeenfoundin
studiesof Internetservices[4]. Analysisfocusingspecif-
ically on BGP routing suggeststhat con�guration errors
areresponsiblefor many network anomalies[5].
Manual con�guration is expensive: Manualcon�gura-
tion leadsto costlymistakesandexpensive delaysin en-
ablingservicefor new users.Network administratorsmay
beforcedto limit or delayupgradesandintroductionsof
new features,protocols,andservices.In addition,man-
ualcon�gurationrequireshiring andtrainingapotentially
large numberof skilled engineers.In practice,network
administratorsoften take lengthycerti�cation coursesto
acquirethe necessaryskills to con�gure the routers,as
well ason-the-jobtraining to learnthe local networking
policiesof their organization.Theseengineersmayneed
additionaltraining in how to diagnoseand�x con�gura-
tion problems.The investmentin engineerstrainedon a
particularrouterproductcanmake it extremelydif�cult
to incorporateproductsfrom othervendors.

C. MovingBeyondManualCon�guration

The problemsinherentin manualroutercon�guration
have recentlyattracteda greatdealof commercialatten-
tion. Existingproductsandservicesfocuson:
Reducing the complexity of manual con�guration :
Several kinds of productshelp administratorsin their
manualcon�guration tasks. GoldWireTech[6] supports
authenticationof engineersconnectingto the routers,
archiving of pastversionsof con�guration �les, logging
of humankeystrokes,andscheduledpushesof con�gu-
ration commands.Other tools like WANDL's IPAT [7]
and OpNet's NetDoctor[8] generatereportsof the net-
work topologyandcon�gurationerrors.Individualrouter
vendorsprovideWeb-basedinterfacesfor con�guring the
routersto reducethe likelihoodof typographicalerrors,
withoutmoving thenetwork towardgreaterautomation.
Automating for new networks/services: Productssuch
as Orchestream[9] supportautomatedcon�guration of
new services,suchas Virtual Private Networks. These
productstend to “start from scratch”in con�guring the
new service, and they often have proprietary internal
databasesthataredif�cult to integratewith otherpartsof
the provisioning process(suchasordering,billing, net-
work inventory, andwork-�o w management).
Automating the tuning of speci�c parameters: Other
tools focus on speci�c operationaltasks,such as traf-

�c engineeringor mitigationof Denial-of-Service(DoS)
attacks. For example, Cariden's MATE [10] and Op-
Net's SPGuru [11] productssupporttuning OSPFcosts
or MPLS Label SwitchedPathsto the prevailing traf�c,
andArborNetwork'sPeakFlow DoS[12] productdetects
DoS attacksandgenerates�lters to block the offending
traf�c. While very useful for speci�c tasks,thesetools
focusonasmallportionof thecon�gurationstate.

Although thesekinds of tools are useful, we argue
that thecompletecon�guration of thenetwork shouldbe
drivenfrom anautomatedprovisioningsystem.New net-
works can, and should,be designedwith this approach
in mind. However, network administratorsrarely have
the luxury of starting from scratch. Instead,we argue
that migrationof existing networks is an importantpart
of thecon�guration problem.Thenext sectiondiscusses
the targetdesignof a provisioningsystemanddescribes
our three-phasedapproachto boot-strappinga manually-
con�gured network. Our approachis deeply rooted in
analysisof thecon�gurationstateof theexistingnetwork.
In SectionIII, we describethe software architectureof
our EDGE (EnablementandDebuggingof Growing En-
terprises)tool for analyzingthe con�guration data,and
presentexamplesbasedon our experienceswith several
large enterprisenetworks. The paperconcludesin Sec-
tion IV with a discussionof directionsfor futurework.

I I . AUTOMATING ROUTER CONFIGURATION

In theautomatedprovisioningsystemscommonin ser-
vice provider networks, all con�guration changes�o w
througha databaseusingexplicit local rules. However,
for many existing enterprisenetworks, the routers' con-
�guration stateis the “database”1. We believe thata de-
tailed analysisof this con�guration stateshouldplay an
importantrole in themovetowardautomation.

A. Target AutomatedProvisioningSystem

In large serviceprovider networks, automatedprovi-
sioningtypically follows thehigh-level approachin Fig-
ure 1. Each con�guration task, suchas addinga new
router or a new customer, dependson input data col-
lectedusinga technicalquestionnaire(TQ). For example,
addinga new customerconnectionmight requireinfor-
mationaboutthe customer's name,addressblocks,me-
dia typeandspeed,andthedesiredservice.TheTQ de-
tails dependon thespeci�c task,andvary from network
to network. In addition, other identi�ers suchas inter-
facenamesandaccess-controllist (ACL) numbersmay
needto be assigned.Thechosenidenti�ers maydepend
onpastassignments;for example,anew customermaybe
assignedthenext availableslot in therouterandthenext
availableACL identi�er for apacket �lter .

TheTQ dataandtheidenti�ers arefed into a database
�
Yet, this “database”hasno mechanismfor normalization.In a real

database,a policy (e.g.,for packet �ltering) might bede�ned onceand
thenusedagainandagain.Undermanualcon�guration,thepoliciesare
instantiatedseparatelyoneachrouter, andtendto divergeasthenetwork
evolves,whetheror not this is theadministrator's intent.
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Fig. 1. End-to-endview of routerprovisioningprocess

thatstoreskey informationaboutthenetwork equipment
andtheexistingcon�guration.Ratherthanstoringtheraw
con�gurationcommands,thedatabasestorestheinforma-
tion necessaryto generate thesequenceof commands—
a con�glet—to apply to the router. Like the TQ, the
databaseschemawould vary acrossnetworks,depending
on the key parametersunderlyingthe servicesthey pro-
vide. Thecon�guration commandsaregeneratedby ap-
plying rulesbasedon the contentsof the database2. For
example,a Serialinterfacemaybecon�gured to applya
particularframingtechnique.In practice,therulescanbe
muchmorecomplicated.For example,the IP addresses
ownedby a BGP-speakingcustomermay drive the con-
�guration of boththepacket �lter ontheinterfaceandthe
route�lter on theBGP session.An exampleof an auto-
matedprovisioningsystemfor BGPis presentedin [13].

B. BootstrappinganExistingNetwork

Despitethe conceptualappealof Figure 1, many en-
terprisenetworks don't have explicit TQs, provisioning
rules,or anunderlyingdatabase.In somecases,aninfor-
mal TQ exists andthe rulesarecodi�ed in Englishtext;
however, thesedocumentsareoftenout-of-dateor incom-
plete,andadministratorsdo not alwaysadhereto them.
Administratorsmay have a list of the equipmentin the
network but notnecessarilya completerecordof how the
routersare con�gured. In essence,the networkitself is
thedatabase. This observationsuggestsa bottom-upap-
proachto enablingautomation. We argue that network
administratorsshouldstartwith a snapshotof thecon�g-
urationstateof the network—a singlecon�guration �le
for eachactive router—andproceedin threestages:
1. Generic analysis: Analysis within and acrosscon-
�guration �les enablesus to reverse-engineerthe router
topology and summarizethe statusof the network. As
part of this process,we identify con�guration mistakes
thatthenetwork administratorscan�x. Thisoffersimme-
diatevaluein termsof boot-strappinga simpleinventory
databaseandimproving thecon�gurationof thenetwork.
Severalrecenttoolsprovidethiskind of service[7,8,14].
2. Data mining: Furtheranalysisseeksto identify dis-
tinct patternsin thecon�gurationthatre�ect thelocalde-
signchoicesof thenetwork administrators.Theoutputof
thisprocessis asetof inferredrulesandtheexceptionsto
theserules.For example,if 99of 100routershavethe�n-
gerdaemondisabled,theinferredrule would be“the �n-
gerdaemonshouldbedisabled”andtheexceptionwould
betheonenon-compliantrouter. This facilitatesinterac-
�
In practice,the con�glet might be generatedin two steps,starting

with somevendorneutralform followed by a mappinginto the com-
mandsyntaxnecessaryfor aparticularrouter.

tion with the engineersto formalizeand �ne-tune these
rules,and�x theviolations.This offers immediatevalue
by alertingnetwork administratorsto notableinconsisten-
cieswithin andacrossrouters.
3. Databasedesign: At theendof thesecondstage,the
network hasacorrectcon�gurationthatis consistentwith
the complete,fully-codi�ed setof rules. In essence,the
network looksasif it hasbeenautomaticallycon�gured.
The TQ anddatabaseschemacan be designed,and the
databasecanbe populatedfrom the stateof the existing
network. Goingforward,theautomatedsystemcandrive
futurecon�gurationchanges.

Ultimately, thesestepsrequirehumaninterventionto
�x con�gurationmistakes,vetand�ne-tune therules,and
designthe TQ anddatabase.Still, we canexpeditethe
discoveryanddesignwith suitabletoolsfor rapidandde-
tailedanalysisof thecon�gurationdata.Thenext section
describesour EDGEprototypefor the�rst two stages.

I I I . EDGE ANALYSIS OF CONFIGURATION FILES

A detailedanalysisof routercon�gurationdatacanpro-
vide a wealthof informationaboutthe stateof the net-
work. This sectionpresentsa brief overview of thesoft-
warearchitectureof our EDGEtool, andexamplesof the
kinds of analysisthe tool performsto aid network ad-
ministratorsin building aninventorydatabase,identifying
con�guration mistakes, visualizing the network design,
andreverse-engineeringthelocal con�gurationpolicies.

A. EDGESoftwareArchitecture

The EDGE software runs daily on tensof thousands
of con�guration�les from dozensof largeenterprisenet-
works. In designingthe software,we focusedon scala-
bility (to supporta largenumberof networksandcon�g-
uration�les) andextensibility (to supporttherapidaddi-
tion of reportsondifferenttechnologiesusedin enterprise
networks). The tool startswith a snapshotof thecon�g-
uration�le for eachrouterin thenetwork andproducesa
collectionof Webreports,asillustratedin Figure2:
Con�guration data feed: EDGEoperateson a snapshot
of the con�guration statefrom Cisco routers,or other
routersthat emulatethe Cisco IOS (InternetOperating
System)commandset.Dumpinga router's con�guration
�le involves applying the show running-config
commandat theTelnetinterfaceor issuingaget via the
SNMPinterface.In many cases,thenetwork administra-
tor hasa backupserver storingthese�les. EDGEchecks
thecon�guration�les into aCVSrepositoryto storeonly
the differences.This substantiallyreducesthe overhead
of storingthedataandalsofacilitatesour analysisof the
changesto thenetwork over time.
Parsing of con�guration �les : The parserincorporates
knowledgeof CiscoIOSsyntax,suchascommandmodes
that de�ne thevarioussectionsof thecon�guration �les
(e.g.,interface androuter bgp). The output of
the parseris a Perl hashtablethat canbe easilyreadby
subsequentpartsof thesoftware.Ratherthanunderstand-
ing the syntaxof every command,the parserfocuseson
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commandsthatoccurfrequentlyin practiceand�gure in
the analysisin subsequentpartsof the software. Con-
�guration commandsthat theparserdoesnot understand
areannotatedasunparsedfeaturesthat canbe analyzed
by othersoftwareasneeded.Theparsercanbe(andhas
been)extendedover time to parseadditionalcommands
without requiringchangesto therestof thesoftware.
Extraction into databasetables: Simpleextractionrou-
tinespull information from the Perl hashrepresentation
into databasetables. Thesetablescaptureimportantin-
formationunderlyingthequeriesthatanalyzethecon�g-
urationdata.For example,theinterfacetablestoresbasic,
layer-3 information abouteachinterfacesuchas router
name,interfacename,IP address,masklength,descrip-
tion (comment�eld), andstatus(shutdown or active). As
anotherexample,the IGP networktable lists all subnets
participatingin eachroutingprotocolinstanceonarouter;
eachrow includesa routername,routing protocol(e.g.,
OSPF, EIGRP, or RIP), theareaor AutonomousSystem,
thesubnetaddress,andthesubnetmask.Ratherthantry-
ing to model the entire router con�guration state,these
tablesaredesignedasneededto supportthequeries.
Joining the databasetables: Speci�c featuresof EDGE
aresupportedasutility querieson the database.Multi-
ple queriesmaybenecessaryto generatea singlereport.
For example,considerthe problemof identifying links
with endpointscon�gured in differentOSPFareas.As
illustratedin Figure3, this requiresreferencingthe IGP
networktable that identi�es the subnetsparticipatingin
OSPFon eachrouter. By joining this tablewith the in-
terfacetable,we identify which interfaceson eachrouter
have addressesthat fall in thesesubnets. Someinter-
facesmaybecon�guredaspassiveandtherebyexcluded
from OSPF. The interfacetableis alsousedto groupin-

terfacesinto links basedon their network addresses.By
combiningtheactiveOSPFinterfaceandlink tables,we
cancheckwhetherthe remoteendof an interface(i) ex-
ists,(ii) participatesin OSPF, and(iii) hasthesameOSPF
area. Despitethe needfor multiple joins, eachstepis a
simpleSQLquery.
Generating Web reports: The�nal stagepresentstabu-
lar reportsandnetwork diagramson theWeb for EDGE
users.Usersnavigatepresentationqueriesby topic (e.g.,
inventory, routing, etc.) andselectreportsto display. A
presentationqueryis anXML �le thatincludestheneces-
sarySQLstatementsto generatethetables.TheWebpage
alsodisplaystheoutputof thevisualizationsoftware[15]
to show different views of the network (e.g., network
topology, BGP sessions,OSPFrouters/links,etc.). The
EDGE Web site servesasa sort of “portal” for the net-
work administratorsto track the statusof their networks
andidentify con�gurationerrors.

B. Buildinga NetworkInventoryDatabase

Analysisof thecon�guration�les providesinformation
aboutthe equipment,topology, addressallocations,and
thespeci�c commandsappliedto therouters.
Equipment: For eachrouter, thecon�guration�le speci-
�es theinterfacesby slotpositionandmediatype.Weuse
this informationto populatea simpleinventorydatabase
thatstoresbasicinformationabouteachrouter(loopback
address,operatingsystemversion,slotallocation)andin-
terface(mediatype,IP address,network address).
Commands: Having a list of thecommandsandtheir us-
agefrequency is usefulfor knowing whichrouterfeatures
areimportantto thesuccessfuloperationof thenetwork.
Thelist canalsodrive testingin thelab to ensurethatthe
commandswork correctlybeforeupgradingthe produc-
tion routerswith new versionsof theoperatingsystem.In
addition,wereportcommandsusedveryinfrequentlyasa
possiblesignof inconsistenciesin con�guring therouters.
Addr esses: Managingtheallocationof IP addressesis a
challengingpart of operatinga large network. We use
the con�guration data to summarizethe addressesand
subnetsthat areassignedto equipment(router loopback
andotherinterfaces),connectionstoneighboringdomains
(packet�lters, route�lters, andstaticroutes),andnetwork
services(NTP, SNMP, measurementcollectors).
Topology: Thenetwork topologyconsistsof routersand
layer-3 links. A link consistsof two or more inter-
facesin the samesubnet[16]. For example,the pre�x
10.1.2.116/30consistsof two interfaceswith addresses
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10.1.2.117and 10.1.2.118,as well as the network and
broadcastaddresses.Looking acrosscon�guration �les
enablesus to join the interfaceswith the samenetwork
address.In othercases,thelink maybeanATM or Frame
RelayPVC thatis speci�edin thecon�guration�le.

C. GeneratingCon�gurationErrorsandWarnings

Combininginformationfrom differentpartsof thecon-
�guration �les canuncovermistakesandpoorpractices.
Referential integrity : Many commandsreferto itemsde-
�ned by someothercommand.For example,an access
controllist (ACL) de�ned in oneplacemaybereferenced
elsewhereto instantiatea packet or route�lter . By main-
taininga list of de�nitions andreferencesby type,we re-
port anerrorwhenanunde�neditem is usedanda warn-
ing whenade�nition is notused.Weconstructandextend
our list of commandsby analyzingexistingcon�guration
�les andinspectingvendorWebpages.
Duplicate IP addresses: Having multiple active inter-
faceswith thesameIP addresscancausesigni�cant dis-
ruptionsin communication.In additionto reportingdu-
plicateaddresses,we identify caseswhereinterfaceson
thesamelink havedifferentnetwork addresses(i.e.,mask
lengths), since inadvertent inconsistenciescan lead to
reachabilityproblemsthataredif�cult to diagnose.
Routing protocol integrity : Routing protocol con�gu-
rationcombinesinformationwithin andacrosscon�gura-
tion �les. Weperformlocalcheckssuchasidentifyingthe
interfacesparticipatingin eachprotocolandensuringthat
routingattributes(suchasOSPFcost)areonlyassignedto
participatinginterfaces.Our globalchecksverify thatall
end-pointsof a link participatein thesameprotocoland
matchin key attributes(suchasOSPFarea);otherwise,
thelink doesnotactuallyparticipatein routing.
Violation of bestcommonpractices: Additional checks
can generatewarningswhen the con�guration doesnot
follow “bestcommonpractices.” For example,we check
that two routerswith an internalBGPsessioncommuni-
cateusing their loopbackaddresses,ratherthanspeci�c
interfaces,for robustnessto link failures. We alsogen-
eratewarningswhen the con�guration relies on default
parameters,sincetheadministratormayhaveunintention-
ally neglectedto con�gure a value. For example,router
vendorstypically assigninterfacesa default OSPFcost
(e.g.,inverselyproportionalto link capacity),but depend-
ing on thedefaultmaybeunwise.

D. VisualizingtheNetworkDesign

EDGE createsaccuratenetwork diagrams,which pro-
vide immediateinsightinto notonly thelayer-3 topology
but alsotheroutingarchitectureandmiscon�gurations.
Topologylayout: Automaticlayouttoolsareessentialto
effectivevisualization.We adaptundirectedgraphlayout
techniquesto visualizethenetwork topology, wherever-
ticesor nodesin thegraphrepresentroutersandedgesare
the layer-3 links. We employ layout techniquesthat im-
posea modelwhereeachedgeis a springof thedesired
length and the desiredEuclideandistancebetweentwo

verticesis their graph-theoreticdistance[17]. Thelayout
algorithmthentries to �nd theplacementof thevertices
andedgesthatminimizesthepotentialenergy of thesys-
tem,whichplacescloselyrelatedverticesneareachother.
Network design: Routersand links participatein vari-
ousprotocolsandhave certainattributes,suchasOSPF
areaor BGPAS number. Our layoutmethodcanplaceall
routersin thesameOSPFareain thesameregion, with,
for example,thebackbonearea(area0) at thetopor cen-
ter of thepicture.For morecomplex networkswith mul-
tiple routing protocols,the layout incorporatesthe role
playedby eachprotocol,andtheboundarypointsbetween
theprotocols.For example,OSPFor EIGRPmaybeused
asanintradomainroutingprotocolin severalregions,with
BGPsessionsprovidingconnectivity betweentheregions.
We usea varietyof visualcuesto convey network struc-
ture. For example,many enterprisenetworkshavea hub-
and-spoke topology, with oneor morehubs;optionsfor
coloringthenodescanbeusedto distinguishthenetwork
core(hubs)from theedge(spoke).
Graph compression: Largeenterprisenetworkscanhave
hundredsof routersand thousandsof links. We apply
threetypesof graphcompressionto reducecomplexity
while still capturingthe key featuresof the network de-
sign. First, with vertex clustering,routerswith thesame
network or physicalattribute(e.g.,OSPFarea,BGPAS,
or geographiclocation)are representedby a singlever-
tex. Second,ratherthanrepresentingsharedmedia(such
asEthernetsor FDDI rings) ascliquesin the graph,we
clustertheseedgesandreplacethemwith singleedgesto
a separatedistinguishedvertex (suchasanEthernethub).
This form of compressionis just onecriterion for edge
clustering.Third, weuseedgecollapseor vertex removal
to de�ne the inherentstructureof our network. This al-
lows us to remove low-degreevertices(typically access
routers)thatarelinked to high-degreevertices(typically
hub or backbonerouters)while retainingthe basicnet-
work structure.

E. ExtractingtheNetwork'sCon�gurationPolicies

Datamining canbe usedto identify patterns(andex-
ceptionsto the patterns)in the con�guration �les. This
analysisis a �rst stepin codifyinga network'spolicies.
Graph mining: The representationof the network asa
graph(wherenodesandedgeshave numerousattributes,
suchas link capacityand OSPFweight/area)can drive
variouskindsof clusteringanalysis.Nodesandlinks can
be comparedin termsof their similarity. For example,
theanalysisof adualhub-and-spokenetwork mightshow
thatnearlyall spoke nodesconnectto two hubs,drawing
attentionto anisolatedrouterthatdoesnothaveabackup
connectionto thesecondhub. Analysisof theOSPFarea
attribute might show that nearlyall links belongto area
0, exceptfor oneisolatedlink that is assignedto area1.
Analysisof theOSPFlink costmightsuggestthatlinks to
theprimaryhubhave cost ����� while links to thebackup
hubhavecost 	
��� .
Feature mining: A moredetailedanalysisof thecon�g-
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urationcommandscanhelp in identifying the templates
that shoulddrive certainaspectsof router provisioning.
For example,thevastmajority of the routersmight have
the�nger daemondisabled,suggestingthatthis is partof
abasecon�gurationfor initializing therouters.Similarly,
all frame-relayinterfacesmight becon�guredwith a par-
ticular kind of encapsulationor framing. Theserulescan
berelatively complex anddependon thepresenceor ab-
senceof othercommands.For example,a network might
assignan OSPFcost to all backboneinterfacesthat are
notadministratively shutdown. Identifying thesekindsof
patternsrequireaneffectiveway to generateandevaluate
variouscandidaterulesagainstthecon�gurationdata.
Common de�nitions : Often, the samede�nitions of
ACLs, routing policies, and other variablesappearon
multiple routers.For example,BGPsessionsto upstream
providersmayhave a small setof basicroutingpolicies.
EDGEextractsandcomparesthede�nitions across�les.
The de�nitions may be equivalent (representinga base
part of the routercon�guration) or have subtleinconsis-
tencies.For example,thesamename(e.g.,import policy
PROVIDER IN) maybede�ned in onewayon99routers
andslightly differentlyon anotherrouter;theoneexcep-
tion may be a con�guration error. Similarly, two names
correspondingto thesamede�nition (e.g.,import policy
PROVIDER OUT andPROV OUT) mayberepresentan
opportunityto normalizethecon�gurations.
Provisioning usecases: Analyzinga network's con�gu-
rationacrosstimeprovidesawayto identify speci�c pro-
visioningtasksthatneedto beincludedin theautomated
provisioning system. For example,addinga new BGP
neighbormayproceedin severaldistinctsteps:(i) adding
anedgelink, (ii) associatingaBGPsessionwith thatlink,
and(iii) specifyingrouting policiesfor thesession,with
explicit testingaftereachphase.Whenthesepracticesare
appliedrepeatedly, they leaveaclearsignaturein thecon-
�guration data.In additionto aidingthedesignof thepro-
visioningsystem,makingthesetasks(andthe individual
steps)explicit is importantfor subjectingtheprocessesto
critiqueand,ultimately, to streamlining.

IV. CONCLUSION

Manualcon�guration of IP routersis expensive, time-
consuming,anderror-prone. Automatedprovisioning is
theholy grail but doesnot addressthevery realproblem
of gettingfrom hereto there. In this paper, we propose
a bottom-upapproachbasedon a detailedanalysisof the
routercon�gurationstateof thenetwork. OurEDGEtool
follows this approachandprovidesvaluableinformation
to theadministratorsof severallargeenterprisenetworks.
Still, challengingresearchproblemsremain:� Network modeling: Routercon�gurationspansanim-
mensevariety of complex network protocolsandmech-
anisms. Designingmodelsthat accuratelyrepresentthe
low-level con�guration stateof eachof thesetechnolo-
gieswouldbeextremelyuseful,bothfor thedataanalysis
andfor theeventualautomationof routercon�guration.� Bestcommonpractices: Developingasetof bestcom-

monpractices(BCPs)for eachtechnology(andtheinter-
actionbetweentechnologies)would beinvaluableto net-
work administrators.This deeperunderstandingof BCPs
could drive queriesthat generatewarningswhen these
practicesareviolatedandgive administratorsa senseof
thegoodnessof their network design.� Data mining: Uncoveringthelocal rulesfor con�gur-
ing theroutersdependsonapplyingeffectivedata-mining
techniquesto the relatively �at modelsof the con�gura-
tion state.New analysistechniquesthatoperateon graph
representations,setsof relateddatabasetables,or theraw
con�guration�les would all bequitevaluable.� Data modeling: The third stagein our bottom-upap-
proach involves designingthe TechnicalQuestionnaire
and the provisioning database.Thesetaskswould ben-
e�t greatlyfrom innovationin automatingportionsof the
designprocess.This stagewill probablyalwaysrequire
humaninterventionbut any techniquesfor expeditingthe
designprocesswouldgreatlysimplify theproblem.

Althoughthenetworking communityhascreateda va-
riety of �e xibleprotocolsandmechanismsfor routers,rel-
atively little attentionhasfocusedonhelpingnetwork ad-
ministratorsmanagetheresultingcomplexity. Webelieve
thereis substantialscopefor researchin this area.
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