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ABSTRACT
In curren t routers, implemen tations of the con trol and for-

w arding functions are colo cated and tigh tly in tegrated b y

static asso ciation of con trol and forw arding elemen ts. In

this pap er, w e presen t the SoftRouter arc hitecture that

p ermits dynamic asso ciation b et w een con trol and forw ard-

ing elemen ts, and separates the implemen tation of con-

trol plane functions from pac k et forw arding functions. In

this arc hitecture, all con trol plane functions are imple-

men ted on general purp ose serv ers called the con trol el-

emen ts (CE's) that could b e m ultiple hops a w a y from the

forw arding elemen ts (FEs). A net w ork elemen t (NE) or a

router is formed using dynamic binding b et w een the CEs

and the FEs. W e argue that this 
exibilit y results in sev-

eral b ene�ts including increased reliabilit y , increased scal-

abilit y , increased securit y , ease of adding new functionalit y ,

and decreased cost.

1. INTRODUCTION
In curren t routers, implemen tations of the con trol and

forw arding functions are in tert wined deeply in man y w a ys.

The con trol pro cessors implemen ting con trol plane func-

tions are colo cated with the line cards that implemen t for-

w arding functions and often share the same router bac k-

plane. Comm unication b et w een the con trol pro cessors and

the forw arding line cards is not based on an y standards-

based mec hanism, making it imp ossible to in terc hange con-

trol pro cessors and forw arding elemen ts from di�eren t sup-

pliers. This also leads to a static binding b et w een forw ard-

ing elemen ts and line cards. A router t ypically has at most

t w o con trollers (liv e and stand-b y) running con trol plane

soft w are. Eac h line card is statically b ound to these t w o

con trollers. The t w o con trollers, the line-cards to whic h

they are statically b ound, and the switc h fabric together

constitute the router.

In this pap er, w e prop ose a new con trol plane arc hitec-

ture called the SoftRouter arc hitecture that separates the

implemen tation of con trol plane functions from pac k et for-

w arding functions. In this arc hitecture, all con trol plane

functions are implemen ted on general purp ose serv ers called

the con trol elemen ts (CEs) that could b e m ultiple hops

a w a y from the line cards or forw arding elemen ts (FEs).

Th us, there is no need for a static asso ciation b et w een

the CEs and the FEs. Eac h FE, when it b o ots up, dis-

co v ers a set of CEs that can con trol it. The FE dynami-

cally binds itself to a \b est" CE from the disco v ered set of

CEs. In this arc hitecture, a collection of FEs (along with

their switc h fabrics), together with their asso ciated CEs, is

called a Net w ork Elemen t (NE) and logically constitutes a

router. W e en visage a standardized in terface b et w een the

CEs and the FEs similar to that b eing standardized in the

IETF F orCES w orking group [15]. The SoftRouter arc hi-

tecture and the tec hnical c hallenges in tro duced b y this ar-

c hitecture are describ ed in more detail in Sections 2 and 3,

resp ectiv ely .

Suc h an arc hitecture has sev eral b ene�ts. By implemen t-

ing the CE's on serv ers, the arc hitecture p ermits easier

scaling since the serv er capacit y can b e increased far more

easily than increasing con troller card capacities in routers.

A serv er-based CE also facilitates use of stronger securit y

mec hanisms since suc h mec hanisms ha v e to b e deplo y ed

at far few er p oin ts in the net w ork. A third asp ect is the

increased reliabilit y p ossible b oth from a serv er-based im-

plemen tation and from the arc hitecture that p ermits eac h

line card to ha v e more than t w o p ossible con trollers. A

recen t pap er [4] argues that a serv er-based logically cen-

tralized implemen tation of BGP results in sev eral b ene�ts.

By mo ving all con trol functionalit y out of the forw arding

elemen t, sev eral other b ene�ts, as describ ed in Section 4,

are no w p ossible.

The prop osed net w ork ev olution has similarities to the

SoftSwitc h based transformation of the v oice net w ork ar-

c hitecture that is curren tly taking place. The SoftSwitc h

arc hitecture [14] w as in tro duced to separate the v oice trans-

p ort path from the call con trol soft w are. The SoftRouter

arc hitecture is aimed at pro viding an analogous migra-

tion in routed pac k et net w orks b y separating the forw ard-

ing elemen ts from the con trol elemen ts. Similar to the

SoftSwitc h, the SoftRouter arc hitecture reduces the com-

plexit y of adding new functionalit y in to the net w ork. W e

discuss other related w ork in Section 5 b efore presen ting

our conclusions in Section 6.

W e no w presen t an o v erview of the SoftRouter arc hitec-

ture.

2. ARCHITECTURE OVERVIEW
The SoftRouter arc hitecture comprises of a n um b er of

di�eren t net w ork en tities and proto cols b et w een them. W e

describ e them in separate subsections b elo w.

2.1 Network Entities
A SoftRouter net w ork can b e describ ed in t w o di�eren t

views, namely , the physic al view and the r outing view.

In the ph ysical view, a SoftRouter net w ork is made up

of no des in terconnected b y links . There are t w o t yp es of

no des: the forwar ding elements (FEs) and the c ontr ol el-

ements (CEs). An FE is similar in construction to a tra-

ditional router; it ma y ha v e m ultiple line cards (eac h in

turn terminating m ultiple p orts - ph ysical or logical) and

a bac kplane (switc h fabric) that sh uttles data tra�c from

one line card to another. Its k ey di�erence from a tradi-

tional router is the absence of sophisticated con trol logic

(e.g., a routing pro cess lik e OSPF) running lo cally . Instead

the con trol logic is hosted at CEs, whic h are essen tially

general purp ose serv er mac hines. A link connects an y t w o

elemen ts (FEs/CEs). T ypically , a FE has m ultiple in-
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ciden t links (so that data tra�c can b e routed from one

link to another) and an CE is m ulti-homed to more than

one FE (so that it is not disconnected from the net w ork

should its only link fail). In a n utshell, the ph ysical view

of a SoftRouter net w ork is not that di�eren t from that of

a traditional routed net w ork, except with the addition of

a few m ulti-homed serv ers (CEs).

The primary function of a FE is to \switc h" data traf-

�c b et w een its links. The exact nature of the switc hing

function can tak e di�eren t forms. W e describ e three p os-

sibilities here, among others: (1) P ac k et forw arding: this

includes b oth la y er 2 (MA C-based switc hing) and la y er 3

(longest pre�x matc h) forw arding. (2) Lab el switc hing: an

example of this is MPLS forw arding. The data path for-

w arding function can include lab el sw apping, pushing and

p opping. (3) Optical switc hing: the tra�c in this case can

b e time-switc hed, w a v elength-switc hed, or space-switc hed

among the links. In eac h of these cases, the switc hing

function is driv en b y a simple lo cal table whic h is \com-

puted" and \installed" b y some CE on the net w ork. In

general, a FE can do more than switc hing. F or exam-

ple, a FE can p erform securit y functions suc h as pac k et

�ltering and in trusion detection. The k ey requiremen t is

that these functions should w ork o� a lo cal data structure

whose managemen t in telligence resides in some remote CE.

F or example, in the pac k et �ltering case, the �ltering logic

consults only a lo cal �lter table, whose managemen t (in-

sertion and deletion of �ltering rules) is p erformed in some

remote CE.

The routing view of a net w ork captures the top ology of

a net w ork as seen b y the routing con trol logic. T o de-

scrib e this view, w e �rst need to de�ne the concept of a

network element (NE). A t a high lev el, an NE is a log-

ical grouping of net w ork p orts
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and the resp ectiv e CEs

that manage those p orts. A net w ork administrator ma y

place di�eren t restrictions on what net w ork p orts can b e

group ed together in the SoftRouter net w ork, resulting in

a set of allo w able NEs. Sp eci�cally , there are t w o dimen-

sions where restrictions can b e placed (see Figure 1). The

v ertical dimension restricts the selection of FEs: Single

FE means that the net w ork p orts in a NE m ust b e from a

single FE; Conne cte d FEs means the p orts can b e selected

from a set of FEs that are connected (i.e., there exists

a ph ysical path from one FE to another); and A ny FEs

means the p orts can come from an y set of FEs. The hori-

zon tal dimension sp eci�es if an NE m ust include all p orts

1
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of the FEs under consideration or if it can include only a

subset. Clearly , an y com bination of the t w o dimensions

pro vides a p ossible de�nition of the p orts of an NE. W e

sa y that t w o NEs are lo gic al ly c onne cte d if they con tain

p orts b elonging to FEs that are ph ysically connected.

T o illustrate these de�nitions b etter, w e examine t w o

sp eci�c cases, whic h represen t the t w o extremes of the

sp ectrum enabled b y this de�nition.

Subset of p orts in an y FEs: an y p orts from an y FEs

can b e group ed as part of a single NE. The routing view

can b e signi�can tly di�eren t from the ph ysical view. This

de�nition can b e useful for VPN applications. Essen tially ,

the di�eren t p orts in an NE represen t the di�eren t sites in

a wide-area VPN.

All p orts in a single FE: eac h FE is part of one NE. The

ph ysical and the routing views b ecome iden tical. With this

de�nition, the only di�erence b et w een a traditional routed

net w ork and a SoftRouter net w ork is the o�oading of the

routing logic on to remote CEs.

While the SoftRouter arc hitecture allo ws all p ossible

con�gurations, w e b eliev e one of the most in teresting and

practical case is the A l l p orts in Conne cte d FEs case. This

represen ts the clustering of neigh b oring FEs in to a single

NE and corresp onds to the t ypical case of sev eral routers

b eing connected bac k-to-bac k in a cen tral o�ce. F rom

a routing p ersp ectiv e, this can pro vide signi�can t simpli-

�cation: (1) the reduced n um b er of NEs in the routing

view reduces the in ter-NE routing complexit y; and (2) a

di�eren t (p ossibly less complex) routing proto col can b e

emplo y ed for in tra-NE routing (more details are discussed

in Section 3). F or the balance of this pap er, w e fo cus pri-

marily on this case.

In the SoftRouter mo del, the routing con trol of the NEs

is disaggregated from the FEs and the con trol proto col

runs on the CEs. A binding b et w een a FE and a CE means

that the CE is p erforming particular con trol functions on

b ehalf of the FE. Because m ultiple proto cols (e.g., IGP

and EGP , or ev en m ultiple instances of a proto col) ma y

b e required for the op eration of a FE, a FE ma y ha v e

m ultiple CE bindings.

An example SoftRouter net w ork illustrating the di�eren t

concepts w e ha v e in tro duced is sho wn in Figure 2. Note

that a binding can exist b et w een a FE and a CE ev en

if they are not directly connected (e.g., CE1 and FE1 in

Figure 2). It is w orth y to p oin t out that the SoftRouter

arc hitecture th us enables the creation of a separate (log-



ically or ph ysically) signaling net w ork connecting all the

CEs and this can mak e the con trol plane m uc h more re-

silien t to attac ks.

2.2 Protocols
A n um b er of di�eren t proto cols are needed in the op era-

tion of a SoftRouter net w ork. W e describ e the three most

imp ortan t ones here.

Disco v ery Proto col: In order for a FE to establish a

binding with a CE, it m ust �rst kno w ab out the existence

of the CE and b e able to reac h it using some route. A

disco v ery proto col �nds out what CEs are a v ailable and

la ys out paths to them for the FEs.

FE/CE Con trol Proto col: Once a binding is estab-

lished, the FEs and the CEs comm unicate using a con-

trol proto col. On the uplink (FE to CE) direction, this

con trol proto col pro vides link state information (e.g. link

up/do wn signal) to the CE. On the do wnlink direction,

the proto col carries con�guration and con trol information

(e.g., enable/disable a link, forw arding information base

(FIB), etc.). The k ey issues in the design of this proto col

relate to the frequency , bandwidth and dela y requiremen ts

for the FE/CE comm unication. In this pap er, w e assume

that the F orCES [15] proto col w ould b e su�cien t for our

purp oses.

CE/CE Proto col: In a pure SoftRouter net w ork, esp e-

cially one with a separate signaling net w ork, a CE to CE

proto col is necessary for the CEs to disco v er eac h other

and determine the routes b et w een them. In this case,

the CEs w ould also exc hange con trol pac k ets (e.g., OSPF

database exc hange pac k ets) directly b et w een themselv es.

On the other hand, in a heterogeneous net w ork, a CE to

CE proto col is not strictly necessary . In this case, in ter-

op erabilit y with existing routers can b e preserv ed b y using

the the FE/CE proto col to tunnel an y con trol pac k ets re-

ceiv ed (sen t) from (to) an y of the p orts in the FE (e.g.,

all OSPF proto col pac k ets if CE is running OSPF for the

FE).

3. TECHNICAL CHALLENGES
In an y giv en NE, the FEs are strongly connected (with

the same underlying top ology), and the CE can b e man y

hops a w a y from the corresp onding forw arding set. This

separation leads to man y new scenarios and tec hnical c hal-

lenges that do not normally o ccur in existing net w orks.

In this section, w e highligh t some of these issues and

presen t p oten tial means of addressing them. W e will use

the term inte gr ate d NE to denote a router in an existing

net w ork, where the con trol elemen t and the corresp onding

forw arding elemen ts are part of a single ph ysical device.

3.1 Bootstrapping
In an in tegrated NE, the con�guration p ertaining to that

NE is obtained up on b o otup, since the con trol card on the

b o x is in direct con tact with the forw arding engine through

a bus/inter c onne ct . As so on as the router (NE) comes up,

the forw arding engine kno ws ho w to obtain the con�gura-

tion information immediately from the con trol pro cessor.

In the SoftRouter mo del, up on b o otup, the forw arding

engine has to obtain its con�guration information, whic h

includes the IP addresses of its in terfaces, from a remote

con trol elemen t that resides on a serv er. This p oses a p o-

ten tial parado x: in order to disco v er a CE and send pac k-

ets to it, the FE requires routing information; ho w ev er,

the routing information is supp osed to come from the CE.

This parado x can b e resolv ed using a disc overy pr oto c ol

that lets FEs and CEs disco v er eac h other and main tains

a routable path b et w een these en tities.

If all the FEs in the SoftRouter net w ork supp ort ethernet

services, a spanning tree proto col can route the pac k ets of

the disco v ery proto col. If the FEs are heterogeneous (see

Section 2.1) and do not supp ort spanning tree, a hop-b y-

hop or source-routed routing la y er o v er IP w ould su�ce.

CEs and FEs w ould then adv ertise their existence o v er

this routing la y er. FEs can then dynamically bind to the

\b est" CE using either bindings pre-con�gured b y the net-

w ork administrator or obtained using distributed cluster-

ing algorithms. In the latter case, it ma y b e p ossible to

devise zero-con�guration self-managing net w orks.

Note that the routing pro vided b y the disco v ery proto-

col, connecting the FEs and the CEs, w ould b e used only

for routing con trol messages b et w een the CE and the FE

and th us, optimal routing is not essen tial in this case. On

the other hand, the routing of data tra�c w ould b e op-

timal, go v erned b y forw arding tables on the FEs that are

computed and installed b y the CEs.

F urther, the disco v ery proto col can b e enhanced b y addi-

tional features suc h as CE load balancing and failo v er (dis-

cussed later), constrained clustering algorithms that in-

crease CE-FE binding resiliency etc., increasing the a v ail-

abilit y of the net w ork.

3.2 Routing and Forwarding
Since the FEs are assumed to b e simple with minimal

con trol on-b oard, the CE is resp onsible for main taining

the kno wledge of the links' status b et w een FEs within the

same NE. In addition, the CE m ust also b e able to in te-

grate top ology c hanges within the NE with external (in ter-

NE) route c hanges, and up date the FIBs of individual FEs

accordingly . This can b e done b y using a proto col similar

to F orCES [15].

Due to the di�erence b et w een the ph ysical view and the

routing view of the net w ork as a result of this arc hitecture,

IP TTL and IP options b eha vior migh t deviate from tradi-

tional router design, whic h assumes geographical closeness

of con trol and forw arding plane. In the SoftRouter arc hi-

tecture, the FEs of a giv en NE migh t b e distributed o v er a

large geographical area, whic h mak es it exp edien t to decre-

men t TTL and pro cess IP options on a p er FE (rather than

a p er NE) basis. F or an NE with co-lo cated FEs, one can

similarly realize this b eha vior or imitate traditional router

b eha vior.

The FE m ust also b e able to supp ort a minimal set of

slow p ath functions suc h as supp ort for ICMP . F urther,

man y of the IP options suc h as Timestamp, Strict/Lo ose

Source Route, etc. can also b e handled b y the FE. Other

IP options suc h as Router Alert [11] will b e tunneled to

the CE for pro cessing.

3.3 Protocol Optimization
In standard in ternet routing proto cols, there are v ari-

ous messages that ful�l di�eren t functions. F or example,

OSPF has hel lo pac k ets to prob e link status and v arious

LSA messages to adv ertise link status to the rest of the net-



w ork. In a SoftRouter arc hitecture, these messages ha v e

to b e di�eren tiated according to their purp ose. A FE can

c ho ose to either forw ard all receiv ed routing proto col pac k-

ets to its CE, or it could handle a subset of the proto col

pac k ets b y itself without forw arding it to the CE, thereb y

reducing resp onse time and con trol tra�c in the net w ork.

Let us consider the OSPF routing proto col as an exam-

ple. One of the main purp oses of the HELLO message is

to c hec k that links are op erational. W e could mo v e this

functionalit y to the FEs whic h w ould then notify their re-

sp ectiv e CEs only when there is a c hange in the status

of the links
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. On the other hand, LSA messages serv e to

adv ertise connectivit y information to the rest of the net-

w ork, and hence these will originate from the CE, and will

b e exc hanged b et w een CEs.

Within the SoftRouter arc hitecture, routing proto cols

can b e optimized in terms of message o v erhead. In a tra-

ditional router net w ork running OSPF, for example, LSA

messages from eac h FE are 
o o ded o v er the en tire net-

w ork. In a SoftRouter net w ork, LSAs are 
o o ded only

o v er the net w ork of CEs. Giv en the p oten tial di�erence in

the magnitude of CEs and FEs, this reduces the n um b er

of OSPF messages sen t o v er the net w ork. W e are in v es-

tigating further optimizations enabled b y the SoftRouter

arc hitecture.

3.4 Failures and Load Balancing
By separating the con trol elemen ts, w e pro vide more

c hoices for CEs to con trol a giv en FE. This c hoice comes

at the risk of vulnerabilit y to loss of CE connectivit y due

to b oth in termediate link and no de failures, in addition to

failure of the CE itself. This failure ev en t is comp ounded

b y the fact that, in a SoftRouter net w ork, a single CE ma y

b e resp onsible for managing a large n um b er of FEs, that

are no w unmanaged.

Ho w ev er, note that, CE connectivit y do es not result in

a critical failure immediately , since the FEs can con tin ue

to forw ard pac k ets using its existing FIB. The disco v ery

proto col will disco v er an alternate route to the CE when

in termediate links and/or no des fail, thereb y reco v ering

from the loss of con trol.

W e address CE no de failures b y using a standard serv er

concept, that of bac kup CEs. Eac h FE will ha v e a pri-

mary CE , and a se c ondary CE set . When the disco v ery

proto col or the con trol proto col signals a loss of asso cia-

tion with the primary CE, the FE can c ho ose a candidate

from the secondary CE set to b ecome its primary CE. The

re-asso ciation is done using the disco v ery proto col.

Apart from CE failures, a CE can v olun tarily relinquish

con trol of a FE for load balancing purp oses. In that sce-

nario, the CE can ask the FE to �nd another CE to manage

it, or the CE can guide the FE to a new CE. In the former,

the new CE will ha v e to restart the routing instance for

the FE, while in the latter, the old CE can transfer the

FE's state to the new CE, resulting in a hot fail-o v er. The

abilit y to load balance and reco v er quic kly from con trol

failures is a salien t feature of this arc hitecture.

4. BENEFITS
There are �v e signi�can t b ene�ts to the prop osed arc hi-

tecture:
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W e migh t still retain other functionalities of the HELLO mes-

sage suc h as designated router election on the CE.

1) Increased reliabilit y: The reduced soft w are in a for-

w arding elemen t mak es that elemen t more robust. As re-

gards the con trol elemen t, proto col sp eci�c and indep en-

den t mec hanisms can b e incorp orated to enhance reliabil-

it y;

2) Increased scalabilit y: con trol elemen ts can b e imple-

men ted on general-purp ose serv ers, and th us can b e easily

scaled up using w ell-established serv er scaling tec hniques;

3) Increased con trol plane securit y: few er manage-

men t p oin ts mak es it easier to manage and pro vide a strong

defense around the con trol elemen ts, th us making the o v er-

all net w ork more secure;

4) Ease of adding new functionalit y: adding new

functionalit y is easier on a separate con trol serv er, execut-

ing on general purp ose pro cessors and op erating systems;

5) Lo w er costs: SoftRouter decouples the inno v ation

curv e of the con trol and forw arding elemen ts, allo wing

economies of scale to reduce cost.

W e no w discuss eac h of these b ene�ts in more detail.

4.1 Reliability
The separation of con trol and forw arding elemen ts in the

SoftRouter arc hitecture pro vides sev eral reliabilit y b ene-

�ts. First, the reduced soft w are in a forw arding elemen t

implies that it is easier to mak e that elemen t robust. On

the con trol plane serv er side, sophisticated reliabilit y en-

hancing mec hanisms suc h as automatic fail-o v er and the

use of hot or cold standb y's, as discussed in Section 3,

can b e incorp orated. F urther, a serv er can ha v e m uc h

higher redundancy capabilities suc h as 1:N failo v er capa-

bilit y rather than a v ery limited 1:1 con trol blade failo v er

capabilit y of to da y's routers. Finally , the abilit y to host

di�eren t proto cols on di�eren t CEs imply that the failure

of one CE do es not render the corresp onding FE useless

(e.g. the failure of the CE hosting BGP w ould still allo w

the FE to pro cess OSPF proto col messages). Apart from

these generic b ene�ts that result in higher a v ailabilit y , w e

detail proto col-sp eci�c optimizations with resp ect to t w o-

k ey proto cols, BGP and OSPF, b elo w.

4.1.1 Increased BGP reliability
Figure 3(a) sho ws a t ypical deplo ymen t of BGP with

Route Re
ectors [2] in a large Autonomous System (AS)

to da y . This deplo ymen t has t w o main dra wbac ks. Sp ecif-

ically , under certain conditions, the net w ork can go in to

p ersisten t route oscillation where a subset of routers ma y

exc hange routing information without ev er reac hing a sta-

ble routing state [1]. Another issue with the Route Re
ec-

tor arc hitecture is IBGP reliabilit y . While the failure of

one IBGP session will a�ect only t w o routers in the case

of a full mesh IBGP arc hitecture, the same failure of a

session b et w een t w o Route Re
ectors could partition the

net w ork, resulting in signi�can tly lo w er reliabilit y .

In the case of BGP deplo ymen t in the SoftRouter arc hi-

tecture (Figure 3(b)), the n um b er of con trol elemen ts that

run BGP will t ypically b e at least an order of magnitude

smaller than the n um b er of routers. Th us, a full IBGP

mesh can easily b e main tained among the con trol elemen ts.

The con trol elemen ts w ould then do wnload the appropri-

ate forw arding tables to all the forw arding elemen ts using

the F orCES proto col [15]. Thus, the p ersistent r oute os-

cil lation pr oblem is trivial ly solve d in the SoftR outer ar-

chite ctur e (sinc e ther e ar e no R oute R e
e ctors), ther eby
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incr e asing the availability of the network .

F urther, in the SoftRouter arc hitecture, the IBGP mesh

is b et w een serv ers that can emplo y a higher degree of re-

dundancy suc h as 1:N (N > 1) as compared to 1:1 re-

dundancy on the con trol pro cessors of the routers. Th us,

BGP reliabilit y in the SoftRouter arc hitecture can b e sig-

ni�can tly impro v ed o v er the curren t BGP deplo ymen ts

3

.

Note that the implemen tation of BGP in the SoftRouter

arc hitecture is logically similar to the router con trol plat-

form (R CP) [4] prop osal. The k ey di�erences are that

a) unlik e R CP , the IGP proto col is also executing in the

serv er, b) w e use the F orCES proto col to comm unicate

with the forw arding elemen ts rather than using IGP and

IBGP as is the case in R CP (drastically simplifying the

soft w are on the forw arding elemen t), and c) w e use an

IBGP mesh b et w een the con trol elemen t serv ers inside a

single AS.

4.1.2 Faster OSPF convergence
OSPF con v ergence in the presence of failures is kno wn to

tak e tens of seconds in large net w orks to da y [6]. This dela y

can ha v e a signi�can t impact on the a v ailabilit y of the net-

w ork, esp ecially for critical services suc h as v oice-o v er-IP .

Compared to the 5 9's a v ailabilit y of the telephone net w ork

(translates to 5 : 25 min utes of do wn time a y ear), to da y's

data net w ork can ill a�ord ev en a few link failures b efore

its a v ailabilit y falls b elo w the 99.999% a v ailabilit y target.

The SoftRouter arc hitecture allo ws for faster OSPF con-

v ergence through sev eral complemen tary tec hniques:

(a) Order of magnitude few er con trol elemen ts for the

same n um b er of forw arding elemen ts, resulting in a smaller

OSPF con trol net w ork and faster con v ergence

(b) F aster pro cessors (see section 4.2) result in faster com-

putations (shortest-path calculations)

In the extr eme c ase, ther e c an b e a single CE (with ap-

pr opriate b ackup CEs) in the SoftR outer network, exe cut-

ing the al l-p airs shortest p ath algorithm and c omputing the

forwar ding tables of al l the FEs in the network in a c entr al-

ize d manner . Th us, OSPF con v ergence time can b e mini-

mized to ab out 50ms or less, resulting in a highly a v ailable

data net w ork.

4.2 Scalability
Some of the fundamen tal limitations in scaling routing

proto cols in existing arc hitectures are con trol pro cessor ca-
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This assumes that the CEs are m ulti-homed and that there

are m ultiple CEs in the net w ork for fail-o v er.

pacit y and on-b oard memory . The decoupling pro vided b y

the SoftRouter arc hitecture mak es it easier to upgrade con-

trol hardw are whic h is based on general-purp ose serv ers;

con trast this to the di�cult y in obtaining an upgraded con-

trol pro cessor card from a router man ufacturer who needs

to accommo date upgrades with other constrain ts suc h as

p o w er a v ailabilit y , slot a v ailabilit y , etc.

W e no w highligh t this adv an tage through a sp eci�c ex-

ample of requiremen ts of a highly scalable Mobile IP home

agen t [9]. One common approac h to da y for deplo ying

highly scalable home agen ts is to use routers that supp ort

sev eral h undred thousand home agen ts. Ho w ev er, signal-

ing scalabilit y is limited due to limitations of the con trol

pro cessor to ab out h undred bindings/sec (or less than t w o

up dates p er hour p er user). This is a signi�can t limita-

tion as up dates generated through b oth mobilit y as w ell as

the p erio dic refresh mec hanism can easily exceed t w o p er

hour p er user. Another approac h used to da y is to imple-

men t Mobile IP on a cluster of general purp ose pro cessors.

Signaling scalabilit y will not b e an issue here. Ho w ev er,

scaling the n um b er of home agen ts b ecomes di�cult since

IPSec pro cessing (for eac h agen t) is CPU in tensiv e and

will not scale e�cien tly to sev eral h undred thousand home

agen ts without sp ecialized hardw are.

SoftR outer ar chite ctur e admits a c omplementary c ombi-

nation of b oth of these appr o aches, al lowing server-b ase d

signaling sc alability while r etaining har dwar e-b ase d tr ans-

p ort sc alability . Th us, transp ort will still handled b y FEs

with hardw are supp ort for IPsec using regular router blades

while signaling capacit y can b e easily scaled up using m ul-

tiple serv er blades.

4.3 Security
The SoftR outer ar chite ctur e enables the adoption of a

multi-fenc e appr o ach to se curity with e ach fenc e adding a

layer of se curity . These include:

(a) O�-the-shelf v ersus sp ecial-purp ose op erating system:

sp ecialized op erating systems are not as widely-tested for

securit y holes;

(b) Multi-blade serv er platform v ersus one or t w o con trol

blades in the router: o v erload due to malicious tra�c can

b e distributed o v er a large n um b er of pro cessors and so-

phisticated compute-in tensiv e in trusiv e detection mec ha-

nisms can b e deplo y ed;

(c) F ew er con trol elemen ts: managing few er elemen ts is

easier (e.g. c hanging securit y k eys frequen tly) and it ma y

b e p ossible to place these few elemen ts in a more secure

en vironmen t (ph ysically or logically �rew alled) compared

to the n umerous forw arding elemen ts;

(d) Separate signaling net w ork: using a ph ysically or logi-

cally separate signaling net w ork for the In ternet can limit

attac ks on con trol plane proto cols.

4.4 New Functionality
The separation of con trol and forw arding elemen ts and

the use of general purp ose serv ers to host the con trol pro-

cesses enable easier in tro duction of new net w ork-based func-

tionalities suc h as tra�c engineering, net w ork-based vir-

tual priv ate net w ork (VPN) supp ort, activ e net w ork ser-

vices [13] etc. Sinc e e ach FE c an have multiple CE bind-

ings in the SoftR outer network (se e Se ction 2.1), e ach of

these servic es c an b e hoste d on sep ar ate CEs, ther eby iso-

lating the e�e cts of new applic ations on critic al functions



such as r outing . W e no w illustrate the b ene�ts of the Soft-

Router arc hitecture using VPNs as an example.

There has b een signi�can t recen t activit y in de�ning

net w ork-based VPN services using BGP/MPLS [10]. In

this application, a VPN serv er dynamically creates MPLS

or IPSEC tunnels among the pro vider edge routers. While

the VPN serv er w ould execute on the router con trol b oard

in to da y's arc hitecture, migrating the VPN serv er func-

tionalit y in to a con trol elemen t in the SoftRouter arc hi-

tecture has sev eral b ene�ts: 1) VPN serv er upgrades can

no w b e indep enden tly p erformed without impacting basic

net w ork op erations suc h as forw arding; 2) Net w ork-wide

failo v er of VPN con trol serv ers can b e p erformed without

impacting existing or new VPN sessions; 3) Con�guring

BGP p olicies for the pro vider edge routers connected to

the VPN customer sites can b e done in a cen tral lo cation

at the VPN serv er rather than at m ultiple routers (e.g.

edge routers and route re
ectors in v olv ed in the VPN);

4) MPLS tunnels can b e engineered in a cen tralized man-

ner to meet customer requiremen ts; 5) Scalabilit y for sup-

p ort of large n um b er of VPNs can b e easily handled using

generic serv er scaling tec hniques.

4.5 Cost
In the SoftRouter mo del, the forw arding elemen t is most-

ly hardw are-based and requires little managemen t. This

allo ws economies of scale to help reduce the cost of eac h

forw arding elemen t. The individual router con trol ele-

men t is consolidated in to a few dedicated con trol plane

serv ers. These con trol elemen ts will run on generic com-

puting serv ers rather than in sp ecialized con trol pro ces-

sor cards in routers as is the case to da y . This allo ws

\complete sharing" of con trol pro cessor resources result-

ing in b etter e�ciency than the \complete partitioning"

approac h adopted to da y . F urther, since the con trol plane

serv ers are just another application for generic computing

serv ers, the SoftRouter arc hitecture can lev erage the CPU

price-p erformance curv e of these serv er platforms. Finally ,

the reduced n um b er of con trol plane elemen ts means few er

b o xes to manage, th us reducing op erating exp enses.

5. RELATED WORK
The Op en Signaling approac h [8] adv o cated the separa-

tion of con trol plane from the forw arding plane in A TM

net w orks for increased net w ork programmabilit y . This

separation enabled the T emp est framew ork [12] to create

arc hitectures where m ultiple con trol planes could sim ulta-

neously con trol a single net w ork of A TM switc hes.

The In ternet Engineering T ask F orce (IETF) is w orking

on standardizing a proto col b et w een the con trol elemen t

and the forw arding elemen t in the F orCES [15] w orking

group. Ho w ev er, unlik e the SoftRouter arc hitecture, the

fo cus is on a arc hitecture where the con trol elemen t is di-

rectly connected to the forw arding elemen t.

The case for separating some of the routing proto cols

(sp eci�cally , BGP) m ultiple hops a w a y from the routers

ha v e b een made b y sev eral researc hers [4, 5]. While it

is p ossible to migrate a few selected proto cols out of the

forw arding elemen t, suc h an approac h do es not deliv er the

full b ene�ts of the SoftRouter arc hitecture.

One of the k ey b ene�ts of the SoftRouter arc hitecture is

that it mak es it easier to add new functionalit y in to the

net w ork. Researc hers ha v e prop osed other tec hniques suc h

as Activ e Routers [13] or op en programmable routers [7]

to increase 
exibilit y in deplo ying new proto cols in the

In ternet. By separating the forw arding and con trol ele-

men ts and hosting the con trol proto cols on general pur-

p ose serv ers, a lot more resources are a v ailable for adding

new soft w are services in the SoftRouter arc hitecture.

Finally , as the tussle b et w een the service pro viders and

the end users o ccurs in the deplo ymen t of v arious functions

in the In ternet [3], an arc hitecture lik e the SoftRouter ma y

b e necessary for allo wing 
exible and resource-in tensiv e

solutions to b e deplo y able.

6. CONCLUSIONS
In this pap er w e presen ted the SoftRouter arc hitecture

that p ermits establishing dynamic asso ciation b et w een con-

trol and forw arding elemen ts, allo ws 
exible de�nition of

net w ork elemen ts, and separates the implemen tation of

con trol plane functions from pac k et forw arding functions.

The forw arding elemen ts w ere simple hardw are devices

with little in telligence and w ere con trolled b y con trol ele-

men ts that migh t b e m ultiple hops a w a y . W e then high-

ligh ted b oth the 
exibilit y accommo dated b y the parti-

tioned view as w ell as tec hnical c hallenges unique to this

arc hitecture. F urther, w e argued that the SoftRouter ar-

c hitecture pro vides signi�can t b ene�ts including increased

reliabilit y , increased scalabilit y , increased securit y , ease of

adding new functionalit y and decreased cost. As data net-

w orks b ecome in tegral to ev eryda y life and as v oice-o v er-IP

services b ecome increasingly deplo y ed on data net w orks,

these issues will b ecome critical necessities. The Soft-

Router arc hitecture is w ell placed to meet these critical

requiremen ts.
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