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Abstract

This paperarguesa new relevancefor an old idea: de-
composingtransportprotocolsinto asetof resuablebuild-
ing blocksthat canbe recomposedin differentwaysde-
pendingon applicationrequirements.We conjecturethat
point-to-pointapplicationsmaywell beadequatelyserved
by the existing suiteof monolithicprotocolimplementa-
tions,but widely-distributedpeer-to-peersystemssuchas
overlaysarenot: the designspaceof transportprotocols
betweennodesin a large, highly coordinatedsystemis
much larger. We provide several examplesof existing
systemsthat have implementeda diverserangeof trans-
port protocols,andshow how a building-block approach
covers thesesystemswell, enablingsimplespeci�cation
of hybridsandvariantsof theprotocols.In particular, we
show how all of our examplescanbeimplementedin the
networking stackof P2,a multipurposesystemfor build-
ing overlaynetworksfrom declarative speci�cations.

1 Intr oduction

Therehasbeena steadystreamof researchover theyears
into componentizedprotocols: protocol implementations
assembledfrom a variety of building blocks. A promise
of suchframeworkshasgenerallybeen�e xibility: a pro-
tocolstacktailoredfor aparticularapplicationcanbeeas-
ily assembled,usuallywithout writing any new code,by
bindingprotocolobjectstogether.

Despiteits conceptualelegance,protocolimplementa-
tions basedon this approachhave never caughton, par-
ticularly at the transportlevel. Most applicationstoday
useakernel-providedIP stack,andusuallyTCPfor trans-
port. Theconsensusis that for bothbulk-transferof data
andRPC-like call semantics,TCPappearsto beperfectly
adequate,andit is notworth inventingsomethingnew.

Of course, a few applicationshave been identi�ed
wherea radicallydifferenttransportprotocolis appropri-
ate,andin thesecasesanew, complete,anddifferentpro-
tocol hasbeendevised (e.g. RTP [12] for multimedia,
or SCTP[25] for PSTN-likesignallingtraf�c) ratherthan
composinga protocol from building blocks. The useof
thesestandardprotocolshasfurtherdiminishedthemoti-
vation for transportprotocolswhosefunctionalitycanbe

composedatuserlevel in anapplication-speci�cmanner.

We suspectthat this small set of transportprotocols
(along with DCCP [10]) covers the needsof almostall
point-to-pointapplications;that is, applicationsbasedon
theconceptof two end-pointscommunicating.

However, in thispaperwearguethatwidely-distributed
systems,including structuredandunstructuredoverlays,
changethis situationand introduceproblemsthat com-
ponentizedtransportprotocol mechanismsare uniquely
equippedto solve.

In the last few years,considerableresearchhasbeen
devoted to both structuredandunstructuredoverlay and
peer-to-peerapplications. As distributedsystems,these
applicationsgenerallyinclude their own techniquesfor
routing messageson an overlay. Many such deployed
systems,including Bamboo[24], MIT Chord [26], and
P2 [20], use customtransportprotocolswhich provide
TCP-friendlycongestioncontrolbehavior, but over UDP.

In Section2, we attemptto explain this designshift
by examining featuresof P2Papplicationsandoverlays
that motivate their designersto adopt customtransport
protocols,andtheway in which theseapplicationsdiffer
from traditionalnetwork-basedapplications.With exam-
plesfrom speci�c applications,wehighlightmoregeneric
requirementsfor transportingdatain thesesettings.

In theend,however, our messageis not simply thatthe
featuresof moderndistributedsystemsrequirea rethink-
ing of transportprotocols. We alsoarguethat thesefea-
turesgreatly widen the designspacefor suchprotocols
andrequireanability to easilycustomizetransportproto-
colsfor variousdistributedapplications.

Tosupportthisargument,wedescribethetransportpro-
tocol portion of P2, a declarative overlay processorwe
have built [20]. P2 allows customtransportprotocolsto
beassembledfrom reusabledata�ow building blocks.We
show how a variety of diversebut importantapplication
behaviors can be achieved naturally within P2's frame-
work, in waysthatarehardor impossibleto achieve with
monolithickernelimplementationsof transportprotocols
suchasTCP, RTP, SCTPor DCCP.
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2 What' sdiffer ent?

We have assertedthatnew, distributed,UDP-basedappli-
cationsbehave in ways that are not well served by tra-
ditional transportprotocols. In this sectionwe identify
severalfeaturesof suchapplicationsthatdistinguishthem
from, say, typicalwebservices.

First we note that at a node-to-nodelevel, P2Pcom-
municationoften requiresdifferent subsetsof the TCP
functionality set—in-orderdelivery, reliability, conges-
tion control. DCCP[10] explicitly addressesthis design
space,de�ning an additional kernel datagramprotocol
providing congestioncontroland�e xible packetacknowl-
edgement.

However, in this paperwe argue that a more general
approachthanDCCPis required.Wepresentuse-casesin
P2Psystemswhereimplementationis not possibleusing
DCCP, andcaseswhich requiresubstantialimplementa-
tion in additionto DCCP. While mostof ourexamplesare
from structuredP2Poverlays,westressthattheprinciples
hereareby no meanslimited to theDHT space.We also
notethatDCCPis a protocolratherthanan implementa-
tion perse.Thequestionof whetherDCCPitself is natu-
rally implementablewithin theframework of section3 is
beyondthescopeof thispaper.

Someof our exampledistinctionsbelow relateto de-
siredprotocolbehavior, while othersconcernthe design
of asuitableprotocolAPI for end-systems.However, both
affecthow theprotocolis implemented.

Application-level routing fr eedom:

Widely-distributed applications have many choices
about where to forward a message. Unlike traditional
client-server applications,theremay be several equiva-
lent end-pointsfor a message(e.g., to retrieve a replica
of someobject).Moreover, P2Psystemsusuallyincorpo-
ratesomekind of overlaynetwork,evenif it is notexplicit
in thedesign(e.g.,thestructuredoverlayof aDHT, or the
link-stateoverlay of an enterprisenetwork of Microsoft
Exchangeservers).Thisprovidesoptionsnotonly for the
destinationof a message,but alsotheoverlaypathtaken
to getthere.

Designersexploit this new-found freedomto achieve
highperformance(latency, throughput,reliability, etc.)by
implementingsophisticatedadaptivepoliciesfor forward-
ingdatain thesystem.Forexample,anodein theBamboo
DHT [24] constantlymeasuresminimumround-triptimes
to nodesin its routingtable,setsaggressive timeouts,and
rapidly resendsmessagesto alternateneighborsif these
timeoutsareexceeded.This performsdramaticallybet-
ter underchurn,sinceBamboocanrapidly routearound
failuresandtransientloadspikes[24].

In termsof theimplementation,this invertsatraditional
orderingof functionality in a transportstack:destination

selection(e.g.,thelookupin Bamboo'sroutingtable)now
takesplacedownstreamof retries,sincesuccessive retries
for amessagecanbesentto differentdestinations.

Congestioncontrol aggregation:

In additionto having �e xibility in thechoiceof destina-
tion, someP2Papplicationshave theadditionalproperty
of choosingamongavery largesetof suchdestinations—
a setwhosesizeandcontentsaretypically not known in
advance. A good example is the iterative routing em-
ployedby MIT Chord[9] andtheKademlia[21] variants
usedin eDonkey [2] andtrackerlessBitTorrent[1].

A problemthusarisesmaintainingcongestionwindows
for a large and unpredictablenumber of destinations,
many of which areonly neededfor a singlelookupRPC.
To addressthis problem,DHash++usesa customtrans-
portprotocolcalledSTP[9] thatmaintainsaggregatecon-
gestionstatefor all nodes,ratherthanthe per-nodestate
maintainedby TCP, DCCP, etc. Consequently, all outgo-
ing packetstraversea singlecongestion-controlinstance
beforebeingsentto avarietyof destinations.

This techniquerepresentsa different changein the
transportstackimplementationfrom the Bambooexam-
ple above. Here, congestioncontrol is performedinde-
pendentlyof thedestinationof messages.Indeed,thede-
cisionof whereto sendthemessagemaybedeferreduntil
thecongestionwindow allows it to besent.

Application buffer management:

Thedesignersof DCCPpoint out thebene�ts to appli-
cationsof “ late data choice, wherethe applicationcom-
mits to sendinga particularpieceof datavery late in the
sendingprocess”[19] and suggestusing familiar ring-
buffer techniquesfor queueingpacketsratherthanthetra-
ditional Unix API. This changeallows latency-sensitive
applicationsto reviseor replaceoutgoingpacketsup un-
til the time when the protocol implementationcan send
them.

A goodmotivatingexampleis theuseof in-network ag-
gregationtechniquesfor disributedqueryprocessorssuch
asPIER[14] and [27]. Datais sentupanaggregationtree
to the root, andaggregationcomputationis performedat
any intermediatenodeholdingmorethanonedatumat a
time. Ideally, eachnodewould senddataup the treeea-
gerly (whenevercongestioncontrolallowedit), but other-
wiseaggregateit with any new dataarriving from below.

In practice,traditionalprotocolimplementations(such
asUnix TCP)thwartthis,sinceoutgoingdatamaybeheld
at a nodein a buffer (beforebeingsent,or for retry pur-
poses),without beingavailableto thequeryprocessorfor
further aggregation. This limitation can result in situa-
tions wherestaleresultsare senteven thougha fresher
oneis available.

We therefore embraceDCCP's notion of late data
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choice,but extendit further: in additionto beingableto
revise outgoingpackets, widely distributed applications
suchasdistributedqueryprocessorsbene�t from latecre-
ationof thepacketsthemselves;anAPI whichprovidesan
upcallto requestthenext packet to sendallows intelligent
just-in-timecreationof packets.

Furthermore,ourapproachintegrateswell with systems
thatexploit routingfreedomto dynamicallyvarymessage
destinations,as in our �rst example: a query processor
mayhave severalpotential“parents”to which it cansend
partialaggregates[23].

Alter native congestioncontrol algorithms:

Finally, TCP's window-based,sender-driven conges-
tion controlalgorithmmaynotbethemostappropriatefor
all applications.Floyd et al. [11] proposeTFRC: a rate-
based,receiver-driven“TCP-friendly” congestioncontrol
algorithm for �o ws that bene�t from slower changesin
sendingrate,suchassomemultimediatraf�c. DCCPal-
lows for selectionof several differentcongestioncontrol
algorithms,of which TFRC is one. Our own experience
with overlaynetwork implementationshaveshown signif-
icantadvantagesto TFRC-likeapproaches,particularlyin
latency-sensitive overlaysthatexhibit high lossor unpre-
dictablemessagedelays.

Selectionof particular congestioncontrol algorithms
can, of course,be achieved via a parameterto the ker-
nel protocolstack,but whencombinedwith the applica-
tion routingbehavior describedabove, it becomeshardto
build a monolithic protocol implementationthat canac-
comodatedifferentcongestioncontrol algorithms,them-
selvesoccupying differentpositionsin the datapath. A
morenaturalconstructionfactorsout congestioncontrol
into a replaceablemodule,aconceptwe returnto below.

Discussion:

Taken asan ensemble,the issuesabove show that the
solutionspacefor overlay networks is muchwider than
that for client-server applications.This is in part simply
becausethey aredistributed,andhencemustinteractwith
andadaptto thenetwork asawholeratherthanto asingle
paththroughit, blurring theboundarybetweentheappli-
cationandprotocolimplementation.

The situationis further complicatedby heterogeneous
requirementswithin an application:differentpartsof an
applicationmayrequiredifferenttransportcharacteristics.
For example,a storageservicemay have one set of re-
quirementsfor retrievingblocksor fragments,andanother
for performinglookups.

The challengeis to provide such�e xible functionality
in a reusableform. We identify two patternsof recon�g-
uration in the examplesabove: (1) re-ordering of func-
tionality in thereceive andtransmitdatapathsof the im-
plementation, and(2) substitutionof oneof a family of
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Figure1: Persistentretries(top)vs. rerouting.

algorithms(e.g.,for congestioncontrol).
Thesearepreciselythe facilities promisedby compo-

nentizedprotocol implementations,suggestingthey may
have acompellingareaof applicabilityafterall.

3 P2's transport stack

P2 [20] is an overlay constructionand maintenancefa-
cility that usesa high-level declarative query language
to specify propertiesof overlay networks. P2 dynami-
cally translatesoverlayspeci�cationsinto Click-like [18]
data�ow networks, which are executedto maintain the
overlay network. A P2 data�ow network on a particular
nodeconsistsof C++ objectsrepresentingdata�ow ele-
ments,with bindingsbetweensuchobjectscorresponding
to arcson thedata�ow graph.

Like Click, data�ow arcsbetweenelementspassdata
items via “push” or “pull” function calls. However, P2
is primarily a query processorrather than an IP router.
Unlike Click, P2 passesrelational tuplesrather than IP
packets. Furthermore,sinceP2 elementsoften produce
andconsumetuplesvia computationratherthanpassing
themthrough,P2data�owsstopandstartmorefrequently
andthushave morecomplex inter-elementsynchroniza-
tion andschedulingmechanims.

P2 hasa wide repertoireof data�ow elementclasses,
including operatorsnecessaryfor performing relational
queryplanoperations(joins, aggregations,etc.) over tu-
ples in both streams(e.g., from the network) and local
soft-statetables.

P2 extends the data�ow model into the network
stack,which is responsiblefor inter-nodetuple transfer.
Data�ow elementshandlecongestioncontrol,marshaling,
packet scheduling,anddemultiplexing. Our initial moti-
vationsfor thisnovel designwereeaseof implementation
andconsistency with the restof thesystem,but we have
cometo recognizeits valueasanabstractionfor con�gur-
ing transportprotocols.In thefollowing sectionsweshow
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examplesof theuseof P2data�ow elementsto addressthe
issuesidenti�ed in Section2 by selective reorderingand
substitution.

SendingRetriesDown Alter natePaths:

Our �rst exampleallows an applicationto retry trans-
missionof a messageto a potentially different destina-
tion. Fig. 1 shows two data�ow graphs,eachof which
representsa possiblecon�guration of transportprotocol
elementsin P2. Broadly, packets to be sentmove from
left to right, andreceivedpacketsmove from right to left.
For simplicity we do not show whetherbindingsbetween
elementsare“push” or “pull,” andin somecaseswehave
collapsedchainsof elementsintoasingleboxwherekeep-
ing themseparatewouldnothave aidedcomprehension.

Theupperdiagramin Fig. 1 shows conventionalTCP-
like behavior for a P2Psystem.A packet to besent�rst
passesthrougha “route/demux”elementwhich usesthe
overlay's routingtableto pick anext-hopdestination,and
handsthe packet to a per-neighborretry elementwhich
enqueuesit. A packet is removed from the headof this
queueby a per-neighbortransmit-sidecongestioncontrol
element(“CC Tx”), whichin turnis scheduledby aglobal
round-robinelementthatpulls packetsfrom the“CC Tx”
elementsandsendsthemto thesocket.

Conversely, incoming packets from the network are
pushedto a receive-sidecongestioncontrolelement(“CC
Rx”). Incoming applicationdata is acknowledgedvia
theelement's pathbackto theround-robinscheduler, and
pushedto the application. Incomingacknowledgements
from peersaredemultiplexedandsentto theappropriate
“CC Tx” elements(to maintaincongestionstate),which
subsequentlysignal the retry elements(to remove data
from theretryqueue).

Thelower diagramin Fig. 1 shows how to achieve be-
havior more like Bamboo,wheresuccessive retriesmay
be sent to different destinations. We simply move the
retry elementto the headof the data�ow aheadof the
route/demuxelement,which causeseachretransmission
to performa new routelookup.Not shown is thelogic by
which theroutelookuphasaccessto congestionandloss
statisticsaboutneighbors– this informationis maintained
asaP2table,andthepolicy by whichtheroute/demuxel-
ementusesthisinformationto selectadestinationis likely
to beapplication-speci�c.Note,however, thatapartfrom
expressingsuchpreferences,no new codehasto bewrit-
tento achieve thedesiredbehavior.

Figure2 shows the resultsof a highly arti�cial exper-
iment comparingthe performanceof the two data�ow
graphs.We build a very small (32-node)Chordnetwork.
Oneparticularnodein thenetwork performs1 lookupper
secondto a randomkey. A lossylink (50%drop rate)is
placedbetweenthatlookupnodeandits furthest�nger ta-
ble entry. This experimentis, of course,simplistic in the
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Figure3: Sharedcongestion-controlstatefor all destina-
tions.
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Figure4: Latedatachoice.

extreme,but it at leastservesto isolatethe effect of this
changeto thetransportprotocol.

The resultsare unsurprising,and in line with much
more rigorousstudies[9, 24]: moving retries aheadof
routing causesmorehopsto be traversed(sincethe path
maynotbethebestoneavailablein theroutingtable),but
the latency is reduced(sincewe fail over links quickly).
Figure2 (c) clearlyshows that this is achievedby reduc-
ing the numberof retries,sincethe lossylink is quickly
avoided.

SharedCongestionControl State:

An overlaySTP-like behavior [9], wherea singlecon-
gestionwindow is maintainedfor all destinationscanalso
be generatedwithout writing any additionalcode. Fig-
ure3 illustrateshow thesameelementsusedabovecanbe
rearrangedto providethefunctionalityof STPusingasin-
gle queueandcongestioncontrol strandfor all outgoing
packetsregardlessof destination.

Notethatthedata�ow modelmakesit easyto combine
orthogonalfunctionality: we could have electedto per-
form retriesaheadof routing asabove without requiring
any new code.

Aggregationand late data choice:

Figure 4 shows an exampleof late datachoicefor a
distributed aggregation scenario,suchas computingthe
maximumor meanof adistributedsetof values.Wemove
all bufferingin thedata�o w graph“upstream,” next to the
application.

Thissimplechangein thedata�ow meansthatthenum-
berof aggregatevaluessentby a nodeover time is equal
to the loadthenetwork is willing to handle.Whenband-
width is available,valuesaresentoutof thebuffer assoon
asthey areproduced,minizing thelatency with which the
partial aggregatesarrive at the next level of the aggrega-
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Figure2: Comparingretrypoliciesfor Chord:(a) latency, (b) hopcount,(c) retries.
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Figure5: Different,concurrenttransportpolicies.

tion tree. In theeventof congestion,valuesremainin the
applicationbuffersandareaggregatingwith any new val-
uesthatarrive, reducingbandwidthusage.

Heterogeneoustransports:

Our�nal examplebrie�y illustratestheeasewith which
differentcombinationsof transportprotocolbehaviorscan
be combinedin an applicationin a straightforward man-
ner. Figure 5 shows how differentpoliciescanbe com-
binedat runtime,andchoicesmadeonaper-packetbasis.

4 Relatedwork

An early contribution in the decompositionof network
protocolscamefrom thex-Kerneloperatingsystem[15],
in which network servicesare handledby composable,
user-level protocol objects. To specify such objects,
the project teamdevelopedthe Morpheus[3] program-
ming language,whichcodi�es valid protocolobjectcom-
positionsand enablesoverhead-reducingoptimizations.
Unlike our lightweight elements,protocol objectsin x-
Kernelarecompleteprotocolimplementations(i.e.,TCP,
Psync,BLAST), restrictingtheir �e xibility to stacksthat
layer objectson top of one another. With the slightly
differentmotivation of makingnetwork protocolspeci�-

cationsmore readable, Kohler et al. developedthe Pro-
lac Protocol Language[17]. Prolac is an expression
language,intendedasfor developingcompleteprotocols
(e.g.,TCP).

Sharingour high-level goalsbut taking a completely
different approach,Braden et al. [6] proposea heap
basedprotocolabstractionin their Role-BasedArchitec-
ture (RBA). In RBA, messagesareaddressedto role ac-
tors,insteadof end-hosts.Thisallowsmiddleboxes(e.g.,
�re walls, NAT boxes, caches,etc.), runningas roles, to
be addressedin messageheaders.Conceivably, RBA is
an alternative to our data�ow architecturefor transport
protocolsalthoughit seemsultimatelyintendedfor larger-
granularityactors,comparedto our �ner -grainedplumb-
ing of protocolcomponentsbeforeor afteramultiplexer.

Insteadof offering �e xibility via componentization,
a numberof approachesexposethe internalsof mono-
lithic protocolspeci�cations,makingit easierto pick and
choosewhich �e xibility to enableandwhich to suppress.
Mogul et al. [22] describea put/getinterfaceto thetrans-
port layer thatallows for thesettingandqueryingof net-
work protocolstate. The DatagramCongestionControl
Protocol(DCCP)[16] builds a transport“suite” that can
�e xibly alter its behavior while remainingTCP-friendly.
In both cases,the resulting protocol instantiationsare
gearedtowardspoint-to-pointcommunication,andkeep
all piecesof the transportfunctionality within the same
“shell,” makingit harderto effect the �e xible reordering
of componentsacrosstraditionallayerboundariesthatwe
proposein ourwork.

The softwaredata�ow abstractionhaslong beenused
to model data movement in the databaseliterature, in
particularin networked andstreamqueryengines[5, 8],
whichhaveanintimaterelationto data-intensivenetwork-
ing. More recently it has beenembracedfor network
routers[13,18]. Many of theoptimizationsfoundin these
systemsare a direct result of using a data�ow model,
and the �e xibility thereof. Network transportprotocols
canalsobene�t from a data�ow model,andin this paper
we have presenteda few suchexamples. An interesting
synergy may also exist betweenthe �e xibility we have
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seenin this paperanddatabasequeryoptimizationtech-
niques,particularlyadaptiveapproachesto reoptimizing
livedata�ows [4,8].

5 Conclusion

Overlay networks offer a new network modelthat appli-
cationsarebeginning to demand.This new communica-
tion mediumbringswith it a numberof designdecisions
thatgobeyondthescopeof asmallnumberof monolithic
transportprotocol services. Componentbasedtransport
protocolsprovideanaturalreplacementof blackboxpro-
tocol implementations,with small processingunits that
canbe arrangedto form the desiredsemantics.Besides
�e xibility , designinga systemaroundsmall components
promotesgoodcodereuse.

Weembraceadata�ow architecturefor ourcomponent-
basedtransportprotocols.Data�ows have beenshown to
providegooddataindependencepropertiesin many other
systems,and are certainly capableof supportinghigh-
performanceoperation[7]. The �e xibility of a data�ow
abstractionmakes the rich setof optimizationsafforded
by overlay networks easierto attain. Moreover, it pro-
videsanidealgluelayerbetweentheapplicationandnet-
work, onewhich we have shown to supportfreshresults
andgoodsynchronizationproperties.

In the future, it may becomeimportantto ensurethat
component-basedtransportprotocolsmimic thewire for-
matsof existing transports,particularlyTCP. This would
easeinteroperationwith existing middleboxes, allowing
for example�re wallsandNATsto maintainper-�o w state
obliviously. Mimicking theparticulartiming characteris-
ticsof speci�c TCPimplementations,however, mayprove
morechallenging.

Finally, a particularlychallengingandambitiousnext
step for our exploration of this spaceis the speci�ca-
tion in a high-level languageof desired propertiesfor a
particular instantiationof protocol components. In P2,
we de�ne and compile entire application-level overlay
data�ows from suchdeclarative languagespeci�cations.
Consequently, thisapproachwouldallow usto redraw the
boundarybetweentheoverlayandthetransport.
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