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Abstract

This paperarguesa new relevancefor an old idea: de-

composingransporprotocolsinto asetof resuabléouild-

ing blocksthat canbe recomposedn differentwaysde-

pendingon applicationrequirementsWe conjecturethat

point-to-pointapplicationsmaywell beadequatelhgened

by the existing suite of monolithic protocolimplementa-
tions, but widely-distribtuted peerto-peersystemssuchas
overlaysarenot: the designspaceof transportprotocols
betweennodesin a large, highly coordinatedsystemis

much larger  We provide several examplesof existing

systemghat have implementeda diverserangeof trans-
port protocols,andshav how a building-block approach
coversthesesystemswell, enablingsimple speci cation

of hybridsandvariantsof the protocols.In particular we

shav how all of our examplescanbeimplementedn the

networking stackof P2,a multipurposesystemfor build-

ing overlay networksfrom declaratve speci cations.

1 Intr oduction

Therehasbeena steadystreamof researclover theyears
into componentizegrotocols protocolimplementations
assembledrom a variety of building blocks. A promise
of suchframavorks hasgenerallybeen e xibility: a pro-
tocol stacktailoredfor a particularapplicationcanbeeas-
ily assembledysuallywithout writing ary new code,by
bindingprotocolobjectstogether

Despiteits conceptuaklegance,protocolimplementa-
tions basedon this approachhave never caughton, par
ticularly at the transportlevel. Most applicationstoday
useakernel-pravidedIP stack,andusuallyTCPfor trans-
port. The consensuss thatfor both bulk-transferof data
andRPC-like call semanticsTCP appeardo be perfectly
adequateandit is notworth inventingsomethingnew.

Of course, a few applicationshave beenidenti ed
wherea radically differenttransportprotocolis appropri-
ate,andin thesecases new, complete anddifferentpro-
tocol hasbeendevised (e.g. RTP [12] for multimedia,
or SCTP[25] for PSTN-like signallingtrafc) ratherthan
composinga protocol from building blocks. The useof
thesestandardorotocolshasfurther diminishedthe moti-
vationfor transportprotocolswhosefunctionality canbe

composedt userlevel in anapplication-speci ananner

We suspectthat this small set of transportprotocols
(alongwith DCCP [10]) coversthe needsof almostall
point-to-pointapplicationsthatis, applicationshasedon
the concepbof two end-pointcommunicating.

However, in this papemwe arguethatwidely-distrituted
systemsjncluding structuredand unstructurecoverlays,
changethis situationand introduce problemsthat com-
ponentizedtransportprotocol mechanismsare uniquely
equippedo solwe.

In the last few years,considerableesearchhasbeen
devotedto both structuredand unstructuredbverlay and
peerto-peerapplications. As distributed systemsthese
applicationsgenerallyinclude their own techniquesfor
routing message®n an overlay Many suchdeplo/ed
systems,including Bamboo[24], MIT Chord [26], and
P2 [20], use customtransportprotocolswhich provide
TCP-friendlycongestiorcontrolbehaior, but over UDP.

In Section2, we attemptto explain this designshift
by examining featuresof P2P applicationsand overlays
that motivate their designersto adopt customtransport
protocols,andthe way in which theseapplicationsdiffer
from traditionalnetwork-basedapplications.With exam-
plesfrom speci ¢ applicationswe highlightmoregeneric
requirementgor transportingdatain thesesettings.

In theend,however, our messagés not simply thatthe
featuresof moderndistributed systemsequirea rethink-
ing of transportprotocols. We alsoarguethat thesefea-
turesgreatly widen the designspacefor suchprotocols
andrequireanability to easilycustomizeransportproto-
colsfor variousdistributedapplications.

To supporthisagumentwe describeghetransporpro-
tocol portion of P2, a declaratve overlay processomwe
have built [20]. P2 allows customtransportprotocolsto
beassembledrom reusabledata ow building blocks.We
shav how a variety of diversebut importantapplication
behaiors can be achieved naturally within P2's frame-
work, in waysthatarehardor impossibleto achiere with
monolithic kernelimplementation®f transportprotocols
suchasTCR, RTR, SCTPor DCCR



2 What' sdifferent?

We have assertedhatnew, distributed, UDP-basedppli-
cationsbehae in ways that are not well sened by tra-
ditional transportprotocols. In this sectionwe identify
severalfeaturesof suchapplicationghatdistinguishthem
from, say typicalwebservices.

First we note that at a node-to-noddevel, P2P com-
munication often requiresdifferent subsetsof the TCP
functionality set—in-orderdelivery, reliability, conges-
tion control. DCCP[10] explicitly addressethis design
space,de ning an additional kernel datagramprotocol
providing congestiorcontroland e xible pacletacknavl-
edgement.

However, in this paperwe argue that a more general
approachthanDCCPis required.We presentise-casem
P2Psystemswvhereimplementatioris not possibleusing
DCCR and caseswhich requiresubstantiaimplementa-
tion in additionto DCCPR While mostof our examplesare
from structured”2Poverlays,we stresghattheprinciples
hereareby no meandimited to the DHT space.We also
notethat DCCPis a protocolratherthananimplementa-
tion perse. The questionof whetherDCCPitself is natu-
rally implementablewithin the framework of section3 is
beyondthe scopeof this paper

Someof our exampledistinctionsbelow relateto de-
sired protocolbehavior while othersconcernthe design
of asuitableprotocolAPI for end-systems-However, both
affecthow the protocolis implemented.

Application-level routing freedom:

Widely-distributed applications have mary choices
aboutwhereto forward a message. Unlike traditional
client-serer applications,there may be several equva-
lent end-pointsfor a messagéde.g., to retrieve a replica
of someobject). Moreover, P2Psystemausuallyincorpo-
ratesomekind of overlaynetwork, evenif it is notexplicit
in thedesign(e.qg.,thestructurecoverlayof aDHT, or the
link-stateoverlay of an enterprisenetwork of Microsoft
Exchangeseners). This providesoptionsnotonly for the
destinationof a messagebut alsothe overlay pathtaken
to getthere.

Designersexploit this new-found freedomto achiere
highperformancélateng, throughputreliability, etc.) by
implementingsophisticateédaptve policiesfor forward-
ing datain thesystem For example,anodein theBamboo
DHT [24] constantlymeasuresinimumround-triptimes
to nodesn its routingtable,setsaggressie timeouts,and
rapidly resendsmessage$o alternateneighborsif these
timeoutsare exceeded. This performsdramaticallybet-
ter underchurn, sinceBamboocanrapidly route around
failuresandtransienioadspikes[24].

In termsof theimplementationthisinvertsatraditional
orderingof functionality in a transportstack: destination
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selection(e.g.,thelookupin Bamboosroutingtable)nowv
takesplacedownstreanof retries,sincesuccessie retries
for amessageanbe sentto differentdestinations.

Congestioncontrol aggregation:

In additionto having e xibility in thechoiceof destina-
tion, someP2Papplicationshave the additionalproperty
of choosingamonga very large setof suchdestinations—
a setwhosesize and contentsaretypically not known in
adwance. A good exampleis the iterative routing em-
ployedby MIT Chord[9] andthe Kademlia[21] variants
usedin eDonley [2] andtrackerlessBitTorrent[1].

A problemthusarisegnaintainingcongestiorwindows
for a large and unpredictablenumber of destinations,
mary of which areonly neededor a singlelookupRPC.
To addresghis problem,DHash++usesa customtrans-
portprotocolcalledSTP[9] thatmaintainsaggregatecon-
gestionstatefor all nodes,ratherthanthe pernodestate
maintainedoy TCR, DCCR etc. Consequentlyall outgo-
ing pacletstraversea single congestion-controinstance
beforebeingsentto a variety of destinations.

This techniquerepresentsa different changein the
transportstackimplementatiorfrom the Bambooexam-
ple abore. Here, congestioncontrolis performedinde-
pendentlyof the destinatiorof messagedndeed thede-
cisionof whereto sendthe messagenaybedeferreduntil
the congestiorwindow allows it to besent.

Application buffer management:

The designerof DCCPpoint outthe bene tsto appli-
cationsof “late data choice wherethe applicationcom-
mits to sendinga particularpieceof datavery latein the
sendingprocess”[19] and suggestusing familiar ring-
buffer techniquedor queueingoacletsratherthanthetra-
ditional Unix API. This changeallows lateng-sensitve
applicationgo revise or replaceoutgoingpacletsup un-
til the time whenthe protocol implementationcan send
them.

A goodmotivatingexampleis theuseof in-network ag-
gregationtechniquedor disributedqueryprocessorsuch
asPIER[14] and [27]. Datais sentupanaggre@ationtree
to theroot, andaggr@ation computations performedat
ary intermediatenodeholding morethanonedatumat a
time. Ideally, eachnodewould senddataup the treeea-
gerly (whenerer congestiorcontrolallowedit), but other
wiseaggre@ateit with ary new dataarriving from below.

In practice traditionalprotocolimplementationgsuch
asUnix TCP)thwartthis, sinceoutgoingdatamaybeheld
atanodein a buffer (beforebeingsent,or for retry pur-
poses)without beingavailableto the queryprocessofor
further aggr@ation. This limitation canresultin situa-
tions where staleresultsare senteven thougha fresher
oneis available.

We therefore embraceDCCP's notion of late data



choice,but extendit further: in additionto beingableto
revise outgoing paclets, widely distributed applications
suchasdistributedqueryprocessorbene t from latecre-
ationof thepacletsthemseles;anAPI which providesan
upcallto requesthenext pacletto sendallows intelligent
just-in-timecreationof paclets.

Furthermoregpurapproachintegratesvell with systems
thatexploit routingfreedomto dynamicallyvary message
destinationsasin our rst example: a query processor
may have several potential“parents”to whichit cansend
partialaggreates[23].

Alter native congestioncontrol algorithms:

Finally, TCP's window-based,sendetdriven conges-
tion controlalgorithmmaynotbethe mostappropriatéor
all applications.Floyd etal. [11] proposeTFRC: a rate-
basedrecever-driven“TCP-friendly” congestiorcontrol
algorithmfor o ws that bene t from slower changesn
sendingrate,suchassomemultimediatrafc. DCCPal-
lows for selectionof several differentcongestioncontrol
algorithms,of which TFRC s one. Our own experience
with overlaynetwork implementationfiave shovn signif-
icantadvantageso TFRC-like approachegarticularlyin
lateng/-sensitve overlaysthat exhibit highlossor unpre-
dictablemessagelelays.

Selectionof particular congestioncontrol algorithms
can, of course,be achiesed via a parameteto the ker-
nel protocolstack,but whencombinedwith the applica-
tion routingbehaior describedhbove, it becomedardto
build a monolithic protocolimplementatiorthat canac-
comodatedifferentcongestiorcontrol algorithms,them-
selesoccupying differentpositionsin the datapath. A
more naturalconstructionfactorsout congestioncontrol
into areplaceablenodule,a conceptwe returnto below.

Discussion:

Taken asan ensemblethe issuesabove shav thatthe
solution spacefor overlay networks is much wider than
thatfor client-serer applications.This is in partsimply
becausehey aredistributed,andhencemustinteractwith
andadaptto thenetwork asawholeratherthanto asingle
paththroughit, blurring the boundarybetweenthe appli-
cationandprotocolimplementation.
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<

Figurel: Persistentetries(top) vs. rerouting.

algorithms(e.g.,for congestiorcontrol).

Theseare preciselythe facilities promisedby compo-
nentizedprotocolimplementationssuggestinghey may
have a compellingareaof applicability afterall.

3 P2'stransport stack

P2 [20] is an overlay constructionand maintenancda-
cility that usesa high-level declaratve query language
to specify propertiesof overlay networks. P2 dynami-
cally translatesverlay speci cationsinto Click-like [18]
data ow networks, which are executedto maintainthe
overlay network. A P2data ow network on a particular
nodeconsistsof C++ objectsrepresentinglata ow ele-
mentswith bindingsbetweersuchobjectscorresponding
to arcsonthedata ow graph.

Like Click, data ow arcsbetweenelementgassdata
itemsvia “push” or “pull” function calls. However, P2
is primarily a query processoratherthan an IP router
Unlike Click, P2 passegelationaltuplesratherthan IP
paclets. Furthermore since P2 elementsoften produce
and consumetuplesvia computationratherthan passing
themthrough,P2data ows stopandstartmorefrequently
andthushave more comple inter-elementsynchroniza-
tion andschedulingnechanims.

P2 hasa wide repertoireof data ow elementclasses,
including operatorsnecessaryfor performing relational

The situationis further complicatedby heterogeneous queryplan operationgjoins, aggreations,etc.) over tu-

requirementswithin an application: differentpartsof an

applicationmayrequiredifferenttransportharacteristics.

For example, a storageservicemay have one setof re-
qguirementdor retrieving blocksor fragmentsandanother
for performinglookups.

The challengeis to provide such e xible functionality
in areusabldorm. We identify two patternsof recon g-
urationin the examplesabore: (1) re-oering of func-
tionality in the receive andtransmitdatapathsof the im-
plementation, and (2) substitutionof one of a family of

plesin both streams(e.g., from the network) and local
soft-statgables.

P2 extends the data ow model into the network
stack,which is responsiblefor internodetuple transfer
Data ow element$iandlecongestiortontrol,marshaling,
paclet schedulinganddemultiplexing. Our initial moti-
vationsfor this novel designwereeaseof implementation
andconsisteng with the restof the system but we have
cometo recognizets valueasanabstractiorfor con gur-
ing transporprotocols.In thefollowing sectionsve shav



examplesof theuseof P2data ow elementdo addresshe <

issuesidenti ed in Section2 by selectve reorderingand
substitution.

SendingRetries Down Alter nate Paths:

Our rst exampleallows an applicationto retry trans-
missionof a messagdo a potentially different destina-
tion. Fig. 1 shavs two data ow graphs,eachof which

represents possiblecon guration of transportprotocol *

FHH

elementsn P2. Broadly pacletsto be sentmaove from
left to right, andreceved pacletsmove from right to left.
For simplicity we do not shav whetherbindingsbetween
elementsare“push” or “pull,” andin somecasesve have
collapsecthainsof elementsnto asingleboxwherekeep-
ing themseparatavould not have aidedcomprehension.

Theupperdiagramin Fig. 1 shavs corventional TCP-
like behaior for a P2Psystem.A paclet to be sent rst
passeshrougha “route/demux”elementwhich usesthe
overlay's routingtableto pick a next-hopdestinationand
handsthe paclet to a perneighborretry elementwhich
enqueuedt. A pacletis removed from the headof this
gueueby a perneighbortransmit-sidecongestiorcontrol
elemen{(“CC Tx"), whichin turnis scheduledby aglobal
round-robinelementhat pulls pacletsfrom the“CC Tx”
elementsandsendghemto the soclet.

Corversely incoming paclets from the network are
pushedo areceve-sidecongestiorcontrolelement(*CC
Rx"). Incoming applicationdatais acknavledgedvia
the elements pathbackto theround-robinschedulerand
pushedto the application. Incoming acknavledgements
from peersaredemultiplexed andsentto the appropriate
“CC Tx” elementqto maintaincongestiorstate),which
subsequenthsignal the retry elements(to remove data
from theretry queue).

Thelower diagramin Fig. 1 showvs how to achiere be-
havior more like Bamboo,wheresuccessie retriesmay
be sentto different destinations. We simply move the
retry elementto the headof the data ow aheadof the

Figure3: Sharedcongestion-contrastatefor all destina-
tions.

Figure4: Latedatachoice.

extreme,but it atleastsenesto isolatethe effect of this
changeo thetransportprotocol.

The resultsare unsurprising,and in line with much
more rigorous studies[9, 24]: moving retries aheadof
routing causesnore hopsto be traversed(sincethe path
maynotbethebestoneavailablein theroutingtable),but
the lateny is reduced(sincewe fail over links quickly).
Figure2 (c) clearly shaws thatthis is achieved by reduc-
ing the numberof retries,sincethe lossylink is quickly
avoided.

Shared CongestionControl State:

An overlay STP-like behaior [9], wherea singlecon-
gestionwindow is maintainedor all destinationganalso
be generatedvithout writing ary additionalcode. Fig-
ure3illustrateshow thesameelementsisedabove canbe
rearrangedo provide thefunctionalityof STPusingasin-
gle queueand congestiorcontrol strandfor all outgoing
pacletsregardlesof destination.

Notethatthe data ow modelmakesit easyto combine

route/demuxelement,which causesachretransmission 0rthogonalfunctionality: we could have electedto per

to performanew routelookup. Not shawn is thelogic by
which theroutelookup hasaccesgo congestiorandloss
statisticsaboutneighbors- this informationis maintained
asaP2table,andthepolicy by whichtheroute/demuel-
ementuseghisinformationto selectadestinations likely
to be application-speci c.Note, however, thatapartfrom
expressingsuchpreferencesno newv codehasto be writ-
tento achieve the desiredoehaior.

Figure 2 shaws the resultsof a highly arti cial exper
iment comparingthe performanceof the two data ow
graphs.We build a very small (32-node)Chordnetwork.
Oneparticulamodein the network performsl lookupper
secondo arandomkey. A lossylink (50% drop rate)is
placedbetweerthatlookupnodeandits furthest nger ta-
ble entry. This experimentis, of course simplisticin the

form retriesaheadof routing asabove without requiring
ary new code.

Aggregationand late data choice:

Figure 4 shavs an example of late datachoicefor a
distributed aggreation scenario,suchas computingthe
maximumor meanof adistributedsetof values.We move
all bufferingin thedata o w graph“upstreant, next to the
application.

Thissimplechangdn thedata ow meandhatthenum-
ber of aggreatevaluessentby a nodeover time is equal
to theloadthe network is willing to handle.Whenband-
width is available,valuesaresentout of thebuffer assoon
asthey areproducedminizing thelateng with whichthe
partial aggrejatesarrive at the next level of the aggr@a-
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Figure5: Different,concurrentransporipolicies.

tion tree. In the eventof congestionyaluesremainin the
applicationbuffersandareaggreating with ary new val-
uesthatarrive, reducingbandwidthusage.

Heterogeneougransports:

Our nal examplebrie y illustratestheeasewith which
differentcombination®f transporprotocolbehaiorscan
be combinedin anapplicationin a straightforvard man-
ner Figure 5 showvs how differentpoliciescanbe com-
binedatruntime,andchoicesnadeon a perpacletbasis.

4 Relatedwork

An early contritution in the decompositionof network
protocolscamefrom the x-Kerneloperatingsystem[15],
in which network servicesare handledby composable,
userlevel protocol objects. To specify such objects,
the project teamdevelopedthe Morpheus|[3] program-
ming languagewhich codi es valid protocolobjectcom-
positionsand enablesoverhead-reducingptimizations.
Unlike our lightweight elements protocol objectsin x-
Kernelarecompleteprotocolimplementationgi.e., TCR,
Psync,BLAST), restrictingtheir e xibility to stacksthat
layer objectson top of one another With the slightly
differentmotivation of making network protocol speci -

cationsmore readable Kohler et al. developedthe Pro-
lac Protocol Language[17]. Prolacis an expression
languagejntendedasfor developingcompleteprotocols
(e.q.,TCP).

Sharingour high-level goals but taking a completely
different approach,Braden et al. [6] proposea heap
basedprotocolabstractionn their Role-BasedArchitec-
ture (RBA). In RBA, messageare addressedo role ac-
tors,insteadof end-hostsThis allows middleboxes(e.g.,
rewalls, NAT boxes, cachessgetc.), running asroles, to
be addresseih messagédeaders.Concevably, RBA is
an alternatve to our data ow architecturefor transport
protocolsalthoughit seemailtimatelyintendedor larger
granularityactors,comparedo our ner-grainedplumb-
ing of protocolcomponentdeforeor aftera multiplexer.

Instead of offering e xibility via componentization,
a numberof approachegxposethe internalsof mono-
lithic protocolspeci cations,makingit easierto pick and
choosewhich e xibility to enableandwhichto suppress.
Mogul et al. [22] describea put/getinterfaceto the trans-
portlayerthatallows for the settingandqueryingof net-
work protocol state. The DatagramCongestionControl
Protocol(DCCP)[16] builds a transport‘suite” thatcan
e xibly alterits behaior while remainingTCP-friendly
In both cases,the resulting protocol instantiationsare
gearedtowards point-to-pointcommunication and keep
all piecesof the transportfunctionality within the same
“shell,” makingit harderto effect the e xible reordering
of componentsicrosdraditionallayerboundarieshatwe
proposéan ourwork.

The software data ow abstractiorhaslong beenused
to model data movementin the databasditerature, in
particularin networked and streamquery engineg[5, 8],
which have anintimaterelationto data-intensie network-
ing. More recentlyit hasbeenembracedfor network
routers[13,18]. Many of theoptimizationsoundin these
systemsare a direct result of using a data ow model,
andthe exibility thereof. Network transportprotocols
canalsobene t from a data ow model,andin this paper
we have presented few suchexamples. An interesting
synegy may also exist betweenthe e xibility we have



seenin this paperand databas&uery optimizationtech-
niques,particularly adaptiveapproacheso reoptimizing
live data ows[4,8].

5 Conclusion

Overlay networks offer a new network modelthat appli-
cationsare bgginning to demand.This new communica-
tion mediumbringswith it a numberof designdecisions
thatgo beyondthe scopeof a smallnumberof monolithic
transportprotocol services. Componentasedtransport
protocolsprovide a naturalreplacemenof blackbox pro-
tocol implementationswith small processingunits that
canbe arrangedo form the desiredsemantics.Besides
e xibility, designinga systemaroundsmall components
promoteggoodcodereuse.

We embraceadata ow architecturdor ourcomponent-
basedransportprotocols.Data ows have beenshowvn to
provide gooddataindependencpropertiesn mary other
systems,and are certainly capableof supportinghigh-
performanceoperation[7]. The e xibility of a data ow
abstractioormalesthe rich setof optimizationsafforded
by overlay networks easierto attain. Moreover, it pro-
videsanidealgluelayerbetweerthe applicationandnet-
work, onewhich we have shovn to supportfreshresults
andgoodsynchronizatiorproperties.

In the future, it may becomeimportantto ensurethat
component-basetlansportprotocolsmimic the wire for-
matsof existing transportsparticularly TCP. This would
easeinteroperationwith existing middleboes, allowing
for example re wallsandNATs to maintainper o w state
obliviously. Mimicking the particulartiming characteris-
ticsof speci c TCPimplementationshowvever, mayprove
morechallenging.

Finally, a particularly challengingand ambitiousnext
stepfor our exploration of this spaceis the speci ca-
tion in a high-level languageof desied propertiesfor a
particularinstantiationof protocol components.In P2,
we de ne and compile entire application-l@el overlay
data ows from suchdeclaratve languagespeci cations.
Consequentlythis approactwould allow usto redrav the
boundarybetweerthe overlayandthetransport.
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