


2. VEHICULARNETWORK CHALLENGES of vehicles use an application that functions correctly 99.99999%
Vehicular network challenges include technical problems like of the time, the application is still more likely to fail on at least one
key distribution as well as more abstract difficulties, such as the Vehicle than function correctly on all vehicles. Thus, to provide the
need to appeal simultaneously to three very different markets. level of guarantees necessary for these scenarios, applications will

Authentication versus Privacy. In a vehicular network, we have to rely on deterministic schemes or probabilistic schemes with
would like to bind each driver to a single identity to prevent Sybil [7] Security parameters large enough to make the probability of failure
or other spoofing attacks. For instance, in the congestion avoidancenfinitesimally small.
scheme, we would like to prevent one vehicle from claiming to be ~ Furthermore, for many applications, security must focus on pre-
hundreds in order to create the illusion of a congested road. Strongvention of attacks, rather than detection and recovery. In an ad hoc
authentication also provides valuable forensic evidence and allowsNetwork, it may suffice to detect an attack and alert the user, leaving
us to use external mechanisms, such as traditional law enforcementf€covery and clean-up to the humans. However, in many safety-
to deter or prevent attacks on vehicular networks. related vehicular network applications, detection will be insuffi-

However, drivers value their privacy and are unlikely to adopt Ci€nt, since by the time the driver can react, the warning may be
systems that require them to abandon their anonymity. For exam-t00 late. Instead, security must focus on preventing attacks in the
ple, if we try to prevent spoofing in a manner that reveals each first pIage, which will require exFensive foresight into the types of
vehicle's permanent identity, then we may violate drivers’ privacy attacks likely to occur (see Section 4).
expectations. Balancing privacy concerns with security needs will ~ Mobility. Traditional sensor networks frequently assume a rel-
require codifying legal, societal and practical considerations. Most atively static network, and even ad hoc networks typically assume
countries have widely divergent laws concerning their citizens’ right limited mobility, often focusing on handheld PDAs and laptops car-
to privacy. Since most vehicle manufacturers operate in multina- fi€d by users. For vehicular networks, mobility is the norm, and it
tional markets, they will require security solutions that satisfy the Will be measured in miles, not meters, per hour. Also, the mobility
most stringent privacy laws, or that can be customized to meet their Patterns of vehicles on the same road will exhibit strong correla-
legal obligations in each market. Authentication schemes must alsotions. Each vehicle will have a constantly shifting set of neighbors,
weigh societal expectations of privacy against practical considera- many of whom it has never interacted with before and is unlikely to
tions. Most drivers would resent a system that allows others to interact with again. The transitory nature of interactions in a vehic-
track their movements, but from a practical perspective, vehicles Ular network will restrict the utility of reputation-based schemes.
today are only partially anonymous. Each vehicle has a publicly For example, rating other vehicles based on the reliability of their
displayed license plate that uniquely identifies it (and identifies the congestion reports is unlikely to prove useful, a specific driver is
owner of the car, given access to the appropriate records). Thus,unlikely to receive multiple reports from the same vehicle. Further-
individual drivers have already surrendered a portion of their pri- More, since two vehicles may only be within communication range
vacy while driving. Ideally, a secure vehicular network would build  for & matter of seconds, we cannot rely on protocols that require
on these existing compromises instead of encroaching any furthersignificant interaction between the sender and receiver.
upon a driver’s r|ght to privacy_ ) Ke)/ DIStl’Ibutlon.. Key distribution is -Often a fundamen-tal _bqu-

Availability. For many applications, vehicular networks will re-  ing block for security protocols. In vehicular networks, distribution
quire real-time, or near real-time, responses as well as hard real-Poses several significant challenges. First, vehicles are manufac-
time guarantees. While some applications may tolerate some mar-tured by many different companies, so installing keys at the factory
gin in their response times, they will all typically require faster re- Would require coordination and interoperability between manufac-
sponses than those expected in traditional sensor networks, or evefiurers. If manufacturers are unable or unwilling to agree on stan-
ad hoc networks. However, attempts to meet real-time demandsdards for key distribution, then we could turn to government-based
typically make applications vulnerable to Denial of Service (DoS) distribution. Unfortunately, in the U.S., most transportation regula-
attacks. In the deceleration application, a delay of even secondstion takes place at the state level, again complicating coordination.
can render the message meaningless. The problem is further exac he federal government can impose standards, but doing so would
erbated by the unreliable communication layer, since one potential "equire significant changes to the current infrastructure for vehicle
way to cope with unreliable transmission is to store partial mes- registration, and thus is unlikely to occur in the near future. How-
sages in the hopes that a second transmission will complete the€Ver, without a system for key distribution, applications like traffic
message. congestion detection may be vulnerable to spoofing.

Current plans for vehicular networks rely on the emerging stan- A potential approach for secure key distribution would be to em-
dard for dedicated short-range communications (DSRC) [2], based Power the Department of Motor Vehicles (DMV) to take the role
on an extension to the IEEE 802.11 technology [1]. Yin et al. pro- ©Of & Certificate Authority (CA) and to certify each vehicle’s pub-
vide a detailed, low-level evaluation of the performance of a simu- lic key. Unfortunately, this approach has many shortcomings. First,
lated DSRC network and find that while the current DSRC standard @ssuming the role of a CAis a challenging operation which is notin
provides an acceptable latency, the reliability is still lacking [22]. !ine with the DMV's current functionality. Extensive anecdotal ev-
According to their simulations, on average, only 50-60% of a ve- idence [16] suggests that even specialized CAs offer questionable
hicle’s neighbors will receive a broadcast message. Since vehiclesSecurity against dedicated attackers trying to obtain a certificate for
moving in opposite directions will remain within communications ~another institution/entity. Second, vehicles from different states or
range for only a few seconds, opportunities to retry a broadcast will different countries may not be able to authenticate each other unless
be limited. On a positive note, DSRC features a high data rate. vehicles trust all CAs, which reduces security. Finally, certificate-

Low Tolerance for Errors. Many applications use protocols based key establishment has the danger of violating driver privacy,
that rely on probabilistic schemes to provide security. However, as the vehicle's identity is revealed during each key establishment.
given the life-or-death nature of many proposed vehicular applica- | ncentives. Successful deployment of vehicular networks will
tions, even a small probability of error will be unacceptable. In require incentives for vehicle manufacturers, consumers, and the
fact, since the U.S. Bureau of Transportation Statistics estimatesgovernment, and reconciling their often conflicting interests will
that there are over 200 million cars in the U.S. [21], even if only 5% Prove challenging. For example, law-enforcement agencies would



quickly embrace a system in which speed-limit signs broadcast the ance application to facilitate getaways. In general, while this class
mandated speed and vehicles automatically reported any violations.of attackers will hopefully be rarer than those outlined above, their

Obviously, consumers would reject such intrusive monitoring, giv- combination of resources and directed malice makes them an im-
ing vehicle manufacturers little incentive to include such a feature. portant concern for any security system.

Conversely, consumers might appreciate an application that pro-

vides an early warning of a police speed trap. Manufacturers might 4. ATTACKS

be willing to meet this demand, but law-enforcement is likely to i ) o .
object. While we obviously cannot anticipate every possible attack on

Bootstrap. Initially, only a small percentage of vehicles will vehicular networks, we can enumerate some of the more likely sce-
be equipped with DSRC radios and little infrastructure will exist narios and ensure that applications are robust against this known
to support them. Thus, in developing applications for vehicular S€t of potential attacks. While many of these attacks have appeared
networks, we can only assume that a few other vehicles are ablein other contexts, we list them here both for the sake of thorough-
to receive our communications, and the applications must provide N€ss and to examine the ramifications they may have in this new

benefits even under these limited conditions (with increasing bene- €nvironment.

fits as the number of DSRC-equipped vehicles increases). Denial of Service (DoS). If the attacker can overwhelm a ve-
hicle’s resources or jam the communication channel used by the
3. ADVERSARIES vehicular network, then he can prevent critical information from

) arriving. Not only does this render the application useless, it could
The nature and the resources of the adversary will largely deter- jncrease the danger to the driver if she has come to depend on the
mine the scope of the defenses needed to secure a vehicular netyppication’s information. For instance, if a malicious adversary
work. A realistic assessment of the vehicular environment suggests,yants to create a massive pileup on the highway, he could provoke
the following classes of adversaries (in increasing order of threat 5 accident and then use a DoS attack to prevent the appropriate

severity): ) ) ) ) deceleration warnings from reaching other drivers.
Greedy Drivers. While we might hope that most drivers in the M essage Suppression Attacks. In a more subtle attack, the ad-

system could be trusted to follow the protocols specified by the yersary may use one or more vehicles to launch a suppression at-
application, some drivers will attempt to maximize their gains, re- tack by selectively dropping packets from the network. A prankster
gardless of the cost to the system. In our congestion avoidancemight suppress congestion alerts before selecting an alternate route,
system, a greedy driver might try to convince the neighboring ve- thys consigning subsequent vehicles to wait in traffic.
hicles that there is considerable congestion ahead, so that they will - Faprication Attacks. An adversary can initiate a fabrication at-
choose alternate routes and allow the greedy driver a clear path toack by broadcasting false information into the network. For exam-
his/her destination. ple, a greedy driver might pose as an emergency vehicle to speed
Snoops. This category of adversary encompasses everyone from i his own trip. An attacker may also choose to fabricate her own
a nosy next-door neighbor to a government agency attempting t0jnformation, including her identity, location, or other application-
profile drivers. A burglar might try to use a vehicular network 10 specific parameters. Defending against fabrication attacks in a ve-
detect which garages (and hence which houses) are empty. Companjcylar network is particularly challenging, since the traditional
nies may want to track consumers’ purchasing habits and use corréyemedy of using strong identities along with cryptographic authen-
lated data to alter prices and discounts. While data mining may be tjcation may conflict with the need to preserve the privacy of par-
acceptable over aggregate data, it raises serious privacy cotifcerns ticipants in the network.
one can extract identifying information for an individual. Alteration Attacks. A particularly insidious attack in a vehic-
Pranksters. Pranksters include bored teenagers probing for vul- yjar network is to alter existing data. This includes deliberately
nerabilities and hackers seeking fame via their exploits. For exam- gejaying the transmission of information, replaying earlier trans-
ple, a prankster targeting a collision-avoidance or platooning appli- missjons or altering the individual entries within a transmission.
cation might sit by the road and convince one vehicle to slow down For example, if the traffic congestion application requires a vehicle
while persuading the vehicle behind it to speed up. The need for g collect “votes” from other vehicles at the site of the congestion,
real-time responses potentially leaves security mechanisms vulnerhen an attacker might collect votes while traveling in normal traf-
able to DoS attacks. A prankster could abuse this vulnerability to fic pyt alter the locations and timestamps in the votes to make it
disable applications or prevent critical information from reaching appear that all of those vehicles were in the same place at the same
another vehicle. . _ _ ... time, deceitfully indicating a heavily congested highway. A mali-
Industrial Insiders. Attacks by insiders are particularly insidi-  jous attacker might alter a message alerting vehicles to an obsta-
ous, and the extent to which vehicular networks are vulnerable will ¢je ahead to persuade another vehicle that the lane is in fact clear.
depend on other security design decisions. For example, if me- cjearly, applications on vehicular networks will need authentica-
chanics can update the software on a vehicle, they also have anjon of hoth the source of the data and the data itself.
opportunity to load malicious programs. If we allow vehicle man-
ufacturers to distribute keys, then a single rogue employee at one
manufacturer could createykeys that woSId begacceptgd gy all other5- PROPERTIESSUPPORTING SECURITY
vehicles. While the previous discussion paints a grim picture of the secu-
Malicious Attackers. Malicious attackers deliberately attempt  rity challenges facing vehicular networks, there are aspects of such
to cause harm via the applications available on the vehicular net- networks that may aid the creation of secure applications.
work. They may be individuals attempting to settle a score or ter-  Regular Inspections. In most U.S. states, all vehicles must pass
rorists attacking our infrastructure. In many cases, these attackersinspection once a year. This yearly trip to the mechanic provides
will have specific targets, and they will have access to more re- interesting possibilities for security maintenance in addition to the
sources than the attackers described above. Terrorists might matypical maintenance performed. For example, as part of the inspec-
nipulate the deceleration warning system to create gridlock before tion, the mechanic might use SWATT [19] to verify the integrity of
detonating a bomb. Criminals might spoof the congestion avoid- the software running on the vehicle’s processor. This would also






cast its identity (a public key) along with its signature of a current consider preloading each vehicle with a year’s worth of anonymous
timestamp. When a vehicle receives such a broadcast, it signs thekeys, as Raya and Hubaux propose [18]. The supply could be re-
other vehicle’s ID and rebroadcasts it. In other words, when vehi- freshed by the certifying authority. Unfortunately, this approach
cle A receives public keyK 5 from vehicle B, it adds a signature provides an attacker with a ready host of “legitimate” identities for
{KB} —1 with its private keng1 to its regular broadcast. When  use in a Sybil attack [7]. Tamper-resistant devices would make this
vehicles pass each other traveling in opposite directions, this will attack more difficult but not impossible and would add to the ex-
allow both streams of traffic to perform relative localization (see Pense of the vehicular network.

Figure 1). If vehicleB hears vehicle” rebroadcast’s identity Instead, we could consider a dynamic key distribution system, in
before it rebroadcasts’s identity, thenB can conclude that is which vehicles could create a new anonymous key pair every day.
ahead of him/her. Vehicl® can aggregate multiple indicators (i.e., USIng a scheme similar to that suggested for creating anonymous
from vehiclesD and E) to provide further assurance dfs posi- keys for use with a TPM [20], each vehicle would have a vehi-

tion. Furthermore, vehicl@ can evaluate the entanglement data cle identity public key paif{ v, K '} along with a certificate
for those vehicles as well to determine how much weight to give C issued by the vehicle’s manufacturer. To create an anonymous
their reports. We describe this protocol not as a final solution, but identity, the vehicle generates a new public key @&t K ~'} and
rather to illustrate how we can use the properties of vehicular net- Sends a request for a new certificate for the public Keto a Cer-
works to our advantage when designing Security services. tificate Authorlty (CA) The vehicle would Sign the request with
Anonymization Service. An anonymization service would al- its identity key Ky and include the certificat€’ with the request.
low us to resolve some of the tension between authentication andAssuming the CA trusts the vehicle’s manufacturer, it can verify
privacy. It would rely on the observation that for almost all of the the signatures and issue a limited-lifetime certificate Kothat is
applications we envision, a vehicle does not need to authenticate thetinlinkable (except by the CA) to the vehicle’s actual identity. The
exact identity of the other vehicle sending the information, but only drawbacks to this approach include the need for an online CA and
the connection between the information sent and a vehicle presenithe need for the vehicle to regularly communicate with the CA. In
on the road. Drivers could use their permanent identity to authenti- addition, the CA should not issue overlapping anonymous identities
cate to an anonymization service. The service would then provide t0 the same vehicle (to prevent a Sybil attack), so creating a decen-
the driver with a temporary identification that cannot be traced back tralized system may be challenging. Some drivers may also want
to the driver (although this could be modified to allow authorized additional anonymity beyond that granted by a daily key change,
entities to trace the connection between the temporary id and theWhich places additional demands on the CA.
original driver, either through sealed records or some form of es-  Another alternative for providing anonymity in vehicular net-
crow service). This primitive could help prevent spoofed identities, WOrks is the use of group signatures. A group signature scheme
while still preserving drivers’ privacy expectations. allows one member of the group to sign a message such that other
As a sample implementation, consider a toll highway. Since Mmembers of the group have the ability to verify that the message
all drivers must pass through the toll booth to enter the highway, ©riginated from a group member but not to identify the actual sender.
they could also authenticate themselves to an anonymization ser-variants of group signature schemes allow linkability between two
vice hosted in the booth. The toll booth would provide the driver Messages signed by the same group member, while still preserving
with a temporary ID (i.e., a public key pafik, K ~'}) that could sender anonymity [4]. Others allow unlinkability across larger time
be used for the duration of the trip. The system could option- Scales. An optional group manager may be endowed with the abil-
ally make use ofeanonymizers positioned at regular intervals in ity to link signatures with signers. This property may be desirable
stoplights or mile markers to further enhance driver privacy. A re- from the government's perspective, but it also raises a number of
anonymizer would provide a new identity certificate to any vehicle Privacy ISSUes.
that can prove that it already possesses a temporary identity. Each Secure Aggregation Techniques. Applications running on ve-
certificate will be issued with a short lifetime, so that the certificate hicular networks can also benefit from secure aggregation primi-
expires shortly after a vehicle passes the next reanonymizer. Thistives. These would allow, for example, one vehicle to count the
prevents an adversary from accumulating anonymous identities for "umber of vehicles it passes and report the sum to subsequent ve-
use in a Sybil attack. hicles. After authenticating the count, these vehicles could use
When a vehicle approaches a reanonymizer, the reanonymizerthe data to estimate the amount of traffic ahead. This application
would broadcast a random nond¥, The vehicle would sign the lends itself to secure polling techniques, such as those developed
random nonce using its secret key and broadcast the signature alongy Kuhn [11], but other applications may require more general ag-
with its public key. After verifying the signature, the reanonymizer gregation techniques, such as those by Przydatek et al. for sensor
would broadcast a new certificate encrypted with the vehicle’s old networks [17].
public key. The certificate would contain the vehicle’s new identity, Additional PrimitivesVehicular networks will also require prim-
{KY{, K(/‘l}, a timestamp (T), and the reanonymizer’s signature. |§|ves for performing key establishment and message authentica-
The exchange between the vehicle (V) and the reanonymizer (R) istion. In the context of sensor and ad hoc networks, key estab-

summarized below: lishment continues to be an active research area. Unfortunately,
R—V: N these approaches do not readily translate to the vehicular setting,
V—-R: Ky, {N}, because the security requirements in vehicular networks are much
v . . .
(KDL KTV T AR TY more stringent than in either ad hoc or sensor networks, and the
R—V { vy 7{ Vs }KRl}KV

. . . . . trust assumptions are different. Message authentication is another
Thus, every time a vehicle passes a reanonymizer, it can acquire.

a new identity independent of its previous identity. The anonymiza- important primitive for vehicular networks. Secure message au-

. ; . . ... thentication prevents an external attacker from injecting malicious
tion service would help secure the congestion detection application, . .

. A ) - . . " .~ "messages into the network, and can prevent a relaying node from
since it would provide each vehicle with a single strong identity

. - o . altering the message. In conjunction with message freshness and
without compromising the vehicle’s anonymity.

; X o . appropriate mechanisms, authentication prevents an attacker from
As an alternative to a dynamic anonymization service, we could X
replaying an old message.
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