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should not be tied to particular networking hardware,
and networking hardware should not be restricted
to particular protocols. General-purpose network
processors have largely failed the first requirement,
while the current generation of commodity networking chips fail the second requirement.
• Hardware simplicity: In order to scale to increasing
speeds, the hardware functionality should be of
very limited complexity. Again, both current
approaches to hardware acceleration fail to satisfy
this requirement.
• Flexible and efficient functionality: The resulting
software-hardware combination should be capable
of realizing a wide variety of networking functions
at high-speed and low-cost, while having short
development cycles. Commodity chips work at
high-speed and low-cost, but have long development
cycles for new functionality. General-purpose
network processors are not yet competitive on speed
or cost.
In this paper we propose a different approach to
hardware packet forwarding that has the potential to
realize all of these goals. Our approach assigns a
completely different role to hardware. Traditionally,
hardware implementations have embodied the logic
required for packet forwarding. That is, the hardware
had to capture all the complexity inherent in a packet
forwarding decision.
In contrast, in our approach all forwarding decisions
are done first in software, and then the hardware merely
mimics these decisions for subsequent packets to which
that decision applies (e.g., all packets destined for the
same prefix). Thus, the hardware does not need to
understand the logic of packet forwarding, it merely
caches the results of previous forwarding decisions (taken
by software) and applies them to packets with the
same headers. The key task is to match incoming
packets to previous decisions, so the required hardware
is nothing more than a glorified TCAM, which is simple
to implement (compared to other networking hardware)
and simple to reason about. We describe this approach in
more detail in Section 2.
One key challenge in this approach is scaling to
high speeds. Achieving high forwarding rates is not a
matter of the number of clock cycles needed to make
a forwarding decision, but instead is one of cache hit
rates; what fraction of packet forwarding can be done
based on the forwarding of previous packets? This
question is central to the viability of this approach, and

For routers and switches to handle ever-increasing bandwidth requirements, the packet “fast-path” must be
handled with specialized hardware. There have been two
approaches to building such packet forwarding hardware.
The first is to embed particular algorithms in hardware;
this is what most commodity forwarding chips do (e.g.,
those from Broadcom, Marvell, and Fulcrum). These
chips have led to amazing increases in performance and
reductions in cost; for instance, one can now get 24 ports
of gigabit ethernet for under $1000.
Unfortunately, this approach offers only very rigid functionality; one can’t change protocols or add new features
that require hardware acceleration without redoing the
chip. This forces network forwarding enhancements to
evolve on hardware design timescales, which are glacially
slow compared to the rate at which network applications
and requirements are changing.
To counter this inflexibility, several vendors have
taken a different approach by introducing more flexible
“network processors”. These have not been as successful
as anticipated, for at least two reasons. First, designers
were never able to find a sweet-spot in the tradeoff
between hardware simplicity and flexible functionality,
so the performance/price ratios have lagged well behind
commodity networking chips. For another, the interface
provided to software has proven hard to use, requiring
protocol implementors to painstakingly contort their
code to the idiosyncrasies of the particular underlying
hardware to achieve reasonable performance. These two
problems (among others) have prevented general-purpose
network processors from dislodging the more narrowly
targeted commodity packet forwarding hardware that
dominates the market today.
In this paper, we step back from these two well-known
approaches and ask more fundamentally: what would we
want from packet forwarding hardware, how might we
achieve it, and what burden does that place on networking
software?
Ideally, hardware implementations of the forwarding
paths should have the following properties:
• Clean interface between hardware and software:
The hardware-software interface should allow each
to evolve independently. Protocol implementations
∗
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we address it in Section 3. Another key challenge
is deciding to which packets a particular forwarding
decision applies (i.e., which fields in the packet header
must match in order to apply a decision), and when this
decision has been rendered obsolete by changing network
state (e.g., changes in forwarding tables); these system
design issues are addressed in Section 4.
This approach has been motivated by a long line
of flow-oriented approaches to networking hardware,
from [5] to [2] (and many others). What makes our
approach different from traditional connection-oriented
architectures (e.g., ATM) is that our approach does
not require any change to networking protocols. Our
approach (similar to the references [2, 5]) only changes
the interface between hardware and software, but does
not affect protocols or the Internet architecture. Like [3]
we seek to provide a flexible software model with
hardware forwarding speeds, however in our approach we
propose to fully decouple the software from the hardware,
while [3] provides direct access to hardware resources
such as the TCAM and special purpose ASICs. We view
this as a necessary and complimentary step for integrating
with existing hardware.
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but other rules (such as “packets with TTL=1 should be
dropped”) can be applied to all ingress ports.
Matching rule: The software specifies the fields in the
packet header that must match for the flow entry to
apply. This could be the entire header (i.e., requiring
a perfect match), or only some fields (e.g., perhaps only
the destination address to match).
Forwarding action: The forwarding action is the set of
output ports to which the packet should be sent, along
with (optionally) the rewritten packet headers for each
port. Dropping the packet is represented by a special null
output port.
State dependence: This represents the local state on
which the forwarding decision is based (such as entries in
a routing table or ACL database).
When a packet arrives, it is compared to the table of
flow entries corresponding to its ingress port. If its packet
header does not match any of the entries, then it is sent
to software for processing. If it matches a flow entry, the
packet is handled according to the specification of the
forwarding action in the flow entry. Whenever a piece
of local state changes, such as an update to an ACL or
routing table, then all flow entries that depended on that
state are invalidated and removed from the flow table.
Before proceeding to examples, we mention a few more
detailed points. First, the matching rules must be defined
so a packet matches no more than one rule. Since we
assume that the software deterministically forwards each
packet based on its header fields and particular system
state, it should be possible to generate non-conflicting
entries at runtime.
Second, we view stateful tunneling (e.g., IPsec in
which a sequence number is updated for every packet) as
virtual output ports rather than part of the forwarding
logic. This is similar to how they are handled in
standard software IP forwarding engines in which they are
modeled as networking interfaces. If we did not use this
technique then no flow entry would be recorded for such
flows, because the state on which the forwarding actions
depends (which includes per-packet modifications) would
be updated on every new packet arrival.
Third, there are a number of possible system designs
that could determine the headers and system state used
in a decision, such as a special-purpose programming
language, a specialized compiler or even hardware
support. We discuss these further in Section 4. However,
the primary goal of this paper is not to give a specific and
comprehensive system design (we are working on this
and plan to discuss it in future work), but rather to explore
the fundamental viability of our general approach.

Our Approach
General Description

Packet forwarding decisions deterministically depend on
the header of the arriving packet and on some local state in
the router/switch (such as a routing table).1 For example,
the header/state combination for ethernet forwarding is
the destination MAC address and the L2 learning table,
whereas for IP forwarding it is the destination IP address
and the FIB.
The forwarding decision includes both the output
port(s) on the network device as well as possible modifications to the packet header, such as the label swapping in
MPLS or packet encapsulation/decapsulation. As long as
the relevant pieces of local state have not changed, then
all packets with the same packet header should receive the
same forwarding behavior. This statement applies to any
forwarding protocol that depends only on packet headers
and local state.
To leverage this fact, we treat packet forwarding as a
matching process, with all packets matching a previous
decision handled by the hardware, and all non-matching
packets handled by the software. We assume that when a
packet is handled by software, we can infer a flow entry
for that packet which contains four pieces of information:
Ingress port(s): This specifies to which ingress ports a
flow entry applies. Many rules will only apply to the
ingress port of the packet that generated the flow entry,

2.2

Examples

To demonstrate how our proposal operates in practice, we
discuss two examples of familiar datapath functions in

1

We are ignoring forwarding decisions based on deep-packet
inspection.
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Packet fields
eth type = VLAN, VLAN ID
eth type ! = VLAN
eth type = VLAN, VLAN ID
eth type ! = VLAN

Memory dependencies
VLAN database, port configuration, L2 MAC table
VLAN database, port configuration, L2 MAC table
VLAN database, port configuration, L2 MAC table
VLAN database, port configuration, L2 MAC table

Output
access port
access port
trunk port
trunk port

Modifications
remove VLAN
None
None
add VLAN

Table 1: Packet fields, memory dependencies and potential packet modifications for VLAN tagging example.
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are added as state dependencies for the flow entry.
VLAN tagging. We consider a simple VLAN tagging
implementation, which implements port-based VLAN
encapsulation and decapsulation for packets on access
ports, L2 forwarding within VLANs, and pass-through of
VLAN packets on trunk ports. Table 1 summarizes the
packet header and memory dependencies of this example
for given inputs. Briefly, if an incoming packet was
received on an access port, it is tagged with the VLAN ID
associated with that port. This adds the state dependency
of the VLAN database to any resulting decision. Once the
associated VLAN has been identified (if any) the packet
VLAN ID and destination MAC addresses are used for L2
forwarding. This adds the MAC learning tables to the state
dependency of the flow entry. In the final step, the packet
is sent out of one or more ports as determined by the
L2 forwarding step. If the port is an access port (and the
packet has a VLAN header), the VLAN header is removed.
This adds the port configuration as a dependency.
Tagging and label swapping (e.g., MPLS in addition to
VLAN) fit nicely with our proposal as the associated configuration state generally changes very slowly. However,
for large networks, MAC learning can generate additional
overhead due to learning table entry timeouts. To validate
that these are manageable in practice, we explore the
cache hit and miss ratios of L2 learning over enterprise
traces in the following section.
The two examples presented in this section are limited
to lookup and forwarding. However, additional datapath
mechanisms, such as ACLs, can be added by simply
updating the software. In the case of ACLs, this would
merely add the ACL table to the state dependencies.
Adding forwarding for additional protocols is similarly
straightforward. Since the protocol type is implicitly
included in the matching rule, it will automatically be
de-multiplexed by the hardware.

if eth.type 6= IPv4 then
send to(drop port); return;
end
if ip.ttl ≤ 1 then
generate icmp(); return;
end
if not valid ip.chksum then
send to(drop port); return;
end
decrement(ip.ttl); update(ip.chksum);
if no ip.options and not ip.fragmented then
next hop, dst port ←− fib(ip.dst ip);
eth.src mac ←− dst port.mac;
eth.dst mac ←− arp cache(next hop);
send to(dst port);
else
// Complex header processing...
end
Figure 1: Pseudo code for IP routing.

heavy use today, IPv4 routing and VLAN tagging.
IP routing. We begin by describing how our approach
operates with standard IPv4 routing (pseudo-code shown
in Figure 1). From the standpoint of caching, IPv4 is nontrivial in that it includes multiple state dependencies as
well as a number of header modifications (TTL decrement,
checksum update, L2 address updates).
On packet receipt, the router performs basic header
checks (protocol version, TTL), and verifies the checksum
before doing a prefix lookup in the FIB. Hence, the
forwarding decision depends on all of the protocol fields
as well as the locally stored FIB. Moreover, because the
checksum is dependent on every byte in the header (except
itself), every header field must be included in the flow
entry (including the TTL).2 However, as we show in the
next section, even with the full header included in the
matching rule, our approach can achieve very high cache
hit rates.
After looking up the next hop, the router consults the
ARP cache for the next hop MAC address. The Ethernet
header is updated with the MAC of the outgoing interface
as well as the next hop MAC address before being sent
out. Thus, local port MAC configuration, and ARP cache

3

Scaling

In order for the software not to become a bottleneck, the
cache hit rates must correspond to the speed differential
between the software and hardware forwarding rates.
For example, a commodity 48x1Gigabit networking chip
has roughly two orders of magnitude greater forwarding
capacity than a software solution using a standard PC
architecture (e.g., [11] or [8]). Therefore, to maintain
hardware-only speeds for an integrated architecture with

2
This can be avoided by relying on endpoint checksum
verification as is used in IPv6 and has been suggested
elsewhere [7].
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similar performance characteristics, the hit rates must
exceed 99%.
In this section, we analyze cache hit rates using
standard L2 and L3 forwarding algorithms on network
traces. We explore the performance of our approach as
described here, and also with minor modifications that
help achieve vastly better hit rates.

hour.
We assume the naive hardware implementation of a
managed TCAM in which each matching rule fills up an
entry. The system uses LRU when replacing cache entries
and we assume that the FIB does not change during the
period of analysis.
We test two variants of IPv4 fowarding and show
the results in Figure 2. The first algorithm (traditional
forwarding in the graph) strictly obeys the IPv4 forwarding specification (including full header checksum), and
thus, requires a full packet header match to be cached.
Reaching a 99% hit rate requires a TCAM of 4,096 entries
in the OC-12 case. For the OC-48 trace, the results are
significantly worse; the hit rate only reaches 95% even
with an essentially infinite number of entries.
In the second variant (modified forwarding in the
graph), we make two modifications which greatly improve
the results. First, we perform an incremental update of
the checksum which is limited to the TTL decrement
change. As a result, no header values beyond the version,
TTL, and destination are included in the cache entry.3
Secondly, the most precise lookup is a /24 rather than
full IP match (this is not an unreasonable assumption for
high bandwidth links; most FIBs on such links won’t
contain prefixes smaller than /24s). These changes greatly
improve the hit rates. In the case of the OC 48, a 99% hit
rate is achieved at 8,000 entries. Further, the lowest hit
rate we recorded using the OC-12 traces was 99.9889%,
sufficient for speed differentials of over three orders of
magnitude.
L2 learning. We also look at the performance of decision caching for standard L2 learning. Our MAC
learning implementation uses 15 second timeouts of
learned addresses and the hardware uses an LRU cache
replacement strategy. For analysis, we use publicly
available enterprise trace data [1] covering a 3 hour time
period, and containing 17,472,976 packets with 1958
unique MAC addresses.
The cache hit rates of this analysis are shown in the
bottom most graph of Figure 2. For all entry sizes we
tested (the minimum being 256) we found the cache hit
rate to be over 99.9%. We note that the use of soft state
in this manner appears to have significantly lower TCAM
requirements than today’s commercial Ethernet switches
which commonly hold 1 million Ethernet addresses (6MB
of TCAM).
While much more study is warranted on the scaling
properties of caching, we feel that the results are promising. Commodity TCAMs with entry widths suitable for
L2 and L3 decision caching (e.g., 36 bytes) and with
8k entries (sufficient for all but the OC-48 case) cost
about $50 in bulk at the time of this writing. Further, we
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Figure 2: Results of cache hit-rate simulations for L2 and
L3 forwarding algorithms.

IP forwarding. We first explore the cache behaviour of
standard IPv4 forwarding. For this analysis we use two
publicly available traces [9, 10], one collected from an
OC-48 link consisting of 6,795,675 packets covering a
5 minute time window, and a second collected from an
OC-12 link consisting of 6,872,338 packets covering one
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We note that IPv6 does not require per-hop IP checksums, as
the design community found them redundant.
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note that we make modest assumptions as to the relative
forwarding speeds of the on-board CPUs. With the onset
of multicore, the prospects for the speed differential
between the CPU and the hardware forwarding decreasing
are good. As long as the forwarding doesn’t involve
per-packet state changes, the software should scale as a
function of the number of cores.4

4

deducing the headers and state that effect decisions is
difficult without developer cooperation. For example,
some of the challenges are:
• Most forwarding software will have state not directly used as a part of the forwarding decision. This
includes counters, file handles, and any configuration state. In an extreme case, a global timer value is
used to timestamp all incoming packets. In a naive
implementation, every time-tick would invalidate
all flow entries. Complex data structures further
complicate the analysis by maintaining their own
internal state which may change without impacting
the outcome of a forwarding decision.
• Processor architecture may require the forwarding
logic to access state that isn’t part of the resulting
decision. For example, prefixes for LPM are
commonly read as a single word (beginning from the
least significant bit), while only the most significant
bits may be relevant to the decision.
• Pipelined and parallel execution models require
careful dependency management to attribute a given
state access with a particular packet.

System Design Approaches

If the basic matching approach we are advocating can
achieve sufficiently high speeds, as we discussed in
the last section, then the next challenge is whether
we can determine the correct matching rules and state
dependencies. There are two extreme approaches one
can take (though we suspect an intermediate compromise
will be adopted in practice): explicit definition (by
the implementor), or automated inference via runtime
analysis (e.g., dynamic binary instrumentation). We
discuss these in turn.
4.1

Explicit Dependency Identification

The simplest approach to determining matching rules and
state dependencies is to put the onus of identifying them
on the programmer. This could be done manually, forcing
the programmer to explicitly annotate the forwarding
decisions with the headers and system state it relies on.
Note that while the programmer has to explicitly define
these dependencies, they do not have to explicitly manage
the flow entries themselves; once the matching rules and
state dependencies are specified, a compiler would then
generate the necessary code to invalidate any related flow
entries upon updates to local state.
Similar methods have been used for global state management in parallel programming environments (see e.g.,
[6]), and should be straightforward to apply to packet
forwarding. An alternative approach to extending the
compiler is to provide the developer with a set of library
calls that provide similar functionality to the annotations.
While conceptually simple, this explicit identification
approach imposes a burden on the programmer and
increases the risk of error; even if the algorithm is implemented correctly, a missing state dependency could result
in incorrect runtime behavior. Further, it requires that all
state dependencies be identified, which complicates the
use of non-annotated third-party libraries.
4.2

Despite these challenges, it is worth considering
whether it is possible to determine the headers and state
dependencies via runtime analysis by using, for example,
dynamic binary instrumentation. This could dramatically
increase software overheads, so we are not yet convinced
of its practicality, but we discuss it here as a promising
avenue for future research.
Runtime analysis operates by tracking all memory
references of the forwarding software while processing
packets. This can be done at the granularity of bits [4],
which would be optimal for our application. A simple
heuristic would be to assume that any header value that
was accessed by the software, or any static or heap state,
is a dependency.
Clearly this approach requires disciplined programming over a limited programming model and could not
effectively be applied to existing software. Further, the
inference is only transparent at the syntax level. The
developer must be aware of the runtime characteristics of
the system and act accordingly (for example by avoiding
spurious reads to global data).
4.3

Inferring Packet Modifications

In addition to inferring important headers and state
dependencies, the system must also determine the actions
to apply to the packet. While it may be possible
to transparently infer the changes at runtime using
the techniques discussed in the previous section, a
simpler approach would have the developer specify
actions explicitly in a manner similar to [2]. To be
sufficiently general, the action set must be able to
support the modification of arbitrary bytes as well

Transparent Dependency Identification

It would be far easier for programmers if they could
focus on merely implementing the required forwarding
decisions, and let the system automatically infer what
the matching rules and state dependencies were. Unfortunately, while forwarding logic itself may be simple,
4

Although, admittedly, the bus speeds between the CPUs and
network hardware require special attention.
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as byte insertion (for encapsulation) and deletion (for
decapsulation).

5

Of course, this is all very preliminary, and we hope to
soon embark on a much fuller investigation. This will
entail a more extensive set of traces, a more thorough
analysis of the factors that determine the cache miss rate,
and building a fully functioning implementation of this
approach.

Conclusions

In all but the lowest end switches and routers, packet
forwarding is largely done in hardware. While not often a
subject of study in the academic literature, the advances
in packet forwarding hardware has been remarkable. In
fact, commodity networking chips now support aggregate
speeds that only a few years ago were only available on
the highest-end routers.
As successful as this generation of hardware-accelerated
packet forwarding has been, in the years ahead it must
find a way to accommodate two trends that appear to be
on a collision course:
• Speed: the demand for bandwidth continues to
grow, in enterprises, datacenters, and the wide-area
Internet. Backbone links have transitioned from
20Gbps to 40Gbps, core switches in datacenters
have high densities of 10Gbps ports, and ever-faster
switches and routers are on the horizon.
• Control: the need for better network management
and security, particularly in the areas of traffic engineering and access control, has increased emphasis
on measures for controlling packet forwarding.
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Dealing with increasing speed in hardware calls for
limiting the complexity of forwarding decisions (so they
can be done efficiently in hardware) and limiting the
flexibility of these decisions (so the hardware does not
need to be changed). On the other hand, attaining
greater control over forwarding decisions calls for greater
complexity in the forwarding path, and for greater
flexibility (since the nature of these control decisions
will change far more frequently than the basic protocols
change).
The approach described here tries to accommodate
these conflicting desires by retaining full generality
of function while remaining simple to implement (by
hardware designers) and use (by software implementors).
Any forwarding function that depends only on the packet
header and local state can be implemented over the same
hardware, with a very straightforward interface.
Achieving this generality and ease-of-use at high
speeds requires a large enough TCAM-like cache to
achieve a very low cache miss rate. Thus, the viability of
our approach depends on future trends in hardware (which
determines the cost of a given cache size and the
speed of software processing) and network traffic (which
determines the necessary cache size for a given cache
hit rate). We can’t make definitive projections about any
of these, but our initial investigations suggest that our
approach may indeed be viable. In particular, if we focus
on IPv6, with its lack of per-hop checksum, then the
required cache sizes are very inexpensive.
6
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A BSTRACT
Most switch vendors have launched “open” platform designs for routers and switches, allowing code from customers or third-party vendors to run on their proprietary
hardware. An open platform needs a programming interface, to provide switchlets sufficient access to platform features without exposing too much detail. We discuss the design of an abstraction layer and API designed
to support portability between vendor platforms, isolation between switchlets and both the platform and other
switchlets, high performance, and programming simplicity. The API would also support resource-management
abstractions; for example, to allow policy-based allocation of TCAM entries among multiple switchlets.

1

I NTRODUCTION

Traditionally, router and switch1 platforms have either
been commodity platforms running open but slow implementations, or proprietary hardware running closed
but fast implementations. Most router vendors currently
follow the closed-but-fast model, which gives them complete control over system quality, but has become a barrier to innovation.
Recently, major router vendors have initiated programs to provide open router platforms (ORPs), which
allow third parties to develop software extensions for
proprietary hardware. ORPs potentially support faster
deployment of novel networking features; for example,
one could deploy Stanford’s OpenFlow [13] on an ORP.
While the typical vendor’s approach to an ORP is to
provide a Linux environment running on an x86 processor as part of the platform, the traditional Linux API is
the wrong abstraction. These boxes are interesting precisely because they have specialized hardware features
that standard Linux does not (should not) support.
We need an ORP API that offers controlled access
to these hardware features. Ideally, this API would expose all of the functionality and performance of mod1 We

use “router” and “switch” interchangeably in this paper.

ern router hardware, while maintaining the useful properties of commodity operating systems: software portability between vendors, isolation between software components, easy management, etc. Such an API would also
be the boundary between open-source upper layers, and
lower layers that the router vendors insist on maintaining
as proprietary trade secrets.
Previously, Handley et al. [7, 8] described XORP, an
eXtensible Open Router Platform. XORP provides a
nice abstraction for building relatively high-performance
routers on top of commodity platforms. While XORP
potentially could run on a proprietary-hardware open
router platform (PHORP), we are not aware of such an
implementation. We also believe that XORP’s abstractions, such as its Forwarding Engine Abstraction (FEA),
expose too little of the power of modern router hardware,
and do not sufficiently address the scarcity of certain
hardware resources.
In this paper we explore the design requirements for an
“Open Router Proprietary-Hardware Abstraction Layer,”
or Orphal. Orphal’s goals include support for portability
of third-party components between different proprietary
platforms; isolation between these components; exposing as much of the hardware’s functionality as possible;
and managing scarce hardware resources.
Casado et al. [4] argue that software-only routers are
not fast enough, network processors are too complex to
program, and hardware-based designs (including commodity forwarding chips) have been too inflexible. They
propose a redesign of hardware-level forwarding mechanisms to provide a clean, simple, and flexible interface
between hardware and software. We agree with them that
the best path to flexible and efficient routers depends on
co-evolving router hardware, extensible router software,
and a clean interface between them.
Figure 1 shows how Orphal fits into a PHORP architecture. Orphal sits above the vendor-proprietary hardware and software, and also above the commodity hardware and operating system, although we see no reason to
modify the standard OS APIs. (The figure shows Linux
as the OS, but it could be any reasonable OS, and perhaps a virtual-machine layer as well.) In practice, Orphal would be implemented as a combination of device
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Figure 1: Layering in an open router platform

drivers and user-mode libraries.
One or more switchlet modules run above Orphal. In
the figure, we show two: a Click [10]+XORP stack, and
an OpenFlow [13]+Ethane [3] stack, but these are just
examples. This is not an “active networks” approach; we
expect switchlets to be installed by the router’s owner.
This position paper describes some of the design
challenges for Orphal. We first describe a high-level
overview of a plausible design. Then, for concreteness,
we focus on issues related to one particular kind of specialized hardware: Ternary Content Addressable Memories (TCAMs) used for line-rate lookups. This is motivated by our experience porting OpenFlow (see sec. 4).

2

O RPHAL API D ESIGN OVERVIEW

Orphal’s goals include resource management; controlled
sharing; isolation; hardware reprogrammability; performance; portability; and manageability. Orphal differs
from the API of a general-purpose OS mostly because
Orphal must expose interesting, router-specific hardware
without sacrificing run-time efficiency.
Resource management A high-performance router is
inherently a real-time environment, with potentially
scarce resources both in the commodity computation
platform, and in the proprietary hardware. Routers are
often required to enforce QoS requirements, which cannot be maintained if the router itself mis-manages its resources. Orphal needs to support resource management,
including allocation of resources among switchlets, consistent with the overall QoS policy and performance constraints of the system.
Which resources need to be managed? We can assume that the commodity OS will manage commodityhardware resources (CPU, RAM, stable storage), while
Orphal will manage router-specific resources such as
TCAM entries, hash-table entries, buffer space, programmable ASICs, etc. We also want to manage powerrelated resources (powering down idle line cards, perport rate scaling, etc.) using Orphal. One challenge
is to define Orphal’s resource management so that it is
portable across a range of router hardware with various
interesting kinds of resources; we believe that this can
be done using vendor-specific switchlets that Orphal invokes via upcalls (see section 2.1).

Controlled sharing Orphal must provide controlled
sharing of abstract resources such as forwarding-table
entries, as well as the real resources (such as hash-table
and TCAM entries) used to implement these abstractions.
For example, if two switchlets want to control the actions for packets for a given destination – e.g., a firewall
switchlet and a QoS switchlet – how should Orphal decide which switchlets get that control? If two switchlets want to process the same packet, which one gets it
first? We believe that prior work on kernel packet filters [15, 20] provides some useful models; for example,
Orphal could assign precedence (priority) levels to each
switchlet, and let each switchlet declare whether lowerprecedence switchlets should see the packets it handles.
Isolation One goal of an ORP is to allow composition
of switchlets from different third-party component vendors. While we need not assume that switchlets might
be malicious, the potential remains for unexpected “feature interactions.” (This is a problem even when all components come from the same vendor.) Two switchlets
running on top of Orphal should not accidentally interfere with each other, either directly or indirectly. Thus,
the system must prevent switchlets from interfering with
each other’s code and private state. Isolation is usually
accomplished either with a process-like abstraction, or
using a virtual machine abstraction. This choice is likely
to be made by the router vendor, and Orphal should support either model, as transparently as possible.
Hardware reprogrammability We expect some
router platforms to provide programmable hardware
(not just configurable hardware, such as TCAM tables).
For example, an ASIC in the packet-processing fast
path could support programmability for deep-packet
inspection (DPI) operations [9]; NetFPGA [16] is
another example. Given these programmable features,
should Orphal provide an API allowing switchlets to,
for example, push arbitrary microcode into an ASIC,
or would it be safer to simply provide access to a
platform-defined library of such functions?
Performance Orphal must deal with many
performance-related issues, such as support for multicore parallelism in switchlet execution; prioritizing CPU
sharing among switchlets; rate-limiting features of the
platform; etc. We have neither the experience nor the
space to discuss these further.
Portability Orphal must expose the platform’s hardware details enough to support high performance, but
without exposing too much detail: that would compromise portability, and perhaps isolation. This is a difficult
challenge, especially since we lack enough experience to
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know what really matters. We describe, in sec. 4, our initial experiences trying to map OpenFlow’s 10-tuple flowdescription model onto a TCAM that supports 5-tuples.
Manageability Routers must already address many
management issues, such as port and routing-protocol
configuration. The introduction of open router architectures creates a new problem: given a multitude of separately developed switchlets, how does the router administrator create and preserve a stable configuration?
XORP, for example, provides a “router manager process” (rtmgr) [19] to handle some of these issues. Support for proprietary hardware probably complicates this
task, because the introduction of a new switchlet can create new resource conflicts (e.g., not enough TCAM entries) and new feature interactions (competing uses for a
given TCAM entry).
We believe the router manager will have to check that
the system can support the switchlet’s minimal requirements (e.g., that there are enough available TCAM entries for the switchlet to function) and to provide rollback
to a previous configuration if a new one causes trouble.
The manager will also have to monitor each switchlet’s dynamic resource consumption, including specialized hardware resources, so that the router administrator
can make informed decisions.
We also expect administrators will want to upgrade a
switchlet to a new version without rebooting the entire
router. This may require Orphal support, especially to
cleanly undo the hardware-related effects of an old (or
failed) switchlet. For example, when a switchlet fails or
is removed, its updates to the TCAM should be reversed.

2.1 What is a switchlet?
A switchlet is simply a module that runs on top of Orphal,
with its own address space and thread(s) of control.2 Orphal will support several switchlet categories, including:
• per-packet switchlets: These are invoked, similarly to Click elements [10], to handle specific packets. Since high-performance router designs try to
avoid handling most packets in software, per-packet
switchlets are mostly useful for exceptional packets.
• per-flow switchlets: Some router functions, especially for monitoring and sometimes for firewalling,
are invoked once or a few times per flow. This
is less likely to cause performance problems, although given mean flow lengths in the ballpark of
12 UDP packets to 50 TCP packets [2], such switchlets might still be reserved for exceptions.
• control-plane functions: These functions, such
as routing protocols, management protocols, etc.,
2 Others have defined “switchlet”

can’t think of a better term.

in different ways [1, 5, 17], but we

typically are not directly related to the packetforwarding fast path, and so are often handled in
software. XORP provides a useful framework for
these functions.
• optimizer/helper modules: We expect that the process of matching higher-level abstractions needed
by switchlets to the lower-level hardware abstractions will require the use of optimization algorithms. Orphal invokes these via upcalls to optimizer switchlets. This form of policy-mechanism
separation allows third parties to develop improved
versions of these modules.
Optimizer modules can also be used, for example, to
provide a backing store for space-limited hardware
resources. For example, Orphal could manage the
hardware TCAM as a cache for a larger table managed by an optimizer module, in much the same way
that an OS kernel manages a hardware Translation
Buffer as a cache for its page tables.
Additional “helper” switchlets can be used to provide policy-mechanism separation for functions
such as detecting inter-switchlet conflicts in TCAM
entries.
Orphal needs to balance switchlet portability against
aggressive use of hardware functions that might not be
present on all platforms. Thus, a switchlet can provide
an optional software implementation for a function, to
be used if Orphal cannot provide the necessary hardware
support (either because it isn’t there, or because it is oversubscribed).
For example, consider a Click module, such as the
existing NetFlow package, that is most naturally implemented in hardware if the hardware is available. The
module author could supply both a hardware-based (e.g.,
NetFPGA) version and a (less efficient) software-based
version, and Orphal could transparently instantiate the
most efficient version possible. (This leaves open the
question of whether Orphal could feasibly change between versions dynamically; state synchronization and
QoS maintenance might make this difficult.)

2.2 Example of Switchlets
We describe our initial experience implementing OpenFlow, and how it might be structured as switchlet, in sec.
4. Beyond that, we lack space to give detailed examples
of possible switchlets, but here is a partial list:
• Specialized firewall switchlets could be triggered
by DPI hardware to check unusual flows against security policies.
• Specialized monitoring switchlets could report on
suspicious patterns of flow creations.
• NAT switchlets might require access to programmable packet-header rewriting hardware.
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• Dynamic VLAN switchlets could implement setup
protocols used to establish VLAN membership.
•

3

API D ESIGN I SSUES

The goal of Orphal is to provide a clean interface
between router-specific programmable hardware, and
switchlets running on general-purpose CPUs within the
router platform. Routers often have a number of interesting hardware features, such as programmable DPI engines, TCAMs for route lookups, and other route-lookup
hardware such as hash tables and programmable header
extractors. Future routers might have additional specialized hardware, such as programmable packet-header
rewriters.
In this paper we limit our detailed discussion to
TCAMs, since they are widely used for high-speed forwarding, present some interesting challenges, and are the
focus of our current implementation work (see sec. 4).

3.1 TCAM API and Resource Management
Most high-performance router hardware includes
Ternary Content Addressable Memories (TCAMs).
One can think of a CAM as a table whose rows each
include a tag field to match against; the CAM returns the
matching row (if any). In a TCAM, tag-field entries are
composed not just of binary 1s and 0s, but also “X” or
“don’t care” values. TCAMs thus allow more compact
representations of lookup tables whose tag values can
include wildcards. Routers use TCAMs for functions
such as IP address lookups and firewall lookups, where
these wildcards are common.
While TCAMs are often the preferred solution for
lookup functions, various TCAM parameters are constrained by expense (TCAM structures take a lot of
die area) and power consumption (a TCAM lookup
requires all rows to be active, and TCAMs consume
ca. 15W/chip [21].) Thus, TCAMs present some challenges for an open router platform, and we explore these
as an example of a larger set of challenges that the API
must meet:
• Limited tag-field size: TCAM tag widths are typically limited, often to ca. 144 bits (enough for
an IP/TCP 5-tuple) [14]. A single TCAM entry
might therefore be insufficient to support a firewallentry match in a single lookup, since (especially
with IPv6), too many packet-header bits must be
checked. This can force the hardware to support
multiple lookups per packet. The API must allow
switchlets to express such multi-lookup rules.
• Limited number of rows: TCAMs are typically
limited to a few thousand rows. Thus, the platform
must treat TCAM rows as a scarce resource, to be
allocated among potentially competing switchlets,

•

•

•

and the API must allow switchlets to express resource requirements.
Multiple “owners” for one row: Two different
switchlets might want packets that match the same
TCAM row (e.g., “all TCP packets to port 80”); the
API needs to manage these conflicts. (See sec. 3.4.)
Multiple matching rows: Because TCAMs support wildcards, two different rows might match the
same packet. But TCAM-based designs always return the lowest-index entry that matches the packet.
Two switchlets might create distinct TCAM entries
that either overlap, or where one covers the other;
what should the system do in this case? The API
needs to manage these conflicts, too. (See sec. 3.4.)
TCAM optimization: Given an abstract set of
matching rules, one can generate an optimized set of
TCAM entries that provide the most compact (and
hence most space- and energy-efficient) representation [12, 14].
TCAM update (insertion) costs: TCAM-based
designs generally must trade off efficient lookups
against insertion costs, which can be as high as
O(n) in the number of rows [6]. The API might
need to manage this tradeoff; it might also need
to synchronize between updates and lookups (or
else lookups could yield bad results during updates) [18].

3.2 A typical TCAM-based hardware design
Figure 2 sketches part of an idealized TCAM-based hardware design, to make some of these design challenges
concrete. Each line card would have an instance, possibly serving several ports.
An incoming packet is first processed by a pseudoheader generator, adding to the real packet header such
fields as a VLAN tag, the ID of the port where the
packet arrived, etc. Assuming that the TCAM is not
wide enough to do a full lookup in one step, the header
extractor manages a multi-stage lookup; it recognizes
certain high-level patterns (e.g., “IPv4 packet” or “IPv6
packet”), extracts the header fields used in each stage
(e.g., first the layer-2 headers, then the layer 3+4 headers), passes these to the TCAM, and decides whether to
do the next lookup stage.
Many routers use one or more hash tables in addition
to the TCAM. Hash tables provide a cheaper mechanism
for doing exact-match lookups, such as “what’s the next
hop for this flow?”, while TCAMs are appropriate for
more complex lookups – especially those including wildcards – typical of QoS and firewall (access control list)
functions. For firewall functions, the line card might also
include a port-range classifier, since arbitrary ranges of
port numbers (e.g., “1023–65535”) could consume too
many TCAM entries. Liu [11] described a range classi-
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fier that uses a modest-sized RAM-based lookup table.
Additional sequencer/combiner logic coordinates the
multiple lookup stages and combines partial results to
generate a final result, indicating the action to take with
the packet, such as the next-hop address and the output
switch port.
The TCAM, of course, is a programmable resource,
but potentially so are the other functional blocks
(pseudo-header generator, header extractor, port-range
classifier, hash table, sequencer/combiner).
Unlike a more abstract API such as XORP, Orphal exposes all of these distinct programmable resources, since
they have differing characteristics that could be exploited
by sophisticated switchlets.

3.3 What should the TCAM API expose?
There are many ways to organize TCAMs and the associated hardware, and if switchlets are to be portable between hardware platforms, the API must either hide this
variation, or expose it in a useful way. Given the challenges listed in section 3.1 (and there are others), perhaps
it is implausible to create an API that provides any generality across models and vendors. However, we suspect
that by choosing the right level of abstraction for exposing the TCAM hardware, Orphal can meet its goals.
For example, XORP exposes a high-level “forwarding engine abstraction” (FEA), but Orphal must expose
a lower-level abstraction if the switchlets are to exploit
specialized hardware features. There are things that cannot be expressed explicitly at the FEA level – for example, that certain rules should be stored in the hash table
instead of the TCAM.
There is a useful API abstraction intermediate between
a raw-hardware “TCAM row” and a high-level “forwarding table entry.” Although a TCAM optimizer module will need access to the raw row-level version (“put
these bits here”), most switchlets will use a paravirtualized view of the TCAM (PV-TCAM), which will enable Orphal to provide the controlled sharing, isolation,
and resource management properties described in section
2. PV-TCAM rows look almost like real TCAM rows,
but with some additional meta-information, and without
a fixed mapping to actual hardware rows.

The TCAM-user API will need to provide certain
functions, including (among many others):
• tcamAddRow(tag, action, ordering): Used to add
a row with a given tag value and action, and an intraswitchlet value to control how rules are ordered.
Returns either an opaque handle for the row, or a
failure indication.
• tcamDeleteRow(handle): does the obvious thing.
• tcamGetRow(handle): returns the corresponding
TCAM entry, including statistics.
• tcamRegisterInterest(handle,
callbackFunction): specifies a switchlet function to be called
with each packet that matches the row; the default
is no callback. This is the way that switchlets can
receive packets and/or discover flows.
• tcamConflictCallback(handle,
callbackFunction): If another, higher-priority switchlet creates a
TCAM row that conflicts with the one associated
with the handle, this callback informs the current
switchlet that the row has been reassigned to the
other switchlet’s purposes. Section 3.4 discusses
conflicts in more detail.
The TCAM-optimizer API will need to provide certain
functions, including (among many others):
• Loading a set of TCAM rows: The optimizer’s
output needs to be loaded into the TCAM; possibly this will require some synchronization so that
packets are not processed when the TCAM is in an
inconsistent state.
• Obtaining the abstract state of the TCAM
database: The optimizer’s input from Orphal will
consist primarily of the union of the TCAM-user
requests, plus some policy settings provided by a
management layer.
• TCAM usage statistics: Typically, TCAMs support hit counters for each row.

3.4 TCAM row conflicts
Multiple switchlets might try to create conflicting TCAM
rows. Orphal’s approach is to detect these conflicts and
resolve them using an inter-switchlet priority ranking.
(This seems like the simplest approach, but we are exploring others.) When a low-ranking switchlet tries to
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create a new row that conflicts, Orphal simply rejects the
attempt. However, a high-ranking switchlet can create a
row that conflicts with an existing lower-ranking row, in
which case Orphal removes the low-ranking row, inserts
the new one, and informs (via tcamConflictCallback)
the low-ranking switchlet that it has lost the row. Orphal
lets the switchlets figure out what to do in that case.
It is not easy to define what a “conflict” is, and
conflict-checking is an expensive (NP-complete) process [12], so checking should not be embedded in Orphal per se. Instead, Orphal supports plug-in conflictchecking implementations using “helper” switchlets.

4

O UR EXPERIENCE

WITH

O PEN F LOW

OpenFlow [13] is a centrally-managed flow-based network where switches are simple forwarding engines that
classify packets into flows and act on them according to
a policy supplied by a central controller. We are porting OpenFlow to a commercial switch, the HP ProCurve
model 5406zl, and here report some of the challenges.
OpenFlow could run entirely in the switch’s software,
but that would not support line-rate forwarding, so we
need to use the TCAM hardware. The controller expects a flexible flow classifier, so the tricky part is to
match OpenFlow’s flow descriptions (a 10-tuple of physical ingress port and VLAN IDs; Ethernet source, destination and type; and the standard IP/TCP 5-tuple) with
what the hardware supports. The challenges include:
• Limited number of TCAM rows: means not all
flows can be classified in hardware. So, we insert a
final wild card entry in the TCAM to divert packets
from other flows to the software stack. We try to
minimize such slow-path packets by keeping busy
flows in the TCAM.
• Limited tag-field size: TCAM widths (e.g., 144
bits) are typically chosen to support lookup on the
IP/TCP 5-tuple (32 + 32 + 16 + 16 + 8 = 104 bits).
OpenFlow’s 10-tuple, which includes 48-bit MAC
addresses, is too big for such TCAMs. However,
our switch supports multiple TCAM lookups/packet
at line rates, so we support the OpenFlow tuple with
a multi-stage lookup.
When a packet arrives for an unknown flow, the OpenFlow forwards it to the central controller, which updates
that switch (and perhaps others) with new flow-specific
forwarding rules. Using Orphal, we could implement
OpenFlow as a switchlet that forwards no-match packets to the controller, and installs controller-supplied responses into the forwarding table. The controller deals in
10-tuples; we intend to use a helper switchlet to convert
these into patterns that the switch’s TCAM can handle.
This helper could also be used by other switchlets, such
as firewalls.

5

S UMMARY

Open router platforms offer tremendous flexibility, but
exploiting the rich variety of router hardware creates
complexity. Our goal for Orphal is to tame that complexity; we hope to demonstrate working systems in the
near future.
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modulating and decoding all the interfering signals simultaneously. The theoretical concepts behind IC were developed
in the 1960s [7, 18], especially in the context of spreadspectrum systems. Recently, researchers have investigated
IC and related alternatives such as interference alignment
and ZigZag decoding to mitigate the problems caused by interference [4, 8, 11]. Unfortunately, such receivers involve
significant complexity because separating overlapping signals requires considerable signal processing. Moreover, the
running time of such algorithms grows at least linearly with
the number of concurrent transmissions a receiver overhears,
none of which might ultimately be intended for the receiver.
In this paper, we ask the following question: is it possible approximate the optimal throughput provided by IC using simpler techniques, and, if so, under what conditions?
We demonstrate a spectrum allocation algorithm that assigns
variable-width channels to transmitters and keeps all transmitters active concurrently, thereby achieving a higher capacity than any fixed-width channel assignment scheme such
as CSMA or TBF. Our result suggests that we should control
interference while maintaining high concurrency.
The allure of using variable-width channels to control
interference is that commodity wireless chipsets, such as
Atheros and PRISM, support variable-width channels ranging from at least 5 MHz to 40 MHz [12, 13]. Recently,
Moscibroda et al. [13] have studied variable-width channels
to improve network throughput by allocating spectrum to
APs (Access Points) based on their load. Similarly, Chandra et al. [5] have studied variable-width channels to improve a single link’s throughput and energy efficiency. Here,
we study variable-width channels for their ability to improve throughput among multiple interfering transmitters
with backlogged flows (i.e., flows which always have some
data to send).
We show that, for infrastructure networks, using orthogonal variable-width channels on the uplink from the clients
to the AP not only achieves the optimum sum-capacity of
n concurrent transmitters predicted by Shannon’s theorem,
but also improves the aggregate throughput over any fixedwidth TDMA scheme such as CSMA or TBF by an additional Θ(log2 (n)) bits/s/Hz. The intuition is that maintaining the transmitters on non-overlapping channels theoretically eliminates interference, while narrowing their channel
widths allows the total transmitted power to be the sum of all
transmitters. Thus, the aggregate transmit and received powers are increased, without adding interference. We believe
that this approach also exhibit good gains for mesh networks,
though we do not discuss that setting in this paper.

The throughput of a wireless network is often limited by
interference caused by multiple concurrently active nodes.
The conventional approach of using a “one-transmission-ata-time” MAC protocol to combat interference leads to a significant loss of achievable throughput compared to schemes
such as interference cancellation that keep all transmitters
active simultaneously. Unfortunately, interference cancellation incurs significant computational complexity, and cannot
be implemented with commodity hardware.
In this paper, we propose a practical approach for improving the throughput of interfering nodes using variable-width
frequency allocation. We show that variable-width channels
provide significant theoretical capacity improvements, comparable to interference cancellation for infrastructure networks. We design an algorithm that reduces interference by
assigning orthogonal variable-width channels to transmitters. We evaluate a prototype implementation of this algorithm on an outdoor wireless network with ten long-distance
links configured into point-to-point and point-to-multipoint
topologies. We observe a throughput improvement of between 30% and 110% compared to the existing fixed-width
channel allocation.
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Hari Balakrishnan∗

I NTRODUCTION

Our goal is to build wireless networks with high aggregate
throughput. So, extracting transmission concurrency is essential. But there is a trade-off: higher concurrency generally
means higher interference. Previous work has been in one
of two areas: MAC protocols that attempt to extract concurrency, and interference cancellation and its variants [8, 11].
For 802.11 networks, existing MAC protocols such as
CSMA, Time-Based Fairness (TBF) [19] and CMAP [21]
regulate concurrent transmissions carefully to ensure that
collisions resulting from interference remain low. They allow only one transmitter to be active within a given channel at any time there is a risk of interference (i.e., whenever concurrent transmissions result in either packet being
lost). However, serializing interfering transmissions imposes
a fixed upper bound on the aggregate throughput, regardless
of the number of interfering transmitters. Therefore, the average throughput per transmitter decreases with the number
of interfering transmitters.
In contrast, interference cancellation (IC) deals with distinguishing between concurrently transmitted signals by de∗ This
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We use this intuition to develop a spectrum allocation
scheme called VWID (Variable WIDth channels). When
there are n concurrent transmissions on a given channel,
VWID attempts to split the spectrum into n non-overlapping
variable-width channels. The width of each channel is allocated to maximize each transmitter’s throughput, subject to the constraint that no interfering transmitter receives
lower throughput than it would have with fixed-width allocations. Thus, VWID provisions spectrum to reduce interference specifically, and complements MAC protocols such
as CSMA that provide additional functionality such as ACKs
and retransmissions to deal with both noise and interference.
We have implemented a VWID prototype and conducted
a preliminary evaluation on an outdoor wireless testbed consisting of ten medium to long-distance links deployed in an
urban area. We configured the testbed into point-to-point and
point-to-multipoint topologies, thus representing networks
typically encountered in rural point-to-point [15] and pointto-multipoint [16] settings. Even though our implementation is unoptimized, we find that VWID provides per-node
throughput improvements ranging from 30%–110% by provisioning orthogonal variable-width channels to reduce interference.
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Figure 1: Achievable throughputs and the optimal capacity pentagon.

bits/s/Hz [7, 20]. Transmitter 1 can achieve any throughput
rate R1 that is less than C1 [7, 20].
If both 1 and 2 are concurrently active, the theoretical capacity achievable by the two users simultaneously is called
the sum-capacity. It consists of all throughput rate pairs
(R1 , R2 ) such that:
P1
R1 < log2 (1 + ) bits/s/Hz,
N
P1
R1 < log2 (1 + ) bits/s/Hz,
N
P1 + P2
) bits/s/Hz.
(1)
R1 + R2 < log2 (1 +
N

VARIABLE - WIDTH C HANNELS I MPROVE
T HROUGHPUT

The achievable rates boundary, called the Cover-Wyner pentagon [1], is shown in Figure 1. The line segment A–B with
slope −1 represents the optimal sum-capacity and is given
2
by R1 + R2 = log2 (1 + P1 +P
N ). The reason is that, no matter
how the two users code their transmissions, independently
or cooperatively, it is not possible for them to exceed the capacity limit that occurs when there is a single user with total
received power P1 +P2 . If both transmitters send on same frequencies, the rate pair at point A on the optimal sum-capacity
segment in Figure 1 can be achieved by successive interference cancellation, in which the receiver first treats 2’s signal
as noise, recovers 1’s signal, subtracts 1’s signal from the
total signal, and finally decodes 2’s signal. Point B is viceversa.
If we use variable width channels for 1 and 2 such that the
total width is equal to the spectrum available to the receiver,
we achieve non-interfering throughput rates for 1 and 2 that
are given by:
P1
R1 < α log2 (1 +
) bits/s/Hz,
αN
P2
R2 < (1 − α) log2 (1 +
) bits/s/Hz. (2)
(1 − α)N

We analyze the throughput improvement produced by encouraging multiple concurrent transmissions using orthogonal variable-width channels compared to TDMA schemes
such as CSMA and Time-Based Fairness (TBF) that use
fixed-width channels. Using variable-width channels and enabling concurrent transmissions on these channels always increases the aggregate throughput compared to using fixedwidth channels, because the total transmitted and received
powers are increased, while interference is still kept in check.
We can also address inter-node fairness by using sufficient
channel widths that guarantee that every transmitter obtains
at least the throughput it obtains under the original fixedwidth allocation.
We consider a single cell with n clients and an AP. The
AP has a single radio and antenna. Our primary result is
that providing n concurrent transmissions between the AP
and the n clients using orthogonal variable-width channels,
whose width is proportional to received SINRs (signal to interference plus noise), can achieve higher aggregate throughput (by an additional θ(log2 (n)) bits/s/Hz) beyond the status
quo.
Assume that the transmissions between the the clients
and the AP are in the uplink, and that there is demand on
all n links. Consider two backlogged transmitters 1 and 2
whose signals are received with powers P1 and P2 . The receiver noise power is N per Hz. If transmitter 1 alone is active, the capacity C1 of 1, assuming a Gaussian channel, is
given by the Shannon-Hartley theorem: C1 = log2 (1 + PN1 )

where α is the fraction of the spectrum allocated to 1 (0 ≤
α ≤ 1). The noise term for R1 in Equation 2 is reduced by
a factor α because the signal is now confined to a narrower
band, while noise still occupies the entire band with power
N per Hz.

2
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R2(bits/s/Hz)

Theorem 2.1. If transmitters 1 and 2 are continuously backlogged, then the aggregate throughput achieved with variable width channels is strictly higher than that with any
TDMA scheme such as CSMA or TBF.

CSMA
(R1,R2)=(0.5, 0.5)
bits/s/Hz

Proof. The total rate R is given by:
R = R1 + R2
P2
P1
) + (1 − α) log2 (1 +
) bits/s/Hz.
= α log2 (1 +
αN
(1 − α)N
Maximizing R by setting

d
dα R = 0

P1 +P2
N )

gives α =

P1
P1 +P2 ,

Variable-width channels

1

(R1,R2)=(0.79,0.79)
bits/s/Hz

R1 (bits/s/Hz)
1

at which

value R = log2 (1 +
bits/s/Hz, which is optimal. Thus,
we achieve the optimal throughput when transmitters are assigned channel widths proportional to their received power
at the AP.
But no TDMA scheme, such as CSMA or TBF, is optimal
(i.e., its throughput does not lie on the A–B segment)
because TDMA only keeps one transmitter active at a time,
thereby reducing the total transmitted and received powers.
In particular, we calculate the CSMA and TBF throughputs
below.

Figure 2: Throughputs of two transmitters when SINR=1.

a throughput of 12 log2 (1 + 2) = 0.79 bit/s/Hz, as shown
in Figure 2. Each transmitter thus improves its throughput
by about 30%, while the aggregate throughput increases by
about 60%. Moreover, this throughput gain of variable-width
channels relative to CSMA increases both with the imbalance between the received signal strengths of the concurrent
transmitters, and with the number of concurrent transmitters.
For example, if t1 is 8 times (or 9 dB) stronger than t2 (which
can happen frequently with 802.11), the throughput improvement with variable-width channels increases to more than
2×.
Variable-width channels not only achieve higher throughput than any TDMA scheme with two concurrent transmitters, but we can also show that, n concurrent transmitters using variable-width channels can improve their aggregate throughput by an additional θ(log2 (n)) bits/s/Hz
over TDMA. The reason is that the aggregate capacity of
n transmitters using variable-width channels is log2 (1 + nP
N )
bits/s/Hz, assuming that the received powers P of all transmitters are equal. But TDMA schemes can only achieve a
capacity of log2 (1 + NP ) in this case. So, for large n, variablewidth channels provide an additional θ(log2 (n)) bits/s/Hz increase in aggregate capacity.

CSMA throughput. To a first order, CSMA allows equal
number of channel accesses to nodes. The total achievable
capacity under CSMA is as follows: Transmitter 1 takes R11
time to send a bit, while 2 takes R12 time to send its bit. Thus,
CSMA sends 2 bits in time 1 1 1 . Thus, CSMA rate is
R1 + R2
√
2R1 R2
2
= R1 +R2 ≤ R1 R2 because the arithmetic mean of
1
1
1
R1 + R2

two positive numbers is not smaller than the geometric mean.
Substituting R1 = log2 (1 + PN1 ), R2 = log2 (1 + PN2 ), we find
2
that this rate is less than the optimal rate R = log2 (1+ P1 +P
N ).
Moreover, the relative performance of CSMA to optimal
can be seen to be arbitrarily bad if, say, P1 << P2 , because
transmitter 1 ends up monopolizing the channel.

3
TBF Throughput. TBF allows equal channel access and
fares better than CSMA, but its capacity is also lower
than the optimal power-proportional variable-width allocation. This is because, in one second, transmitter 1 sends
R1 bits and transmitter 2 sends R2 bits. So, the achieved
2
2
rate= R1 +R
< R = log2 (1 + P1 +P
2
2 ), again using basic algebra. In the worst case (i.e., when P1 << P2 ), TDMA’s rate
is half the optimal power-proportional allocation with two
transmitters.

VWID D ESIGN AND I MPLEMENTATION

Using the insight that variable-width channels improve
throughput, we develop an initial version of a variable-width
channel assignment algorithm called VWID.
Our platform consists of high power Atheros 802.11a
Ubiquiti XR5 radios (600 mW) that work in the 5 GHz
spectrum. We the Ubiquiti radio driver that allows variable channel widths (5, 10 and 20 MHz). While the normal 20 MHz-wide channel supports a maximum bit-rate
of 54 Mbps according to the 802.11a standard, the halfwidth (i.e., 10 MHz) channel supports up to 27 Mbps,
while the quarter-width (i.e., 5 MHz) channel supports up
to 13.5 Mbps. In practice, we find that the achievable UDP
throughput for outdoor links in our testbed is about 10 Mbps,
due to interference [6] and multipath [2]. We found that both
10 MHz and 20 MHz channels attain this throughput, and
that the 5 MHz channel obtains more than 8 Mbps.
Given a chunk of spectrum and a set of mutually interfering links, VWID assigns non-overlapping variable-width

To obtain more insight into how concurrent transmissions
improve throughput, consider an example with two transmitters t1 , t2 whose SINRs at the receiver are 1 each. So, t1
and t2 achieve a throughput of log2 (1 + 1) = 1 bit/s/Hz individually. When they transmit concurrently, a MAC such as
CSMA shares the channel by time-division multiplexing it,
so that each transmitter achieves a rate of 0.5 bit/s/Hz. On the
other hand, dividing the channel into two and making t1 and
t2 transmit concurrently allows each transmitter to achieve
3
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Algorithm 3.1: A LLOC C HANNELS(InterferingLinks n)
Step 1 : Measure throughput t[i] of each link i with n interferers
Step 2: for j ← 0 to n − 1

Step 3 : Measure t ′ [i, c] of link i, channel c in nj choices
do
Step 4 : if t ′ [i, c] < t[i] eliminate channel c
Step 5 : Return the channel c with highest t ′ [i, c] for each link i

Figure 3: VWID channel selection algorithm.

(i.e., 5, 10 or 20 MHz) channels to these links so as to control
interference. VWID only decreases the channel width for a
link if doing so increases its throughput, thereby maintaining
fairness. However, even with the fairness constraint, because
VWID keeps every transmitter active while controlling interference, we find that per-node throughputs are higher for all
links in many (> 90%) scenarios, although these throughputs
may be lower than those without the fairness constraint.
Our current implementation of VWID assigns variablewidth channels to links within a single 20 MHz channel.
The current best practice is to operate outdoor long-distance
point-to-point or point-to-multipoint networks on a single
channel because of spectrum scarcity, hardware limitations,
and ease of management [3, 14, 15, 16]. So, while VWID
can in principle handle any amount of spectrum, we have
only instantiated and evaluated VWID for selecting 5, 10 or
20 MHz channel widths for a link.
In addition to selecting the channel width, VWID must
also select the channel positions for 5 and 10 MHz channels
within the 20 MHz channel. For example, assigning 5 MHz
channels at 5.185 GHz and 5.195 GHz for two interfering
links might be better in practice than assigning channels at
5.185 GHz and 5.19 GHz, because the former provides more
channel separation even if neither provides perfect orthogonality. So, for every link, VWID considers 4 choices for
placing 5 MHz channels and 2 choices for placing 10 MHz
channels, in addition to retaining the 20 MHz channel option.
So, we have seven channel choices for each link.
VWID measures the throughput of each link for the seven
channel-width choices under interference from other interfering links, and picks the channel and channel width that
provides the highest throughput for that link. While we have
shown that a power-proportional channel width allocation
is optimal (§2), since commodity cards do not report SINR
measurements accurately, we use throughput measurements.
While the worst-case complexity of VWID is 7n for n interfering links, we can prune the search space because we
can reject channel widths and link combinations that violate
the fairness constraint. For example, if a 5 MHz-wide channel tested under no interference is unable to provide more
throughput than with a 20 MHz channel under interference,
we can reject it immediately from all possible combinations
with other links. Thus, in practice, VWID is efficient (for
example, it only considers 16 combinations for four interfer-

Figure 4: A point-to-multipoint topology configured on the outdoor testbed.

ing links used in §4). The pseudocode for VWID is shown
in Figure 3. We defer the study of a more efficient channelwidth assignment algorithm and its run-time dynamics such
as measurement overhead, channel allocation effectiveness
and stability for future work.

4

E VALUATION

We ran our experiments on our campus testbed, which consists of 6 wireless nodes and 10 links, 8 of which ranged
from 1 km to 4 km 4, and 2 of which are co-located between different radios at P (Figure 4). Subsets of these links
interfere with one another at either end-point, and each link
interferes with at least one other link. The wireless nodes are
based on 266 MHz x86 Geode single board computers running Linux kernel 2.6.19.2. The node at P has three wireless
radios, the one at B has two radios and all the other nodes
(S, B, E and Y) have one radio each. The nodes have directional antennas of 25 dBi gain. However, because of the
relatively short distances involved, we were able to configure the links into various topologies such as point-to-point
and point-to-multipoint by assigning the right transmit powers to the links. We selected a fixed bit-rate for each radio
based on the maximum sustainable throughput (i.e., without
getting disconnected after a while) across all its links.
We chose this outdoor setup because researchers have
observed that interference imposes significant limits on
achieved throughput, regardless of the supported bitrates [6]. We modified the base driver to give us more
control over MAC layer parameters such as disabling of
ACKs, and changing the retransmission and Clear Channel
Assessment (CCA) behavior. We experimented with various CCA settings that regulate the backoff behavior based
on detected energy from concurrent transmissions. We disabled the CCA altogether and also varied the CCA energydetection threshold between the card’s minimum and maximum values. We measured unidirectional UDP and (bidirectional) TCP throughput under various CCA, ACK, and
4
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provement, followed by point-point links. The reason is that
point-multipoint links are forced to share bandwidth if there
are not enough radios at the APs (which is the case with APs
at location P in Figure 4).
We also observed that, although TCP obtains lower
throughput than UDP, its relative gains with VWID are
higher. The reason is that the impact of reduced interference is more significant, as in the case with point-multipoint
links in Figure 5. While we have used VWID with a CSMA
MAC because it provided the highest throughput in our
setup, our results are also applicable to new MAC protocols based on TDMA [15, 17] that have been proposed
to avoid interference and provide concurrency with links
tens of kilometers long. The motivation behind these these
TDMA protocols is that nodes with multiple wireless radios operating on the same wireless channel are constrained
from transmitting on one radio while simultaneously receiving on another radio. While this scheduling eliminates collisions, it forces the wireless nodes to synchronize their transmissions on all their outgoing links (and, similarly, receptions), thus making the scheduling of links and flow allocation more difficult [14]. We found that VWID creates more
non-overlapping variable-width channels that relieves this
scheduling pressure.
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Figure 5: VWID increases CSMA throughput by 30%–110%.
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Current networks use either interference suppression on a
packet-by-packet basis using MAC protocols [10, 14, 15, 16,
19, 21], or cope with interference using interference cancellation and related techniques such as interference subtraction, interference alignment and ZigZag decoding [4, 7, 8,
11, 18, 20, 22]. We have introduced the idea of interference
control as a potential practical alternative, in which multiple
transmitters operate concurrently, but take precautions to ensure they do not interfere with one another significantly. We
use variable-width channels to achieve interference control,
and ensure their orthogonality to avoid interference further.
While commodity hardware has supported variable-width
channels out of necessity of narrow-width operation outside
the unlicensed bands, this potential seems to have been recognized only recently. Moscibroda et al. [13] have used them
for adjusting an AP’s channel width based on load, while
Chandra et al. [5] have examined their properties in detail
for the single-link case. We complement them by examining
interference control using variable-width channels. As newer
standards such as 802.11-2007 mandate narrow-width channels even in unlicensed bands, we can expect more commodity hardware to offer variable-width channel support.

24

Loss Rate (%)

Figure 6: Loss rates correlate inversely with throughputs.

retransmissions configurations. We present results for UDP
throughput with and without VWID under CSMA with the
default ACKs, CCA and retransmission settings, because it
achieved the highest throughput while maintaining fairness.
While MAC configurations with CCA or ACKs switched off
provide higher throughput for stronger links, they are either
unstable or highly unfair to weaker links, so we do not consider them here.
Figure 5 shows the bi-directionally averaged percentile
throughputs of one-way UDP flows across ten links as
a CDF, and Figure 6 shows the corresponding loss rates
as a CDF. Our main result is that, except for a highthroughput local link between two radios at node B, VWID
improves throughput between 30%–110%. The highest improvements are for low-throughput links in low-throughput
point-multipoint networks, because they suffer most from interference effects. So even modest interference relief is significant, which is a desirable outcome. While CCA mitigates
some collisions, seven of the links have hidden terminals,
leading to collision losses. The loss rates results exhibit good
inverse correlation with the throughput plots and confirm
that VWID controls interference and reduces losses, even if
it means assigning narrower-width but orthogonal channels.
Links in the point-multipoint topology show the biggest im-

6

C ONCLUSIONS AND F UTURE W ORK

We have shown that maintaining high concurrency by keeping multiple transmitters active concurrently, while controlling interference, increases the total system power without increasing interference, and hence increases aggregate
5

18

throughput. We have examined the theoretical and practical potential of controlling interference using variable-width
channels. We have developed and implemented a preliminary channel allocation algorithm called VWID based on insights from a theoretical analysis of infrastructure networks.
We evaluated VWID on a small campus testbed of outdoor
links configured into point-to-point and point-to-multipoint
topologies, and observed up to 2x throughput improvements
with narrower-width but orthogonal channels that reduce interference, and, consequently, packet losses.
Our analysis and evaluation of variable-width channels are
by no means complete, and point to several pieces of future work. First, while we believe our analysis extends to
mesh networks, we would like to characterize the capacity region of mesh networks with variable-width channels.
Further, our current VWID algorithm is simplistic, in that it
uses a brute-force algorithm that has exponential worst-case
complexity. We are currently enlarging the campus testbed
and deploying VWID to carry real Internet traffic to residential users. We also plan to deploy VWID in wireless networks used in developing regions that we have access to,
and learn more about the strengths and weaknesses of interference control. Also, in an accompanying paper [9], we
study throughput improvement strategies for bursty traffic
using spread-spectrum codes, and we plan to extend them
to variable-width frequencies.

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

Acknowledgments. We thank Mythili Vutukuru and the
anonymous reviewers for their valuable comments.

[18]

R EFERENCES
[1] R. Ahlswede. Multi-way communication channels. In
ISIT’71.
[2] J. Bicket, D. Aguayo, S. Biswas, and R. Morris. Architecture and evaluation of an unplanned 802.11b mesh
network. In MobiCom’05.
[3] S. Biswas and R. Morris. Opportunistic Routing in
Multi-Hop Wireless Networks. In HotNets’03.
[4] V. Cadambe, S. A. Jafar, and S. Shamai. Interference
alignment on the deterministic channel and application
to fully connected AWGN interference networks. Nov
2007. URL http://arxiv.org/abs/0711.2547v1.
[5] R. Chandra, R. Mahajan, T. Moscibroda, R. Raghavendra, and P. Bahl. A case for adapting channel width in
wireless networks. In SIGCOMM’08.
[6] D. Gokhale, S. Sen, K. Chebrolu, and B. Raman. On
the feasibility of the link abstraction in (rural) mesh
networks. In INFOCOM’08.
[7] A. Goldsmith. Wireless Communications. Cambridge
University Press, 2005.
[8] S. Gollakota and D. Katabi. ZigZag decoding: Combating hidden terminals in wireless networks. In SIGCOMM’08.
[9] R. Gummadi and H. Balakrishnan. Wireless networks

[19]
[20]
[21]

[22]

6

should spread spectrum based on demands. In HotNets’08.
R. Gummadi, R. Patra, S. Nedevschi, S. Surana, and
E. Brewer. A radio multiplexing architecture for high
throughput point to multipoint wireless networks. In
WiNS-DR’08.
D. Halperin, J. Ammer, T. Anderson, and D. Wetherall. Interference Cancellation: Better receivers for a
new Wireless MAC. In HotNets’07.
HFA3863 Baseband Processor Data Sheet,
http://pdos.csail.mit.edu/decouto/papers/
802-11-docs/hfa3863.ps.
T. Moscibroda, R. Chandra, Y. Wu, S. Sengupta, and
P. Bahl. Load-aware spectrum distribution in wireless
LANs. In ICNP’08.
S. Nedevschi, R. Patra, S. Surana, S. Ratnasamy,
L. Subramanian and E. Brewer. An adaptive, high
performance MAC for long-distance multihop wireless
networks. In MobiCom’08.
R. Patra, S. Nedevschi, S. Surana, A. Sheth, L. Subramanian and E. Brewer. WiLDNet: Design and implementation of high performance WiFi based long distance networks. In NSDI, 2007.
R. Patra, S. Surana, S. Nedevschi, and E. Brewer. Optimal scheduling and power control for TDMA based
point to multipoint wireless networks. In NSDR, 2008.
B. Raman and K. Chebrolu. Design and Evaluation of
a new MAC Protocol for Long-Distance 802.11 Mesh
Networks. In MOBICOM’05.
P. Stavroulakis. Interference suppression techniques: A
twenty-year survey. International Journal of Satellite
Communications and Networking, Vol. 21, No. 1, 2003.
G. Tan and J. Guttag. Time-based fairness improves
performance in multi-rate WLANs. In USENIX’04.
D. Tse and P. Viswanath. Fundamentals of wireless
communication. Cambridge University Press, 2005.
M. Vutukuru, K. Jamieson, and H. Balakrishnan. Harnessing Exposed Terminals in Wireless Networks. In
NSDI’08.
L.-L. Xie and P. R. Kumar. A network information theory for wireless communication: Scaling laws and optimal operation. In IEEE Transactions on Information
Theory, Vol 50, No. 5, 2004.

19

Wireless ACK Collisions Not Considered Harmful
Prabal Dutta†
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mit a single packet to a multicast or broadcast address,
all nodes that match the destination address would acknowledge the packet concurrently, and the initiator
would correctly decode the superposition of multiple acknowledgments to learn that at least one node received
the packet despite the obvious ACK collisions. We term
such an exchange a backcast and suggest that it could
offer a wireless Boolean OR service abstraction: a node
could pose a true or false question to its neighbors and
each neighbor would vote false by ignoring the packet or
true by acknowledging it. Section 2 hypothesizes how
such a service could work.
Furthermore, a reliable, efficient, and scalable acknowledged anycast service would enable or improve
multiple applications. For example, a low-power, network wakeup service would be possible [7]. A lowpower, receiver-initiated unicast service that eliminates
the long preambles common in today’s low-power listening protocols would also be feasible [8]. Finally,
single-hop collaborative feedback [3] would benefit
from the OR semantics of acknowledged anycast. Section 3 discusses these and other backcast applications.
Section 4 explores the veracity of our thesis – that
an acknowledged anycast service can be implemented
efficiently – via a range of experiments based on the
IEEE 802.15.4-compliant CC2420 radio [11]. The results show that a commodity radio can decode the superposition of at least a dozen identical acknowledgments
with greater than 97% probability. These results suggest
that an efficient and robust one-hop anycast service that
does not suffer from ACK implosion is possible with at
least the O-QPSK modulation scheme used in 802.15.4.
Our results suggest some important relationships between the signal strength and quality of acknowledgments, number of responders, and delay variation. In
a controlled experiment with equal path loss and round
trip times between the initiator and responders, we find
that the two-responder case exhibits slightly worst signal quality and reception rates than all other cases. Section 5 discusses these results in greater details and argues that the well-known capture effect does not explain
the surprisingly robust performance of backcast.

We present an acknowledged anycast primitive that allows a node to wirelessly transmit a packet and efficiently determine that at least one neighbor successfully
received it. The initiator transmits a single packet to a
unicast, multicast, or broadcast address and all nodes
that match the destination respond with identical acknowledgment packets automatically generated by the
hardware. Although these acknowledgments interfere,
they usually do so non-destructively, so the initiator can
decode their superposition. We call such an exchange a
Backcast and show that this operation is feasible using
a commodity radio, general because it enables multiple
network services, efficient because it is independent of
the neighborhood size and runs in constant time, and
scalable because it works with no fewer than a dozen
interfering acknowledgments.

1

Ion Stoica†

I NTRODUCTION

Anycast is a fundamental and widely used communications primitive that allows a node to send data to any
one of several potential recipients. One challenge with
providing an acknowledged anycast service efficiently is
that the initiator may not know a priori which neighbors,
if any, would acknowledge a transmitted packet. The
initiator generally has two options in this case. One option is to contact neighbors sequentially, assuming that
they are even known in advance. Unfortunately, this approach is inefficient since it scales poorly with node density. The other option is to contact all neighbors at once,
perhaps using a link layer multicast or broadcast address. This approach is confronted with the well-known
ACK implosion problem in which a potentially arbitrary
number of neighbors can result in an arbitrary number of
replies. Wireless networks further exacerbate this problem because hidden terminals can lead to collisions that
corrupt packets, reduce bandwidth, and waste energy.
Imagine, however, if acknowledged anycast could
be implemented efficiently: an initiator would trans-
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2

Backcast

BACKCAST

A backcast is a link-layer frame exchange in which a
single radio frame transmission triggers zero or more
acknowledgment frames that interfere non-destructively
at the initiator. Figure 1 illustrates a backcast exchange
involving three nodes. The two responders have their
radios configured to automatically acknowledge any received frames. The backcast exchange begins with the
initiator transmitting a probe frame to the hardware
broadcast address. Both responders receive the probe
and they both transmit identical acknowledgments. Although these two acknowledgments collide at the initiator, as long as certain conditions are met, this collision
is non-destructive, allowing the initiator to correctly decode the acknowledgment frame and conclude that at
least one of its neighbors responded.
In addition to the broadcast address, a backcast probe
can be sent to a multicast or unicast address, to which
only a subset of the initiator’s neighbors might respond.
The choice of the destination address of a backcast
probe depends on the radio’s capabilities as well as the
needs of the communications service using backcast.
For example, the hardware broadcast address might be
appropriate when waking up an sleeping network while
a unicast address would be appropriate for communications with a single node.
The key to a successful backcast is that ACK collisions are non-destructive. This condition can hold due
to power capture if one ACK frame has a higher power
than the sum of the remaining ACK frames [1], or delay
capture if one ACK frame arrives some period of time
before the rest [2], or message retraining capture – a
“message in message” model – where the radio attempts
to resynchronize mid-packet if it detects a suddenly elevated energy level [6], or trivially if the radio uses an
on-off keying (OOK) modulation scheme [10].
The central hypothesis of this paper is that backcast
is possible under a much wider range of conditions than
what capture would predict. In particular, we hypothesize that backcast is possible using minimum shift keying (MSK) and orthogonal quadrature phase shift keying (O-QPSK) modulation schemes for certain radio designs provided that: (i) inter-symbol interference resulting from different path lengths is limited, (ii) concurrent
ACK frames do not cancel each other at the physical
layer, (iii) the radio can automatically generate an ACK
frame with an accurate and precise turnaround time, and
(iv) the superposition of multiple ACKs is semantically
meaningful (e.g., the ACKs are identical). Despite this
list of constraints, Section 4 shows that backcast works
in practice under a range of both controlled and realistic
conditions using a commodity radio.
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Figure 1: A backcast exchange involving three nodes. The backcast
initiator transmits a probe frame that two responders acknowledge. Although their acknowledgments collide, they do so non-destructively,
so the initiator can decode the resulting frame.

3

BACKCAST A PPLICATIONS

In this section, we demonstrate the generality of backcast by applying it to some important network services.

3.1

Low-Power Asynchronous Wakeup

Waking up a multi-hop network of duty-cycled nodes
is a fundamental problem in sensor networks. Applications as diverse as interactive data collection, exceptional event detection, and target tracking require nodes
to wake up neighbors or even the entire network.
Dutta et al. proposed one approach to this problem [4]. In their scheme, every node periodically transmits a beacon and then briefly listens for channel activity (either a packet or increased energy). If any channel activity is detected, the node remains awake, but if
no activity is detected, the node goes back to sleep. To
wake up the network, the initiator listens for a time equal
to the beacon period to identify all one-hop nodes. Then,
during the next such period, the initiator contacts each
of its one-hop neighbors in turn. These neighbors then
repeat this process for the two-hop neighbors, and so
on. If two or more nodes attempt to contact the same
node in a lower tier, the paper conjectured that the concurrent transmissions may collide, but that the receiver
would detect channel energy, remain awake, and give
the transmitters a chance to enter backoff and compete.
Musăloiu-E. et al. proposed low power probing (LPP)
as another solution to the wakeup problem [7]. According to the LPP protocol, nodes periodically broadcast
short probes requesting acknowledgments. If such an
acknowledgment arrives, the node wakes up and starts
acknowledging other nodes’ probes; otherwise it goes
back to sleep. The key difference between the two approaches is that the responses in the first approach are
software-generated, while LPP uses hardware acknowledgments (HACKs). What is surprising is that LPP
works even if a node has many neighbors, a case in
which multiple acknowledgments would collide. In fact,
2

21

LPL Sender

CCA sampling

LPP Sender

Listen

Ack Tx

Listening

18 hours
12 hours
●

6 hours

0

LPL Receiver

24 hours
3000

Packetized Preamble

1000

Ack Rx

Number of rendezvous

Packet Tx

00
11
0001111
0000 111
0001111
0000
111
00
11
0001111
0000 111
0001111
0000
111
00
11
00
11
0001111
0000 111
0001111
0000
111
00
11
00
11
0000
1111
00
11
00
11
0000
1111
00
11
0
1
0
1
000
111
0
1
0
1
0
1
000
111
0
1
0
1
0
000
1
111
0
1
0
000
1
111
0
1
0
01
000
1
111
0
1
Probe Transmission

LPP Receiver

Packet Rx

0

40

60

80

100

Number of neighboors

Figure 2: A side-by-side comparison of LPL and LPP operations.
LPP replaces LPL’s long preamble with listening and LPL’s clear
channel assessment with a backcast exchange.

Figure 3: Total number of successful rendezvous, predicted by the
birthday paradox, over different time intervals as a function of neighborhood size. The black dot represents the daily average number of
rendezvous recorded on a 30-node testbed. In all cases the probing
interval is 20 seconds and a single backcast lasts ∼20 msec.

LPP implicitly uses backcast to sidestep ACK implosions but the paper does not recognize this fact – something that this paper identifies.
LPP, which uses backcast, is more efficient than
Dutta’s proposal. The reason is that LPP does not suffer from (destructive) collisions and thus does not enter
a contention phase. Furthermore, since distinguishing
between collisions and other sources of noise or interference is difficult, such an approach could exhibit high
false positives in practice. This observation suggests
that Dutta’s approach might perform poorly in dense
networks deployed in interference-rich environments.
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Now, instead of broadcasting a probe, receiver Y sends a
probe to destination address Y + k, requesting a HACK.
Sender X (as well as any other nodes with pending traffic to Y ) respond to the probe (multiple HACKs interfere non-destructively). If its probe is acknowledged, Y
remains awake to receive a packet while sender X does
not succumb to the overreacting problem.

3.3

Opportunistic Rendezvous

In the services outlined so far, backcasts are used as
purely control traffic: signals to wake up nodes or alerts
for inbound traffic. In this respect, backcast messages
carry no application-level information. This observation
raises the following question: are there advantages for
the probes to carry an application payload? Note that
acknowledgments cannot carry node-specific payloads
as this would violate the requirement posited in Section 2 that acknowledgments be identical . We attempt
to answer this question in two steps. First, we show
that carrying a payload does not compromise backcast’s
feasibility or performance. We then sketch one service
enabled by this extension.
To explore the first question we varied the probe’s
payload, from one byte up to its maximum size of 116
bytes for the CC2420 radio we use [11]. As expected
the time necessary for a complete backcast operation increases linearly with the size of the probe. More importantly, a backcast carrying the maximum payload requires only ∼50% more time (31.27 msec) than one
with a one byte payload (20.77 msec). The reason is that
actual probe transmission corresponds to only a subset
of the total time the radio is active, the rest devoted to
turning the radio on and waiting for acknowledgments.
Since including application payloads generates only
moderate overhead, we explore the original question
through an extension to the primitive described in Section 3.1. Specifically, we augment probes to include
the initiators’ local clock value. Then nodes that overhear these probes can use them to perform network-wide

Low-Power Unicast

Polastre et al. proposed low power listening (LPL),
a widely-adopted technique for low duty-cycle communications. An LPL receiver periodically checks for
channel energy and stays awake upon detecting activity,
while a transmitter prepends a packet with a preamble
that is at least as long as the receiver’s check period [8].
While LPL was designed to wake up individual nodes,
LPP was designed to wake up the whole network [7].
We now come full circle by describing how LPP can be
modified to wake up individual nodes and thus provide
the same unicast service abstraction as LPL, while using
a receiver-initiated protocol.
Directly replacing LPL with LPP, as Figure 2 illustrates, is possible yet inefficient. In the LPP protocol, a receiver transmits a probe packet to the hardware broadcast address and the sender responds with
a HACK, causing the receiver to stay awake to receive
a data packet. The problem with this approach is the
sender’s radio will acknowledge every probe it receives
since they are sent to the broadcast address. In turn, this
causes all but one of the sender’s neighbors to wake up
unnecessarily. Let us call this the overreacting problem.
LPP can be modified to avoid the overreacting problem as follows. When a sender X has pending traffic
for a receiver Y , X enables its radio’s hardware address recognition and sets its radio’s hardware address
to Y + k (where k is 0x8000 or 0x800000000000).
3

clock synchronization (e.g., through a distributed consensus algorithm). However, since nodes keep their radios mostly off to conserve energy, this mechanism will
only work if many probes are actually overheard (we
term such an event, an opportunistic rendezvous).
Fortunately, even if a node keeps its radio on for only
20 msec during a 20 second interval (i.e., a 0.1% duty
cycle), the birthday paradox works to our advantage, as
Figure 3 shows. Even with few neighbors, the probability of a rendezvous is non-negligible. Furthermore, because nodes send frequent backcasts, the contact probability accumulates over time, resulting in numerous rendezvous in the span of a few hours.
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Figure 4: Experimental setup for the controlled tests. An initiator
is connected via a 30-inch, 50 Ω RF cable and a 30 dB attenuator
to the common port of an 8-way RF splitter. The other splitter ports
are connected via 6-inch, 50 Ω RF cables and 40 dB attenuators to
responders. A Faraday cage around the initiator limits over-the-air RF
leakage.

4.1

Robust Pollcast

Methodology

Demirbas et al. recently proposed pollcast, a two-phase
primitive in which a node broadcasts a poll about the
existence of a node-level predicate P and then all nodes
for which P holds reply simultaneously [3]. The poller
detects one or more positive answers by reading its radio’s Clear Channel Assessment (CCA) signal. While
pollcast offers a novel approach for quickly calculating predicates, the proposed mechanism has some drawbacks, as the paper acknowledges: simultaneous pollcasts within a two-hop neighborhood would cause false
positives as would interference from other networks.
Backcast provides a more robust primitive for implementing pollcast, which in turn can be used to implement the applications outlined in [3]. To leverage the
backcast primitive, pollcast might be modified to first
transmit the predicate, then transmit the poll, and finally
listen for an acknowledgment. The predicate would be
sent to the broadcast address but it would also include
an ephemeral identifier chosen by the initiator. Upon
receiving the predicate, and evaluating it as true, a responder would enable acknowledgments and temporarily change its hardware address to match the ephemeral
identifier in the probe packet. Then, a backcast probe
sent to the ephemeral identifier would trigger a response
from all the nodes for which the predicate was true. The
CC2420 radio supports just two hardware addresses –
a 16-bit one and a 64-bit one – allowing just one or
two concurrent pollcasts. Future radios could perform
address decoding in parallel over dozens of addresses,
perhaps using a content addressable memory.

We implemented backcast in the TinyOS embedded operating system [5] and our experiments are based on the
widely-used Telos mote [9] that includes the Texas Instruments CC2420, an IEEE 802.15.4 radio [11]. The
802.15.4 protocol and the CC2420 radio are ideal for
demonstrating backcast because they provide the needed
protocol and hardware support.
The 802.15.4 MAC defines a frame control field that
includes an acknowledge request flag. If a receiver is
configured for automatic acknowledgments, then an acknowledgment frame is transmitted after twelve symbol periods (192 µsec) for all incoming frames that
meet three conditions: they (i) have the acknowledge
request flag set, (ii) are accepted by the radio’s address
recognition hardware, and (iii) contain a valid CRC.
Acknowledgments are transmitted without performing
clear channel assessment and have the following fields:
preamble, start-of-frame delimiter, length, frame control, sequence number, and frame check sequence. Notably absent from this list is a source address, ensuring
that all ACKs for a given sequence number are identical.
The experiments that follow show how different
responder configurations affect the acknowledgments’
signal strength and quality. Signal strength is measured
over the first eight symbols and reported as the received
signal strength indicator (RSSI) in dBm. Signal quality
(LQI) is also measured by the radio over the first eight
symbols and is reported as a 7-bit unsigned value that
can be viewed as the average correlation value or chip
error rate.

4

4.2

E VALUATION

Performance in a Controlled Setting

We first explore how the RSSI and LQI of acknowledgment frames are affected as the number of responders
increase in a controlled setting. Figure 4 presents the
setup for this experiment. Eight nodes are sequentially
turned on so that the number of responders monotoni-

This section provides empirical evidence that backcast
works with one commodity radio. These observations
are based on experiments with very controlled parameters (Section 4.2), to larger, more realistic environments
using a sensor network testbed (Section 4.3).
4
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Figure 5: Results of the controlled experiments. The received signal
strength (RSSI), link quality indicator (LQI), and acknowledgment reception rate (ARR) are shown for each trial.

cally increases from one to eight. In each of the eight
trials, the initiator transmits 100 packets to the hardware broadcast address, at 125 msec intervals, and logs
the RSSI and LQI values of the resulting acknowledgments. The results are shown in Figure 5 and indicate
that median RSSI values increase, median LQI values
stay nearly constant, both values show greater variance,
and few acknowledgments are lost. Section 5 discusses
these results in detail.

4.3

2

SACK

LQI

100
98
96
94
92
90

100
50
0
1

1
ARR (%)

2

110
100
90
80
70
60
50
40

ARR (%)

LQI

1

110
100
90
80
70
60
50
40

ARR (%)

−70
LQI

RSSI

−60

100
50
0
1

2

3

4

5

6

7

8

9

10 11 12

Figure 6: Backcast in a realistic environment, using hardware and
software acknowledgments. The data are shown as a two-dimensional
histogram; darker areas indicate a higher density of LQI samples. The
lower line shows the average acknowledgment reception rate (ARR).

increase in the number of colliding ACK frames. The
LQI and acknowledgment reception rates are shown in
Figure 6. The results show that HACK and SACK LQI
values exhibit higher variance and volatility as responders increase. Both HACKs with random preambles and
SACKs exhibit quickly decreasing LQI and ARR values, while HACKs incur practically no loss. Section 5
discusses these results in detail.

Performance in a More Realistic Setting

Next, we explore how backcast performs in a more
realistic university testbed setting. The testbed is
located in an office building and contains 47 Telos motes. For this experiment however, we used
only 12 nodes approximately situated at the same distance from the initiator. These experiments compare the performance of hardware-generated acknowledgments (HACKs), software-generated acknowledgments (SACKs), and HACKs with randomized preamble lengths of between 3 and 16 bytes (VP-HACKs) that
start at the same time but may end at different times.
HACKs are automatically generated by the radio, while
SACKs require the host processor to intervene, introducing considerable delay and jitter. We introduce VPHACKs to explore how acknowledgments with smaller
delay variations than SACKs interfere at the initiator.
Note that while SACKs have non-uniform delays due to
software processing, the VP-HACKs are all delayed by
an integer multiple of the symbol time (composed of 32
chips) and the symbols themselves are orthogonal codes.
In each experiment, 500 packets are transmitted at
125 msec intervals. This procedure generates a gradual

5

D ISCUSSION

The results from Sections 4.2 and 4.3 suggest some important relationships between signal strength and quality
of acknowledgments, number of responders, and delay
variation. Further analysis, described below, supports
our hypothesis that the capture effect alone cannot explain the surprisingly robust performance of backcast.
First, as the number of colliding acknowledgments
increases, so does the median RSSI value. This trend
is not surprising since for every doubling of nodes, an
additional 3 dB of power is injected into the channel
(assuming nodes transmit at nearly equal power levels
and are equally distanced from the initiator). What is
slightly more surprising is that RSSI variance is substantial and spans a range of 10-20 dB, which is both below
and above the single node case, and that the distribution of values in the two-node case has many outliers.
5
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These results suggest that elements of both constructive
and destructive interference of the carrier signal may
be at play. When three or more acknowledgments collide, both the outliers and RSSI variance decrease, suggesting that the statistical superposition of an increasing
number of signals diminishes destructive interference,
possibly due to the central limit theorem.
Second, the median LQI value is largely independent
of the number of nodes in the controlled setting (except for the two node case) and it shows a slight decrease in the more realistic setting (computed, but not
shown). Since LQI is inversely correlated with chip error rate, the data show that most acknowledgments are
decoded with relatively few chip errors, even when a
dozen acknowledgments collide. The data suggest that
acknowledgment collisions are rarely destructive and in
most cases not particularly corrupting either. LQI values
show a lower median value for two responders than they
do for either one or more than two responders, suggesting once again that elements of both constructive and destructive interference of the carrier signal may be at play.
The RSSI distributions are largely symmetric with few
outliers but the LQI distributions are left-tailed. This
observation suggests that although collisions rarely improve the chip error rate, they can make it worse.
Finally, the data show that hardware acknowledgments exhibit negligible loss rates with no fewer than
twelve concurrent packets, while software acknowledgments approach very high loss rates with just six or
seven concurrent acknowledgments, as well as a substantial decline in link quality with just three or four acknowledgments. In between these two extremes are the
variable-length preamble HACKs (VP-HACKs). The
two distinctions between SACKs and VP-HACKs are in
timing and composition. First, SACKs are delayed by
multiples of the CPU clock cycle since a SACK requires
software processing, but a VP-HACKs are delayed by
an integer multiple of the symbol time. Since the symbols are chosen from an orthogonal set, this may explain
the better performance of VP-HACKs compared with
SACKs, despite the fact that VP-HACKs collide more
frequently and are not even identical. Since these three
types of acknowledgments differ in the delay and jitter
of their transmissions, we argue the capture effect alone
cannot explain the surprisingly robust performance of
HACK-based backcasts.

6

anycast service that does not suffer from ACK implosions may be feasible. The ability to transmit a multicast or broadcast packet and receive an acknowledgment in constant time independent of the number of responding nodes, an exchange we call backcast, enables
or improves a range of useful communication services.
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ABSTRACT

Message in Message (MIM) is empowering because it
enables a receiver to decode an SoI, even if the SoI arrives after the receiver has already locked on to the interference [5]. Moreover, if the SoI arrives earlier than
the interference, MIM allows reception at a lower SINR
in comparison to a non-MIM receiver. Figures 1 (a), (b)
and (d) identify these benefits over capture.

Message in Message (MIM) is an exciting development at the
physical layer of IEEE 802.11. Two transmissions that otherwise conflict with each other, may be made concurrent with
MIM. However, the benefits from MIM are not immediate.
Higher layer protocols need to be explicitly designed to enable its inherent concurrency. This paper investigates the opportunities and challenges with MIM, and demonstrates a link
layer framework to harness its potential. We believe that our
framework can accommodate emerging physical layer capabilities, such as successive interference cancellation (SIC).

1.

Two main ideas underpin the feasibility of MIM:
(i) An MIM receiver, even while locked onto the interference, simultaneously searches for a new (stronger)
preamble. If a stronger preamble is detected, the receiver
unlocks from the ongoing reception, and re-locks on to this
new one. Of course, re-locking requires a higher SINR.

INTRODUCTION

Physical layer research continues to develop new technologies to better cope with wireless interference. One
exciting development in the recent past is Message in
Message (MIM). Briefly, MIM allows a receiver to disengage from an ongoing signal reception, and engage onto
a new, stronger signal. What could have been a collision
at the receiver, may now result in a successful communication. To better understand MIM, we compare it with
the traditional notion of collision and physical layer capture. We refer to Figure 1 to describe this contrast. We
assume throughout the paper that the signal of interest
(SoI) is sufficiently stronger than the interference1 .

(ii) MIM takes advantage of the characteristics of interference signals. A strong decodable interference is better than a weak non-decodable interference, because the
ability to decode the interference enables the ability to suppress it as well. As a result, an MIM receiver that is locked
onto the interference is better equipped to suppress it,
and re-lock onto the later-arriving SoI. Exploiting the
same idea, if the receiver has locked onto the SoI first,
and a weaker interference arrives later, the receiver is
able to better “tolerate this distraction”. As a result, the
SoI can be received at a lower SINR.

Collision was widely interpreted as follows: An SoI,
however strong, cannot be successfully received if the receiver is already engaged in receiving a different (interfering) signal. Most simulators adopt this approach, pronouncing both the frames corrupt [1,2]. Figure 1(c) and
(d) illustrate these cases. Physical Layer Capture was
later understood through the systematic work in [3, 4].
Authors showed that capture allows a receiver to decode
an SoI in the presence of interference, provided the start
of both the frames are within a preamble time window.
While valuable in principle, the gains from capture are
limited because the 802.11 preamble persists for a short
time window (20 µs in 802.11a/g). If the SoI arrived 20
µs or later, both frames will still be corrupt (Figure 1(d)).

Link Layer Opportunity
Unless guided by link layer protocols, the intuitive benefits from MIM may not translate into throughput improvements. We argue this using the example in Figure 2. When using MIM receivers, observe that the two
links can be made concurrent only if AP1→R1 starts before AP2→R2. Briefly, since R2 satisfies a higher SINR of
20dB, it can afford to decode its SoI even in the presence
of interference from AP1. However, since R1 satisfies a
lower SINR, starting earlier helps in locking onto AP1’s
signal in the clear. Had the order of transmission been
reversed, AP1→R1 transmission would experience a collision. As a generalization of this example, MIM-aware
scheduling protocols need to initiate weaker links first,
and stronger links later. In a larger network, choosing the
appropriate set of links from within a collision domain,

1
We also assume that the interference is strong enough that, in
the absence of the SoI, it can be decoded by the receiver.

1
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Figure 1: Evolving notion of successful reception. SINR values are approximate, and vary across hardware.
and determining the order of optimal transmission is a
non-trivial research problem. IEEE 802.11 or other MAC
protocols that are unaware of MIM [6] do not ensure
such orderings, failing to fully exploit MIM-capable receivers. Perhaps more importantly, graph coloring based
scheduling approaches may also be inapplicable. This is
because graph coloring approaches assume symmetric
conflicts between links. Link conflicts are asymmetric under MIM (i.e., depend on relative order), and may not be
easily expressed through simple abstractions.

to reordering transmissions offers consistent throughput
improvements against both 802.11 and a centralized scheduling protocol. The subsequent sections expand on each of
these contributions.

2.

TESTBED MEASUREMENTS

We confirm the occurrence of MIM on a testbed of Soekris
devices equipped with Atheros 5213 chipsets using the
MADWiFi driver. Apart from corroborating the observations of [5] about MIM, we also show that due to MIM
the order of transmission matters for successful delivery of packets. The experiment consists of two transmitters with a single receiver placed at various points inbetween. This subjects the receiver to varying SINRs. To
ensure continuous packet transmissions from the transmitters, we modify the MADWiFi driver to disable carrier sensing, backoff, and the inter-frame spacings (EIFS
and SIFS). To time-stamp transmissions, a collocated receiver is placed at each transmitter. Using these timestamps, we are able to merge multiple traces to determine which packets overlap in time and the relative order of overlap. We omit several implementation details,
especially those related to achieving µs-granularity time
synchronization among collocated receivers.

Figure 2: AP1→R1 must start before AP2→R2 to ensure concurrency. In the reverse order, R1 cannot
lock onto AP1’s signal because of AP2’s interference.
In response to this rich research problem, this paper proposes an MIM-aware link layer solution that reorders
transmissions to extract performance improvements. Our
system is named Shuffle in view of its ability to shuffle
the order of transmissions. Our main contributions are:

Figure 3 shows delivery ratio for different order of packet
arrivals, at different positions of the receiver. For all
these positions, the interference was strong, i.e., in the
absence of the SoI, the interfering packets were received
with high delivery ratio. Under these scenarios, observe
that when the receiver is very close to the transmitter
(positions 1, 2, and 3), it achieves a high delivery ratio
independent of the order of reception. This is a result of
achieving a large enough SINR, such that both SoI-first
(SF) and SoI-last (SL) cases are successful. However,
when the receiver moves away from the transmitter (positions 4 and 5), the SINR is only sufficient for the SF
case, but not the SL case. Hence, only 4% of the latearriving packets get received, as opposed to 68% of the
early-arriving packets. This is a clear validation of MIM,
and can be translated into throughput gains by deliberately regulating the start of packets.

(1) Validation of MIM through experiments on a small
testbed. We use MIM-enabled IEEE 802.11 compatible Atheros 5213 chipsets, running MadWiFi drivers on
Soekris hardware. We show that order of transmission
matters while decoding packets.
(2) Analysis of optimal performance improvements
with MIM. We show that MIM-aware scheduling is NPhard, derive upper bounds on throughput using integer
programming in CPLEX, and design heuristics to attain
these bounds.
(3) Design of an MIM-aware scheduling framework,
Shuffle, for enterprise wireless LANs. Our approach
2
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Protocol Architecture

Shuffle executes three main operations as follows: (1)
Pair-wise interference relationships between links are characterized through a measurement-based procedure that
we call rehearsal. (2) Utilizing the interference map, an
MIM-aware scheduler (hosted at the EWLAN controller)
computes a set of concurrent links, and their relative
order of transmission. (3) A transmission manager coordinates the APs to execute the ordered schedule, and
handles failures due to time-varying channel conditions.
The rest of this section presents the details of these individual operations.

Figure 3: Testbed validates MIM. Rx receives from Tx
(at 5 positions) in presence of interferer (Intf).

OPTIMALITY ANALYSIS

A testbed prototype validates the practicality of MIM,
and indicates potential for gains in a large scale network.
The natural question to ask is, what is the maximum gain
available from MIM? Towards this, we perform an optimality analysis of MIM-capable networks. In the interest
of space, we present only the main results.
Given a network, G = (V, E), an MIM-enabled link scheduling algorithm needs to choose a suitable subset of links,
l ∈ E, and specify their order of activation, Ol . The links
and their order must be chosen such that the network
concurrency (or network throughput) is maximized. We
have shown that Optimal MIM-aware scheduling is NPhard. The proof is derived through a reduction of the
Independent Set problem, known to be NP-complete.
We developed an Integer Program (IP) to characterize
the upper bounds on throughput for practical MIM-capable
network topologies. The bounds are compared with an
optimal MIM-incapable scheduling scheme (also NP complete). We omit the IP formulation, and only include the
key results here. Figure 4 presents graphs generated using the CPLEX optimizer. Evident from the graphs, the
ideal benefits from MIM can be high, especially for networks of realistic size.
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4.1.1

Rehearsal

Scheduling algorithms require the knowledge of interference relationships between links. We propose a measurementbased approach to obtain this relationship. Specifically,
the EWLAN controller coordinates the APs and clients to
transmit probe packets in a systematic manner. Other
clients and APs sniff the RSSI values for each transmission, and feed them back to the controller. The timing of
transmissions are carefully planned to ensure clear measurements. Once all the link RSSI values are accumulated, the controller merges them into an interference
map. For the merging operation, we assume that interference is linearly additive [9, 10]. Hence, once the
rehearsal is over, the approximate SINR of any transmission, in the presence of other interfering transmissions,
can be computed. Of course, these values change due
to the time-varying nature of the wireless channel and
client mobility. We address this later in Section 4.1.4.

SHUFFLE: AN MIM-AWARE LINK LAYER

We now propose Shuffle, a link layer solution that exploits MIM capabilities by carefully reordering transmissions. Shuffle targets enterprise WLAN (EWLAN) environments, such as universities, airports, and corporate campuses [7, 8]. In EWLANs, multiple access points
(APs) are connected to a central controller through a
high speed wired backbone (Figures 2 and 6). The con3
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tions change over time, and scheduling algorithms must
remain abreast of such changes. For this, Shuffle employs continuous opportunistic rehearsals. The basic idea
with opportunistic rehearsal is that clients and APs continuously record RSSI values of ongoing transmissions,
and time-stamp them. These < RSSI, time > tuples
from the recent past are piggybacked in ACKs or other
packets that clients send to APs. The APs forward the
clients’ (and their own) tuples to the controller, which
in turn correlates them over time to refresh the interference map. Scheduling decisions are based on this frequently refreshed interference map, allowing Shuffle to
cope with fading and fluctuations. Our measurements
have shown that the conflict graph of the network remains stable over hundreds of packets, giving us reason to believe that opportunistic rehearsal will be fast
enough to cope with channel changes. Of course, this
needs to be confirmed with full scale implementation.

Packet Scheduling

Given the interference map of the network, the job of the
MIM scheduler is to select an appropriate batch of packets from the queue, and prescribe their optimal order of
transmission. Unfortunately, graph coloring algorithms
on conflict graphs are not applicable in the case of MIM.
This is because graph coloring assumes that conflicts between links are symmetric, whereas, due to the ordering constraints in MIM, link conflicts are actually asymmetric. This warrants new MIM-aware scheduling algorithms, that unsurprisingly, prove to be NP-hard. Therefore Shuffle employs a heuristic called Least-Conflict
Greedy. In Least-Conflict Greedy, each packet in the
queue is checked to identify its asymmetric conflicts with
all other packets in the queue. Each packet is assigned a
score based on such conflicts (a higher score if the packet
must start first). Then, the scheduler runs a greedy ordering algorithm based on the scores of packets. The intuition is that packets with fewer conflicts (smaller score)
will be included early in the batch, potentially accommodating more concurrent links. Fairness and starvation
issues are certainly important challenges.

4.1.3

4.2

Staggered Transmissions

The scheduler outputs a batch of packets, and their staggered order of transmission. Each packet from this batch
is forwarded to the corresponding AP, along with its duration of stagger. The APs begin transmission based on
their prescribed stagger, illustrated in Figure 6. Notice
that the transmissions are staggered in the order AP1→C13
before AP3→C32 before AP2→C21. Acknowledgments
to these transmissions may or may not be MIM-aware.
To support MIM-aware ACKs, the “stagger duration” of
ACKs can be piggybacked in the data packets. To reduce
clock synchronization issues, the stagger duration can
be specified as the time between the receipt of the data
and the start of the ACK transmission. Clients transmit
the ACKs after this specified wait. Transmission failures
are handled through scheduled retransmissions from the
controller. The failed packet’s priority is increased to ensure quicker scheduling.

Limitations, Issues, and Extensions

While time synchronization is necessary to stagger packets, we believe that it need not be too tight. This is because we require packets to be staggered more than the
preamble of an earlier packet. Conservative staggering
(by adding a factor-of-safety more to the preamble duration) can accommodate clock skews. The impact on
performance may only be marginal.
Shuffle needs to account for upload traffic. For this,
clients could express their intent by setting a flag on ACK
packets. On getting a flagged ACK, the controller could
schedule the client in the next batch of transmissions.
For clients that do not have an ACK to send, a short periodic time window can be allocated for contention-based
(CSMA) transmissions.
Interferences in the 2.4GHz band, such as from microwaves,
cordless phones, or even from other devices near the periphery of the EWLAN, can affect the scheduled transmissions. Shuffle can account for them through rehearsal
if they persist for long durations. If they are transient,
Shuffle will rely on retransmissions to cope with them.
The discussion of Shuffle thus far assumes that all transmissions use a fixed rate and power. If APs are allowed to
transmit at varying rates and power levels, the controller
may be able to extract higher spatial reuse. The impact
of rate and power on MIM-aware schedules is part of our
future work.

5.

We evaluate Shuffle using the Qualnet simulator. MIM
capabilities were carefully modeled into the PHY and
MAC layer of the simulator. The EWLAN controller was
assumed to have a processing latency of 50µs, and the
wired backbone was assigned 1 Gbps data rate. We used
802.11a with transmission power 19dBm, two ray prop-

Figure 6: Batch transmission with suitable stagger.

4.1.4

EVALUATION

Handling Channel Fluctuations

A rehearsal produces a snapshot of the interference relationships in the network. However, the interference rela4
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Figure 7: (a) Throughput for university topologies. Shuffle outperforms NoMIM and 802.11, characterizing the
gains from MIM. (b) Higher AP density creates more opportunities for concurrency with MIM. (c) Percentage
throughput improvement with channel fading – Shuffle performs well under Rayleigh and Ricean fading.
agation model, transmission rate 12Mbps, and a PHY
layer preamble duration of 20µs. While we evaluated
latency, fairness, and some scheduling variants, we report results for the primary metric of throughput.
We compare Shuffle with 802.11 and an MIM-incapable
scheme, called NoMIM. The gain from MIM alone is reflected in the difference between Shuffle and NoMIM.
The difference between NoMIM and 802.11 characterizes the gains from centralized scheduling. Fig. 7(a)
presents throughput comparisons for topologies taken
from university buildings with different number of APs
on the same channel; each AP was associated to around
6 clients. As a special case, the second topology has APs
associated to 20 clients, resembling a classroom setting.
Shuffle consistently outperforms NoMIM and 802.11, confirming the potential of MIM-aware reordering. Evident
from the difference between NoMIM and 802.11, a fair
amount of benefit is also available through centralized
scheduling in EWLANs.

simulate Ricean fading with varying K factors, and lognormal shadowing. Figure 7(c) shows the percentage
improvement of Shuffle over 802.11 for different values
of K. For K = 0 (Rayleigh Fading), the fading is severe
and the improvements are less than at higher values of
K. Still, the improvements are considerable, indicating
Shuffle’s ability to cope with time-varying channels. The
improvements were verified to be a consequence of opportunistic rehearsals; when opportunistic rehearsal was
disabled, the performance degraded.

6.

SHUFFLE WITH MIM VS SIC

Successive interference cancellation (SIC) is a physical layer
capability that can be exploited at the MAC layer to extract a weaker signal of interest (SoI) from a stronger
interference [11]. This development calls into question
the utility of Shuffle based on MIM. An obvious argument in favor of MIM is that it is feasible with current
Atheros chipset based receivers whereas SIC capable receivers may be available sometime in future. Nevertheless, we address this issue in this section by first contrasting the abilities of MIM with SIC, and then arguing how
Shuffle augments SIC towards even higher performance.

Impact of AP density
Next generation EWLANs may be envisioned to have very
high density of access points (perhaps each Ethernetcapable desktop will act as an AP ). To understand Shuffle’s scalability in high density environments, we randomly generated topologies in an area of 100x150 m2 .
We placed an increasing number of APs (ranging from 5
to 50) at uniformly random locations in this region. Each
AP is associated with 4 clients and the controller transmits CBR traffic at 1000 pkts/sec to each of the clients.
Figure 7(b) illustrates that the throughput of shuffle increases as the density of APs increase. This is because the
number of short (and hence high SINR) links increases
with greater number of APs. This enables more links satisfying the SoI-Last threshold.

Suppose two frames S and I overlap at a receiver and assume S is the frame of interest. Conventionally S can be
decoded only if it is stronger than I and arrives before I at
the receiver. With MIM, S can be extracted regardless of
whether S arrives before or after I. However, even MIM
cannot help if S is weaker than I. Importantly, SIC empowers a receiver to decode I, subtract it from the combined signal (S + I + Noise), and then decode S from
the residue (S + Noise). Of course, this description is
an over-simplification for the purpose of brevity. Now,
we observe that ordering of transmissions helps even
with SIC. Consider the two cases when I is moderately
stronger, or much stronger, than S. (1) If I is moderately
stronger than S, then initiate I before S. This helps in
decoding I first with a lower SINR threshold because its
preamble is sent in the clear (recall SoI-first case from
MIM). Once I is decoded well, it can be subtracted bet-

Impact of Fading
The above simulation results were obtained without channel fading, however, the impact of channel fading can be
severe, and the protocol needs to adapt to it over time.
To evaluate our opportunistic rehearsal mechanisms, we
5
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ter, allowing better decoding of S. (2) However, if I is
much stronger than S, then initiate I after S (recall SoIlast case from MIM). Since the receiver re-locks into I
anyway, this ordering helps decode S’s preamble in the
clear, which is later beneficial for separating S from the
residue. Thus, Shuffle’s approach of reordering and staggering of transmissions facilitates concurrency in SIC as
well. Now, in the case where the receiver is interested in
both the frames, similar MIM-aware reordering can be
helpful. One needs to view both S and I as signals of interest, say S1 and S2. Thereafter, the two signals need to
be initiated in the appropriate order, depending on their
relative strengths. Figure 8 shows this interplay of SIC
and MIM through a logical representation.

An SIC-aware Shuffle system will also employ rehearsals
and stagger transmissions as in Fig. 5. The only change
is the input to the scheduler. Instead of MIM constraints,
SIC will have to be satisfied while scheduling the batch
of queued packets. SIC constraints permit higher spatial reuse than MIM constraints as they allow a weaker
reception to be concurrent with a stronger interfering
transmission. We plan to build and evaluate this ordersensitive link layer to exploit both MIM and SIC.

7.

CONCLUSION

Physical layer capabilities like MIM and SIC are capable
of better coping with interference. Although some benefits may be automatically available, significant improvements can be achieved if the link layer explicitly exploits
these capabilities. This paper investigates link layer opportunities and challenges towards harnessing these capabilities. We present an MIM-aware framework named
Shuffle that reorders transmissions to enable concurrent
communications. Theoretical and simulation studies show
that building MIM-aware networks are worthwhile; our
small-scale prototype validates its practicality. Based on
these results, we are implementing Shuffle with the aim
of providing a fully functional system solution.

8.
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Figure 8: Ideal ordering of transmissions and corresponding reception outcomes (assuming S1 and S2
are not too weak). (1) when S1 and S2 of comparable strength, then both frames lost (black) (2) when
S1 moderately stronger than S2, and S1 started before S2, both received (dark gray) (3) when S1 much
stronger than S2, and S1 started after S2, both received (light gray). The upper square is symmetric.
SIC, when coupled with power control, opens up interesting possibilities for scheduling transmissions. Consider a scenario where S1 and S2 have packets to transmit to R1 and R2, respectively. Suppose the received signal strengths of S1 and S2 at R2 are comparable, i.e., fall
within the middle black band in Figure 8. If they transmit concurrently, both will fail even with SIC because
neither of the signals can be decoded for subsequent subtraction. On the contrary, if the S2 to R2 signal is made
weaker by S2 transmitting at a lower power, i.e., moving from the middle black band of Figure 8 vertically towards x-axis, both transmissions can be successful. This
is because both R1 and R2 can capture S1’s frame which
is relatively stronger, and R2 can then cancel S1’s frame
to extract S2’s frame. The benefit of SIC is of course contingent on the signal strength values and in some cases
may result in a lower rate for S2→R2.
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work has either detected gullibility manually or has automatically checked for specific vulnerabilities in security
protocol specifications [13, 15, 20, 18, 5]. We define the
general problem of protocol gullibility detection, discuss
the challenges involved, and propose techniques that can
help to address these challenges. Finally, we report on
the design of a preliminary prototype gullibility checker
along with some initial results on a very simple protocol.
We formalize the problem of automatic gullibility detection in Section 3 as a game between an angelic component that consists of honest players and a demonic component that consists of manipulative players. The angelic
component follows the protocol, while the demonic component can take any action, including sending or not sending any particular packet. A protocol is considered gullible
if there exists a strategy for the demonic component such
that a desirable property of the protocol is violated.
Automatically determining protocol gullibility is challenging. The key challenge is the enormity of demonic
strategy space. At any step, any particular bit pattern can
be sent, and complicated strategies may involve a long sequence of particular packets. A second difficulty is the
need to search the space of network conditions, because
some strategies succeed only under certain network conditions. Finally, even determining when a strategy has
succeeded may be difficult, requiring comparison with a
reference run where all participants are honest. Section 4
describes these challenges in detail and proposes several
techniques to address them.
To begin exploring the problem and our approach, we
have developed a preliminary gullibility checker that incorporates a subset of the techniques we propose. We
present initial results from using our checker to analyze
an implementation of the ECN protocol. The checker can
successfully discover the attack that was previously manually discovered [21] as well as some variations on this
attack. Our results for ECN, a very simple protocol, are
encouraging and so we are excited to continue exploring
our approach on more complex protocols.

Abstract – We consider the task of automatically evaluating protocol gullibility, that is, the ability of some of
the participants to subvert the protocol without the knowledge of the others. We explain how this problem can be
formalized as a game between honest and manipulative
participants. We identify the challenges underlying this
problem and outline several techniques to address them.
Finally, we describe the design of a preliminary prototype
for checking protocol gullibility and show that it can uncover vulnerabilities in the ECN protocol.

1.

Microsoft Research

INTRODUCTION

Modern communication protocols are regularly used
among entities that should not trust each other to faithfully follow the protocol. Sometimes trust is unwarranted
because a participant may not know the identity of the
other entities. Even with known identities, there is still
the possibility that others have been hijacked by malicious
agents. Further, an entity can inadvertently violate the
protocol due to bugs in the implementation.
Whatever the cause, protocol violations can break important protocol invariants, leading to a variety of attacks.
For example, Savage et al. show that a TCP receiver can
fool the sender into sending faster than the intended congestion controlled rate [19]. In fact, they point out three
different ways to accomplish this task. Spring et al. show
that an ECN (Explicit Congestion Notification) receiver
can fool the sender into ignoring congestion by simply
flipping a bit [21], undermining the central purpose of the
protocol. Researchers have reported similar kinds of vulnerabilities in peer-to-peer protocols, multi-hop wireless
networks, and routing protocols as well [4, 14, 1].
Thus, it is strongly desirable that communication protocols be robust against accidental or intentional manipulation by participants. We say that a protocol is gullible
if a subset of the participants can violate desirable properties of the protocol by disobeying the protocol in some
fashion. Today, protocol gullibility is determined through
manual inspection; for example, all vulnerabilities above
were discovered manually. While significant progress has
been made recently in identifying bugs in protocol implementations [7, 17, 11], bug-free honest participants may
still be fooled by manipulative participants, as the examples above illustrate.
In this paper, we pose the problem of automatically
evaluating a protocol’s gullibility. To our knowledge, prior

2.

EXAMPLE MANIPULATIONS

We describe below some example vulnerabilities found
in existing protocols, to provide insight into the kinds of
manipulations that we are interested in uncovering.
ACK division in TCP [19]: TCP increases its congestion window in units of entire packets whenever a packet
that acknowledges previously unacknowledged bytes ar1
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rives. A manipulative receiver can speed transfers by ac- A consists of honest players. These players communiknowledging individual bytes rather than entire packets cate with each other and with D by exchanging messages.
(as an honest receiver would).
D consists of manipulative players, possibly colluding
Duplicate ACKing in TCP [19]: A TCP sender sends through out-of-band mechanisms. Finally, assume that
more data in response to any acknowledgment, since the there is a property P over the state of A and D that repreacknowledgment signals that some data left the network. sents an invariant that the protocol should never violate.
A manipulative receiver can speed transfers by generating
The game proceeds by alternating moves of the two
multiple, duplicate acknowledgments for the last received components. On its turn, A chooses one of the possible
sequence number.
actions allowed by the protocol, such as a packet receive
Optimistic ACKing in TCP [19]:
TCP assumes that or a timer event. The choices available to A represent the
the time between a data segment being sent and an ac- nondeterminism that is outside D’s control. In particular,
knowledgment being received is a round trip time, and its actions of the network, e.g., packet losses, are considered
congestion window increases as a function of that time. moves of A. D responds by consulting its attack strategy.
A manipulative receiver can speed transfers by optimisti- Its move involves either sending an arbitrary packet to A
cally sending acknowledgments for packet sequence num- or choosing not to respond. The protocol under study is
bers that have not arrived yet.
gullible if there exists a strategy for D with which D can
Hiding congestion in ECN [21]:
In the ECN proto- eventually drive the system to a state that violates P .
col, routers set a bit in the header to signal congestion.
Our problem formulation has two notable features. First,
The receivers then reflect this bit when sending packets to we distinguish between angelic and demonic nondeterthe sender, at which point the senders reduce their trans- minism, because different methods are required to sysfer rate. A manipulative receiver can speed transfers by tematically search over them. Given a state, the angelic
setting the congestion bit to zero instead of reflecting it.
component usually has a handful of moves that obey the
Dropping packets in multi-hop wireless networks [14]: rules of the protocol. The demonic component can, howMulti-hop wireless networks enable connectivity by hav- ever, send an arbitrary packet, representing an astronoming nodes relay for one another. Manipulative nodes can ically huge search space at each step. Moreover, the desimply drop all packets that they are asked to relay while monic component might use a stateful strategy, whereby
reaping the benefits by having others relay for them.
the choices made at one step depend on the preceding
Lying about connectivity in routing protocols [1]: Rout- choices. In contrast to our formulation, the current work
ing protocols such as OSPF and BGP rely on nodes accu- on model checking system implementations [7, 17, 11]
rately reporting their connectivity, i.e., who they connect has either no demonic component or a very restricted one.
to and the connection cost. Manipulative nodes can sigSecond, the property P that identifies when manipulanificantly distort routing paths by lying.
tion has happened depends on the protocol under test. As
Attacks in DHTs [4]: Castro et al. present a variety of a simple example, P can state that the connection queue
ways in which a manipulative node can hurt the overlay. should not be able to remain full forever, which represents
The set of possible manipulations is large. It includes how a denial-of-service attack. A more complicated example
the node identifiers are generated, how routing messages property would limit the throughput that can be obtained
are propagated, and how messages are forwarded.
by the demonic component. Checking for violations of
All the vulnerabilities above were discovered manually. this kind of property is important, since many discovered
We want to automate the search for these kinds of vulner- manipulations concern resource allocation attacks [19, 21,
abilities. Researchers have proposed fixes to these vulner- 14, 4]. For such cases, we propose that P be specified
abilities. Automated tools can also help determine if the in terms of a comparison to a “reference” behavior that
fixes are themselves robust.
occurs if the demonic component were to honestly follow the protocol. For example, congestion control protocols could require that no receiver gets more data than
3. PROBLEM STATEMENT
what it would get by following the protocol; DHTs and
Consider a communication protocol that two or more wireless relaying protocols could require that the ratio of
parties use in order to achieve a common goal. The honest packets relayed and generated not change; and routing
participants execute the protocol correctly. The manipu- protocols could require that forwarding table pointers not
lators have complete freedom in what they choose to send change. More generally, we could specify that important
(or not send) and when. Multiple manipulators may also state variables for a protocol not change.
collude. We seek to determine if the protocol is gullible,
that is, the manipulators can prevent the honest partici- 4. CHALLENGES AND TECHNIQUES
pants from achieving the goals of the protocol.
We now describe the challenges in building a practical
We formalize this problem as a two-player game be- tool to test protocol gullibility and propose techniques to
tween A and D, the angelic and demonic components. address these challenges.
2
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4.1

Challenge: Practical Strategy Search

ble values, which searching them independently yields a
much smaller space of 2 × 232 = 233 values. We rely on
the user to provide information about which fields should
be considered independent of one another.
• Consider only limited-history strategies
We expect
that many interesting attacks require the manipulator to
take only a small number of basic steps. The attack is then
carried out by repeated application of this small sequence
of steps. For instance, the ECN vulnerability mentioned
earlier is a single-step strategy: the manipulator needs to
send a specific bit pattern in order to get more bandwidth.
Therefore, our tool can bound the length of strategies that
it will consider to a small constant.
• Leverage program analysis techniques
As mentioned above, we consider only syntactically correct packets, since other packets are typically ignored. However,
many syntactically correct packets may also be ignored
by an honest participant. For instance, if IPv4 is the protocol being checked, packets with anything but the value
of 4 in the version field are ignored. As another example,
TCP senders ignore acknowledgments for sequence numbers below the last acknowledged sequence number. We
propose to identify the legal values of header fields using
program analysis of protocol source code; our search can
then ignore other values for these fields.
Program analysis can also help direct the strategy search
itself by identifying conditions under which an honest participant’s state can change in ways that are beneficial to a
manipulator. For instance, program analysis of a TCP implementation can determine values of header fields in a
received packet that cause the honest participant to send
more bytes. We intend to allow the tool user to provide a
set of variables in the honest participants’ state, and program analysis will direct the search to strategies that cause
these variables’ values to change.
For both types of analyses above, we hope to leverage
recent work on directed random testing [9], which combines symbolic execution [12] with program testing.

The primary challenge that we face is that the space
of possible demonic strategies is huge. There are 212000
possibilities for a 1500-byte packet that the manipulator
can send. Further, that is just the size of the search space
for a single message; complicated attacks may depend on
sending a particular sequence of packets.
We propose a variety of techniques to reduce the search
space size. These techniques leverage the structure inherent in network protocols as well as some properties
that are common across large classes of protocols. While
these search-space reduction techniques can potentially
cause our tool to miss some attacks, we believe that many
vulnerabilities of interest, including most of the ones described in Section 2, can still be found. Systematically
discovering such vulnerabilities would be a significant improvement in the current state of art and is a first step towards automatically discovering other kinds of attacks.
• Consider only the header part of the packet
The
control flow of most protocols is based on the contents of
the header and not on the payload. Hence, instead of considering the entire packet, we focus on headers. Within a
packet, what is header versus payload depends on the protocol being tested. For instance, for IP everything other
than the IP header constitutes the payload even though
that payload may contain TCP headers. This technique
enormously reduces the search space. If the header size
is 40 bytes, for 1500-bytes packets, the single-step search
space goes from 212000 to 2320 .
• Consider only syntactically correct packets
Protocol
packets are not random bit strings but have specific formats. For instance, the checksum field occurs in a certain location and is computed over specific bits. Honest participants typically discard incoming packets that
are not in the requisite format. Accordingly, rather than
searching the space of all bit patterns, we focus on packets that comply with that format. The packet format can
be provided by the user or automatically inferred [6] from
traces. While there may be some attacks that involve noncompliant packets, these are very likely to be due to implementation bugs, such as buffer overflows. We are not
interested in finding such bugs; other methods, such as
fuzzing [16, 8], are more apt for finding them.
• Exploit header-field independence
To further reduce
the search space, we assume that most header fields are
independent of one another with respect to possible vulnerabilities. That is, most vulnerabilities can be discovered through a systematic search within the possible values for groups of fields, keeping the values of other fields
unchanged. For instance, for TCP one might assume that
the sequence number and acknowledgment number fields
are independent, allowing us to independently search the
fields for possible attacks. Since each field is 32 bits,
searching them together would yield a space of 264 possi-

4.2

Challenge: Variable network conditions

Some protocol vulnerabilities are exploitable only under certain network conditions. For instance, the ECN
bit-flipping vulnerability comes to light only if the network is congested and thus marks congestion bits in some
packets. If we simulate only uncongested paths, we will
not be able to uncover this ECN vulnerability.
Therefore, for each strategy considered during strategy
search, we must search the space of possible network path
behaviors. We make the simplifying assumption that the
paths between each pair of participants are independent
of one another. We can then separately characterize each
such path, for instance, by its loss rate and latency. The
behavior of each path defines a space of network conditions, which our tool searches for each demonic strategy.
3
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Type
Fixed
Checksum
Enum
SeqNum

Description
Fields that should not be modified
Fields that represent a checksum over certain bits in the header
Fields that take on specific bit patterns. E.g., Protocol field in IP header
Fields that represent sequence numbers

Range
Id

Fields that take on a range of value. E.g., Addresses and port numbers
Fields that contain identifiers. E.g., IP identifier in IP header, or node
identifier in peer-to-peer protocols
All other fields

Other

Default strategies
None
None
Pick a value deterministically; pick one at random
Subtract or add a constant value; multiply or divide by a constant value
Pick a value deterministically; pick one at random
Pick one at random
User-specified

Table 1: Fields types and default strategies in our system.

4.3

Challenge: Determining when a strategy has be sent. Our function returns the modified packet and inbeen successful
dicates whether it should be dropped.
We have not yet implemented packet insertions at arbitrary times, the third action above. Our plan is to add a
timer to the protocol implementation. An arbitrary packet
can be sent when this timer fires.
The protocol tester provides three required inputs and
one optional input to our system:
1. Network configuration
This includes the number of participants, and the fraction of participants that are
honest. If the protocol is asymmetric, such as TCP sender
vs. receiver, the tester also specifies which aspect to test.
This setup information is distinct from network path conditions (e.g., loss rate) for which we automatically explore
the various possibilities. In the future we plan to automatically generate and test a range of possible setups as well.
2. Variables of interest The tester specifies the property to be tested indirectly by providing a set of variables
of interest within the protocol implementation. The intent
is that the tester is interested in ways in which a manipulator can cause deviations in the values of these variables.
If the implementation does not already have the necessary
variables, we expect the testers to implement them. For
instance, while the current congestion window is an existing state variable in a TCP implementation, total traffic
sent may not be, but it can be easily implemented.
3. Protocol header format The format is specified in
terms of the header fields and their types. The types that
we currently use are listed in Table 1. This list is based
on an informal survey of several common protocols and
it may grow as we experiment with more protocols. For
some of the types, e.g., Enum and Range, the format must
specify the possible values of their fields.
4. A packet modifier class
The packet modification operation produces a modified version of the input
packet. Each header field is modified independently, depending on its type. The default modification strategies
are shown in Table 1. All default modification strategies
are memoryless: they do not depend on what was sent before. Users can optionally provide their own packet modifier class implementing our API, in order to specify their
own strategies for these and other field types.
Given these inputs, we use the simulation engine provided by the MACE framework [11] to evaluate protocols.

As mentioned earlier, for complex properties, particularly those related to resource allocation, a strategy’s success cannot be determined simply by running the strategy;
instead we must compare against reference behavior when
all participants are honest. However, two individual runs
of the protocol cannot be meaningfully compared directly,
due to the nondeterminism in the angelic component (e.g.,
network conditions). For example, under a given network
condition of 20% loss rate, the behavior of TCP is not
unique but depends on which specific packets are lost.
Therefore, to compare a manipulated protocol against
reference behavior, we run each version of the protocol
multiple times under a given network condition, obtaining
a distribution for each over some set of metrics (e.g., number of messages sent in a given amount of time). We can
then use statistical tests (e.g., the Kolmogorov-Smirnov
test or Student’s t-Tests) to determine if the two distributions are statistically different.

5.

PROTOTYPE CHECKER

To study the feasibility of automatically checking protocols for gullibility, we are implementing a prototype
checker. Our current implementation uses all of the techniques described above except for program analysis. Further, rather than asking the user for information about field
independence, we simply assume that all fields are independent of one another. Finally, we use network simulation to explore angelic nondeterminism.
Our system works directly with protocol implementations written in the Mace language for distributed systems [10]. We create the manipulators as modifications
of an “honest” implementation of the protocol. At a high
level, the manipulator has three types of actions that cover
the space of possible strategies: i) drop packets that honest players would have sent; ii) modify the contents of
packets that honest players would have sent; and iii) send
packets when honest players would not have sent a packet.
We have created a simple API for dropping and modifying packets, along with a default implementation of the
API (a C++ class). Wherever the protocol source code
calls the function to send a packet, we insert a call into our
API’s modify or drop function, passing the packet to
4
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Figure 1: Results of using our prototype to check the gullibility of the ECN protocol. Each graph corresponds to
a different cheating strategy by the receiver. The x-axis indicates the fraction of packets on which the congestion
bit was set. The y-axis is the number of timer events to deliver 300 packets to the receiver.
In each run of the simulator, we fix a particular set of network path conditions as well as a particular modification
strategy for each header field. The cross product of network path conditions and possible modification strategies
thereby forms the state space that our engine explores.
For each pair of a set of network conditions and a modification strategy, we simulate the protocol multiple times.
We also simulate multiple runs of a completely honest
version of the protocol for each possible set of network
conditions. If there are statistically significant differences
in the values of variables of interest between the honest
and manipulated runs for a given strategy and set of network conditions, we deem the protocol to be gullible.

6.

time needed to send a particular number of packets. Because we do not explicitly simulate time, we cannot directly measure throughput. Finally, we emulate different
network conditions by configuring different probabilities
of setting the congestion bit.
The graphs in Figure 1 show the protocol behavior as
a function of the network conditions. They show this behavior with both the honest receiver as well as with different cheating strategies. The set of cheating strategies
in this case involve setting the congestion bit to 0, 1, or
randomly. We conduct 200 trials for each combination of
receiver strategy and network conditions, with each trial
simulating the sending of 300 packets. We show all data
points thus obtained, to demonstrate the variance with network conditions.
The figure shows how our tool can automatically determine which strategies work and quantify their impact. It
shows that a misbehaving receiver can speed transfers by
always setting the bit to zero and it can slow transfers by
always setting the bit to one. Further, the misbehaving receiver can speed transfers even by setting the congestion
bit randomly.
The graphs show that the impact of a cheating strategy is visible only under certain network conditions. For
instance, the impact of setting the congestion bit to zero
does not show until 40% of the packets have the congestion bit set and that of setting the bit randomly does not
show until 60% of the packets have the congestion bit set.
This behavior points to the importance of simulating different network conditions along with cheating strategies.
Without simulating different network conditions, a gullibility checker might incorrectly infer that certain strategies are unsuccessful.

CASE STUDY: ECN

We now present results from using the preliminary version of our tool to test the ECN protocol. We chose to
start with ECN because of its simplicity. Nonetheless, a
study of even this simple protocol reveals many relevant
insights and provides initial evidence for the feasibility of
automatic gullibility checking.
We implemented a version of the ECN protocol in the
Mace framework. Its header has only one field, of type
Enum with 0 and 1 as the possible values. The field value
is initially 0, and it is set to 1 by the network to indicate
congestion. The sender starts by sending one packet to
the receiver. The receiver acknowledges each received
packet. The honest receiver’s acknowledgment reflects
the value of the congestion bit in the packet it received.
Dishonest receivers are free to do anything. In response to
receiving an acknowledgment that does not indicate congestion, the receiver sends two new packets. If congestion
is indicated, the sender does not send any new data. In addition, the sender has a timer that fires periodically. If no
packet has been sent since the last firing, the sender sends
a new packet, to keep the information flow going.
We specify the network setup as having two nodes, one
sender and one receiver, and we tell our tool to investigate
manipulation by receivers. We also specify that protocol
behavior should be measured in terms of the number of
timer events. This measure indirectly captures the total

7.

RELATED WORK

We are directly inspired by the recent success [7, 17,
22, 11] of systematic search techniques, as implemented
by a model checker, in finding safety and liveness errors
in system implementations. This class of research focuses
on scaling to large systems and on nondeterminism arising
from the timing of various events in the system. The de5

36

monic nondeterminism considered is fairly restricted and 9. REFERENCES
Barbir, S. Murphy, and Y. Yang. Generic threats to routing
is limited to the network dropping packets or a system re- [1] A.
protocols. Technical Report RFC-4593, IETF, Oct. 2006.
boot occurring at an arbitrary instant. A straightforward [2] Browser Fuzzing for Fun and Profit. http://blog.metasploit.com/
2006/03/browser-fuzzing-for-fun-and-profit.html.
extension of these techniques to include actions of an all[3] C. Cadar, V. Ganesh, P. M. Pawlowski, D. L. Dill, and D. R.
powerful malicious attacker does not scale.
Engler. Exe: automatically generating inputs of death. In ACM
Another related class of prior research applies formal
Conference on Computer and Communications Security, pages
verification techniques to validate abstract models of se322–335, 2006.
curity protocols against malicious attacks [13, 15, 20, 18, [4] M. Castro, P. Druschel, A. Ganesh, A. Rowstron, and D. S.
Wallach. Secure routing for structured peer-to-peer overlay
5]. Our work is most closely related to the use of model
networks. In OSDI, Dec. 2002.
checking [20, 5] to systematically enumerate the behavior [5] E. M. Clarke, S. Jha, and W. Marrero. Verifying security protocols
with brutus. ACM Trans. Softw. Eng. Methodol., 9(4):443–487,
of the protocol in the presence of an attacker aiming to
2000.
acquire a secret only known to honest participants. The
[6] W. Cui, M. Peinado, K. Chen, H. J. Wang, and L. Irun-Briz.
attacker models considered are powerful and can generTupni: Automatic reverse engineering of input formats. In The
15th ACM Conference on Computer and Communications
ate arbitrary packets by combining parts of previously exSecurity (CCS), 2008.
changed messages and publicly known encryption keys.
[7] P. Godefroid. Model checking for programming languages using
However, due to the inherent state-space explosion probverisoft. In Principles of Programming Languages (POPL), Jan.
lem, the problem instances considered are small hand1997.
abstracted models of security protocols with very few mes- [8] P. Godefroid, A. Kiezun, and M. Y. Levin. Grammar-based
whitebox fuzzing. In PLDI, pages 206–215, 2008.
sage exchanges. In contrast, our work targets larger general- [9] P.
Godefroid, N. Klarlund, and K. Sen. Dart: Directed automated
purpose network protocol implementations. We also check
random testing. In PLDI ’05: Proceedings of the 2005 ACM
SIGPLAN Conference on Programming Language Design and
more complex properties, in particular those that compare
Implementation, pages 213–223, New York, NY, USA, 2005.
the attacker against an honest version under the same netACM.
work conditions. The price for these generalizations is [10] C. Killian, J. W. Anderson, R. Baud, R. Jhala, and A. Vahdat.
that our approach is appropriate for finding attacks but not
Mace: Language support for building distributed systems. In
PLDI, June 2007.
for producing a formal proof of correctness.
[11] C. Killian, J. W. Anderson, R. Jhala, and A. Vahdat. Life, death,
Automated fuzzing techniques [16, 2], which subject
and the critical transition: Finding liveness bugs in system code.
a system to random sequences of inputs, can find many
In NSDI, Apr. 2007.
errors in systems, some of which can lead to malicious [12] J. C. King. Symbolic execution and program testing. Commun.
ACM, 19(7), 1976.
attacks. As an extension, directed random testing [9, 3,
[13] G. Lowe. Breaking and fixing the Needham-Schroeder public-key
8] generates inputs based on symbolic execution of the
protocol using FDR. In Tools and Algorithms for the Construction
and Analysis of Systems (TACAS), volume 1055, pages 147–166.
program. These techniques have been used to find impleSpringer-Verlag, Berlin Germany, 1996.
mentation errors, particularly errors in validating inputs.
[14] R. Mahajan, M. Rodrig, D. Wetherall, and J. Zahorjan.
Our focus is on finding vulnerabilities in the protocol deEncouraging cooperation in multi-hop wireless networks. In
sign itself. Therefore we restrict ourselves to well-formed
NSDI, May 2005.
input packets. However, as mentioned earlier we are in- [15] C. Meadows. The NRL protocol analyzer: An overview. Journal
of Logic Programming, 26(2):113–131, 1996.
terested in adapting fuzzing and testing techniques to our [16] B.
P. Miller, L. Fredriksen, and B. So. An empirical study of the
setting, in order to reduce the search space.
reliability of unix utilities. Commun. ACM, 33(12):32–44, 1990.

8.

[17] M. Musuvathi, D. Park, A. Chou, D. Engler, and D. Dill. CMC: A
pragmatic approach to model checking real code. In OSDI, Dec.
2002.
[18] L. C. Paulson. Proving properties of security protocols by
induction. In CSFW ’97: Proceedings of the 10th IEEE workshop
on Computer Security Foundations, page 70, Washington, DC,
USA, 1997. IEEE Computer Society.
[19] S. Savage, N. Cardwell, D. Wetherall, and T. Anderson. TCP
congestion control with a misbehaving receiver. Computer
Communication Review, 29(5), 1999.
[20] V. Shmatikov and U. Stern. Efficient finite-state analysis for large
security protocols. In CSFW, pages 106–115, 1998.
[21] D. Wetherall, D. Ely, N. Spring, S. Savage, and T. Anderson.
Robust congestion signaling. In ICNP, Nov. 2001.
[22] J. Yang, P. Twohey, D. R. Engler, and M. Musuvathi. Using model
checking to find serious file system errors. In OSDI, pages
273–288, 2004.

CONCLUSIONS

We have proposed and defined the problem of automatically checking protocols for gullibility, i.e., their vulnerability to manipulation by some of the participants.
We identified the challenges in building a practical tool
for this task and proposed several techniques to address
them. We are currently developing a prototype checker
using these techniques. Early results from using our tool
to check the ECN protocol are promising, automatically
identifying vulnerabilities and the network conditions under which they are exploitable. We are excited to improve
our tool and apply it to new classes of protocols.
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A BSTRACT

sufficient for the applications.
Despite this success, WSNs have fallen short of the
original vision of smart-dust. They have not led to an
approximation of sensing embedded in the fabric of everyday life, where walls, clothes, products, and personal
items are all equipped with networked sensors. For this
manner of deployment, truly unobtrusive sensing devices
are necessary. The size and finite lifetime of motes make
them unsuitable for these applications.
We argue in this paper that Radio Frequency Identification (RFID) technology has a number of key attributes
that make it attractive for smart-dust applications. Passive UHF RFID already allows inexpensive tags to be remotely powered and interrogated for identifiers and other
information at a range of more than 30 feet. The tags can
be small as they are powered by the RF signal transmitted
from a reader rather than an onboard battery; aside from
their paper thin antennas, RFID tags are approximately
one cubic millimeter in size. Moreover, their lifetime can
be measured in decades as they are reliable and have no
power source which can be exhausted. These advantages
have resulted in the widespread deployment of RFID for
industrial supply-chain applications such as tracking pallets and individual items. However, RFID technology is
limited to only identifying and inventorying items in a
given space.
The RFID Sensor Networks (RSNs) we advocate in
this paper extend RFID beyond simple identification to
in-depth sensing. This combines the advantages of RFID
technology with those of wireless sensor networks. In
our previous work, we have demonstrated the technical feasibility of building small, battery-free devices that
use the RFID PHY and MAC layer to power themselves,
sense, compute, and communicate; we refer to these devices as Wireless Identification and Sensing Platforms
(WISPs)[12, 13]. While other research efforts such as
[3] have combined RFID with sensing, to the best of our
knowledge, the Intel WISP is the only RFID sensor node
with computational capabilities and that operates in the
long range UHF band.
While the feasibility of WISPs has been established
by this earlier work, how to harness many such devices
to create RSNs is an open question. An RFID sensor net-

We argue that sensing and computation platforms that
leverage RFID technology can realize “smart-dust” applications that have eluded the sensor network community. RFID sensor networks (RSNs), which consist of
RFID readers and RFID sensor nodes (WISPs), extend
RFID to include sensing and bring the advantages of
small, inexpensive and long-lived RFID tags to wireless
sensor networks. We describe sample applications suited
to the space between existing sensor networks and RFID.
We highlight the research challenges in realizing RSNs
such as the use of intermittent power and RFID protocols suited to sensor queries.

1

I NTRODUCTION

In the late 1990s, the vision of “smart-dust” was articulated by the research community. This vision was predicated on advances in microelectronics, wireless communications, and microfabricated (MEMS) sensing that
were enabling computing platforms of rapidly diminishing size. The early proponents imagined devices one cubic millimeter in size with capabilities sufficient to power
themselves, sense the environment, perform computation, and communicate wirelessly [7]. Large-scale deployments of such devices would enable a wide range
of applications such as dense environmental monitoring,
sensor rich home automation and smart environments,
and self-identification and context awareness for everyday objects.
The past decade has seen significant effort and
progress towards the original motivating applications. In
particular, wireless sensor networks (WSNs) based on
“mote” sensing platforms have been applied to many
real-world problems. Remote monitoring applications
have sensed animal behavior and habitat, structural integrity of bridges, volcanic activity, and forest fire danger [5], to name only a few successes. These networks leveraged the relatively small form-factor (approximately 1” x 2”) of motes and their multihop wireless communication to provide dense sensing in difficult
environments. Due to their low power design and careful networking protocols these sensor networks had lifetimes measured in weeks or months, which was generally
1
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mote and its finite lifetime makes it unsuitable for applications where sensing must be embedded in small objects, or in inaccessible locations where batteries cannot
be replaced.

2.2

While there are a number of different RFID specifications, that of greatest interest for sensing applications
is the EPCglobal Class-1 Generation-2 (C1G2) protocol [4], as it is designed for long-range operation. The
C1G2 standard defines communication between RFID
readers and passive tags in the 900 MHz Ultra-High Frequency (UHF) band, and has a maximum range of approximately 30 feet. A reader transmits information to a
tag by modulating an RF signal, and the tag receives both
down-link information and the entirety of its operating
energy from this RF signal. For up-link communication,
the reader transmits a continuous RF wave (CW) and the
tag modulates the reflection coefficient of its antenna. By
detecting the variation in the reflected CW, the reader is
able to decode the tag response. This is referred to as
“backscattering,” and requires that a tag be within range
of a powered reader.
The MAC protocol for C1G2 systems is based on
Framed Slotted Aloha [11], where each frame has a number of slots and each tag will reply in one randomly selected slot per frame. Before beginning a frame, a reader
can transmit a Select command to reduce the number of
active tags; only tags with ID’s (or memory locations)
that match an included bit mask will respond in the subsequent round. After a tag replies, the reader can choose
to singulate the tag, or communicate with it directly, and
read and write values to tag memory. These mechanisms
enable rapid tag identification and unicast read and write.
RFID tags are fixed function devices that typically use
a minimal, non-programmable state machine to report a
hard-coded ID when energized by a reader. As they are
powered by the reader, the device itself can be very small,
though the antenna requires additional area. As the antenna is flexible and paper thin, their small size means
they can be affixed to virtually any object to be identified
However, RFID tags provide no general purpose computing or sensing capabilities.

Figure 1: Commercial UHF RFID tag, Accelerometer WISP, Telos
mote with batteries

work consists of multiple WISPs and one or more readers. Consequently, realizing full-scale RSNs will require
development at both the WISP and the reader, as new
protocols and techniques must be developed unlike those
of either RFID or WSNs.
The focus of this paper is the applications that RSNs
enable and the systems challenges that must be overcome
for these to be realized. As the traditional RFID usage
model is very different from that of WSNs, RSNs face
substantial challenges when trying to integrate the two
technologies. For example, unlike WSNs, RSNs must
cope with intermittent power and unlike RFID must support sensor queries rather than simply identification.

2

F ROM M OTES AND RFID

TO

RSN S

Two technologies have been widely used to realize realworld monitoring applications: wireless sensor networks
via motes, and RFID via standard tags and readers. We
describe and contrast each technology and then present
their combination (Table 1) as RFID sensor networks
(RSNs). We use prior work on the WISP [12, 13] to
demonstrate the technical feasibility of this combination. Representative devices for the three technologies
are show in Figure 1.

2.1

RFID

Wireless Sensor Networks (Motes)

Currently, most WSN research is based on the Telos
mote [10], which is a battery powered computing platform that uses an integrated 802.15.4 radio for communication. These motes are typically programmed to organize into ad-hoc networks [15] and transmit sensor data
across multiple hops to a collection point. To extend
network lifetime, motes duty cycle their CPU and radio
(e.g., with low-power listening [9]), waking up intermittently to sense and communicate. With a duty cycle of
1%, motes can have a lifetime of up to three years before
the batteries are exhausted.
Using multihop communication, WSNs can sense over
great distances, which has made them idea for a wide
range of applications. However, the large size of the

2.3

RFID sensor networks (WISPs + readers)

We define RFID sensor networks (RSNs) to consist
of small, RFID-based sensing and computing devices
(WISPs), and RFID readers that are part of the infrastructure and provide operating power. RSNs bring the
advantages of RFID technology to wireless sensor networks. While we do not expect them to replace WSNs
for all applications, they do open up new application
spaces where small form-factor, long-lived, or inaccessible devices are paramount. Our hope is that they will
2
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WSN (Mote)
RFID tag
RSN (WISP)

CPU
Yes
No
Yes

Sensing
Yes
No
Yes

Communication
peer-to-peer
asymmetric
asymmetric

Range
Any
30 ft
10 ft

Power
battery
harvested
harvested

Lifetime
< 3 yrs
indefinite
indefinite

Size (inches)
3.0 x 1.3 x .82 (2.16 in3 )
6.1 x 0.7 x .02 (.08 in3 )
5.5 x 0.5 x .10 (.60 in3 )

Table 1: Comparison of Technologies

elegantly solve many sensor network applications, e.g.,
home sensing and factory automation where installing or
carrying readers is feasible.
Prior work at Intel Research demonstrates that WISPs
can be built today. The most recent Intel WISP is a wireless, battery-free platform for sensing and computation
that is powered and read by a standards-compliant UHF
RFID reader at a range of up to 10 feet. It features a
wireless power supply, bidirectional UHF communication with backscatter uplink, and a fully programmable
ultra-low-power 16-bit flash microcontroller with analog
to digital converter. This WISP includes 32K of flash
program space, an accelerometer, temperature sensor,
and 8K serial flash. Small header pins expose microcontroller ports for expansion daughter boards, external
sensors and peripherals.
The Intel WISP has been used to implement a variety
of demonstration applications that read data from a single sensor unit. These include the first accelerometer to
be powered and read wirelessly in the UHF band, and
also the first UHF powered-and-read strain gage [17].
Even without its sensing capabilities, the Intel WISP can
be used as an open and programmable RFID tag: the
RC5 encryption algorithm was implemented on the Intel WISP [2]. We believe this is the first implementation
of a strong cryptographic algorithm on a UHF tag.

possible to gauge exposure during transport from a donor
to a bank, between banks, and ultimately to a patient.
WISPs with temperature sensors could be attached directly to individual blood bags and queried for their measurements. Such sensors must be small (one could imagine affixing sensors with something like a price tag gun),
and inexpensive to the point of being disposable.
To understand the challenges in building such an application, an Intel WISP was attached to a container of
milk (a suitable and widely available approximation of
a bag of blood), and its temperature was monitored over
the course of 24 hours [16]. For this study, a storage
capacitor (roughly the size of a pea) was attached to the
WISP to log sensor data for up to a day when out of range
of a reader.

3.2

Brains

RFID sensor networks have broad applicability wherever
sensing, small form factor, embeddability, longevity, and
low maintenance are desired and fixed or mobile readers
are feasible. This section highlights applications within
this space and some of the key design considerations.

Research in neuroscience has explored using neural sensors for controlling prosthetic limbs [14]. Sensors placed
outside the skull can capture neural activity, but the signals are too coarse-grained and noisy to be effective.
With surgery, sensors can be placed directly on the brain,
resulting in much higher resolution and finer control of
the limb. Using conventional technologies (e.g., motes)
presents difficulties with respect to power because batteries need to be replaced via invasive surgical procedures,
as is the case with pacemakers.
An RFID sensor network is well suited to this application. A patient would have WISPs equipped with neural
probes placed inside the skull. These could then draw
power from and communicate with a device outside the
body, e.g., an RFID reader worn as a cap, bracelet, or
belt. We have completed initial studies that show the feasibility of integrating neural sensors with the WISP [6].

3.1

3.3

3

E XAMPLE A PPLICATIONS

Blood

The Elderly

Providing care for the elderly is one of the largest healthcare costs facing us today, particularly as the “baby
boomer” generation ages. Keeping people in their homes
for as long as possible significantly reduces these costs
and increases quality of life. The difficulty with this is
in detecting and reacting to emergencies, such as the patient falling or forgetting to take critical medication. Currently, families have no choice but to hire costly support
personnel to regularly check-in on their loved ones.
Traditional RFID has been explored to help monitor
the behavior of the elderly. For example, by having the

Blood transfusions save lives, replacing blood lost during surgery, illness, or trauma. After donation, blood is
bagged and refrigerated between 1◦ and 6◦ C and has a
shelf life of about 35 to 42 days. Refrigerators used to
store blood are monitored for outages and temperature
fluctuations, and collection dates are recorded on blood
bags. However, the temperature of the bag itself is rarely
monitored with any regularity. This makes it difficult to
determine if a given bag was warmed to unsafe levels,
such as if it is near the front of the refrigerator and the
door is often opened. Additionally, it is difficult or im3
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patient wear a short range RFID reader bracelet and placing RFID tags on a toothbrush, toothpaste, and faucet,
software can infer that an elderly person is brushing her
teeth when these tags are read in succession [8]. Such
fine-grained sensing requires very small devices, and is
simpler and more respecting of privacy than competing
approaches using computer vision, where video of the
person is continuously recorded and analyzed.
Adding sensing (e.g., an accelerometer) to long range
RFID tags would have several key advantages. Rather
than requiring a person to wear a short-range reader,
which can be taken off, a few long-range readers could
be placed in the home and behavior could be determined
via direct communication with the objects that are being
interacted with. This explicit information would be more
accurate in detecting behavior than inference based only
on object identifiers.
RSNs are an appropriate solution for the above applications and those like them. Our initial studies using the
WISP show the potential of existing RFID sensing devices for use in such applications. However, these studies involved only a single WISP. Combining many such
devices into a full RSN will require further research.

4

tion, and reading/writing to memory all consume different amounts of energy.
To run tasks to completion, WISPs will require support for intermittently powered operation. They must be
able to estimate the energy required to complete a task,
perhaps based on task profiling or energy budgets, and
compare it with estimated reserves. To work well in this
regime, RSN devices may also need to cooperate with
RFID readers for power management. This would involve signaling by either the reader, of its intended transmission time, or by the WISP, of its needs. Even with
signaling, it will be difficult to predict power expectations because the rate at which energy is harvested depends on the frequency of the reader and the proximity
of the device to the reader, both of which will change
over time. Thus, to increase the kinds of tasks that could
be supported, large tasks might need to be split into
smaller, restartable stages; intermediate results between
the stages could be maintained in device storage (flash or
RAM) or be offloaded to the reader.
To extend functionality when away from a reader, one
approach would be to provide a small amount of energy
storage on the device, e.g., a capacitor, and store excess
energy when close to an active reader. This storage capacitor would be small relative to a battery, because it
would be intended only for short term usage and is wirelessly recharged over time. The Data Logger WISP used
for the milk carton study takes this approach, using a
super-capacitor that, when fully charged, sustains low
duty-cycle operation for more than a day. The type of
tasks that this WISP enables would be limited, due to energy requirements, and the period of functionality would
be limited due to leakage. Additionally, unpowered operation would likely stress tradeoffs between stages. For
example, writing to flash is significantly more energy intensive than computing with RAM but preserves valuable
data for later use.

C HALLENGES

RSNs combine the technology of RFID and sensing with
the usage models of sensor networks. At the device level,
the WISP shows that it is feasible to combine sensing
with RFID. However, at the systems level, challenges
arise due to the mismatch between the RFID usage model
and that of wireless sensor networks. We detail several
challenges in this section.

4.1

Intermittent Power

RFID readers provide an unpredictable and intermittent
source of power. This makes it difficult for WISPs to assure that RSN tasks will be run to completion. WISPs
are powered only when in range of a transmitting RFID
reader and, for regulatory and other reasons, readers do
not transmit a signal continuously. Instead, they transmit power for a brief period before changing channels or
entirely powering down. For standard RFID tags where
the task is simply to transmit the identifier, this style of
communication is sufficient. However, it is a poor fit for
RSN tasks that span many RFID commands.
The WISP harvests energy from a reader and stores
this energy in a capacitor. When enough energy is harvested, the WISP powers up and can begin sensing and
communicating. However, sensing and communication
drain power from the WISP. This can result in the WISP
losing power in the middle of an operation depending on
the task and the reader behavior. A further complication is that receiving, transmitting, performing computa-

4.2

Asymmetric Sensing Protocols

The communication paradigm of RFID results in systems
that are limited by up-link bandwidth. When the data
of interest is simply each tag’s identity, this constraint
is not a problem. However, it makes it difficult to develop efficient protocols for gathering sensor data that
changes over time. In WSNs, nodes are peers in terms
of the physical and link layers of their communication,
e.g., each mote has an 802.15.4 radio capable of sending and receiving transmissions with other nodes that are
in range. In contrast, because they draw on RFID, RSN
nodes are highly asymmetric in terms of their communication abilities. With RFID, readers are able to transmit messages to all tags and tags can transmit messages
to the reader. However, tags can do so only when the
reader initiates communication, and tags cannot commu4
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nicate directly with each other even when powered by the
reader.
These differences complicate the design of protocols
for gathering sensor data. Currently, WISPs with new
sensor data must wait until they are interrogated by a
reader. This increases the likelihood of many devices
wanting to use the bandwidth limited channel at the same
time. Techniques to perform data pre-processing within
the network (on each RSN device) could help to some
extent. However, the standard RFID strategy of identifying and then communicating with each device is wasteful
as only some devices would have relevant data – a more
dynamic strategy based on the value of the sensor data
would be more effective.
Consider the eldercare application. A reader might
have hundreds of accelerometer WISPs in its field of
view. Because all the WISPs share a single reader channel, the update rate per tag would be very low if every tag
were simply queried for sensor data sequentially. However, at any given moment, only a few objects would typically be in motion (and therefore producing non-trivial
accelerometer sensor values). Furthermore, the set of objects that are moving would change dynamically, as objects are put down and picked up. One might want a protocol which gives priority to the most active objects, politely “yielding” to new objects when they start to move.
Existing RFID solutions do not support anything like
this functionality. As a first step, one could have WISPs
with sensor activity below a threshold not respond to
the reader. But an appropriate threshold level might depend on what is occurring in the room, and such a simple scheme would not support the “polite yielding” described above.
For another example of what RSN protocols might be
asked to do, consider the blood application. When many
blood bags are read simultaneously, one might want to
interrogate the bags with the largest temperature excursions first. But since the distribution of temperature excursions would not be known a priori by the reader, the
protocol would need to (implicitly) estimate this information. It might for example ask if any WISP has a larger
temperature excursion than E. If no device responds, the
E response threshold could be repeatedly halved until the
appropriate scale is found. The key requirement would
be to estimate an aggregate property of the data without
exhaustively collecting that data. Finally, RSN protocols
might be power aware as well. A WISP that was about to
lose power might be given priority over those with ample
power.
As the WISP has limited program space, it may not
be possible to program a WISP such that it will be well
matched to all possible application scenarios. For example, WISPs may need different protocols for different deployments, and these needs may change over time. How-

ever, the communication model of passive RFID means
that the reader can have a large degree of control over
what code is loaded and executed on the WISPs at any
point in time.
In contrast to mote message reception, which consumes energy from small onboard batteries, WISP message reception is powered entirely by the reader. Thus,
frequent and large code transfers are feasible, which
would allow for the complete retasking of WISPs with
costs in terms of latency only. Moreover, since downlink communication is cheap when in range of the reader,
WISPs might not need to be as “smart” as motes. Rather
than requiring WISPs to interpret queries, readers could
tell WISPs exactly what to do, down to the instruction
level.
To fully exploit the potential of RSNs, new tools must
be developed. As a first step, we are developing an RFID
reader platform based on the Universal Software Radio
Peripheral (USRP). This platform, when used in conjunction with the WISP, would allow for the development
of new protocols at both the MAC and PHY layers. Thus
far we have used it for monitoring RFID systems [1].

4.3

Repurposing C1G2

There would be substantial practical benefit to realizing
RSN protocols using the primitives of the C1G2 standard: Commercial off-the-shelf readers could be used for
RSN research and deployment, and WISPs would interoperate with ordinary (non-sensing) tags. However, the
extent to which RSN protocols could be implemented
within the C1G2 standard is an open research question.
Additionally, there is the practical consideration of commercial readers not exposing low-level functionality and
not implementing the complete C1G2 specification. Because of this, even RSN protocols built on top of the
C1G2 specification might not be implementable using
standard readers.
Our experience with the Intel WISP suggests that basic
RSN applications could be approximated using standard
C1G2 readers. To read sensor data from a C1G2 WISP,
the device would first be singulated, at which point a
temporary handle would be requested from the tag. A
reader could then use this handle to address the device
and read sensor data from pre-defined memory locations.
However, the handle would persist only until the reader
singulates another tag or the tag loses power. Thus, reading from more than one WISP would incur substantial
protocol overhead due to singulation and handle management. Consequently, simple use of the existing C1G2
protocol could provide some level of sensing functionality, but at a significant cost in terms of efficiency.
Along with reading sensor data, the C1G2 protocol
could support basic sensor queries using the Select command. If the reader knows that a sensor value is written
5
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to a particular memory location, it could issue a Select
command with a mask which matches that location for
sensor values over a given threshold. Consequently, only
WISPs with sensor values over that threshold would reply during the next frame. More generally, the Select
command could be used as a general purpose broadcast
channel. The bit mask in the command could be repurposed and interpreted, in the most general case, as opcodes and data. As multiple Selects could be sent before each frame, complex tasking and querying could be
achieved in this manner.
The above mechanisms show that there is potential
for using the C1G2 standard to implement RSN protocols. This would have the advantage of being implementable using current reader technology, given a
reader that is sufficiently programmable. However, these
mechanisms may prove too inefficient or may simply be
poorly matched to many applications. Further experimentation is needed.
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Eat All You Can in an All-You-Can-Eat Buffet:
A Case for Aggressive Resource usage
Ratul Mahajan Jitendra Padhye Ramya Raghavendra Brian Zill
Microsoft Research
Through several case studies, we show that applying
the Buffet principle produces designs that are qualitatively
different and arguably perform better. Our cases span a
range of systems and resource types, including erasure
coding over lossy channels, replication for reliability, managing control traffic, and speculative execution. The diversity of these examples points to the broad applicability
of the principle.
The key challenge in applying the Buffet principle is
that the default way to greedily use resources tends to
be costly. For example, in the FEC scenario, if the network is CSMA-based and a transmitter greedily pads its
data transmissions, other transmitters will suffer and total
network goodput will drop. Unless this challenge can be
overcome, efficiency-oriented designs are likely prudent.
Our case studies suggest that this challenge can be met
in many settings. In the FEC scenario, for instance, it can
be met by having transmitters send additional FEC bits
in separate, short transmissions that occur with a lower
priority, so that they are less likely to hinder other data
transmissions. In addition to prioritization, we identify
opportunistic usage when the resource is vacant, utilitydriven usage, and background usage as useful methods in
building Buffet-based systems.
We also discuss broadly the other challenges in applying the principle, its limitations, and scenarios where it
can be naturally applied. These scenarios are where the
opportunity cost of greedily using resources can be effectively controlled; where the resource in question goes to
waste if not used; and where greedy usage by one user
does not hurt others. The potential limitations of Buffetbased designs are that performance can become a function
of the amount of spare resources and greedy usage of one
resource can increase the latency of certain tasks and bottleneck other resources.
We do not claim that the Buffet principle has never been
used before. For example, one recent work appears to use
it [6], and there are undoubtedly others as well. In contrast to these works, the contribution of this paper lies in
an explicit and general specification of the principle and
in provoking a broader discussion of its value. In this respect, we are inspired by the end-to-end argument [16],
which articulates a broadly useful principle across the design of many systems.
We also do not claim that the principle can be universally applied, only that it offers a useful perspective on
system design. The most attractive aspect is that the per-

Abstract — In contrast to a focus on efficiency, we advocate aggressive usage of available resources. This view
is embodied in what we call the Buffet principle: continue using more resources as long as the marginal cost
can be driven lower than the marginal benefit. We illustrate through several examples how this seemingly obvious principle is not adhered to by many common designs
and how its application produces better designs. We also
discuss broadly the considerations in applying the Buffet
principle in practice.

1.

INTRODUCTION

Alice walks into a restaurant with an all-you-can-eat
buffet. She wants to eat enough to avoid hunger until the
next meal. Should she eat based on the expected time until
her next meal, or should she eat as much as she can?
The second strategy is clearly superior. It provides the
best possible protection against hunger, limited only by
the capacity of Alice’s stomach. With the first strategy,
misestimation of the time of the next meal or of the activity level lead to hunger. And note that both strategies cost
the same.
Surprisingly, system design often follows the first strategy today. For instance, consider the task of adding forward error correction (FEC) to transmissions over a wireless channel. In current designs, the number of added
FEC bits tends to be a function of the anticipated bit error
rate [2, 4, 23, 8], independent of the available spectrum
resources. This method protects against packet loss as
long as the errors are fewer than anticipated but fails with
higher or bursty errors. This failure is unfortunate if there
are available resources that would otherwise go to waste.
Underlying the use of the first strategy today is a desire for efficient use of available resources. In the FEC
example, adding the number of bits that is a function of
the common-case error rate is an efficient way to use the
spectrum. More bits might be considered wasteful usage.
Yet if that spectrum would otherwise go unused, the real
waste is in not taking advantage of it to improve performance. As demonstrated by the examples above, a singular focus on efficiency can lead to poor performance.
Based on these observations, we put forth the Buffet
principle: continue using more resources as long as the
marginal cost can be driven lower than the marginal benefit. Stated differently, efficiency of resource usage should
not be a driving concern if more resources can be used at
a lower cost than the benefit from the additional use.
1
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Amount of resource
consumed

(a)

the returns from using resources beyond the sweet spot are
low, they nevertheless represent additional benefit, which
should be had when the cost is low.
• The amount of resource usage needed to hit the sweet
spot is hard to determine accurately because the system is
dynamic. This occurs, for instance, when the failures or
packet losses are bursty; here, even if the view of average
failure or loss rate is accurate, burstiness implies that at
any given instance the system may be operating far from
the sweet spot. The system would perform better and the
design may be simpler as well if the focus was on using
as much resource as possible, rather than trying to operate
at constantly a moving target.
We argue that instead of focusing exclusively on efficiency, the designers must take a holistic look at the resources at their disposal and use them aggressively. Towards this end, we propose the Buffet principle.

Use more
resources
Use fewer
resources
Cost

(b)

Figure 1: (a): The thinking underlying many
efficiency-centric designs. (b): A simplistic illustration
of the Buffet principle.
formance of Buffet designs would be limited primarily by
the amount of available resources, rather than likely artificial limitations driven by efficiency concerns. However,
its full potential can only be understood in the context of
concrete, practical designs. We are currently building two
different systems based on the Buffet principle.

2.

3. THE BUFFET PRINCIPLE
THE (SOMETIMES MISPLACED) FOCUS
The Buffet principle is easily stated: continue using
ON EFFICIENCY
more resources as long as the marginal cost can be driven

In this section, we describe how the focus on efficiency
manifests in system design today and when it may be unwarranted. In many systems, the amount of resources
used depends on design choices, rather than it being a
simple function of workload. Examples include systems
that: i) add FEC to data transmitted over a communication channel, where the amount of resources consumed
depends not only on the payload but also on the extent
of error correction added; ii) replicate data over multiple storage devices, where the amount of resources consumed depends on the degree of replication; iii) prefetch
libraries into memory before user programs ask for it (to
speed execution), where the amount of resources used depends on the aggressiveness of prefetching.
To those familiar with the design of such systems, Figure 1(a) may appear familiar. The x-axis represents the
amount of resources consumed and the y-axis represents
performance. In the FEC case, these can be the number of
added bits and the fraction of packets correctly received.
System designers often use such a graph as a guide.
They try to find the “sweet spot” such that: i) before it,
consuming more resources brings great additional benefit; and ii) beyond it, there are diminishing returns. The
sweet spot is an attractive operating point when efficiency,
which may be characterized as performance per unit of resource consumed, is a central goal.
However, an exclusive focus on efficiency can be misplaced. We outline specific examples in §4, but the general characteristics of such situations are the following.
• Extra resources can be used such that the marginal cost
is low and the resource itself is of “use it or lose it” variety,
that is, not using it leads to unnecessary wastage. Such
resources include disk space, channel capacity, etc. While

lower than the marginal benefit. Figure 1(b) illustrates it
somewhat simplistically, without capturing the dynamics
of marginal cost and benefit and thus the fact that the designs may get less efficient as more resources are used.
The simplicity of the Buffet principle is deceptive, to
the extent that it might seem obvious and in wide usage.
But system design today is often not approached from the
perspective advocated by it. This point will be clarified
below and in the case studies outlined in the next section.
For a quick illustration, however, consider TCP, the
dominant transport protocol for reliable communication.
At first glance, it may appear that TCP uses the Buffet
principle because it tries to estimate and consume all available bandwidth. However, TCP consumes all available
bandwidth only if there is sufficient amount of new data,
for instance, during a large file transfer. It will not use the
spare bandwidth to proactively protect existing data from
loss.
For example, consider the case where TCP’s congestion window is 8 packets and it receives only 4 packets
from the application. TCP will send only 4 packets even
though the path can support more, assuming that congestion window reflects available bandwidth. It will send
more only after a packet is determined to be lost, which
takes at least a round trip time.
A Buffet-based transport protocol might preemptively
send each packet twice, thus using the spare bandwidth
to provide faster loss recovery. Of course, whether such
a protocol is practical depends on whether other data can
be protected from the aggressive bandwidth usage by duplicate packets.
As suggested by the example above, the key to successfully applying the Buffet principle is that the aggressive
2
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resource usage advocated by it must be enabled in a way
that does not hurt overall performance. Otherwise, the
marginal cost would be high and an efficiency-focused design would in fact be prudent. The default way to aggressively use resources often has a high cost; for instance, the
duplicate packets above may lead to higher overall loss
rate. This reason is perhaps why many system designs
tend to focus on efficiency, almost by default; it is not the
case that designers are leaving obvious gains on the table.
Approaching the design from the perspective of the Buffet principle challenges designers to devise methods to
lower the impact of aggressive resource usage. The examples below highlight that this is likely achievable in many
cases. The resulting designs can be qualitatively different,
sometimes simpler, and perform better.
Applying the Buffet principle also requires us to quantify or at least compare the cost and benefit of using more
resources. This exercise is system-specific and must account for all relevant economic and performance-related
factors. We discuss this challenge in §5.1.
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Figure 2: Throughput
with different FEC mechanisms as a function of offered load.
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of that, it will greedily add more FEC bits as long as there
are spare resources.
We illustrate the benefits of such a design using a simple simulation experiment in which 8000-bit packets are
sent over a channel with 1 Mbps capacity and a BER of
10−6 . We assume an optimal FEC code: when k bits
of FEC are added, the packet is successfully delivered
if any 8000 out of 8000+k bits are received without error. Figure 2 shows the throughput in this setting without FEC, with different levels of added FEC, and with a
Buffet design where the minimum number of FEC bits is
zero. FEC-K refers to adding FEC bits equivalent to K%
4. CASE STUDIES
of the packet size – current FEC designs would sit on one
We now describe several settings that can benefit from such curves. We see that the Buffet-based FEC performs
Buffet-based designs. We classify them based on the na- the best across the board. For any given load level, the
ture of the resource of interest. Our designs are not com- Buffet-based design matches the best other design. Indiplete but are meant to highlight the diversity of settings vidual other designs suffer significantly either under low
where the principle can be applied. The next section has load or under high load.
a more general discussion of considerations surrounding
The example above also suggests how Buffet designs
the application of the principle.
can be simpler. Current FEC designs need to carefully
decide how many bits to add based on estimated BER or
4.1 Wireless spectrum or bandwidth
packet losses [2, 4, 23]. This task is complicated by the
bursty and dynamic nature of the error process, and mises4.1.1 Forward error correction (FEC)
timations hurt throughput. Buffet designs skirt this comWireless media tends to be error-prone and the bits in- plexity altogether. By simply adding as many bits as the
ferred by the receiver may be corrupted in transmission. currently available resources allow, they can get the best
Adding FEC bits can help recover from some of the bit performance at all load and BER levels.
errors and improve performance by reducing packet loss.
A challenge, however, in the design of a Buffet-based
The trade-off here is that each additional bit can lower FEC system is to ensure that greedy addition of FEC bits
packet loss but also steal transmission capacity.
does not lead to fewer data bits being transmitted (e.g.,
FEC designs that we are aware of either add a fixed due to carrier sensing). This property is easy to achieve
number of bits to each transmission or a number that adapts in systems where transmitters have a short- or long-term
based on estimated bit error rate (BER) [2, 4, 23, 8]. Cur- dedicated share of the medium, as may be the case for
rent designs use efficiency arguments similar to those in satellite links or long-distance point-to-point links [8, 14].
§2 and add bits corresponding to the sweet spot where adIt can also be achieved in CSMA-based systems. Inditional bits present a diminishing reduction in loss rate. stead of embedding all FEC bits in the data packet itself,
However, by not explicitly considering available resources, we can embed the minimum number of required bits in the
they either unnecessarily lose packets even when there are packet. The additional bits are transmitted separately with
spare resources or create unnecessarily high FEC over- lower priority, which makes it more likely for data transhead under heavy load. Either way, throughput suffers.
missions of other senders to acquire the medium. Such
A Buffet-based FEC design can enable the maximal priority mechanisms can be implemented today using reprotection against bit errors that the amount of available cent WiFi hardware that supports quality of service (QoS)
spectrum resources can provide. Such a design will add enhancements (802.11e) [1]. We can further reduce the
some minimum number of FEC bits to all transmissions, impact of greedy FEC bits by making FEC-only packets
perhaps based on the expected common case BER. On top small, so that even when they do acquire the medium, they
3
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delay data transmissions by only a short amount of time.
We are currently designing such an FEC system. Our
focus is on VoIP and multimedia streaming. For these applications, the aggressive addition of FEC bits would lead
to more timely data delivery, compared to retransmissions
based on exponential backoffs.

A Buffet-based mobility update mechanism will provide better performance whenever spare capacity is available. The practical difficulty here again is ensuring that
the additional updates do not hurt data traffic. This can be
accomplished using a priority mechanism similar to the
one suggested above for FEC transmissions.

4.1.2

4.1.4

Erasure coding for lossy paths

4.1.3

Routing in delay tolerant networks (DTNs)

As further evidence of the value of the Buffet principle,
we note that system design in the domain of DTN routing
has evolved from not using the principle to using it. Many
DTN routing protocols replicate messages along multiple
paths to improve their delivery probability. Older protocols limit the amount of replication to prevent a few messages from dominating network resources [17, 12, 18].
Because this limit is not guided by the amount of available storage or bandwidth between replication end points,
these designs can perform poorly even when plenty of resources are available. A recent protocol, called RAPID [6],
implicitly uses the Buffet principle. It replicates as much
as available resources allow. To prevent network domination by a few messages, it takes a utility-driven approach in which messages are replicated based on their
expected utility. Messages that have been replicated more
have lower utility. The authors demonstrate that RAPID
significantly outperforms older designs.

Rationale similar to the one above also applies to protection against packet losses. For this setting as well, current designs can lead to avoidable data loss. As an example, consider a recent system, called Maelstrom [5], that
uses erasure coding to combat losses in dirty fiber. It adds
a fixed amount of redundancy to the data stream, based on
the observation that loss rates in fiber are generally low
and adding more redundancy would use more resources
in the common case. With Maelstrom, data would be lost
whenever loss rate is higher than the level of protection. A
Buffet-based system can provide greater protection from
losses by utilizing all remaining path capacity for erasure
coded packets.
The key challenge here is to send coded packets such
that they do not steal bandwidth from normal data traffic.
This is easily accomplished in a system like Maelstrom
if sits on the two ends of the fiber. It can also be accomplished by marking redundant information as lower
priority, so that routers drop them first during periods of
congestion. A way to accomplish it without router support is to send erasure coded data opportunistically, only
when the queues are estimated to be empty.
We are building a system that uses the third method
above. It targets paths provided by cellular providers from
moving vehicles; such paths tend to be lossy with unpredictable loss rates [15]. Their roughly stable capacity lets
us estimate when the queues are empty and erasure coded
packets can be sent. This system is meant for users that
subscribe to an unlimited data plan, and thus the marginal
cost of sending erasure coded data is only performancerelated, not economic. Our early experiments show a negligible drop in throughput due to aggressive coding, even
under high offered load. They also show an appreciable
reduction in packet losses.

4.2 Storage
4.2.1 Long-term storage
Replication protects data against node failures and latent sector errors in disks. The amount of replication,
however, is often pre-determined today, based on anticipated failure rate. This unnecessarily limits the protection
level even when there may be spare resources. A replication system based on the Buffet principle will provide
maximal protection given available resources.
Consider two scenarios. The first is replication across
one or more disks on a single computer. Today’s mechanisms such as various RAID configurations are based
on a preset amount of replication that provides protection against a certain number of failures. This can lead
to data loss when more failures occur even though ample
working storage may still be available. A Buffet-based
design will replicate aggressively to fill all available storage, thus providing maximal possible protection. The key
challenge is to not hurt read and write performance in the
process, which we believe can be accomplished by relegating the task of additional replication to the background
and conducting it only when the disk is idle.
The second scenario is replication across computers in
a data center or in a wide-area peer-to-peer system. Here
too, the system will be more reliable with replication that
uses all available resources rather than a fixed replication
level. The key challenge is to manage the bandwidth impact of aggressive replication, which is a particularly relevant concern for the wide-area setting. We believe that

Mobility updates

The performance of systems that exhibit a high-degree
of mobility, such as a mobile ad hoc network (MANET),
depends on the frequency of mobility updates. A higher
frequency yields better performance as nodes will have
a more up-to-date view of the topology, but it can also
swamp data traffic. Existing systems get around this tradeoff by setting the frequency of updates to a tolerable level
that is based on an analysis similar to the sweet spot reasoning presented in the previous section [10, 3]. Such systems may perform poorly in situations with higher than
anticipated mobility levels even when there is spare capacity to support a high update frequency.
4
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this concern can be handled through background transfer
protocols such as TCP Nice [21].

other tasks, e.g., background transfers of TCP Nice [21]
and the use of higher inter-frame spacings in 802.11e [1].
Prioritization may not suffice in settings where aggressive
4.2.2 Short-term storage
usage of multiple nodes need to be traded-off with one
Program execution can be slowed by the time it takes
another based on their relative benefit. Utility-driven reto load the program and the libraries it uses into memory.
source consumption, which is a generalization of prioritiOne can speed this up by preemptively loading in memory
zation, can help here. In it, tasks are executed in order of
commonly used binaries when there is space (and time)
their estimated utility, as in RAPID [6]. Yet another techavailable. Indeed, this strategy has already been proposed
nique is opportunistic usage, as in our erasure coding sysor implemented for modern operating systems [9, 19]. A
tem (§4.1.2) in which greedy usage occurs only when the
Buffet-based strategy will maximize performance by agresource is idle. We believe that one of these techniques
gressively filling available memory, instead of being limor a combination can be applied in many situations.
ited to the most promising candidates.
The second challenge is quantifying or at least being
Similar ideas have been explored in the context of preable to compare the marginal benefit and cost of using
fetching web pages that users are likely to view in the fumore resources. For cost, the primary difficulty is takture [11, 22, 13]. If the bandwidth impact of such prefetching into account the opportunity cost of greedily using reing can be controlled, for instance, using TCP Nice, such
sources, that is, for what else could those resources be
systems should aggressively fill available cache capacity
used. This is not a concern where the greedily allocated
to maximize user-perceived performance.
resource can be easily reclaimed when needed or would
otherwise remain unused. But it could be problematic oth4.3 Computational resources
erwise. Additionally, if precise accounting is desired, we
Speculative execution is a commonly used technique
need to quantify the cost of the side-effects produced by
in modern processors. In it, parts of code are executed
greedy usage as well (§5.3).
even though the results may eventually be discarded, deWe can avoid the task of quantifying marginal cost by
pending on the outcome of the (if) conditions that ocdriving it to zero or negligible levels. The techniques
cur prior to these parts. The execution of the program
above for managing greedy usage help here. If done sucis non-sequential to parallelize processing. When the recessfully, we can continue to use more more resources
sults prove useful, speculative execution boosts perforuntil the marginal benefit becomes negative.
mance. The performance benefit of speculative execution
Quantifying marginal benefit can also be tricky, e.g.,
depends on the accuracy of branch prediction. Convenin the face of correlated failures [7]. But because the
tionally, only one branch is speculatively executed even
marginal benefit of using more resources is usually posthough additional resources may be available for executitive, more resources can be used whenever the marginal
ing more branches. More recent designs attempt to excost is negligible.
ecute multiple paths [20]. For maximal performance, a
Buffet design would speculatively follow as many paths 5.2 Applicable resources
as current resources levels allow. As the number of cores
Two categories of resources are well-suited for applyinside processors increase, such a design would increas- ing the Buffet principle. The first is non-conservable reingly outperform strategies that limit speculative execu- sources, i.e., those that would go to waste if not used.
tion to more likely paths.
Storage, bandwidth, and computational resources are typically non-conservable. An example of a conservable re5. APPLICABILITY CONSIDERATIONS
source is battery power.
We do not claim that the Buffet principle does not apIn this section, we discuss broadly the issues related to
ply
to conservable resources, only that it is easily applied
applying the Buffet principle in practice. These are based
to non-conservable resources. Applying it to conservable
on our early experiences and will be refined over time.
resources requires a more involved evaluation of marginal
5.1 Challenges in applying the principle
benefit that includes predictions of future behavior.
The second category is where the resource is not shared
There are two key challenges. The first challenge of
course is ensuring that greedy resource usage does not de- with non-Buffet users who may not be able to differentiate
tract from other productive work. The last section men- normal usage from greedy usage with lower value. Such
tions several techniques to address this challenge in the users might reduce their own consumption on observing
context of specific examples. We summarize them here. aggressive usage, which would reduce overall system throughOne technique is prioritization, so that greedy tasks get put. In some cases, Buffet users can co-exist with nonlower priority. Prioritization can be explicit, e.g., embed- Buffet users. For instance, our wireless FEC design coding priority in packet headers for routers. It can also be exists by implementing greedy usage at lower priority and
implicitly implemented by sources, by them deferring to deferring to non-Buffet users.
5
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5.3

Side effects of greedily using resources

artificial design choices, Buffet designs have the potential to provide the best performance for the level of available resources. Its eventual worth can be understood only
by studying the performance of many concrete designs,
which is an active area of research for us.

We have encountered three side-effects. First, the system performance becomes a function of the workload itself. For example, our FEC design loses fewer packets
at lower loads and more at higher loads; in current designs, the loss rate for transmitted packets is independent
of load. One might argue that such load-dependent performance abstraction is hard for applications. But observe
that performance is already often load-dependent. For instance, wireless loss rate increases with load because the
collision frequency increases. Even along wired paths,
loss rate observed by applications can depend on load.
Sending at 0.9 Mbps along a 1 Mbps capacity path leads
to no loss but sending at 1.1 Mbps leads to 10% loss.
The second side-effect is that greedy usage can strain
the system. It can increase task-completion latency. For
instance, a read request for a disk block will have to wait
longer if it arrives during greedy replication. The level of
latency increase depends on how fast the greedy task can
be completed or preempted. It can be controlled by keeping individual greedy tasks short or preemptable. Another
strain is that aspects of the system that were originally not
the bottleneck can become bottlenecks with greedy usage.
For instance, disk I/O bandwidth may become a bottleneck with aggressive replication, even if it was not previously. Careful design is needed to alleviate this problem.
A final side-effect is that with greedy usage, the resources will frequently appear fully utilized. This behavior will typically not matter but it may in some cases, for
instance, if administrators use utilization levels to make
provisioning decisions. This issue can be dealt with by
separately counting normal and greedy usage.

5.4

Acknowledgments
back on this paper.

7.

[1] Medium access control (MAC) quality of service enhancements.
IEEE Standard, 2005.
[2] J.-S. Ahn, S.-W. Hong, and J. Heidemann. An adaptive FEC code
control algorithm for mobile wireless sensor networks. Journal of
Communications and Networks, 7(4), 2005.
[3] S. Ahn and A. Shankar. Adapting to route-demand and mobility
in ad hoc network routing. Computer Networks, 38(6), 2002.
[4] A.Levisianou, C.Assimakopoulos, N-F.Pavlidou, and
A.Polydoros. A recursive IR protocol for multi-carrier
communications. In Int. OFDM Workshop, Sept. 2001.
[5] M. Balakrishnan, T. Marian, K. Birman, H. Weatherspoon, and
E. Vollset. Maelstrom: Transparent error correction for lambda
networks. In NSDI, Apr. 2008.
[6] A. Balasubramanian, B. Levine, and A. Venkataramani. DTN
routing as a resource allocation problem. In SIGCOMM, Aug.
2007.
[7] J. R. Douceur and R. P. Wattenhofer. Large-scale simulation of
replica placement algorithms for a serverless distributed file
system. In MASCOTS, Aug. 2001.
[8] M. Emmelmann and H. Bischl. An adaptive MAC layer protocol
for ATM-based LEO satellite networks. In VTC, Oct. 2003.
[9] B. Esfabd. Preload: An adaptive prefetching daemon. PhD thesis,
University of Toronto, 2006.
[10] R. K. Guha, Y. Ling, and W. Chen. A light-weight location-aware
position update scheme for high mobility networks. In MILCOM,
Oct. 2007.
[11] Z. Jiang and L. Kleinrock. An adaptive network prefetch scheme.
IEEE JSAC, 16(3), 1998.
[12] A. Lindgren, A. Doria, and O. Schelen. Probabilistic routing in
intermittently connected networks. In SAPIR, Aug. 2004.
[13] V. Padmanabhan and J. Mogul. Using predictive prefetching to
improve World-Wide Web latency. In SIGCOMM, Aug. 1996.
[14] R. Patra, S. Nedevschi, S. Surana, A. Sheth, L. Subramanian, and
E. Brewer. WiLDNet: Design and implementation of
high-performance WiFi-based long distance networks. In NSDI,
Apr. 2007.
[15] P. Rodriguez, R. Chakravorty, J. Chesterfield, I. Pratt, and
S. Banerjee. MAR: A commuter router infrastructure for the
mobile Internet. In MobiSys, June 2004.
[16] J. H. Saltzer, D. P. Reed, and D. D. Clark. End-to-end arguments
in system design. ACM ToCS, 2(4), 1984.
[17] T. Spyropoulos, K. Psounis, and C. S. Raghavendra. Spray and
wait: an efficient routing scheme for intermittently connected
mobile networks. In WDTN, Aug. 2005.
[18] T. Spyropoulos, K. Psounis, and C. S. Raghavendra. Performance
analysis of mobility-assisted routing. In MobiHoc, May 2006.
[19] Windows Vista SuperFetch. http://www.microsoft.com/windows/
products/windowsvista/features/details/superfetch.mspx.
[20] A. K. Uht. Speculative Execution in High Performance Computer
Architectures, chapter Multipath Execution. CRC Press, 2005.
[21] A. Venkataramani, R. Kokku, and M. Dahlin. TCP-Nice: A
mechanism for background transfers. In OSDI, Dec. 2002.
[22] Q. Yang and H. H. Zhang. Integrated web prefetching and caching
using prediction models. WWW, 4(4), 2001.
[23] L. Zhao, J. W. Mark, and Y. Yoon. A combined link adaptation
and incremental redundancy protocol forenhanced data
transmission. In GLOBECOM, Nov. 2001.

Benefit of the principle in practice

It depends on the workload and the amount of available
resources. So it might vary from none to a lot. For example, in our erasure coding system, a Buffet-based design
leads to zero loss under low load and a a loss rate that is
equal to the underlying path loss rate under heavy load.
The appropriate view of a Buffet design is that its performance is limited by the amount of spare resources instead
of specific design parameters, and thus it provides the best
performance for a given level of resource investment.
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CONCLUSIONS

We articulated the Buffet principle, which advocates
a different perspective on system design than a singular
focus on efficiency. Through several examples, we explain how Buffet designs differ from efficiency-centric designs and how they are likely to perform much better. We
also discussed broadly the considerations surrounding the
application of the principle in practice. This discussion
points to both strengths as well as limitations. Overall,
we find the principle promising and offering a useful perspective on system design. Instead of being limited by
6
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Plugging Into Energy Market Diversity
Asfandyar Qureshi (MIT CSAIL)
A BSTRACT

and energy cost and establish the significance of locational variation. Using historical electricity market data,
we show that the day-to-day, monthly, and yearly variation is substantial. We note that daily prices, at locations
near Internet peering points, exhibit exploitable volatility.
We briefly cover how cloud computing providers
could increase their margins by being sensitive to geographic variation in energy prices—either with price differentiation or by using cost-optimized routing.
Finally, we use simulation and a 2006-2008 history of
US market prices to explore cost/performance trade-offs
within Internet-scale replicated systems. We simulate selective blackouts, where one or more replicas are deactivated in response to market signals. We quantify possible
energy cost savings and discuss practical implications.
To the best of our knowledge, this paper contains
the first proposal for distributed systems to use online
optimization to algorithmically exploit information from
electricity futures and/or spot markets.

In North America, electricity prices exhibit both temporal and
geographic variation—the later exists due to regional demand
differences, transmission inefficiencies and generation diversity.
Using historical market data, we characterize the variation and
argue that existing distributed systems should be able to exploit
it for significant economic gains. We consider pricing in cloud
computing systems, and also use simulation to estimate the advantage of dynamically shuffling computation between different
energy markets.

1

I NTRODUCTION

Electricity is becoming increasingly expensive, and now
accounts for a large fraction of the cost of ownership for
data centers [1]. It is expected that by 2012, in the US,
3-year energy costs for data centers will be at least twice
as much as the server investment [2].
At the same time, deregulation, regional demand variations and energy source diversity have resulted in an uneven and occasionally volatile cost landscape. In the US,
electricity prices at two different places can have very different annual averages (figure 1), and prices at a location
can vary day to day by a factor of five (figure 4).
Like cost, the utility gained by a distributed system’s
clients may also depend on location. Generally, a client
receives less utility if their request is served far away from
them. Many existing systems typically maintain multiple replicas, routing clients to nearest replicas, attempting
to maximize client utility, while ignoring the geographic
variation of cost.
In such replicated systems, it is possible to trade-off
between computing in a high cost market versus computing in a lower cost market but with reduced client utility.
Shifting clients away from their best replicas, to ones situated in cheaper energy markets, may reduce quality-ofservice but yields significant monetary savings.
To some extent, this trade-off is implicit in the placement of large data centers in low-cost energy markets
(Google in Oregon and Microsoft in Illinois) rather than
in high-demand locations (e.g. New York City). We argue
that, due to existing price volatility, this trade-off should
be a dynamic choice rather than a static one.
This paper investigates the implications of electricity
price volatility and locational variation to Internet scale
systems. We argue that there is something to be gained,
by building price-sensitive distributed systems, that automatically integrate up-to-date market information, and
make cost/performance trade-offs.
We sketch the connection between computing cost

2

BACKGROUND

2.1 Concerns about Electricity Cost
Data center energy costs are becoming an increasingly
dominant component of overall operating costs. The cost
of electricity is poised to overtake the cost of equipment
[3]. In the US: in 2000 three-year energy costs were onetenth the server equipment expenditures; by 2009 the cost
of electricity is expected to equal server expenditure; and
by 2012, energy is expected to cost at least twice the
equipment investment [2]. These expectations take into
account recent advances in data center energy efficiency.
For a denser non-traditional data center (e.g., Sun’s S20
[4]), 2-year energy costs could already exceed the equipment cost, depending on configuration and location.
Additionally, in absolute terms, servers consume a
substantial amount of electricity. Servers and their support infrastructure (e.g., cooling) accounted for about
1.2% of US electricity consumption in 2005, about 45
million MWh, or 2.7 billion dollars [5]. By 2010, this is
projected to grow to 3% of total US consumption [5].
Consequently, for companies with large computing
facilities, even a fractional reduction in electricity costs
can translate into a large overall savings. For example, it
was estimated that Google owned 450,000 servers worldwide in 2006 [6] and that each server consumed upwards
of 200 watts [7]. Each watt used by a computer results
in at least two watts drawn from the electric grid [1, 3].
We can, conservatively, estimate that Google servers used
around 1.6 million MWh in a year, or 95 million dollars
1
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Figure 2: Seven locations, near different Internet exchange points, and
in different electricity markets.
Mean day-ahead index $/MWh

Figure 1: Annual average prices [9], in $/MWh, sorted by 2007 prices.

worth of electricity, at US rates1 . Therefore, every 1%
savings in energy cost could save a large company like
Google, a million dollars a year. Google is not alone. Microsoft expects to deploy 800,000 servers by 2011 [6],
and the five leading search companies may have already
deployed more than 2 million servers [8].
New cooling technologies, architectural redesigns,
DC power, multi-core servers, virtualization and energy
aware load balancing algorithms, have all been proposed
as ways to reduce the energy consumed by a single data
center. That work is complementary to ours. However,
this paper is concerned with reducing cost—our approach
can achieve this, even if it causes consumption to rise.
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Figure 3: Monthly variation in wholesale market prices can be substantial and geographically dissimilar. For example, comparing (b) with (a):
prices at F trebled, while those at C halved.

While short-term and long-term contracts may account for most of what is consumed, electricity can also
be bought in wholesale markets. In most regions, dayahead, hour-ahead, and spot markets exist. In this paper
we focus on day-ahead markets. Such markets allow consumers to determine the price of electricity the day before
it is delivered. Day-ahead prices are forward signals, that
can be used to decide how much to consume.
A caveat: companies running data centers may have
contracts with electricity providers, do not buy directly
from the wholesale market, and so may be buffered from
the price volatility we are looking to exploit. Contractual
details are hard to come by; this paper ignores contracts.
In reality, there is a great deal more complexity, but
our market model is simple: a futures market exists; dayahead prices are accessible and variable; and different locations see prices that are not perfectly correlated.

2.2 Electricity Markets
Although market details differ regionally, this section
provides a high-level view of deregulated electricity markets, providing a context for the rest of the paper. The
discussion is based on markets in North America, but the
ideas generalize to other regions with diversified markets.
Electricity is produced by government utilities and independent power producers using a variety of sources.
In the United States, this includes nuclear (about 10%),
coal (around 30%), natural gas (nearly 40%) and hydroelectric (roughly 8%) [10].
Producers and consumers are connected to an electric grid of transmission lines. Electricity cannot be stored
easily, so supply and demand must continuously be balanced. In addition to connecting nearby nodes, the grid
can be used to import and export electricity from/to distant locations. The United States is divided into ten markets [9], with varying degrees of inter-connectivity. Congestion on the grid, transmission line losses, and market
seams issues either limit how electricity can flow, or influence the price at a given location [11].
The existence of rapid price fluctuations reflects the
fact that short term demand for electricity is far more elastic than short term supply. Electricity cannot always be efficiently moved from low demand areas to high demand
areas, and power plants cannot always ramp up easily. In
contrast, we have long used high performance networks
and load balancing techniques to relocate computation.
We can move our demand closer to a low-cost supply.
1 450, 000 × 200W

Nearby City
San Jose, CA
San Diego, CA
Portland, OR
Chicago, IL
Ashburn, VA
Houston, TX
Miami, FL

Mean day-ahead index $/MWh

Location
New York (NYC)
New England (MA)
Southwest (Palo Verde)
Southeast (SERC/FRCC)
PJM Interconnect (West)
Northwest (MID-C)
California (NP-15)
Texas (ERCOT-North)
Midwest (Cinergy)

2.3 Computation Cost
A service provider accepts requests, performs some computations, and produces responses. The provider incurs
some cost in fulfilling this demand.
We model the total computation cost (C) incurred by
a service provider at a given location as follows: a large
fixed component, the infrastructure cost (I), and a significant variable component (V), which is a monotonically
increasing function of demand.
In this formulation, I includes the amortized infrastructure investment, staff salaries, etc. V includes both
network and energy costs, but we ignore network costs.
Studies have shown that electricity consumption closely
follows CPU utilization [12]. Using techniques like multicore CPUs and virtualization, resources can be allocated
on-demand, causing electricity use to step up.
The marginal computation cost is the incremental cost

× 2 × 24h × 365 = 1.5678 × 1012 Wh @ 6¢/kWh
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Figure 4: Day-ahead wholesale market prices exhibit significant volatility. For example, prices at E were $54/MWh in (b) but $256/MWh in (d).

of handling one more request, or the derivative of C w.r.t.
demand. The average cost is the mean cost per request,
or C divided by demand.
Differences in electricity prices will always show up
in the marginal computation cost for different locations,
assuming constant server energy efficiency. If electricity
costs are a large enough fraction of overall cost, price
volatility will begin to palpably affect average cost.

3

Prices in wholesale markets also exhibit significant
day-to-day volatility, for a variety of reasons. For example, a localized event such as a heat wave in California
could drive up local demand, elevating West-coast prices.
Figure 4 shows day-ahead prices for four different days.
Price spikes such as those shown in figure 4a and figure
4d occasionally occur. Price volatility has many hard-topredict causes (e.g., accidents, equipment malfunctions,
weather, fuel costs, demand volatility, market manipulation, etc.). Figure 5 shows a more detailed picture for
some locations, plotting the evolution of day-ahead market prices from January 2006 through June 2008. Some
notable features: seasonal effects, short-term spikes, and
only partially correlated behaviour. A detailed discussion
is beyond the scope of this paper.
In this paper we restrict ourselves to day-ahead market
prices. However, significantly more price volatility exists in hour-ahead and spot markets [11]. Traditional consumers cannot respond quickly enough, but distributed
systems can re-route computation at millisecond scale, to
modulate their consumption. Beyond our findings in this
paper, there may be opportunities within spot and hourahead markets, that traditional electricity consumers cannot exploit, but distributed systems can exploit.

E LECTRICITY P RICE VARIATION

This paper posits that electricity prices vary dynamically,
that prices at different locations are not perfectly correlated, and that differences can be exploited for economic
gain. Rather than presenting a theoretical discussion, we
take the experimental approach, grounding ourselves in
historical market data, from multiple sources [9, 10, 13].
We begin with average annual electricity prices, tabulated in figure 1 for several locations. In 2007, Northeast
prices were over 1.5 times Midwest prices, contributing to
the impracticality of large data centers in the Northeast.
The remainder of the paper focuses on the smaller set
of seven locations from figure 2, all of which are near major Internet exchange points (IXPs) and cover a number of
diverse electricity markets.
Apart from annual variation, prices also exhibit seasonal and monthly variation. Figure 3 shows average
prices for two different months. In the South, in June
’08 the energy needed to handle a million requests would
have cost twice as much in Houston (location F) compared to Miami (G). In October ’07, the cost difference
would have been relatively insignificant. Similarly, on
the West coast, in June, electricity in California (A) was
thrice as expensive as electricity in Oregon (C), but in
October prices were roughly the same. Furthermore, the
relative ordering of prices was very different in the two
months. Houston (F), for example, moved from the second cheapest market to the most expensive.
Part of the market diversity arises because different
regions produce electricity in different ways. For example, in 2006: in Oregon, natural gas accounted for 8%
and hydroelectric for 68% of the summer generation capacity; whereas in Texas, natural gas accounted for 71%
and coal for 20% of the summer capacity [10]. Consequently, record high natural gas prices in 2008 have had
much larger impact on Texas than on Oregon.

4

P RICING IN C LOUDS

With the rise of web-based computing and the computingas-a-utility model, many companies are renting out their
infrastructure to third-party applications. Examples include Amazon’s EC2, Google’s AppEngine and Sun’s
Grid. Applications are billed by the resources they consume: computation cycles, network I/O and storage.
How much does it cost a provider to perform one unit
of work on behalf of a hosted application? How much
does it cost Amazon to handle a single client request on
behalf of a hosted web application?
Cost depends on where the request is routed. We have
already established that marginal computation costs can
differ radically with location and in time. Furthermore,
refer back to the cost model from section 2.3. Large cloud
providers (Amazon and Google) will already need to absorb their fixed costs. They need to build multiple data
centers, and keep machines up and running, to support
their own primary services. The cost to them of performing some incremental work on behalf of a hosted applica3
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Figure 5: Day ahead index prices at different hubs, from January 2006 through June 2008 [13]. Note the seasonal dips in the hydro dominated
Northwest, and the 2008 upward trend in California and Texas, both of which are heavily dependent on natural gas. Price spikes reached $350.

tion will be dominated by the marginal cost, mainly the
cost of the additional watts they expend.
By charging a fixed compute-price, while being
able to decide where to buy electricity, cloud providers
are missing an opportunity. With a price structure that
embraces energy cost diversity, and by using a costconscious replication strategy, cloud providers can increase their margins or lower their prices.
Buyers care about how much they are charged and
what performance their users receive. Providers can build
energy cost differences into some pricing plans, allowing buyers to make trade-offs. For example, free applications should always be hosted in the lowest cost locations, capacity permitting. Additionally, some buyers may
be willing to pay premiums for regionally optimized performance. The Dallas Morning News website, having regionally concentrated demand, values proximity, and can
therefore be billed to compensate for elevated prices.
These ideas can be mapped to content distribution networks. For instance, a CDN provider could charge a premium for hosting content in high energy cost markets.

5

The blocks may be:
• For large companies, the blocks are large data centers, owned and operated by the company. Each
block can have many thousands of physical machines, and easily consume 4500 kW [1].
• The blocks can be much smaller data centers. In the
extreme, blocks may be one or more of Sun’s datacenter-in-a-container [4], each with fewer than 300
machines and 500 kW of peak consumption.
• For small providers, the different blocks can be
leased floor-space in data centers owned by other
parties3 . The main difference between this case and
the above cases is control over infrastructure: in the
earlier cases if the provider decided to turn off the
machines, they can also shut off cooling etc.
An incoming client request to such a system can be
served by any of the replicas. In existing systems, replicas
tend to be placed near IXPs, such as the locations in figure
2. Conventionally such systems attempt to keep all replica
locations active. In order to maximize performance, client
requests are routed to their closest replicas.
In the discussion that follows, we assume that the system is over-provisioned: some subset of the replicas has
enough capacity to handle the peak load.
We also make a number of simplifying assumptions.
We model demand as constant and uniformly distributed.
When some blocks are deactivated, we assume client requests will be spread evenly over the remaining blocks
and that total energy use is therefore constant. Furthermore, we assume that a deactivated block consumes zero
energy, and that the startup/shutdown process also consumes no energy4 . Finally, we assume that shutting down
one replica does not affect prices at any other replicas.

S ELECTIVE B LACKOUTS

Internet-scale systems composed of replicas in different electricity markets can exploit price disparities to
substantially reduce their total energy costs, by using
Information from energy futures markets, and dynamically shifting consumption away from high-cost regions.
Through simulation, we show that an approach based on
this idea could yield considerable monetary savings.
5.1 System Model
In the systems we focus on, storage and computing infrastructure can be decomposed into a number of blocks,
where each block is a complete replica of the system2 .

3
2 Less

4

flexible but acceptable: strict subsets are complete replicas.

4

Our work is only relevant when electricity charges are metered.
This ignores the cost of synchronization during replica reactivation.
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Figure 6: Total electricity costs for seven replica simulations, using
2006-2008 market data. A cost of 1.0 represents running all seven.

Figure 7: The distribution of the number of active replicas, from simulations using 2006-2008 market data, with n = 7 and k = 4.

We use the number of active replicas as a first-order
approximation for performance. We defer a proper analysis of the performance impact of our proposal.

6, 0% threshold and k = 1). These savings are the result
of being able to dynamically deactivate nodes during periods of locally elevated prices. Statically picking the best
six locations is not enough. Section 3 already illustrated
that an always optimal set of six may not exist, and our
simulations reinforced this: all nodes were active some of
the time. The most active 6-subset accounted for 27% and
the next most active 23%, so no subset dominated.
For k ≥ 4, blackouts can result in total energy costs
lower than the average cost of the least expensive market
(MID-C line in figure 6). With only one baseline node
and six redundant nodes (τ = 0, k = 6), energy cost is
85% that of the cheapest node. This is a savings of 27%,
compared to running all seven.
The threshold parameter τ can be used to trade off
between cost and performance. Figure 7 shows how the
number of active replicas depends on τ for k = 4. With a
threshold of 5%, the median number of active replicas is 4
(µ = 3.9) and the total cost roughly matches the cheapest
market (see figure 6). With a threshold of 25%, the median number of active replicas is 6 (µ = 6.1) and the cost
is close to the second-cheapest market. At the same time,
in contrast with building a large data center in a cheap
market, computation resources are now more likely to be
near an IXP that provides a fast path to a random client.
This can dramatically improve performance.

5.2 Selective Blackouts
With enough excess capacity, one or more replicas can
be turned off. This will result in suboptimal system performance and reduce reliability, but can also significantly
reduce energy costs.
Deciding which replicas should be active on any given
day can be modeled as an optimization problem. Each
day, day-ahead market prices can be fed into an automated mechanism that determines which replicas should
be deactivated the next day. The set of active replicas
changes infrequently, at most once per day, making this
compatible with existing routing techniques (e.g., DNS).
Given n replicas, we constrain that no more than k
replicas can be deactivated on any given day. Thus the
(n−k) lowest cost replicas are always active, regardless of
absolute prices. This provides a consistent performance
baseline. Replicas remain active as long as their prices
are close to the highest price we must pay for baseline
performance. We only force deactivation when a significant price disparity exists.
More formally, given day-ahead prices, we derive the
set of active replicas A as follows:
L = {(n − k) lowest cost replicas}
φ = max({pricer for r ∈ L})
A = {replica r iff pricer ≤ (1 + τ) · φ}

West Coast Three. With all seven nodes, we can take
advantage of regional diversity (e.g., a heat-wave in California does not put pressure on the Illinois hub). Even
though, nearby locations in the same market tend to have
correlated prices, selective blackouts can still be useful.
To demonstrate this, we simulated a three node westcoast system (NP15, SP15 and MID-C). With blackouts
(50% threshold, k = 2) the resulting total cost is 6% lower
than the cost of continuously running all three, and 8%
higher than the cost of computing everything in Oregon.
The median number of active replicas is 3 (µ = 2.7). For
this to work, Oregon must retain maximum capacity—on
some days it is the only active replica. See figure 8.

τ is a threshold parameter, expressing our sensitivity
to price disparity, as a percentage of the baseline price φ.
5.3 Simulation Results
We simulated the above selective blackout mechanism using historical prices, wholesale market data from 2006
through 2008 [13], and found that significant cost savings
were possible. Demand was modeled as being constant in
time and uniformly distributed in space.
North America Seven. We first simulated a seven-node
system, one node at each location from figure 2. Figures
6 and 7 summarize the results.
Simulations imply that adding a single redundant
node can reduce total electricity costs by 5% (see figure

5.4 Some Lessons
Building extra, occasionally deactivated, replicas will incur some additional infrastructure cost. However, we have
shown extra replicas can reduce total energy costs.
5
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price-conscious optimization mechanism, rather than as a
proposed design. A mature mechanism should synthesize
information from both supply (cost) and demand (performance/utility) and derive the best way to use available resources. In addition, hour-ahead and spot-prices
are more volatile than day-ahead prices, so more frequent
optimization should yield higher savings.
Further, our idea of relating energy costs to computation costs implies that auctions within computing grids
can be used to match buyers and sellers, to increase the
total economic surplus in the computing utility market.
Finally, contracts complicate the picture, making it
unclear who would reap the savings we calculated. Power
providers may be willing to index charges to market
prices, since this transfers some risk to consumers. If,
on the other hand, contracts fix the cost of electricity, a
deactivated data center would allow the producer to sell
the surplus electricity on the wholesale market. While
this would not impact the data center’s bottom line, the
provider would benefit, and—if resource scarcity has
caused the price elevation—the public would benefit.
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Figure 8: West coast simulation results.

If expected energy savings exceed the up-front infrastructure investment and added maintenance costs, it
makes economic sense to use some variant of this blackout mechanism. If data center energy costs in the US double in the next four years [2], or if the replicas are modular
data centers [4] with low fixed costs, dynamic blackouts
could make a tangible impact on operating costs.
Additionally, apart from yielding savings, blackouts
can reduce risk, by dampening the impact of unanticipated price fluctuations. The mechanism described here,
for example, would automatically integrate market information and route around multi-day weather problems.
The choice of where to build a data center is typically
seen as a static optimization problem. If energy costs continue to rise relative to equipment, it may be better modeled as a dynamic problem. Despite the economies of
scale inherent to large data centers and the possibility of
local tax incentives, a company looking to build a monolith should consider building many smaller blocks (e.g.,
[4]) spread over different energy markets. Redundant capacity is already built into these systems. It may be better
to spread these resources, rather than concentrating them.
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C ONCLUSION

We set out to show that the diversity and day-to-day
volatility of today’s electricity markets can be exploited
in some meaningful way by existing distributed systems.
Using data from wholesale electricity markets and simulation, we were able to show that replicated systems can
make meaningful cost/performance trade-offs and may be
able to achieve substantial energy cost reductions. Many
possibilities for future work exist within this area.
In order to understand the trade-offs, a good performance model is necessary. We use the number of active replicas as a coarse performance metric. A better approach would have been to analyze the network latencies
between clients and active replicas, assuming a uniform
client distribution, using census data, or using server logs.
The impact on reliability should also be considered.
Another convenient simplification was to assume constant demand. In reality, demand varies regionally and
temporally [14, 15]. Depending on the situation, there
may be ways to exploit features within demand signals.
We presented selective blackouts as an illustration of a
6
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ABSTRACT
Very large data centers are very expensive (servers, power/cooling, networking, physical plant.) Newer, geo-diverse, distributed
or containerized designs offer a more economical alternative. We
argue that a significant portion of cloud services are embarrassingly distributed – meaning there are high performance realizations that do not require massive internal communication among
large server pools. We argue further that these embarrassingly
distributed applications are a good match for realization in small
distributed data center designs. We consider email delivery as an
illustrative example. Geo-diversity in the design not only improves costs, scale and reliability, but also realizes advantages
stemming from edge processing; in applications such as spam filtering, unwanted traffic can be blocked near the source to reduce
transport costs.

Categories and Subject Descriptors
K.6.4 [System Management]: Centralization/decentralization.

General Terms
Management

Keywords
Embarrassingly Distributed, Economies of Scale, Spam, POPs
(Points of Presence).

1. Introduction
Large data centers are being built today with order 10,000 servers
[1], to support “cloud services” – where computational resources
are consolidated in the data centers. Very large (mega) data centers are emerging with order 150,000 multi-core servers, realized,
for example, as 150 containers with 1000 servers per container.1
In total, cloud service providers are on a path to supporting up to a
million servers (some providers are rumored to have already
crossed this point), in tens to hundreds of locations.
Imagine a family of solutions with more or less distribution, ranging from a single POP (point of presence) to a million. This paper
will explore trade-offs associated with size and geo-diversity.
The trade-offs vary by application. For embarrassingly distriPermission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that
copies bear this notice and the full citation on the first page. To copy
otherwise, or republish, to post on servers or to redistribute to lists,
requires prior specific permission and/or a fee.
Hotnets, Oct 2008, Calgary, CA.
Copyright 2008 ACM 1-58113-000-0/00/0004…$5.00.
1

http://perspectives.mvdirona.com/2008/04/02/FirstContainerized
DataCenterAnnouncement.aspx

buted applications, i.e. applications with relatively little need for
massive server to server communications, there are substantial
opportunities for geo-diversification to improve cost, scale, reliability, and performance. Many applications fall somewhere in the
middle with ideal performance at more than one POP, but less
than a million. We will refer to mega-datacenters as the mega
model, and alternatives as the micro model.
Table 1: Options for distributing a million cores across more
or less locations (POPs = Points of Presence).
POPs

Cores/POP

Hardware/POP

1

1,000,000

1000 containers

10

100,000

100 containers

100

10,000

10 containers

1,000

1,000

1 container

10,000

100

1 rack

100,000

10

1 mini-tower

1,000,000

1

embedded

Co-located
With/Near
Mega-Data
Center
Fiber Hotel
Central Office
P2P

Large cloud service providers (Amazon, Microsoft, Yahoo,
Google, etc.) enjoy economies of scale. For example, large providers enjoy a wide set of buy/build options for the wide area
network to support internal and external data transport to their
data centers, and can create and manage dedicated networks, or
buy network connectivity arguably at costs near those incurred by
large network service providers. In the regional or metro area
(e.g., pipes from data centers to the wide area network) and in
peering (e.g., to large broadband service providers), these large
cloud service providers have less choice and may incur higher
costs. Nevertheless, by buying numerous and/or large pipes and
delivering large volumes of traffic, the cloud service providers can
obtain significant discounts for data transport. Savings in computational and networking resources can in turn be passed on to
creators of cloud service applications, owned and operated by the
cloud service provider or by third parties.
One might conclude that economies of scale favor mega-data
centers, but it is not that simple. By analogy, large firms such as
Walmart, can expect favorable terms primarily because they are
large. Walmart can expect the same favorable term no matter how
they configure their POPs (stores). Economies of scale depend on
total sales, not sales per POP. In general, economies of scale depend on the size of the market, not mega vs. micro.
Large data centers are analogous to large conferences. A small
(low budget) workshop can be held in a spare room in many universities, but costs escalate rapidly for larger meetings that require
hotels and convention centers. There are thousands of places
where the current infrastructure can accommodate a workshop or
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two, but there is no place where the current infrastructure could
handle the Olympics without a significant capital investment.
Meetings encounter diseconomies of scale when they outgrow the
capabilities of off-the-shelf venues.
So too, costs escalate for large mega-data centers. For example, if
a mega-data center consumes 20MW of power at peak from a
given power grid, that grid may be unable or unwilling to sell
another 20MW to the same data center operator. In general, the
infrastructure for a new mega data center (building, power, and
networking) calls for building/lighting up significant new components. Yet, if the data centers are smaller (under the micro moel),
there is increased opportunity to exploit the overbuild in what is
already there in the current power grid and networking fabric.
There are thousands of places where the current infrastructure
could handle the load for a container sized data center, but there is
no place where the current infrastructure can handle a thousand
containers without a significant capital investment. Data centers
encounter various diseconomies of scale when they become so
large that they require significant investment in infrastructure.
It is risky and expensive to put all our eggs in one basket. Paraphrasing Mark Twain (The Tragedy of Pudd'nhead Wilson), if all
our eggs are in one basket, then we must watch that basket carfully. In the mega-data center this means a very high degree of redundancy at many levels – for example in power delivery and
provisioning [1]. For example, as we cannot afford to lose the entire site owing to power failure or network access failure, the
mega data center may incur large costs in batteries, generators,
diesel fuel, and in protected networking designs (e.g., over provisioned multiple 10 GE uplinks and/or SONET ring connectivity to
the WAN).
Many embarrassingly distributed applications could be designed
at the application layer to survive an outage in a single location.
Geo-diversity can be cheaper and more reliable than batteries and
generators. The more geo-diversity the better (at least up to a
point); N+1 redundancy becomes more attractive for large N.
Geo-diversity not only protects against short term risks (such as
blackouts), but also longer term risks such as a supplier cornering
a local market in some critical resource (network, power, etc.).
Unfortunately, in practice, inefficiencies of monopoly pricing can
dominate other considerations. With small containerized data
centers, it is more feasible to adapt and provision around such
problems (or leverage the capability to do so in negotiations), if
the need should arise.
On the other hand, there are limits to geo-diversification. In particular, it is much easier to manage a small set of reliable sites.
There is little point to provisioning equipment in so many places
that supply chain management and auditing become overwhelming problems. It may be hard to run a distributed system without
on site workforce with timely physical access to the machine
rooms. (Yet, new containerized designs have promise to dramatically mitigate the need for timely physical access[1].)
Though there has been some degree of reporting[1-14] on the
nature of large and small data centers, much remains proprietary,
and there has been little discussion or questioning of basic assumptions and design choices. In this paper, we take up this inquiry. In Section 2, to understand the magnitude of the costs entailed in mega-data center physical infrastructure, we compare
their purpose built design with a gedanken alternative where the
servers are distributed among order 1000 condominiums. The results suggest smaller footprint data centers are well worth pur-

suing. In Section 3, we consider networking issues and designs
for mega and micro data centers, where the micro data centers are
order 1K to 10K servers. In Section 4, we ask whether there are
large cloud service applications that are well suited to micro data
center footprints, specifically examining solutions that can be
realized in an “embarrassingly distributed” fashion, and look at
email in some depth. In Section 5, we contrast mega and micro
data centers taking a more tempered view than in Section 2. We
conclude in Section 6.

2.

Power and Diseconomies of Scale

How do machine room costs scale with size? In a recent blog, 2
we compared infrastructure costs for a large data center with a
farm of 1125 condominiums and found the condos to be cheaper.
Condos might be pushing the limits of credulity a bit but whenever we see a crazy idea even within a factor of two of current practice, something is interesting, warranting further investigation.
A new 13.5 mega-watt data center costs over $200M before the
upwards of 50,000 servers that fill the data center are purchased.
Even if the servers are built out of commodity parts, the data centers themselves are not. The community is considering therefore
moving to modular data centers. Indeed, Microsoft is deploying a
modular design in Chicago[3]. Modular designs take some of the
power and mechanical system design from an upfront investment
with 15 year life to a design that comes with each module and is
on a three year or less amortization cycle and this helps increase
the speed of innovation.
Modular data centers help but they still require central power,
mechanical systems, and networking systems. These systems remain expensive, non-commodity components. How can we move
the entire datacenter to commodity components? Consider a radical alternative: rather than design and develop massive data centers with 15 year lifetimes, let’s incrementally purchase condos
(just-in-time) and place a small number of systems in each. Radical to be sure, but condos are a commodity and, if this mechanism
really was cheaper, it would be a wake-up call to reexamine current industry-wide costs and what’s driving them.
See Table 2 for the back of the envelope comparison showing that
the condos are cheaper in both capital and expense. Both configurations are designed for 54K servers and 13.5MWs. The data
center costs over $200M, considerably more than 1125 condos at
$100K each. As for expense, the data center can expect favorable
terms for power (66% discount over standard power rates). Deals
this good are getting harder to negotiate but they still do exist.
The condos don’t get the discount, and so they pay more for power: $10.6M/year >> $3.5M/year. Even with the deal, the data
center is behind because it isn’t worth $100M in capital to save
$7M/year in expense. But to avoid comparing capital with expense, we simplified the discussion by renting the condos for
$8.1M/year, more than the power discount. Thus, condos are not
only cheaper in terms of capital, but also in terms of expense.
In addition to saving capital and expense, condos offer the option
to buy/sell just-in-time. The power bill depends more on average
usage than worst-case peak forecast. These options are valuable
under a number of not-implausible scenarios:

2

http://perspectives.mvdirona.com/2008/04/06/DiseconomiesOfSc
ale.aspx
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Table 2: Condos are cheaper than data center in both capital and expense.

Large Tier II+ Data Center
Specs

Servers
Power
(Peak)

Capital

Building

Annual
Expense

Power

Annual
Income

Rental
Income

Condo Farm (1125 Condos)

54k

54k (= 48 servers/condo × 1125 Condos)

13.5 MW (= 250 Watts/server ×
54k servers)

13.5MW (= 250 Watts/server × 54k servers = 12 KW/condo ×
1125 Condos)

over $200M

$112.5M (= $100k/condo × 1125 Condos)

$3.5M/year (= $0.03 per kw/h
×24×365 hours/year ×13.5MW)

$10.6M/year (= $0.09 per kw/h×24×365 hours/year × 13.5MW)

None

$8.1M/year (= $1000/condo/month × 12 months/year × 1125
Condos − $200/condo/month condo fees. We conservatively assume 80% occupancy)

1.

Long-Term demand is far from flat and certain; demand will
probably increase, but anything could happen over 15 years.
2. Short-Term demand is far from flat and certain; power usage
depends on many factors including time of day, day of week,
seasonality, economic booms and busts. In all data centers
we’ve looked into, average power consumption is well below
worst-case peak forecast.
How could condos compete or even approach the cost of a purpose built facility built where land is cheap and power is cheaper?
One factor is that condos are built in large numbers and are effectively “commodity parts.” Another factor is that most data centers
are over-engineered. They include redundancy such as uninterruptable power supplies that the condo solution doesn’t include.
The condo solution gets it’s redundancy via many micro-data centers and being able to endure failures across the fabric. When
some of the non-redundantly powered micro-centers are down, the
others carry the load. N+1 redundancy is particularly attractive
for embarrassingly distributed apps (Section 4).
It is interesting to compare wholesale power with retail power.
When we buy power in bulk for a data center, it is delivered by
the utility in high voltage form. These high voltage sources (usually in the 10 to 20 thousand volt range) need to be stepped down
to lower working voltages which brings efficiency losses, distributed throughout the data center which again brings energy losses,
and eventually delivered to the critical load at the working voltage
(240VAC is common in North America with some devices using
120VAC). The power distribution system represents approximately 40% of total cost of the data center. Included in that number are
the backup generators, step-down transformers, power distribution
units, and Uninterruptable Power Supplies (UPS’s). Ignore the
UPS and generators since we’re comparing non-redundant power,
and two interesting factors jump out:
1.

Cost of the power distribution system ignoring power redundancy is 10 to 20% of the cost of the data center.
2. Power losses through distribution run 10 to 12% of the power
brought into the center.
It is somewhat ironic in that a single family dwelling gets twophase 120VAC (240VAC between the phases or 120VAC between either phase and ground) delivered directly to the home.
All the power losses experienced through step down transformers
(usually in the 92 to 96% efficiency range) and all the power lost

through distribution (dependent on the size and length of the conductor) is paid for by the power company. But when we buy power in quantity, the power company delivers high voltage lines to
the property and we need to pay for expensive step down transformers as well as power distribution losses. Ironically, if we buy
less power, then the infrastructure comes for free, but if we buy
more then we pay more.
The explanation for these discrepancies may come down to market segmentation. Just as businesses pay more for telephone service and travel, they also pay more for power. An alternative
explanation involves a scarce resource, capital budgets for new
projects. Small requests for additional loads from the grid can
often be granted without tapping into the scarce resource. Large
requests would be easier to grant if they could be unbundled into
smaller requests, and so the loads could be distributed to wherever
there happens to be spare capacity. Unbundling requires flexibility in many places including the applications layer (embarrassingly
distributed apps), as well as networking.

3. Networking
In addition to power, networking issues also need to be considered
when choosing between mega data centers (DCs) and an alternative which we have been calling the micro model:



Mega model: large DCs (e.g., 100,000 – 1,000,000 servers).
Micro model: small DCs (e.g., 1000 – 10,000 servers).

The mega model is typical of the networks of some of today’s
large cloud service providers, and is assumed to be engineered to
have the potential to support a plethora of services and business
models (internal as well as hosted computations and services,
cross service communication, remote storage, search, instant messaging, etc.) These applications need not be geo-diverse, and in
practice many of today’s applications still are not. Thus, the reliability of the application depends on the reliability of the megadata center. In the micro model, we consider applications engineered for N+1 redundancy at micro data center level, which then
(if large server pools are required) must be geo-diverse. In both
models, we must support on-net traffic between data centers, and
off-net traffic to the Internet. We focus the discussion here on
off-net traffic; considerations of on-net traffic lead to similar conclusions. While geo-diversity can be difficult to achieve – espe-
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cially for legacy applications – geo-diversity has advantages, and
the trend is increasingly for geo-diverse services. For embarrassingly distributed services (Section 4), geo-diversity is relatively
straightforward.

diversity in choice of network providers and using performance
sensitive global load balancing techniques, performance may not
appreciably suffer. Moreover, by exploiting geo-diversity in design, there may be attendant gains in reducing latency.

Under the mega model, a natural and economical design has the
cloud service provider creating or leasing facilities for a dedicated
global backbone or Wide Area Network (WAN). Off-net flows
traverse: (1) mega data center to WAN via metro (or regional)
links, (2) WAN to peering sites near the end points of flows, (3)
ISPs and enterprises peered to the WAN. The rationale is as follows. Large cloud service providers enjoy a wide set of buy/build
options across networking layers 1, 2, 3 in creating wide area and
metro networks.3 Via a global WAN, the cloud service provider
can “cold potato” route to a very large set of peers, and thereby
reap several benefits: (1) settlement free peering with a very large
number of tier 2 ISPs (ISPs who must typically buy transit from
larger ISPs), (2) lower cost settlement with tier 1 ISPs as high
traffic volumes are delivered near the destination, and (3) (importantly) a high degree of unilateral control of performance and reliability of transport. In the metro segment, there will be typically some form of overbuild (SONET ring or, more likely, multiple
diverse 10GE links from the data center) of capacity to protect
against site loss. A strong SLA can be supported for different services, as the cloud service provider has control end to end, supporting, for example, performance assurances for database sync,
and for virtualized network and computational services sold to
customers who write third party applications against the platform.

4. Applications

In the micro model, a vastly simpler and less expensive design is
natural and economical, and is typical of many content distribution networks today. First, as the computational resources are
smaller with the micro data center, the networking resources are
accordingly smaller and simpler, with commodity realizations
possible. To provide a few 10 GE uplinks for the support of 1K to
10K servers commodity switches and routers can be used, with
costs now in the $10K range[18]. In the mega data center, these
network elements are needed, as well as much larger routers in the
tree of traffic aggregation, with costs closer to $1M. In the micro
model, the cloud service provider buys links from micro data
center to network services providers, and the Internet is used for
transit. Off-net traffic traverses metro links from data center to
the network service providers, which deliver the traffic to the end
users on the Internet, typically across multiple autonomous systems. As we assume N+1 redundancy at micro data center level,
there is little or no need for network access redundancy, which
(coupled with volume discounts that come from buying many tail
circuits, and with the huge array of options for site selection for
micro data centers) in practice should easily compensate for the
increase in fiber miles needed to reach a larger number of data
centers. In buying transit from network providers, all the costs of
the mega model (metro, wide area, peering) are bundled into the
access link costs. Though wide area networking margins are considered thin and are becoming thinner, the cost of creating dedicated capacity (mega model) rather than using already created
shared capacity is still higher. That said, in the micro model, the
cloud service provider has ceded control of quality to its Internet
access providers, and so cannot support (or even fully monitor)
SLAs on flows that cross out multiple provider networks, as the
bulk of the traffic will do. However, by artfully exploiting the
3

While less true in the metro area, a user of large wide area networking resources can fold in metro resources into the solution.

By “embarrassingly distributed” applications, we mean applications whose implementations do not require intense communications within large server pools. Examples include applications:


Currently deployed with a distributed implementation: voice
mail, telephony (Skype), P2P file sharing (Napster), multicast, eBay, online games (Xbox Live),4 grid computing;

Obvious candidates for a distributed implementation: spam
filtering & email (Hotmail), backup, grep (simple but common forms of searching through a large corpus)

Less obvious candidates: map reduce computations (in the
most general case), sort (in the most general case), social
networking (Facebook).
For some applications, geo-diversity not only improves cost,
scale, reliability, but also effectiveness. Consider spam filtering,
which is analogous to call gapping in telephony[17]. Blocking
unwanted/unsuccessful traffic near the source saves transport
costs. When telephone switching systems are confronted with
more calls than they can complete (because of a natural disaster
such as an earthquake at the destination or for some other reason
such as “American Idol” or a denial of service attack), call gapping blocks the traffic in central offices, points of presence for
relatively small groups of customers (approximately 10,000),
which are likely to be near the sources of the unsuccessful traffic.
Spam filtering should be similar. Blocking spam and other unwanted traffic mechanisms near the source is technically feasible
and efficient[14] and saves transport. Accordingly, many cleansing applications, such as spam assassin[15], can operate on both
mail servers and on end user email applications.
Email is also analogous to voice mail. Voice mail has been deployed both in the core and at the edge. Customers can buy an
answering machine from (for example) Staples and run the service
in their home at the edge, or they can sign up with (for example)
Verizon for voice mail and the telephone company will run the
service for them in the core. Edge solutions tend to be cheaper.
Phone companies charge a monthly recurring charge for the service that is comparable to the one-time charge for the hardware to
run the service at home. Moving the voice mail application to the
edge typically pays for itself in a couple of months. Similar
comments hold for many embarrassingly distributed applications.
Data center machine rooms are expensive, as seen in Section 2.
Monthly rents are comparable to hardware replacement costs.
Let us now consider the email application in more depth.

4.1 Email on the Edge
Microsoft’s Windows Live Hotmail has a large and geo-diverse
user base, and provides an illustrative example. Traffic volumes
are large and volatile (8x more traffic on some days than others),
largely because of spam. Hotmail blocks 3.4B spam messages per
day. Spam (unwanted) to ham (wanted) ratios rarely fall below
70% and can spike over 94%, especially after a virus outbreak.
4

Online games actually use a hybrid solution. During the game,
most of the computation is performed at the edge on the players’
computers, but there is a physical cloud for some tasks such as
match making and out-of-bandwidth signaling.
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Adversaries use viruses to acquire zombies (bot farms). A few
days after an outbreak, zombies are sold to spammers, and email
traffic peaks soon thereafter.
Hotmail can be generally decomposed into four activities, all of
which are embarrassingly distributed:
1) Incoming Email Anti-malware and Routing
2) Email Storage Management
3) Users and Administrator Service
4) Outgoing Email Service
Incoming Email Anti-malware and Routing: Mail is delivered
to the service via SMTP. Load balancers distribute incoming connections to available servers. Edge blocks are applied to reject
unwanted connections via IP black lists and anti-spam/virus mechanisms. Additional filters are applied after a connection is established to address Directory Harvest Attacks (en.wikipedia.org/wiki/E-mail_address_harvesting) and open relays (en.wikipedia.org/wiki/Open_mail_relay).
Email Storage Management: The store has to meet requirements
on reliability, availability, throughput and latency. It is common
practice to build the store on top of a file system (although propriety blob storage solutions are also popular). Header information and other metadata are maintained in a structured store for
speed.
Users and Administrator Service: Requests come into the service from users in a variety of protocols including POP, IMAP,
DAV, Deltasync, HTTP (web front ends). These requests are typically sent to pools of protocol servers. The protocol servers make
authentication requests for each user to a separate authentication
service: looking up the user’s email address and finding the appropriate email storage server for that user, making internal transfer requests from the storage server, and returning the results in
the appropriate format. Administrative requests are handled in the
same way although with different permission and scope from normal users.
Outgoing Email Service: The outgoing email service accepts email send requests from authenticated users. These messages are
typically run through anti-malware facilities to avoid damaging
the overall service reputation by distributing malware. And then
the messages are routed as appropriate internally or externally.

4.2 Implementing Email near the Edge
Although Windows Live Hotmail and other email services are
currently implemented as central in-the-core services with relatively few (10) data centers, more POPs could improve response
time and service quality by distributing work geographically.
Some mail services (such as Yahoo) migrate mailboxes as users
move (or travel). Reliability can be achieved by trickling data
from a primary server to a secondary server in another location,
with small impact on overall cost. Order 100 POPs are sufficient
to address latencies due to the speed of light, though more POPs
enhance features such as blocking unwanted traffic near the
source.
Microsoft Exchange Hosted Services[13] provides an example in
the marketplace of hosted email anti-malware services.

5. Mega vs. Micro
Applications in the data center fall roughly into two classes: large
analysis and service. Many large analysis applications are best
run centrally in mega data centers. Mega data centers may also
offer advantages in tax savings, site location and workforce centralization. Interactive applications are best run near users. Inter-

active and embarrassingly distributed applications can be delivered with better QoS (e.g., smaller TCP round trip times, and
greater independence of physical failure modes) via micro data
centers. It can also be cheaper to deliver such services via micro
data centers.
With capital investment for a mega data center that run $200M to
$500M before adding servers, the last point is important. Major
components of the mega data center infrastructure are not commodity parts; e.g., 115 KVA to 13.2 KVA and 13.2 KVA to 408
VA transformers. Moreover, mega data centers are constructed
with high levels of redundancy within and across layers[1]. In
particular, power redundancy (UPS, resilient generator designs,
seas of batteries, backup cooling facilities, and storage for 100K
gallons of diesel) consumes at least 20% of the total infrastructure
spend. In contrast, micro data center designs use commodity
parts. With resilience in the network of micro data centers, there
is little or no spend on generators, diesel, redundant cooling; the
cost of many levels of redundancy disappears. As a result, the
unit capital cost of resources in the mega data center exceeds that
of the micro data center. To capture this in a simple model, we
assume that resources have unit cost in the micro data center, but
the same resources cost 𝑈 in the mega data center, where 𝑈 ≥ 1.
While varying by application, networking and power consumption
needs scale with the workload. If we split workload from a single
large center into 𝐾 smaller centers, then some efficiency may be
lost. A compensatory measure then is to use load balancing (e.g.,
via DNS or HTTP level resolution and redirection). For example,
an overloaded micro data center might redirect load to another
micro data center (chosen in a random, or load and proximity
sensitive manner). This can reclaim most of the efficiencies lost.
New traffic is introduced between micro data centers can be mitigated by measures discussed earlier: edge filtering, application or
network layer DDoS scrubbing (see e.g. [22]), time shifting of
traffic needed to assure resilience and optimization of transport
costs between fixed sites (e.g., locating near fiber hotels in metro
areas). To first order, as capital costs of the data center dominate
operational costs of networking and power[1], and taking into account available measures, we do not see the uplift in networking
costs from internal transfers as appreciable.
To get some understanding of the worst case for networking and
power capital costs, let’s consider a simple model for the case of
no cross data center load balancing. A parsimonious model of
Internet workload[19][20], ideally suited to scenarios such as data
centers that multiplex large numbers of flows, models workload
as 𝑚𝑡 + 𝑎 𝑚𝑡 𝑤𝑡 where 𝑚𝑡 is the time varying mean traffic
rate, 𝑤𝑡 is a stationary stochastic process with zero mean and unit
variance (e.g., Fractional Gaussian Noise), and the single parameter 𝑎 captures the “peakedness” or bustiness of the load. For example, this model can capture the phenomenon seen for an email
provider in Figure 1. (Peakedness is sensitive to large workload
spikes that are not filtered out[19] – though well run services must
ultimately manage these by graceful degradation and admission
control[21], with some workload turned away (spikes crossing the
capacity line in Figure 1.)) If the workload is decomposed into 𝐾
individual streams, with constant parameters 𝑚𝑖 , 𝑎𝑖 , and with
independent realizations of a common Gaussian process, the model continues to hold with 𝑚 = 𝐾
1 𝑚𝑖 , and peakedness 𝑎 =
1/𝑚 𝐾
1 𝑚𝑖 𝑎𝑖 , the weighted sum.
A service provider needs to design networking and power to accommodate most peaks. Assuming uniformity, independent
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Gaussian behavior, and focusing on loads 𝑚 during busy hours,
the resource required for the mega center can be estimated as
𝑚 + 𝑛 𝑎𝑚, where the new parameter 𝑛 captures the SLA. (Setting 𝑛 = 2 corresponds to planning enough capacity to accommodate workload up to the 97.5th percentile.) As the unit cost of
resources in the mega data centers is 𝑈, the total resource cost is
then 𝑈[𝑚 + 𝑛 𝑎𝑚]. Similarly, the total resource cost for the
micro data center is 𝐾[m/K+𝑛 𝑎𝑚/𝐾]. Thus, the spend to support a mega data center beyond that needed to support 𝐾 micro
data centers without load balancing comes to 𝑚 𝑈 − 1 −
𝑛 𝑚𝑎 𝐾 − 𝑈 . For large resource demands 𝑚, the result
hinges on the unit cost penalty 𝑈 for the mega data center. If 𝑈 is
even slightly larger than 1, then for large 𝑚 the first term dominates and mega data center costs more. If unit costs are identical
(𝑈 = 1), then in the case of no load balancing, the micro data
centers cost more -- though the increment grows with 𝑚 and so
is a vanishing fraction of the total cost, which grows with 𝑚.
Specifically, the increment grows with a workload peakedness
term 𝑎, a fragmentation term 𝐾 − 1, and a term 𝑛 reflecting the
strength of the SLA.

[3] Manos, M., Data Center World, 2008, (see Mike Rath:
http://datacenterlinks.blogspot.com/2008/04/miichael-manoskeynote-at-data-center.html)
[4] Arnold, S., “The Google Legacy: How Google’s Internet
Search is Transforming Application Software,” Infonetics,
2005.
[5] Caterpillar Rental Power Spec Sheets,
http://www.cat.com/cda/layout?m=43125&x=7, 2006.
[6] Cringley, R, Google-Mart: Sam Walton Taught Google More
About How to Dominate the Internet than Microsoft Ever
Did,
http://www.pbs.org/cringely/pulpit/2005/pulpit_20051117_0
00873.html, Nov. 2005.
[7] Cummins. Cummins Rental Power Generation,
http://www.cumminspower.com/na/services/rental/, 2006.
[8] Hoelzle, U., The Google Linux Cluster,
http://www.uwtv.org/programs/displayevent.asp?rid=1680,
Sept., 2002.
[9] IDC, Worldwide and U.S. Software as a Service 2004-2008
Forecast and Analysis, IDC #31016, Mar., 2004.
[10] Interport Maintenance Co, Inc., Container Sales Pricing,
http://www.iport.com/sales_pricing.html, 2006.
[11] Kahle, B., Large Scale Data Repository: Petabox,
http://www.archive.org/web/petabox.php, Jun., 2004.
[12] Menon, J., IBM Storage Systems,
http://www.almaden.ibm.com/almaden/talks/cerntalksumm.p
df, IBM, 2001.

Figure 1. Processed (upper curve) and blocked (lower curve)
traffic to an email provider (under spam attack).

6. Conclusions
Cloud service providers are on a path to supporting up to a million
servers. Should we build a few mega datacenters under the mega
model, or lots of smaller datacenters under the micro model?
When applicable, the micro model is simpler and less expensive,
both in terms of power (section 2) and networking (section 3);
geo-diversity and N+1 redundancy eliminate complicated and
expensive protection mechanisms: batteries, generators, and redundant access and transit networks. The micro model is not
appropriate for all applications, but it is especially attractive for
embarrassingly distributed applications, as well as applications
that use small pools of servers (less than 10,000). Section 3 mentioned a number of examples, and described email in some detail.
For spam filtering, geo-diversity not only simplifies the design,
but the extra points of presence can block unwanted traffic near
the source, a feature that would not have been possible under the
mega model. Putting it all together, the micro model offers a design point with attractive performance, reliability, scale and cost.
Given how much the industry is currently investing in the mega
model, the industry would do well to consider the micro alternative.
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Abstract

control on its use. Applications are coded against
the standard IPMC socket interface, but IPMC
system calls are intercepted and mapped into one
of two cases:

Data centers avoid IP Multicast because of a series of problems with the technology. We propose
Dr. Multicast (the MCMD), a system that maps
traditional IPMC operations to either use a new
point-to-point UDP multisend operation, or to a
traditional IPMC address. The MCMD is designed to optimize resource allocations, while simultaneously respecting an administrator-specified
acceptable-use policy. We argue that with the resulting range of options, IPMC no longer represents
a threat and could therefore be used much more
widely.

1

• A true IPMC address is allocated to the group.
• Communication to the group is performed using point-to-point UDP messages to individual
receivers, using a new multi-send system call.
The MCMD tracks group membership, using a
gossip protocol. It translates each send operation
on a multicast group into one or more send operations, optimized for system objectives. Finally, to
implement this optimization policy, it instantiates
in a fault-tolerant fashion a service that computes
the best allocation of IPMC addresses to groups
(or to overlapping sets of groups), adapting as use
changes over time.
Users benefit in several ways:

Introduction

As data centers scale up, IP multicast (IPMC) [8]
has an obvious appeal. Publish-subscribe and data
distribution layers [6, 7] generate multicast distribution patterns; IPMC permits each message to be
sent using a single I/O operation, reducing latency
both for senders and receivers (especially, for the
last receiver in a large group). Clustered application
servers [1, 4, 3] need to replicate state updates and
heartbeats between server instances. Distributed
caching infrastructures [2, 5] need to update cached
information. For these and other uses, IPMC seems
like a natural match.
Unfortunately, IPMC has earned a reputation as
a poor citizen. Routers must maintain routing state
and perform a costly per-group translation[11, 9].
Many NICs can only handle a few IPMC addresses;
costs soar if too many are used. Multicast flow control is also a black art. When things go awry, a multicast storm can occur, disrupting the whole data
center. Perhaps most importantly, management of
multicast use is practically unsupported.
Our paper introduces Dr. Multicast (the
MCMD), a technology that permits data center
operators to enable IPMC while maintaining tight

• Policy: Administrators can centrally impose
traffic policies within the data center, such as
limiting the use of IPMC to certain machines,
placing a cap on the number of IPMC groups
in the system or eliminating IPMC entirely.
• Performance: The MCMD approximates the
performance of IPMC, using it directly where
possible. When a multicast request must be
translated into UDP sends, the multi-send system call reduces overheads.
• Transparency and Ease-of-Use: Applications
express their intended communication pattern
using standard IPMC interfaces, rather than
using hand-coded implementations of what is
really an administrative policy.
• Robustness: The MCMD is implemented as a
distributed, fault-tolerant service.
We provide and evaluate effective heuristics for the
optimization problem of allocating the limited number of IPMC addresses, although brevity limits us
to a very terse review of the framework, the underlying (N P -complete) optimization question, and the
models used in the evaluation.

∗ This work was supported by grants from AFRL, AFOSR,
NSF, Cisco and Intel.

1

62

of that, i.e. 7,500 packets/sec. The receiver and
transmitter have 1Gbps NICs and are connected
by a switch with IP routing capabilities. The experiments were conducted on a pair of single core
TM
Intel R Xeon
2.6GHz machines. Figure 1 shows
that the critical threshold that the particular NIC
can handle is roughly 100 IPMC groups, after which
throughput begins to fall off.
The issue isn’t confined to the NIC. Performance
of modern 10Gbps switches was evaluated in a recent review [10] which found that their IGMPv3
group capacity ranged between as little as 70 and
1,500. Less than half of the switches tested were
able to support 500 multicast groups under stress
without flooding receivers with all multicast traffic.
The MCMD addresses these problems in two
ways. First, by letting the operator limit the number of IPMC addresses in use, the system ensures
that whatever the limits in the data center may
be, they will not be exceeded. Second, by optimizing to use IPMC addresses as efficiently as possible, the MCMD arranges that the IPMC addresses
actually used will be valuable ones – large groups
that receive high traffic. As seen below, this is done
not just by optimizing across the groups as given,
but also by discovering ways to aggregate overlapping groups into structures within which IPMC addresses are shared by multiple groups, permitting
even greater efficiencies.
The perception that IPMC is an unstable technology is harder to demonstrate in simple experiments: as noted earlier, many applications are perfectly stable under most patterns of load and scale,
yet capable of being extraordinarily disruptive. The
story often runs something like this. An application
uses IPMC to send to large numbers of receivers at a
substantial data rate. Some phenomenon now triggers loss. The receivers detect the loss and solicit
retransmissions, but this provokes a further load
surge, exacerbating the original problem. A multicast storm ensues, saturating the network with
redundant retransmission requests and duplicative
multicasts. With MCMD the operator can safely
deploy such an application: if it works well, it will
be permitted to use IPMC; if it becomes problematic, it can be mapped to UDP merely by changing the acceptable use policy. More broadly, the
MCMD encourages developers to express intent in
a higher-level form, rather than hand-coding what
is essentially an administrative policy.
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Figure 1: Receiver packet miss rate vs. number of IPMC
groups joined
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IPMC in the Data Center

Modern data centers often have policies legislating
against the use of IPMC, despite the fact that multicast is a natural expression of a common data communication pattern seen in a wide range of applications. This reflects a number of pragmatic considerations. First, IPMC is perceived as a potentially
costly technology in terms of performance impact
on the routing and NIC hardware. Second, applications using IPMC are famously unstable, running
smoothly in some settings and yet, as scale is increased, potentially collapsing into chaotic multicast storms that disrupt even non-IPMC users.
The hardware issue relates to imperfect filtering.
A common scheme used to map IP group addresses
to Ethernet group addresses involves placing the
low-order 23 bits of the IP address into the loworder 23 bits of the Ethernet address [8]. Since there
are 28 significant bits in the IP address, more than
one IP address can map to an Ethernet address.
The NIC maintains the set of Ethernet mappings
for joined groups and forwards packets to the kernel only if the destination group maps to one of
those Ethernet addresses. As a result, with large
numbers of groups, the NIC may accept undesired
packets, which the kernel must discard.
Figure 1 illustrates the issue. In this experiment,
a multicast transmitter transmits on 2k multicast
groups, whereas the receiver listens to k multicast
groups. We varied the number of multicast groups k
and measured the CPU consumption as well as the
packet loss at the receiver. The transmitter transmits at a constant rate of 15,000 packets/sec, with
a packet size of 8,000 bytes spread across all the
groups. The receiver thus expects to receive half

3

Design

The basic operation of MCMD is simple. It translates an application-level multicast address used by
2
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Figure 2: Overview of the MCMD architecture

Figure 3: Two under-the-hood mappings in MCMD, a direct IPMC mapping on the left and point-to-point mapping
on the right.

an application to a set of unicast addresses and
network-level multicast addresses. MCMD has two
components (see figure 2):

module. Simultaneously, it pushes information and
statistics about grouping and traffic patterns used
by the application to the local mapping module.

• A library module responsible for the mechanism of translation. It intercepts outgoing multicast messages and instead sends them to a set
of unicast and multicast destinations.

3.2

The mapping module plays two important roles:
• It acts as a Group Membership Service
(GMS), maintaining the membership set of
each application-level group in the system.

• A mapping module responsible for the policy
of translation. It determines the mapping from
each application-level address and a set of unicast and network-level multicast addresses.

3.1

Mapping Module

• It allocates a limited set of IPMC addresses
to different sets of machines in the data center
and orchestrates the IGMP joins and leaves required to maintain these IPMC groups within
the network.

Library Module

The MCMD library module exports a <sockets.h>
library to applications, with interfaces identical to
the standard POSIX version. By overloading the
relevant socket operations, MCMD can intercept
join, leave and send operations. For example:

The mapping module uses a gossip-based control
plane using techniques described in [13]. The gossip
control plane is extremely resilient to failures and
includes a decentralized failure detector that can
be used to locate and eject faulty, i.e. irresponsive,
machines. It imposes a stable and constant overhead on the system and has no central bottleneck,
irrespective of the number of nodes.
The gossip-based control plane essentially replicates mapping and grouping information slowly and
continuously throughout the system. As a result,
the mapping module on any single node has a global
view of the system and can immediately resolve an
application-level address to a set of unicast and multicast addresses without any extra communication.
The size of this global view is not prohibitive; for
example, we can store membership and mapping information for a 1000-node data center within a few

• setsockopt() is overloaded so that an invocation with the IP ADD MEMBERSHIP or
IP DROP MEMBERSHIP option as a parameter results in a ‘join’ message being sent to
the mapping module. In this case, the standard behavior of setsockopt – generating an
IGMP message – is suppressed.
• sendto() is overloaded so that a send to a class
D group address is intercepted and converted
to multiple sends to a set of addresses from the
kernel.
The library module interacts with the mapping
module via a UNIX socket. It pulls the translations
for each application-level group from the mapping
3
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MB of memory. For now, we’re targetting systems
with a low enough rate of joins, leaves and failures
per second to allow for global replication of control
information. In the future, we’ll replace the global
replication scheme with a more focused one to eliminate this restriction.
Knowledge of global group membership is sufficient for the mapping module at each node to translate application-level group addresses into networklevel unicast addresses. To fulfill the second function of allocating IPMC addresses in the system, an
instance of the specific mapping module running on
a particular node in the system acts as a leader. It
aggregates information from other mapping modules (via the gossip control plane) and calculates
appropriate allocations of IPMC addresses to mandate within the data center. The leader can be chosen according to different strategies – one simple
expedient is to query the gossip layer for the oldest node in the system. The failure of the leader is
automatically detected by the gossip layer’s inbuilt
failure detector, which also naturally updates the
pointer to the oldest node.

3.2.1

delete the entry, but instead maintains it in a dead
state for T2 more seconds. This is to prevent the
case where a deleted entry is reintroduced into its
map by some other node. After T2 seconds have
elapsed, the entry is truly deleted.
The comparison of maps between two gossiping
nodes is highly optimized. The initiating node
sends the other node a set of hash values for different portions of the map, where portions are themselves determined by hashing entries into different
buckets. If the receiving node notices that the hash
for a portion differs, it sends back its own version of
that portion. This simple interchange is sufficient
to ensure that all maps across the system are kept
loosely consistent with each other. An optional step
to the exchange involves the initiating node transmitting its own version back to the receiving node,
if it has entries in its map that are more recent than
the latter’s.
Gossip-based Communication: Thus far, we
have described a decentralized gossip-based failure
detector. Significantly, such a failure detector can
be used as a general purpose gossip communication
layer. Nodes can insert arbitrary state into their
entries to gossip about, not just heartbeat timestamps. For example, a node could insert the average CPU load or the amount of disk space available; eventually this information propagates to all
other nodes in the system. The reconciliation of
entries during gossip exchanges is still done based
on which entry has the highest heartbeat, since that
determines the staleness of all the other information
included in that entry.
Using a gossip-based failure detector as a control
communication layer has many benefits. It provides
extreme resilience and robustness for control traffic,
eliminating any single points of failure. It provides
extremely clean semantics for data consistency –
a node can write only to its own entry, eliminating any chance of concurrent conflicting writes. In
addition, a node’s entry is deleted throughout the
system if the node fails, allowing for fate sharing
between a node and the information it inserts into
the system.
Group Membership Service: The mapping
module uses the gossip layer to maintain group
membership information for different applicationlevel groups in the system. Each node maintains
in its gossip entry – along with its heartbeat timestamp – the set of groups it belongs to, updating this
whenever the library module intercepts a join or a
leave. A simple scan of the map is sufficient to generate an alternative representation of the membership information, mapping each group in the system

Gossip Control Plane

We first describe an implementation of the mapping
module using only the gossip-based control plane.
However, the Achilles heel of gossip at large system
sizes is latency – the time it takes for an update
to propagate to every node in the system. Consequently, we then describe approaches to add extra
control traffic for certain kinds of critical updates
– in particular, IPMC mappings and group joins –
that need to be distributed through the system at
low latencies.
Gossip-based Failure Detector:
The
MCMD control plane is a simple and powerful
gossip-based failure detector identical to the one
described by van Renesse [13]. Each node maintains its own version of a global table, mapping
every node in the data center to a timestamp or
heartbeat value. Every T milliseconds, a node updates its own heartbeat in the map to its current
local time, randomly selects another node and reconciles maps with it. The reconciliation function
is extremely simple – for each entry, the new map
contains the highest timestamp from the entries in
the two old maps. As a result, the heartbeat timestamps inserted by nodes into their own local maps
propagate through the system via gossip exchanges
between pairs of nodes.
When a node notices that the timestamp value for
some other node in its map is older than T1 seconds,
it flags that node as ‘dead’. It does not immediately
4
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to all the nodes that belong to it. If a node fails, its
entry is removed from the gossip map; as a result,
a subsequent scan of the map generates a groupsto-nodes table that excludes the node from all the
groups it belonged to.
Mapping Module Leader: As mentioned previously, the gossip layer informs the mapping module of the identity of the oldest node in the system,
which is then elected as a leader and allocates IPMC
addresses. To distribute these allocations back into
the system, the leader can just update its own entry in the gossip map with the extra IPMC information. When a receiver is informed of a relevant
new mapping, it issues the appropriate IGMP messages required to join or leave the IPMC group as
mandated by the mapping module.
A “pure” gossip protocol can have large propagation delays, resulting in undesirable effects such
as senders transmitting to IPMC groups before receivers can join them. To mitigate these latency
effects, the leader periodically broadcasts mappings
at a fixed, low rate to the entire data center. The
rate of these broadcasts is tunable; we expect typical values to be a few packets every second. The
broadcast acts purely as a latency optimization over
the gossip layer; if a broadcast message is lost at a
node, the mapping is eventually delivered to it via
gossip.
Latency Optimization of Joins: We are also
interested in minimizing the latency of a join to an
application-level multicast group; i.e., after a node
issues a join request to a group, how much time
elapses before it receives data from all the senders
to that group? While the gossip layer will eventually update senders of the new membership of the
group, its latency may be too high to support applications that need fast membership operations. The
latency of leave operations is less critical, since a
receiver that has left a group can filter out messages arriving in that group from senders who have
stale membership information until the gossip layer
propagates the change.
In MCMD, we explore two options to speed up
joins. The first method is to have receivers broadcast joins to the entire data center. For most data
center settings, this is a viable option since the rate
of joins in the system is typically quite low. This approach is drawn on figure 2. The second method is
meant for handling higher churn; it involves explicitly tracking the set of senders for each group via the
gossip layer. Since each node in the system knows
the set of senders for every group, a receiver joining
a group can directly send the join using multiple
unicasts to the senders of that group. The second

option incurs more space and communication overhead in the gossip layer but is more scalable in terms
of churn and system size.
Switching between these two options can be done
by a human administrator or automatically by a
designated node, such as the mapping module, simply by observing the rate of membership updates
in the system via the gossip layer. Once again, the
broadcasts or direct unicasts do not have to be reliable, since the gossip layer will eventually propagate
joins throughout the system.

3.3

Kernel Multi-send System Call

Sending a single packet to a physical IPMC group
is cheap since the one-to-many multiplexing is done
on a lower level by routing or switching hardware
in the network. However, when IPMC resources are
exhausted, the group-address mapping in MCMD
will map a logical IPMC group to a set of unicast
addresses corresponding to its members. Thus a
single sendto()-call at the interface would produce
a series of sends at the library and kernel level of
identical packets to a number of physical addresses.
We modified the kernel to help alleviate the overhead caused by context-switching during the list of
sends. We implemented a multi-send system call on
the Linux 2.6.24 kernel with a sendto()-like interface that sends a message to multiple destinations.

4

Optimizing Resource Use

Beyond making IPMC controllable and hence safe,
the MCMD incorporates a further innovation. We
noted that our goal is to optimize the limited use of
IPMC addresses. Such optimization problems are
often hard, and indeed the optimization problem
that arises here we have proven to be N P -complete
(details omitted for brevity). Particularly difficult
is the problem of mapping multiple application-level
groups to the same IPMC address: doing so shares
the address across a potentially large set of groups,
which is a good thing, but finding the optimal pattern for sharing the addresses is hard.
A topic is a logical multicast group. Our algorithm can be summarized as follows.
• Find and merge all identically overlapping topics into groups, aggregating the traffic reports.
• Sort groups in descending order by the product
of the reported traffic rate and topic size.
• For each group G, assign an IPMC address to
topic G, unless the global or user address quota
for ≥ 3 members have been exceeded.
5
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• Enlist all remaining users in G for point-topoint communication over unicast.

[6] Real Time Innovations Data Distribution Service. http://www.rti.com/products/data_
distribution/, 2008.

Thus a large topic with high traffic is more likely
to be allocated a dedicated IPMC address. Other
groups might communicate over both IPMC and
point-to-point unicast for members that have exceeded their NIC IPMC capacity, and yet others
might perform multicast over point-to-point unicast
entirely.

5

[7] TIBCO Rendezvous.
http://www.tibco.
com/software/messaging/rendezvous/
default.jsp, 2008.
[8] Deering, S. Host Extensions for IP Multicasting. Network Working Request for Comments
1112 (August 1989) (1989).
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Conclusion

Many major data center operators legislate against
the use of IP multicast: the technology is perceived
as disruptive and insecure. Yet IPMC offers very attractive performance and scalability benefits. Our
paper proposes Dr. Multicast (the MCMD), a remedy to this conundrum. By permitting operators to
define an acceptable use policy (and to modify it at
runtime if needed), the MCMD permits active management of multicast use. Moreover, by introducing
a novel scheme for sharing scarce IPMC addresses
among logical groups, the MCMD reduces the number of IPMC addresses needed sharply, and ensures
that the technology is only used in situations where
it offers significant benefits.

[11] Rosenzweig, P., Kadansky, M., and
Hanna, S. The Java Reliable Multicast Service: A Reliable Multicast Library. Sun Labs
(1997).
[12] Tock, Y., Naaman, N., Harpaz, A., and
Gershinsky, G. Hierarchical clustering of
message flows in a multicast data dissemination system. In IASTED PDCS (2005), S. Q.
Zheng, Ed., IASTED/ACTA Press, pp. 320–
326.
[13] van Renesse, R., Minsky, Y., and Hayden, M. A gossip-based failure detection service. In Middleware’98, IFIP International
Conference on Distributed Systems Platforms
and Open Distributed Processing (England,
September 1998), pp. 55–70.

References
[1] BEA Weblogic.
http://www.bea.com/
framework.jsp?CNT=features.htm&FP=
/content/products/weblogic/server/,
2008.

[14] Wong, T., and Katz, R. An analysis of
multicast forwarding state scalability. In ICNP
’00: Proceedings of the 2000 International
Conference on Network Protocols (Washington, DC, USA, 2000), IEEE Computer Society,
p. 105.

[2] GEMSTONE GemFire.
http://www.
gemstone.com/products/gemfire/
enterprise.php, 2008.
[3] IBM WebSphere. http://www-01.ibm.com/
software/webservers/appserv/was/, 2008.

[15] Wong, T., Katz, R. H., and McCanne,
S. An evaluation on using preference clustering
in large-scale multicast applications. In INFOCOM (2) (2000), pp. 451–460.

[4] JBoss Application Server. http://www.jboss.
org/, 2008.
[5] Oracle Coherence. http://www.oracle.com/
technology/products/coherence/index.
html, 2008.
6

67

How to evaluate exotic wireless routing protocols?∗
Dimitrios Koutsonikolas1 , Y. Charlie Hu1 , Konstantina Papagiannaki2
1
Purdue University and 2 Intel Research, Pittsburgh

A BSTRACT
The advent of static wireless mesh networks (WMNs) has
largely shifted the design goals of wireless routing protocols from maintaining connectivity among routers to providing high throughput. The change of design goals has led to
the creation of many “exotic” optimization techniques such
as opportunistic routing and network coding, that promise a
dramatic increase in overall network throughput. These “exotic” techniques have also moved many mechanisms such as
reliability and rate control, that used to be below or above
the routing layer in traditional protocols, to the routing layer.
In this paper, we first review the above evolution of routing protocol design and show that the consolidation of mechanisms from multiple layers into the routing layer poses new
challenges to the methodology for evaluating and comparing this new generation of routing protocols. We then discuss the diverse set of current practices in evaluating recently
proposed protocols and their strengths and weaknesses. Our
discussion suggests that there is an urgent need to carefully
rethink the implications of the new merged-layer routing protocol design and develop effective methodologies for meaningful and fair comparison of these protocols.
Finally, we make several concrete suggestions on the desired evaluation methodology. In particular, we show that
the traffic sending rate plays a fundamental role and should
be carefully controlled.

1.

R ENAISSANCE OF WIRELESS

ROUTING PRO -

TOCOL DESIGN

The recent evolution of wireless networking from the ad
hoc networking era to the mesh networking era has ignited
a new Renaissance of routing protocol design for multihop
wireless networks.
In the ad hoc networking era, the primary challenge faced
by routing protocols (e.g., DSR [11], AODV [17]) was to
deal with frequent route breaks due to host mobility in a dynamic mobile environment. Accordingly, most research efforts were focused on designing efficient route discovery/repair
schemes to discover or repair routes with minimum overhead. The routing process itself was simple; once a route
from the source to a destination was known, each hop along
the route simply transmitted the packet to the next hop via
802.11 unicast. These protocols relied on 802.11 unicast
(with its built-in ACK-based local recovery scheme and exponential backoff) to deal with packet loss due to channel
We thank the reviewers for their insightful comments. This work
was supported in part by NSF grant CNS-0626703.
∗
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errors or collisions.
The design goals of the ad hoc routing protocols also drove
their evaluation methodology. The comparison between different protocols was usually in terms of Packet Delivery Ratio (PDR) and control overhead (e.g. [2, 5]). The offered
load, typically of some constant rate, was low so that the resulting data traffic and control overhead do not exceed the
network capacity. The main parameter varied in the evaluations was the pause time of the random waypoint mobility
model, which characterized how dynamic the environment
was. The focus of such a methodology was to offer a direct
comparison of various protocols’ ability to transfer data to
the destination under host mobility, while incurring low control overhead. Interestingly, often times the protocol comparisons boiled down to tradeoffs between PDR and control
overhead [2, 5].
Transition to WMNs changed these rules. In a WMN,
routers are static and hence route changes due to mobility
are not a concern anymore. The main performance metric
is now throughput, often times even at the cost of increased
control overhead.
The first major effort towards the new design goal was on
designing link-quality path metrics (e.g., ETX [4], ETT [6])
that replaced the commonly used shortest-path metric. The
protocols using these link-quality metrics still followed the
layering principle: the routing layer finds a good route, and
802.11 unicast is used to deliver packets hop by hop.
Opportunistic Routing. Seeking further throughput improvement, researchers looked into new, “exotic” techniques,
which largely abandoned the layering principle. The first
such technique was opportunistic routing as demonstrated in
the ExOR protocol [1]. Instead of having a decoupled MAC
and routing layer, ExOR explored an inherent property of
the wireless medium, its broadcast nature. Instead of first
determining the next hop and then sending the packet to it, it
broadcasts the packet so that all neighbors have the chance to
hear it; among those that received the packet, the node closest to the destination forwards the packet. This also implies
that some coordination is required, so that the neighboring
nodes can agree on who should rebroadcast the packet next.
To reduce the coordination overhead, ExOR proposed sending packets in batches.
Intra-flow network coding. The second “exotic” technique applied network coding to multihop wireless networks.
With network coding, each mesh router randomly mixes packets it has received before forwarding them. The random mixing ensures with high probability that nodes will not forward
the same packet, and hence coordination overhead is min-
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imized. Network coding has one more positive effect. It
resembles traditional Forward Error Correction (FEC) techniques, which offer reliability through redundancy, with the
extra advantage that it is applied at every hop, and not endto-end [16, 8]. Together, network coding eliminates the need
for reliability on a per-hop or per-packet basis. Since each
coded packet contains information about many packets, the
destination can reconstruct the original data if it receives sufficiently many packets. MORE [3] was the first protocol to
combine opportunistic routing with network coding.
Both techniques use unreliable 802.11 broadcast as the
hop-by-hop forwarding technique, which is a significant departure from traditional routing protocols. The use of broadcast is a necessity for opportunistic routing as well as effective network coding. Since the MAC now does not have to
deal with retransmissions and exponential backoffs, it can
send at much higher packet rates than in the unicast mode;
it is essentially limited only by carrier sensing. Sending at
higher rates potentially implies higher goodput. Since the
design goal is focused on high throughput, this observation
has an immediate implication for the evaluation methodology of these new protocols: instead of using a constant rate
(CBR) of X packets per second, the source node should send
as fast as the MAC allows.
However, making the sources send as fast as the MAC allows has a serious side effect. It can cause congestion in the
network if the aggregate transmission rate of the nodes exceeds the network capacity. As [14] showed, in contrast to
the wired Internet, where congestion is the result of a complex interaction among many flows, in a wireless network,
congestion can happen even with a single flow, in a simple
topology and even with 802.11 unicast. The use of broadcast in this new generation of routing schemes simply worsens the situation, since the lack of exponential backoff in the
802.11 broadcast mode means nodes never really slow down.
Rate control. With congestion, the queues of the nodes
become full, causing significant packet loss. We thus need to
reintroduce the mechanism for preventing the network from
reaching this state: rate control. SOAR [18] is a new opportunistic routing protocol that has a built-in rate control
mechanism, both at the source (using a sliding window) and
at intermediate routers (using small queues to avoid unpredictable queuing delays). Other protocols (e.g., [19, 9]) propose hop-by-hop, backpressure-based mechanisms to limit
the amount of traffic injected in the network. Hence, rate
control, which used to be the responsibility of higher layer
protocols (transport or application), is now brought down to
the routing layer.
Inter-flow network coding. The final frontier is that of
increasing the network capacity itself! The basic idea is
again simple: a router can XOR packets from different flows
(hence inter-flow network coding as opposed to intra-flow
network coding discussed previously) and broadcast them.
If the next hop of each flow has already overheard all the
mixed packets except for the one destined for it, it can XOR
them again with the XORed packet to obtain its own packet.

Application Layer
Application Layer
Network Sublayer3

End−to−end rate control
End−to−end reliability
Packet forwarding
Hop−by−hop reliability
Medium access

Transport Layer

End−to−end
rate control
End−to−end
reliability

Network Sublayer2 Packet forwarding
Network Layer

Network coding

Network Sublayer1 Hop−by−hop
rate control
MAC Layer
Physical Layer

MAC Layer

Hop−by−hop
reliability
Medium access

Physical Layer

(a) Traditional Network Stack (b) New Network Stack

Figure 1: The evolution of the protocol stack.

COPE [12] was the first protocol that brought this idea from
theory into practice. By mixing packets belonging to different flows and transmitting them as one, one reduces the total
number of transmissions required, and hence increases the
“effective” capacity of the network.
Since the technique stretches the capacity of the network,
the most natural way to show its improvement, i.e., the implied evaluation methodology, is to subject the network to
a traffic load (not too much) above the physical capacity,
i.e., the network should already be congested before network
coding is turned on, which will then increase the effective capacity just enough to eliminate the congestion.
Reliability. Since 802.11 broadcast is unreliable, with
the exception of intra-flow network coding, which embraces
FEC, all other techniques, which rely on MAC-layer broadcast, require some ARQ-based recovery mechanism. ExOR
uses end-to-end retransmissions by going through the same
batch of packets until 90% of them are received by the destination; SOAR and COPE use asynchronous cumulative hopby-hop acknowledgments; COPE also relies partly on 802.11
unicast (known as pseudobroadcast [12]). Hence, in addition
to rate control, one more mechanism, reliability, which used
to be the responsibility of either upper (end-to-end) or lower
(hop-by-hop) layers, is now brought to the routing layer.
In summary, the “exotic” techniques used in new routing
protocols for WMNs have largely abandoned the layering
principle and adopted a merged-layer approach, as shown in
Figure 1. Mechanisms that used to be at lower or higher
layers are now blended into the routing layer. This consolidation of mechanisms and techniques into the routing layer
has made the evaluation of routing protocol performance a
much subtler task than before. For example, some mechanisms and techniques may be conflicting: inter-flow network
coding desires traffic load to be above the network capacity
while rate control targets the exact opposite.
In the next section, we discuss the resulting diverse set of
current practices in evaluating this new generation of routing
protocols. We show that, in contrast to traditional routing
protocols, there have been no clear guidelines that drive the
evaluation of these protocols; often times each new protocol
is evaluated with a different methodology.

2.

S TATE

OF AFFAIRS

There have been many high-throughput routing protocols
for WMNs proposed over the last few years. Due to the page
2
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Table 1: Methodologies used in evaluating recent high-throughput WMN routing protocols.

Unreliable protocols

Reliable protocols

Evaluation Methodology
Make both protocols reliable but in different ways
Evaluate for a wide range of sending rates, with deteriorating PDR
Compare a protocol with rate control against a protocol without rate control
Old ad hoc methodology: keep the sending rate fixed below capacity, measure PDR
Compare a reliable protocol against an unreliable protocol
Compare a reliable protocol against an unreliable protocol under TCP
Modify an unreliable protocol to incorporate the same reliability mechanism of a new protocol

limit, we review here the evaluation methodologies used in a
subset of them, as summarized in Table 1.

Example
ExOR [1]
COPE [12]
SOAR [18]
ROMER [20]
MORE [3]
noCoCo [19]
noCoCo [19]

routing simultaneous transmissions can take place across the
network as long as they do not interfere with each other. This
advantage can turn into a drawback in the presence of a large
number of hidden terminals. In other words, by trying to
make the comparison fair by adding reliability to traditional
routing, the authors also removed one feature of traditional
routing. Whether this feature harmed traditional routing depends on the particular environment used for the evaluation.
Practice 2: No rate control - varying the sending rate.
COPE in [12] was compared against a traditional routing
protocol (Srcr), under UDP traffic.2 In an 802.11a network
with a nominal bitrate of 6Mbps, the experiment was repeated for gradually increased total offered load. The aggregate throughput over the total offered load for the two protocols was then presented, as shown in Figure 2 (Figure 12
in [12]).
We make several observations on Figure 2. First, the advantage of COPE is best shown when the traffic load in the
network is pushed beyond the capacity. Since it is not clear
what the traffic load is, the best thing is to measure throughput for varying offered load, as done by the authors. As expected, at low loads, COPE performs similarly to traditional
routing. As the load increases, COPE offers on average 34x throughput improvement over traditional routing. Second, like traditional routing, the goodput of COPE also peaks
when the offered load is around the effective capacity of the
network (now higher because of inter-flow network coding),
and decreases quickly as the load further increases, and the
PDR value, which can be easily calculated by dividing the y
value by the x value, deteriorates sharply, possibly below the
acceptable level of many applications. Third, if the protocols
have rate control mechanisms, ideally the goodput should remain constant when the offered load is increased to beyond
the network capacity. Since neither protocol has rate control,
we witness the decline of the goodput.
Practice 3: Comparing a protocol with rate control
against a protocol without. SOAR applies sliding windowbased rate control at the sources, trying to discover the optimal sending rate online. In contrast, traditional routing has
no rate control. This immediately creates a challenge for a
fair comparison of the two protocols. Faced with this challenge, the authors decided to perform the evaluation in a saturated network, where each source transmits at 6Mbps, same
as the nominal bitrate of the network.

2.1 Evaluation of Unreliable Protocols
In the case of unreliable protocols (e.g., for multimedia
applications that do not require 100% PDR), the main objective is high throughput perceived by the destinations, i.e.,
high goodput. The new trend in the evaluation methodology
is to saturate the network, letting the sources send as fast as
possible so that the traffic load in the network exceeds the
available capacity; then measure the maximum amount of
traffic the protocol can deliver to the destination.
However, such a methodology is flawed in that it completely deemphasizes the PDR metric. The fact that certain
applications do not require 100% PDR does not mean that
reliability is a factor that can be completely neglected. Many
applications have certain lower bounds for reliability; for example the quality of a video deteriorates with packet loss,
and hence if the PDR drops below a threshold, the video
quality becomes unacceptable.
Practice 1: Making both protocols reliable. ExOR guarantees reliable end-to-end delivery of 90% of each batch; every node keeps retransmitting packets belonging to a given
batch until they are acknowledged by a node closer to the
destination. The last 10% of the packets could incur a lot
of overhead if they were sent through ExOR, and hence they
are sent through traditional routing, which does not offer any
guarantee for end-to-end reliability.
The authors argued that a direct comparison of ExOR with
traditional routing would be unfair and they conducted the
experiments in a way that guaranteed 100% PDR with both
of them. In each case, the size of the file to be downloaded
was 1MB. Instead of using traditional routing to carry the
last 10% of the file, the evaluation of ExOR was based on
the transmission of a 1.1 MB file, so as to compensate for
loss. In contrast, the traditional routing protocol was only
used to determine the route offline. The 1MB file was then
transfered sequentially hop-by-hop, thus eliminating collisions, and also packet drops due to queue overflows.1
While this methodology was largely fair, it eliminated one
important feature of traditional routing that does not exist
in ExOR: spatial reuse. To avoid duplicate transmissions,
nodes in ExOR are assigned priorities, and only one node
transmits at a time – hence, coordination is achieved at the
cost of reduced spatial reuse. In contrast, with traditional

2
[12] also evaluated COPE and Srcr under TCP. In that case, although the two protocols are unreliable, reliability is provided by
the transport layer.

1

The packet losses due to channel errors were masked in the testbed
through 802.11 retransmissions.
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Figure 2: Evaluation of COPE and traditional routing in an ad hoc network
for UDP flows. Reproduced Figure 12
from [12].
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off, and it prevents them from increasing their window size
and utilizing the wireless medium efficiently. This is the reason many new protocols ignore TCP, and incorporate mechanisms for end-to-end reliability at the network layer instead.
Practice 5: Comparing a reliable with an unreliable
protocol. In [3], MORE is compared against traditional routing showing a median throughput gain of 95%. The authors used UDP traffic for both protocols sent at the maximum possible data rate, i.e., the source transmitted as fast
as the MAC allowed. As we have already explained, in a
highly congested environment, 802.11 unicast cannot help
traditional routing to recover from packet drops due to queue
overflows. In contrast, with MORE there is no queuing. With
a batch size of k packets, every MORE router only needs
to keep k linearly independent packets in a buffer; linearly
dependent packets do not include any new information and
can be safely dropped. Hence, a MORE router does not experience losses due to queue overflows, no matter how fast
it receives packets from its upstream nodes. In addition,
the FEC element contained in network coding masks packet
losses due to collisions and channel errors through redundancy. Thus, a reliable protocol was compared against an
unreliable one.
This does not necessarily mean that the comparison favored MORE over traditional routing. In the evaluation of
the two protocols, a fixed size file was sent from the source to
the destination with each protocol, however with traditional
routing only a fraction of this file is finally delivered to the
destination. Depending on the fraction of the file that is lost
and the time taken for the transfer, this evaluation could favor any of the two protocols. In other words, adding an endto-end reliability mechanism to traditional routing would increase the numerator of the throughput formula (the amount
of data delivered) but it would also increase the denominator (the time taken for the total transfer); this could lead to
either an increase or a decrease to the throughput achieved
with traditional routing.
Practice 6: Running an unreliable protocol under TCP.
An easy way to provide end-to-end reliability with an unreliable routing protocol is to run it under TCP; no change is
required to the protocol itself. This is one of the approaches
followed by [19] in the evaluation of noCoCo. noCoCo im-

Saturating the network creates an adverse situation for traditional routing, which is expected to perform poorly under these conditions and suffer significant packet loss due
to queue overflows. In contrast, SOAR adapts the sending
rate online, based on the network conditions. SOAR was
shown to offer a large throughput improvement over traditional routing (one example is shown in Figure 3, Figure
14(b) in [18]). However, it is not clear what part of the
improvement is because of the opportunistic forwarding and
what part is because of the rate control.
Practice 4: Old methodology (for evaluating ad hoc
protocols). ROMER [20] is another opportunistic routing
protocol which exploits link bitrate diversity in order to maximize throughput. It uses the 802.11 unicast autorate adaptation mechanism, and tries to send traffic over high rate
links, in contrast to ExOR and SOAR, which always use
a fixed link bitrate. ROMER was evaluated under yet another methodology different from ExOR and SOAR. The authors compared the PDR (and throughput gain) achieved by
ROMER over traditional routing, following the old methodology for ad hoc protocol evaluation. The parameter varied
is the link failure probability, while the source sending rate
is kept constant (and the value is unclear).
Due to the autorate adaptation, it is difficult to estimate
the capacity of the network used for the evaluation. The high
delivery rates achieved (at least) by ROMER (in Figure 4,
Figure 5 in [20]) make us conjecture that the sending rate
was not high enough to congest the network, in contrast to
in [18] and [12]. However, a single sending rate does not
reveal the maximum gain achieved by ROMER, in particular
if this rate is far below the capacity of the network.

2.2 Evaluation of Reliable Protocols
Traditional routing protocols left to the transport layer the
responsibility for end-to-end reliability. However, TCP, the
de facto reliable transport layer protocol for the wired Internet, has been reported to perform poorly in multihop wireless networks [7, 13, 10], especially in environments with
many hidden terminals and highly lossy links. The reason
is that TCP performs congestion control in addition to reliability and correlates these two mechanisms. High packet
loss causes TCP flows to suffer timeouts and excessive back4
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proves COPE by scheduling the transmissions at the nodes
in order to maximize the gain from inter-flow network coding. Coupled with scheduling in noCoCo is a backpressure,
hop-by-hop congestion control mechanism. This mechanism
eliminates queue overflows and packet dropping and guarantees end-to-end reliable packet delivery. Hence, in noCoCo,
sources do not transmit as fast as the MAC allows; their sending rates are limited by the congestion control mechanism.
In the evaluation, noCoCo was compared against COPE [12]
and traditional routing. The main goal was to quantify the
gains of coordinated network coding used in noCoCo against
opportunistic network coding, used in COPE. TCP was used
with COPE and traditional routing to provide reliability (and
congestion control) at the transport layer. However, TCP
is known to perform poorly in multihop wireless networks;
in addition, it was shown to interact poorly with COPE and
limit the coding opportunities and consequently the throughput gain [12]. Hence, this methodology again blurred the
true gain from coordinated coding, since different congestion
control and reliability mechanisms are used. The authors acknowledged this point and noted that it should be taken into
account when trying to interpret the results.
Practice 7: Modifying an unreliable protocol. To finally isolate the gain from coordinated coding, the authors of
noCoCo also modified traditional routing and COPE to use
the same backpressure-based algorithm for congestion control and reliability, thus removing the negative side-effects of
TCP.

Throughput

New Protocol w/ rate control
New Protocol w/o rate control
Traditional Routing

Offered Load

Figure 5: Envisioned throughput performance for well designed
unreliable protocols (with built-in rate control), in contrast to traditional routing and high-throughput protocols without rate control.

getting dropped due to congestion, possibly reducing the throughput much below its possible maximum value. New protocols
with “exotic” techniques are expected to offer a dramatic increase to the throughput; they can even increase the capacity bound (e.g., from inter-flow network coding). However,
without rate control, congestion can build up and throughput
will also start decreasing when the (new) capacity point is
exceeded. By adding appropriate rate control, the goodput
is expected to remain constant when the offered load is beyond the capacity. One implication of this design guideline
is that there may be no need to vary the offered load beyond
the capacity point any more.
For reliable protocols, PDR remains 100% but the argument for rate control is still valid. When reliability is provided through the traditional way (ARQ), some rate control
is implicitly imposed, since retransmissions are given priority over new packets. However, when reliability is part of
the “exotic” technique (e.g., intra-flow network coding embraces FEC), the source may never slow down, unless explicitly forced by rate control. In any case, exceeding the
capacity of the network will lead to unpredictable behavior
which will appear either in the form of increased delays, severe unfairness among flows, or reduced throughput. As an
example, the gain of MORE over traditional routing in [3] is
reduced in the presence of multiple flows. A related recommendation is that a protocol should also be evaluated with
multiple flows, e.g., as in [3, 18], as the rate control for each
flow becomes more challenging.
Note that the best method for applying rate control in wireless networks is still an open problem and is out of the scope
of this paper. In general, online mechanisms (both end-toend, e.g., sliding-window based [18], and hop-by-hop, e.g.,
backpressure based [19, 9]) or even offline computations [14]
can be applied.3
Isolating the benefit from new optimization techniques.
The evaluation of a new protocol that exploits a new optimization technique should try to isolate the gain from this
“exotic” technique, alone. The tricky part here is that in
adding a new optimization technique, a new protocol often
incorporates other old techniques brought down to the rout-

2.3 Use (or No Use) of Autorate Adaptation
802.11 unicast allows a sender to change the bit rate automatically, based on the quality of the link to the receiver.
On the other hand, the majority of the “exotic” optimization
techniques are based on 802.11 broadcast, and hence most
of the new routing protocols based on these techniques (with
the exception of ROMER) do not use autorate adaptation.
For “fair” comparison, the evaluation of these protocols often disables autorate adaptation for the traditional, unicast
routing, e.g., in [1, 12, 18, 19] (one notable exception is [3]).
We argue the contrary; the methodology is unfair to traditional routing if it can benefit from autorate adaptation.

3.

R ECOMMENDATIONS

We have witnessed the inconsistencies in the current evaluation methodologies of the new generation of routing protocols. In the following, we make recommendations for more
consistent and meaningful evaluation methodologies.
The importance of rate control. Rate control is fundamental for the optimal operation of any (unreliable or reliable) protocol, as it ensures that the traffic load does not exceed the network capacity limit.
Figure 5 shows our envisioned throughput performance
for well designed unreliable protocols. Traditional routing
under UDP has no rate control mechanism incorporated. When
the offered load exceeds the network capacity, packets start

3
Interestingly, the importance of rate control has attracted significant interest in recent years in the theory community in the form of
cross-layer optimizations (e.g. [15]).
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ing layer from the upper layers, such as end-to-end reliability
and rate control. To isolate the benefit of the new optimization, such techniques should be also incorporated in the traditional routing protocols. Similarly, comparing a reliable
protocol against an unreliable one should be avoided; if the
new protocol includes a mechanism for end-to-end reliability, a similar mechanism should be added to the old protocol.
Separating rate control from end-to-end reliability. When
comparing a new reliable protocol to an unreliable one, the
simplest method to add end-to-end reliability to the unreliable (traditional or not) routing protocol is to run it under
TCP [19]. While this approach is simple, as no modification
to the protocol itself is required, it may obscure the performance gain.
If the new protocol includes only reliability but no online
congestion control (e.g., as is the case with FEC-style reliability), it is overkill to run the old protocol under TCP which
includes both mechanisms which interact with each other. In
this case, the throughput gap between the new and the old
protocols may appear larger as a result of poor performance
of TCP congestion control.
If the new protocol includes both reliability and online rate
control (e.g., as is the case with ARQ-style reliability), it can
be compared against the old protocol under TCP as a basecase comparison. Even so, since it is known that TCP performs poorly in wireless environments, it may still be unclear
what the real gain from the new “exotic” technique is.
We advocate that in both cases, one should attempt to incorporate the reliability/rate control features of the new protocol to the old protocol, following the methodology of [19].
In this case, the comparison will be able to isolate the gain
from the “exotic” technique exploited in the new protocol.
We acknowledge this is not always easy to do. In some cases
the reliability and congestion control mechanisms are disjoint components of the new protocol, not related to the new
“exotic” technique used (e.g., in noCoCo). In this case reliability is typically provided in the traditional way (through
retransmissions). This disjoint mechanism should be also incorporated to the old protocol used for comparison. In other
cases, the reliability component of the new protocol may be
part of the “exotic” technique itself (e.g., in MORE), and
not a disjoint ARQ component. In such cases, the reliability
component should be carefully added to the old protocol, for
example, by adding FEC, and not by running it under TCP,
so that the comparison is not affected by the negative effects
of TCP’s rate control mechanism.
How to incorporate rate control to traditional routing?
Similar arguments against TCP apply here. If two unreliable
protocols are compared, one with a rate control component
and one without, running the second protocol under TCP is
not a good solution, because the reliability mechanism is not
required. What should be done is again incorporating the rate
control mechanism of the new protocol to the old protocol.
For example, in the evaluation of SOAR, the window-based
rate control mechanism used in SOAR could be easily incorporated to traditional routing; in that case the comparison
6

would isolate the gain of opportunistic forwarding.
MAC autorate adaptation. We argue that a good practice is for new “exotic” protocols to make an attempt to incorporate autorate adaptation. We acknowledge this is not
an easy task and perhaps it is not always feasible. Even in
those cases, we argue autorate adaptation should always be
enabled for the case of traditional routing; an “exotic” protocol should be shown to outperform traditional routing both
with and without autorate adaptation.

4.

S UMMARY

In summary, we postulate that a fundamental reason for
the complexity of evaluating high-throughput WMN routing protocols is that the research community still does not
have a unified framework for understanding the interactions
of MAC layer, congestion, interference, network coding, and
reliability. WMN routing schemes are still being proposed as
point solutions in a space of options; the real problem goes
beyond how to evaluate them, but rather lies in how to understand the fundamental roles of their constituent parts.

5.
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on campuses [12], and in enterprises [5]. For example, consider a conference hotel that runs multiple APs, each assigned a different channel to reduce interference. During the
day, spectrum resources ought to be allocated to the APs in
the conference rooms and away from the APs where there
are few users. This strategy would achieve higher network
throughput. The same argument applies to a typical office
building, or to the wide-area cellular system during rush
hour, or to disaster relief situations when many agencies and
nodes all converge at a given location. 802.11 and cellular
networks use a variety of techniques such as Dynamic Frequency Selection (DFS) [10] and cell breathing [2] to distribute load across cells. These technologies shift demand to
cells that are lightly loaded, but weaken the received signal
strength and limit throughput. In contrast, we advocate moving spectrum to cells that see higher demands.

Today’s local-area, mesh and cellular networks assign a single narrow-band channel to a node, and this assignment remains fixed over long time scales. Using network traces, we
show that the load within a network can vary significantly
even over short time scales on the order of tens of seconds.
Therefore, we make the case for allocating spectrum ondemand to nodes and regions of the network that need it.
We present an architecture that shares the entire spectrum
on-demand using spread-spectrum codes. If implemented,
the system will achieve fine-grained spectrum allocation for
bursty traffic without requiring inter-cell coordination. Preliminary experiments suggest a throughput improvement of
75% over commodity 802.11b networks. By eschewing the
notion of channelization, and matching demand bursts with
spectrum dynamically, better wireless networks that sustain
higher throughputs may be designed.

1

We are not the first to recognize this fundamental shortcoming in existing wireless networks. A recent paper by
Moscibroda et al. [14] makes the case for replacing the fixedwidth channel of an AP and its client with a variable-width
channel that is adjusted at ten-minute intervals in order to
capture demand variations seen across APs. This proposal
is sufficient if the observed demand at an AP is roughly
constant over the channel-width update period. However, if
the traffic is bursty, it can waste spectrum because nodes
using narrow-width channels that have data to send cannot
use the spectrum allocated to temporarily idle cells assigned
broader-width channels. Decreasing the channel-width update period increases inter-AP coordination and can decrease
stability and induce oscillations. In this paper, we focus on
the problem of improving the throughput of networks with
variable demands that are also highly bursty.

I NTRODUCTION

Wireless spectrum is a precious resource. The holy grail for
the designers of wireless data networks is to maximize the
aggregate network throughput within the frequency band alloted to the network. The current approach toward this goal is
to first provision frequency bands to access points that form
cells. Then, within each cell, a MAC protocol determines
which nodes in the cell can transmit at any given time. Together, provisioning and scheduling attempt to ensure high
spatial reuse (i.e., maximize the number of successful concurrent transmissions), thereby improving throughput.
In most current in-building or campus-wide wireless
LANs, network administrators provision cellular resources
over long time scales (weeks or months). Even in situations
where access points (APs) are able to dynamically pick their
operating channels from a wide-band selection, they pick a
fixed-width channel in which to operate. The result is that an
AP or a cellular base station uses a fixed chunk of the spectrum whenever it transmits, as does a client within a given
cell. This fixed-width allocation causes significant throughput problems due to congestion on the wireless medium.
Such problems have been identified at individual 802.11
hotspots [15] as well as at sites with multiple APs [11].
Fundamentally, a fixed spectrum allocation is sub-optimal
because it does not track demand, which varies across different regions in the network and with time. Prior work has
reported significantly varying demands at conferences [3],

First, we present a trace study of wireless packet traces
from the OSDI 2006 conference showing that demands can
be both highly variable and bursty. Then, we argue that, for
such networks, we should dispense with the notion of channelization. To demonstrate the validity of this viewpoint, we
design and implement a direct-sequence spread-spectrum architecture called ODS (On-Demand Spectrum), in which every node uses the entire available spectrum. A node spreads
its signals across the entire spectrum using a fixed-length
pseudo-random spreading code. Such spreading decreases
the received throughput compared to a non-spreading transmitter that uses the entire spectrum, even if the spectrum is
large enough to accommodate the bandwidth expansion incurred by spreading. To compensate for this throughput loss,
we allow a node to use more than one spreading code at
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the same time and bond its transmissions. The exact number of codes a node uses simultaneously depends on its demand, as well as on the demands of other interfering nodes.
If no interfering node has data to send, the node increases the
number of spreading codes it uses to recover the throughput
loss incurred by spreading. This policy decreases the effective spreading factor and simulates a non-spreading transmitter that uses the entire spectrum, not just a single fixedwidth channel. If some interfering nodes have data to send,
the node decreases the number of codes it uses by a corresponding amount.
ODS uses a random policy for selecting the pseudorandom spreading codes, and an adaptive receiver feedback mechanism to handle the challenging problem of finegrained spectrum allocation without requiring excessive synchronization. Although the idea of using spread-spectrum to
reduce synchronization while sharing spectrum is not new,
what is new is the mechanism to regulate the number of
spreading codes based on observed demand. In the process,
ODS resolves the tension between the main appealing aspect
of CSMA, which is that any node can send data on an entire
channel without delay or coordination, and the chief benefit
of channelization, which is that a network operator can limit
interference across spatial regions.
We prototyped ODS using the USRP software radio platform. Our system allows us to transmit signals at 1 and 2
Mbps data rates, which are spread using a 11-chip pseudorandom spreading code similar to the Barker code used in
802.11b. Since the USRP is too slow to sustain the high
data rates of the chipped spread-spectrum signals, we implement the spread-spectrum functionality within the USRP
FPGA, and transmit only the low-rate data streams between
the USRP and the host PC. Our implementation is preliminary and unoptimized. We compare the performance of ODS
against commodity 802.11b radios that use a fixed Barker
code in every device. Even when six transmissions interfere,
we find that, where 802.11b achieves only 45% of the aggregate throughput without interference, ODS achieves 80% of
aggregate throughput, an improvement of 75% over 802.11b.
This improvement results from assigning spectrum using
multiple codes based on demand, instead of using a single
and fixed spreading code.

2

In contrast, we posit that the primary contributor to such
poor performance is the varying nature of the demand itself
over both short (tens of seconds) and long (minutes to hours)
time scales. From the OSDI packet traces, we were able to
easily identify short time-periods (30-second intervals) in
which the demand across various APs varied by more than
a factor of 3.5. Further, we found that demands can change
completely over long time scales of several minutes to hours
when factors such as user movement and activity cause demand to be shifted to a different portion of the network.
1.8
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Figure 1: Relative demands across five APs during two consecutive 30-second intervals (the areas of the circles are
proportional to APs’ demands). Demand can thus be both
widely variable and bursty.
Figure 1 shows the traffic demands at five APs over two
consecutive 30-second intervals. An AP’s demand is calculated as the amount of data originated by the AP within
the 30-second period as determined by all sniffers that were
able to observe the AP. Even though the APs were wellengineered in terms of orthogonal channel assignments and
placements, Figure 1 shows that demands are highly variable and bursty. While Figure 1 shows only one data point of
bursty demands, we have found that instances of such bursty
patterns occur frequently in the trace. We leave a thorough
quantification of demand variability to future work.

3

O N -D EMAND S PECTRUM A RCHITECTURE

ODS makes two major changes to the way spectrum is currently allocated and used:
1. ODS allocates spectrum to nodes dynamically based on
their demands, and
2. ODS enables nodes to exploit concurrent transmissions
by allocating multiple spreading codes to nodes.
ODS has three components. The first one is a mechanism
that allows a receiver to estimate the future traffic demands
of its transmitters so that it can allocate the spectrum across
these transmitters. This mechanism works over short time
scales of several packet transmissions. The second is a mechanism for receivers to decide how to assign spreading codes
to transmitters according to the estimated demands. The third
is a mechanism to ensure that concurrent transmissions using
these codes can occur successfully, by allowing a transmitter to adaptively discover how many of its allocated codes
can be successfully used before mutual interference due to
concurrent transmissions decreases usable capacity.
We first describe the mechanisms that allow a receiver to
determine the traffic demands of transmitters, and use them

T HE C ASE FOR S PECTRUM O N D EMAND

To demonstrate that traffic can be both highly variable and
bursty, we present a small set of results obtained from overthe-air traces collected during the OSDI 2006 conference [4].
Several recent studies have examined the performance of
802.11 networks in hotspot settings extensively [11, 15], and
found that such networks perform worse than expected under congestion because of contention-related losses and delays, as well as subsequent retransmissions and rate fallbacks. These studies also suggest that the best way to improve performance is to send smaller packets at faster rates.
2
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to estimate the transmitters’ code allocation (§3.1). Because
it is infeasible to coordinate receivers during code allocation,
we propose and analyze the performance of a random codeselection policy that assigns a fixed-length pseudo-random
number (PN) code sequences to transmitters in an uncoordinated manner. We fix the length of the PN codes at 11 chips,
for 802.11b compatibility. We show that the random codeselection policy has good expected performance, while its
best-case performance approaches that of the optimum centralized assignment to within a constant factor of e (§3.2).
Then, we describe how a transmitter uses all its codes concurrently (§3.3), and finally describe how transmitters adaptively detect when excessive concurrency turns into interference (§3.4).

codes are ultimately allocated by the receiver, it is possible
to enforce expressive policies for a transmitter’s code allocation at the receiver. Further, since every receiver has access
to at least one PN code, it is not possible for selfish nodes to
completely deny network access, because spread-spectrum
provides some jamming immunity as long as the statically
assigned code is kept secret from the jammer. Small amounts
of mobility do not pose serious problems to ODS because
a receiver dynamically allocates codes to transmitters on a
short-term basis, and because each node’s statically assigned
code is portable. However, continued mobility could cause
problems, and we defer this problem to future work.

3.1

ODS uses an uncoordinated code assignment policy based
on random selection of PN codes. Each receiver assigns a
certain number of randomly chosen codes from a relatively
large, but fixed, codebook of PN codes to each of its transmitters, without coordinating with other receivers. Conflicts
may arise in such a receiver-driven code selection when two
uncoordinated receivers allocate the same PN code to their
transmitters. We assume that when two concurrent transmissions use the same code, they are both corrupted. Otherwise, both transmissions are correctly decoded. This is a
pessimistic model because, depending on the received signal
strengths, one or both transmissions might still be successfully decoded.
We now analyze the throughput of this code-selection policy. Let k denote the number of randomly selected codes assigned to each transmitter T , and let n denote the number of
receivers around T . From the perspective of T , the expected
number of conflict-free codes λ it expects to be able to select is λ = k(1 − kc )n . The reason is that each of the k codes
has a probability of 1 − kc of not being in conflict with the
code selected by any other receiver in T ’s vicinity. Due to
the independence selection property of codes and concurrent
transmitters, this formula for λ captures the expected number
of conflict-free codes selected by this policy.
λ represents the expected throughput achievable using
conflict-free codes, not including the one code statically assigned to every node. In Figure 2, we plot the performance
of λ as we increase the number of codes k allocated to each
node. The number of available codes c = 128. Each curve in
the plot represents the average throughput improvement seen
by a transmitter using multiple codes over a transmitter using a single code, when other contending nodes also pick k
codes independently.
We show that random code-selection is both efficient and
robust. For a given number of contending users n and a given
code size c, the per-node throughput λ = k(1 − kc )n is optic
c
n n
mized when kopt = n+1
, and is equal to λ = n+1
( n+1
) . As
we increase both the code size and the number of contending
nodes keeping their ratio fixed, λ asymptotically approaches
c
ne . Thus, the optimum uncoordinated random code selection
is within a constant factor of the optimum fully coordinated

3.2

Code Allocation

We assume that each node n has some packet transmission
demand of dn bits that must be transmitted as soon as possible, and can transmit at an average rate of rn bits/s. rn is the
average bit-rate that the transmitter sees after rate-adaptation,
which works at smaller time scales than demand scheduling.
We assume that there are enough codes in the system, and
that every node has access to at least one code by default.
We assume that these codes can be decorrelated well at a
receiver. The code availability and the decorrelation assumptions can be approximated in reality by using PN sequences
that have low cross-correlation.
ODS allocates PN codes to transmitters in proportion to
their demands. Demands are dictated both by the actual number of bits dn that a transmitter needs to send, and the average
bit rate rn at which it can send them. Each receiver adaptively
estimates these quantities on behalf of its transmitters, based
on previously observed demands and rates of the transmitter.
This estimation procedure is a simple moving average filter
over a period of 30 seconds, which we found works well on
the OSDI traces.
Once the receiver estimates its transmitters’ demands,
 d it
n
assigns each transmitter n a number of codes cn = c rndi ,
∑i r
i

where c is the codebook size, which is the total number of
available codes. ODS uses a codebook size of c = 128 by
default, which is large enough to utilize a 22 MHz-wide
802.11b spectrum fully. Further, this code assignment means
that, assuming that the number of clients associated with an
AP is not more than c = 128, every node gets at least one PN
code (which is statically configured).
Interestingly, yet somewhat counter-intuitively, it follows
from this formula that, given two transmitters with the same
data load but different average bit rates, a receiver allocates
more codes to the slower transmitter that to the faster transmitter, so as to increase concurrency, and improve the mean
packet transmission time. Such a policy has fairness implications different from the status quo, and we defer a thorough
study to future work.
Two potential issues in ODS are security (including various forms of Denial of Service concerns) and mobility. Since
3
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Throughput per node

128

as they do not cause unacceptable interference to other concurrent transmissions. Statically deciding what the optimum
amount of concurrency is for an arbitrary topology is an extremely challenging problem: if an active transmitter uses too
few codes, spectrum is wasted, but if too many transmitters
use too many codes concurrently, the achieved capacity is
decreased because every code of every transmitter interferes
with other transmitters.
To safely bound concurrency, ODS uses an adaptive mechanism that uses feedback from the receiver. A transmitter assumes that a coded transmission is lost due to mutual interference with some probability p. If it is correctly received,
the transmitter has overestimated the interference from other
concurrent transmitters, and so decreases p. If it is incorrectly received, the transmitter increases p. In the ideal case
when the channel and other traffic are both invariant, the
probability will converge to either 1 or 0, depending on the
presence or absence of mutual interference. If the probability
reaches 1, the transmitter decreases the code rate by dropping
that code from its allocated code set and decreasing its coding rate. So, the transmitter’s own performance improves because of the lowered coding rate, which also has the positive
effect of simultaneously reducing the network-wide mutual
interference levels. In case network conditions improve, the
transmitter receives positive feedback about this fact from
the receiver’s decoder, which will see improved decoding
performance. On the other hand, if conditions deteriorate, the
transmitter will decrease the coding rate. We defer a careful
study of protocol dynamics such as the adaptation rate and
stability to future work.
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Figure 2: Per-node throughput under varying number of interferers.
strategy. Further, from the shape of the curves in Figure 2, it
is apparent that the penalty for sub-optimal selection of k is
not severe as long as k is chosen to be approximately equal
to kopt . Thus, random selection is robust to incorrect estimation of the number of contending users n.
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Figure 3: Illustration of bonding. Each sub-packet is spread
using a different PN code, and all sub-packets are sent in
parallel.

Rx I/Q
Modem

Bonding is a way of sending multiple sub-packets of a
packet concurrently using separate PN codes for each of
these sub-packets (Figure 3). The motivation is that, during
intervals of low demand, a large portion of the entire spectrum can be allocated to a single node, which can then use it
to speed up the overall packet transmission by first spreading
the individual sub-packets with their own spreading codes
and then multiplexing the coded signals onto the wide-band
spectrum (Figure 3). Similarly, during intervals of high demand, fewer codes can be allocated per node, so that fewer
sub-packets can be bonded; in the worst-case, every node
uses only one code, so that there is no sub-packet bonding.
The bonding limit is dictated by SINR considerations. As
the number of sub-packets increase, the coding distance between two coded signals decreases, so it makes it harder for
the receiver to accurately decorrelate the sub-packets in the
presence of interference and noise.

3.4

I MPLEMENTATION AND E VALUATION
I Convolution Filter

I2+Q2
Q Convolution Filter
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Peak I,Q
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(USB)

PC
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Figure 4: ODS PN-code despreader design.
We built an ODS prototype using the USRP hardware. Our
main challenge was implementing high-rate coded samples.
The current USRP is limited by the throughput of the USB
bus to a throughput of 32 MB/s. Supporting an 802.11bcompliant spread-spectrum stream means, assuming 2 Mbps
data and 11-chip codes, we must support 2 × 11 × 2 = 44
Msps to satisfy Nyquist sampling. Since each sample is 16bits, we need a throughput of 88 MB/s, which cannot be
met. Instead, we implemented support for spreading and despreading the data in the FPGA on the USRP itself, so that
only the actual data needs to be shipped across USB.
This design is shown in Figure 4, which shows the ODSspecific signal processing that is carried out on the FPGA for
the receiver section; transmitter section is similar. The incoming I, Q samples are decorrelated with the ODS-selected

Feedback-based Adaptation

ODS makes the entire spectrum usable by one or more nodes,
so we aim to maximize concurrent transmissions, as long
4
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BER

spreading code in the “Convolution Filter” blocks. We then
sum the amplitudes of the filtered I, Q samples and look for
peaks in the summed signal. We output only these peak samples, which correspond to the decorrelated data values. Our
implementation of random coding was based on the Barker
receiver implementation provided by the Utah SPAN lab [6].

SINR (dB)

Figure 6: SINR vs. BER plots with and without interference.
terfering links is varied between 1 and 5. Our main finding is
that, even in this high interference scenario and with a relatively unoptimized implementation, ODS could sustain up to
80% of the ideal throughput of 4 Mbps (i.e, it achieved 3.18
Mbps) across all six links, while, under similar conditions,
802.11b PRISM cards could only manage 1.8 Mbps in total.
Thus, ODS improves 802.11b throughput by more than 75%
by tolerating interference better under loaded conditions. We
leave large-scale experiments to future work.
Figure 5: I,Q outputs of the PN-code despreader.

5

Figure 5 shows the decorrelated values of the I, Q symbols
as received on the PC for a 2Mbps DQPSK transmission. The
symbols are clustered depending on what 2-bit data values
they were modulated with. Thus, the spreading/despreading
implementation provides satisfactory performance. We then
do data demodulation, as well as ODS-specific processing,
such as code allocation and multi-code bonding, on the host
PC. Since the FPGA can only support only one PN-code despreading, we use multiple USRPs to implement bonding.
To test the end-to-end performance of ODS, we show
the BER (bit-error rate) plots of the received data at varying SINR (signal-to-interference-plus noise) ratios with and
without interference. We calibrate received and noise powers using a spectrum analyzer. Figure 6 shows the BER vs.
SINR of a receiver with and without interference. Data can
be received at relatively low SINRs because of the spreadspectrum processing gain. Further, the throughput does not
degrade significantly with interference because the two concurrent transmissions use randomly selected PN codes.
To test ODS under different demands and levels of interference, we used a configuration with twelve nodes and six
interfering links. We measured the throughput obtained on
a link that could bond two 802.11b channels to obtain up
to 4 Mbps without interference. We then increased the interference (and, hence, demands) on other links, and measured the bonded link’s throughput when the number of in-

R ELATED W ORK

ODS uses spread-spectrum codes instead of frequencies.
There are both pros and cons with this choice. While
frequency-division multiplexing can provide orthogonality
without causing mutual interference, it suffers from a significant drawback within our architectural context—codes can
be finely divided and allocated, but fine-grained frequency
division requires more sophisticated hardware than is currently available. For example, even though a current wireless
chipset such as Atheros 5005GS can support variable-width
channels of 5, 10 and 20 MHz [14] and bit-rates down to
0.25 Mbps, it still consumes a 5 MHz spectrum at a minimum to support the 0.25 Mbps rate. In contrast, commodity
PRISM chips such as HSP3824 [9] provide a 16-chip spreadspectrum programmability. However, the advantage of using
frequencies is that we can use much higher bit-rates with
commodity cards (up to 54 Mbps with OFDM modulation
used in 802.11a/g). In an accompanying paper [8], we exploit
this high bit-rate facility along with variable-width channel
support to study how much throughput improvements are obtainable with non-bursty, backlogged flows.
Spread-spectrum codes are used widely in cellular networks. For example, IS-95 voice networks and CDMA2000
data networks use spread-spectrum codes. However, these
systems allocate a fixed amount of spectrum to a base station, and a heavily-loaded base station cannot borrow spectrum from its neighboring cells (which are on different chan5
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nels, in order to mitigate co-channel interference). Instead,
users are redirected to neighboring cells, which means the
received signal is weaker than if spectrum were allocated locally based on demand. ODS can be applied to such cellular networks to handle bursty traffic. A heavily loaded ODS
base station allocates more codes to its clients, while a lightly
loaded base station apportions fewer codes.
CDMA has been proposed as a solution for resource multiplexing in a number of previous proposals for multi-hop
wireless networks (e.g., [16]). The basic idea is that, by
using spread-spectrum processing, geographically separated
nodes can communicate concurrently in a much more efficient manner than CSMA would allow. Each node in the
network is assigned a single code. Their main goal is not
to deal with variable demands but to maintain communication links among neighbors under disruptions due to interference or mobility, by carefully reducing the transmit power of
some radios in the network. In contrast, ODS does not alter the transmit power of nodes. Instead, it allocates more
bonded codes to nodes that have higher demands, either because they actually have more data to send or because they
are connected at lower bit rates than other nodes due to interference or noise. Our overall goal of satisfying short-term
demands by allocating more spectrum to more demanding
portions of the network is also different than the disruptiontolerance focus of these works.
At the link level, several frequency hopping strategies
to mitigate interference have been proposed recently, e.g.,
SSCH [1] and MAXchop [13]. Some commercial APs also
switch frequencies dynamically to minimize external interference. All these works still assume constant and equal internal demand at all nodes, while ODS allocates the entire
spectrum based on fluctuating traffic demands at nodes.
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C ONCLUSIONS AND F UTURE W ORK

We made the case for handling bursty traffic better in wireless networks. We presented ODS, which achieves uncoordinated and fine-grained spectrum allocation based on observed demands. We found that ODS improves the throughput of interfering links by 75% over 802.11b under high interference conditions. Our preliminary results suggest that
wireless networks can see significant throughput improvements by eschewing channelization completely, and instead
by matching bursty demands with spectrum dynamically.
We plan to conduct a more thorough evaluation of ODS at
higher bit-rates and larger topologies. More fundamentally,
we would like to characterize the capacity and achievable
rates of wireless networks with bursty traffic. Unlike the traditional notion of Shannon capacity that determines the fixed
rates achievable by nodes, the instantaneous throughput with
bursty traffic depends on the total received power, which in
turn depends on the number of active transmitters [7]. So, we
want to characterize this new notion of “bursty capacity” as
a function of nodes’ duty cycles and received powers.
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1 I NTRODUCTION
Today’s wireless LANs are a mess. The current 802.11 family of WLANs involves a jumble of competing standards, and
a slew of implementations with varying degrees of interoperability and conformance to those standards. This situation
has arisen in part from the need to innovate and evolve these
networks over time, driven by new applications and increasing load. In the future we expect this situation to get worse,
given the shift towards wireless as the dominant access network. Driving these changes are new devices such as Wi-Fi
enabled VOIP handsets and audiovisual equipment, as well as
new services such as Apple’s Time Capsule which performs
background backups over wireless. In the longer term, we anticipate WLANs will become the default access network and
will support filesystem and server traffic as well.
Currently, it is not unusual for wireless LAN users to experience performance and reliability problems. A significant factor is the scarcity and poor utilization of the wireless spectrum,
which suffers from a “tragedy of the commons”. Scaling up
WLANs to meet new traffic demands, especially time-critical
applications involving audio, video, or sensor telemetry data,
is proving to be difficult. This is in spite of underlying innovations at the PHY layer, which largely address the need
for more throughput, but not how that throughput is managed.
Moreover, enterprises often have an interest in imposing customized policies on WLAN traffic, for example, prioritizing
time- and safety-critical traffic over large file downloads.
Existing wireless LANs make poor use of the wireless spectrum, largely due to the “intelligence” which is hard-coded into
the vendor-specific software and firmware of wireless LAN
clients. For example, WLAN clients control the decisions for
AP associations, transmit power control, and physical data rate
adaptation. The 802.11 standards specify the mechanisms, yet
the policy is left entirely up to vendor-specific implementations. As a result, vendors view these areas as an opportunity
to innovate and compete with each other. However, the end result of these attempts to innovate are limited, and we argue that
is primarily an architectural limitation: by viewing the client
as a stand-alone entity that solely uses local information about
the devices it is interacting with, many important opportunities for improving the behavior of these algorithms cannot be
realized.
The current approach to innovation and evolution in wireless LANs is primarily through standardization, which has resulted in an alphabet soup of protocols within the 802.11 family. Certain Wi-Fi vendors offer vendor-specific WLAN extensions such channel bonding, or non-standard data rates to
support communication with weak signals. Such extensions
only work when both the AP and the client are using the same
brand of Wi-Fi chipset and software drivers, which prevents

widespread adoption. The downside to standardization is primarily the glacial progress in deploying new protocols. The
standards process takes a very long time to reach agreement,
and even after standards are ratified it takes a long time to replace and/or upgrade the wide variety of client equipment utilizing the infrastructure.
We argue that to move away from the current mess, we need
to rethink the basic architecture of wireless LANs. Our focus
is not on changing the fundamental building blocks such as
PHY-layer coding schemes or the CSMA nature of the MAC.
Rather, we are interested in a developing an architecture that
allows for extensibility, to ensure WLANs can adapt to meet
future needs. We are guided by two key design principles:
• Whatever we design today will be wrong in five years. If
history is any guide, we cannot anticipate all future uses for
wireless LANs. Furthermore, the best way to evaluate innovations is through actual deployments with real users. With
current WLANs, deploying new hardware and upgrading
NICs and drivers for all of the affected clients is an expensive proposition, not to mention the management and personnel costs involved. We argue that an extensible WLAN
can adapt to new uses, and can allow rapid deployment and
evaluation of experimental designs.
• Infrastructure should manage the wireless spectrum. Networks can make the best use of resources by shifting much
of the responsibility for managing the wireless spectrum
(such as associations, power control, channel assignment,
and physical layer rates) to the infrastructure, away from the
individual clients. This has the additional benefit of making it easier to evolve the system because clients take much
less of the responsibility for spectrum management. This
approach also allows administrators to customize the network’s policies for handling different traffic demands.
This paper describes Trantor1 , a new architecture for wireless LANs. Trantor’s architecture is based on global management of channel resources, taking this responsibility explicitly away from clients and moving it into the infrastructure.
To provide extensibility, the interface between the infrastructure and clients is simple and relatively low-level. Clients implement a small set of relatively simple commands which allows the complicated logic of the algorithms to exist primarily within the infrastructure. The commands fall into two categories: measurement commands allow the infrastructure to
instruct clients to gather local information on channel conditions, such as RSSI from visible APs, and to report this information periodically; and control commands allow the infrastructure to control the behavior of clients, such as setting the
transmit power or instructing a client to associate with a specific AP. Each client still implements a basic CSMA MAC for
individual packet transmissions, but is otherwise not responsi1 Named after the ruling planet of the first Galactic Empire as described by
Isaac Asimov in the Foundation series.
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802.11r
802.11T
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2007
2007
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wireless spectrum. Even if such decentralized decisionmaking were optimal (which it is not), differences in vendors’
implementations of the standards can lead to interoperability
problems and inefficient use of the spectrum. One possible solution is to add more coordination to the client-AP interaction.
For example, 802.11e provides support for QoS by allowing
certain classes of traffic to be prioritized over others. However,
this requires changes to both the clients and APs, slowing innovation. Ideally, we should be able to achieve the same goal
without having to upgrade the client logic.
A third confounding factor is the commodity nature of
802.11 hardware, intended to drive down costs for NICs as
well as home access points. A laptop must work equally well
in a simplified 802.11b installation at home or in a sophisticated enterprise network comprising multiple standards. It is
difficult to optimize an 802.11 implementation in such a milieu, requiring more and more complexity to be pushed into
the OS drivers.
Our goal is to lift wireless LANs out of this quagmire of
standards and develop a simple and extensible network architecture that supports: heterogeneous traffic demands; finegrained control over network management; customized policies for traffic shaping and prioritization; and rapid innovation.
The key idea is to strip most of the complexity away from the
client and push it into the infrastructure, which we argue is better suited to managing the wireless spectrum and performing
network management.
Some commercial efforts are a small step in this direction,
although they are hampered by the need to maintain backwards
compatibility with existing 802.11 networks. Cisco, Meru
Networks, and others support intelligent radio resource management for enterprise WLANs, collecting measurements on
interference, channel utilization, and other metrics to optimize
network capacity. Research projects such as DenseAP [12] and
MDG [6] have investigated approaches for managing 802.11
resources centrally to increase capacity. Similarly DIRAC [15]
explored managing APs centrally. However, these systems
are still limited by client-side behavior that may interact
poorly with the goal of network-wide optimization. On the
other hand, in [13] the author proposes equipping APs with
analog-to-digital converters such that they are oblivious to the
PHY/MAC layers being used at the client. As a result, all intelligence in the network is pushed to the clients.
Of course, stripping complexity from the clients is not without its challenges and potential pitfalls. One key question is
how much complexity can be removed from the client without losing control and efficiency. At one extreme, all aspects
of radio channel management of the client, including the PHY
layer, modulation scheme, and the MAC, could be relegated to
the infrastructure. However, in this work we decided to base
our system on the core pieces of the existing 802.11 standards
rather than pushing to this extreme. One reason is that this
makes it much easier for us to implement and experiment with
our architecture.
Nevertheless, we can experiment with many other aspects of
wireless management, including channel assignment, AP associations, power levels, PHY rates, and channel bandwidths,

Table 1: Proposed amendments to 802.11, dates of first task group
meeting and dates of incorporation into the standard

ble for most aspects of wireless management.
Trantor takes its cue from recent work on centralized management of resources in DenseAP [12], yet it pushes this approach much further by adding support for controlling physical
data rates, transmission power, and clear-channel assessment.
This approach can yield tremendous gains in efficiency, and
also can provide a control point for the infrastructure to impose
policies for shaping certain classes of traffic, prioritizing individual users, and so forth. Trantor’s architecture is inherently
evolvable to support new classes of applications, and supports
global policy decisions to manage traffic load. Yet another key
benefit of Trantor is that it allows the infrastructure to collect
and use historical information (e.g. observations of client behavior over long time scales) to customize the behavior of a
WLAN to the characteristics of its particular environment.

2 BACKGROUND AND M OTIVATION
There is mounting evidence that wireless LAN architectures
cannot keep up with demands of new classes of applications.
Wireless LANs are already the most popular access network
in homes and hotspots, and are rapidly becoming dominant
within the enterprise. Apart from laptops, wireless interfaces
are now found in a wide range of consumer devices, including smartphones, PDAs, media servers, set-top boxes, and
network-attached storage appliances. Indeed, we anticipate
that wireless LANs will dominate on desktops and even some
servers, leading to increased channel load and new traffic patterns (such as filesystem traffic).
Industry is scrambling to respond to this challenge by introducing ever more sophisticated upgrades to the 802.11
standard, including 802.11e (QoS support), 802.11k (association protocol), 802.11d (regulatory domains), and many others. The need for interoperability between clients and APs,
as well as backwards compatibility with previously-deployed
technologies, mandates standardization which is an inherently
slow process. Table 1 shows some of the 802.11 amendments currently in task group, along with the year the task
group started. This situation has gotten to the point where we
have “metastandards” designed to manage the documentation
(802.11m) and testing (802.11T) of other standards. To illustrate the difficulty in deploying new improvements, consider
the time from when the first security flaws in WEP were discovered to the present. Although today WPA and WPA2 have
significant use, there are still a surprisingly large number of
APs using WEP.
Another factor leading to the current situation is the heavy
reliance on clients to make decisions about their use of the
2
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power control. A controller manages the channel and transmit power for each AP. Clients on the other hand make many
decisions independent of the infrastructure. In some small networks, there is no CC and each AP acts independently [3].
The Trantor architecture is illustrated in Figure 1. The main
difference between current architectures and Trantor is that
various decisions clients currently make have been shifted to
the CC. In Trantor, clients receive commands, collect measurements, and report back to the infrastructure. The CC manages
all APs and clients in the system. Each AP periodically sends
summaries consisting of its own local measurements as well
as the local measurements collected by each associated client.
Therefore, the CC receives information from every wireless
node in the system, be it an AP or a client. The CC does not
receive reports from a client not associated with the network.
Based on the summaries received from APs, the CC executes various algorithms and can do one of the following: (i)
send a command to an AP to execute a particular action (for example, change channels, disassociate a particular client, etc.),
or (ii) send a command to a client (via an AP). Later in this
section we elaborate on the commands the CC can send to the
client. Note that this design does not require true centralization: a “logical” central controller can be implemented in a
decentralized manner across all the APs in the system. The
key point however is that most of the intelligence resides in
the infrastructure and not with the clients.
This architecture is extensible because policy changes can
be easily introduced into the system at the CC. Since clients
and APs report summaries to the CC, the infrastructure also
has global knowledge of the system. The CC also utilizes a
database to store received summaries to main historical knowledge of the system.
Trantor is intended for an enterprise environment where
there is one administrative domain that manages all APs.
Academia and industry have examined centralizing the data
plane and certain decisions such as channel assignments.
DenseAP [12] examined centralizing associations. Trantor
pushes this further by building an extensible architecture
where those decisions that can benefit from global and historical knowledge have been moved from clients to the infrastructure. This approach distinguishes Trantor from prior work. In
the future, as wireless networks evolve and potentially newer
decision-making aspects of clients are introduced, we envision
moving more such decisions to the infrastructure. However,
note that decisions such as going into power saving mode do
not necessarily benefit from global knowledge and hence are
retained at clients. Also, in this paper, we only focus on infrastructure mode in clients and not on ad-hoc mode since the
former remains the dominant use of wireless networks in the
enterprise.
We now describe the design of clients and the infrastructure
in the system.
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Figure 1: Proposed Trantor architecture. APs send summaries to the Central
Controller (CC) about local information as well as responses from clients.

because these knobs can be tuned at coarser time scale. We
also retain base 802.11 functionality (associations, authentication, etc.) to support legacy clients and hardware. Hence,
Trantor builds on top of an underlying CSMA MAC and base
802.11 functionality.
Related to this issue is a key question: at what point should
one stop modifying the client? Is it at the application layer, the
MAC, the PHY, etc.? One approach is to realize the SDR vision by using an analog-to-digital converter at the client which
downloads the entire PHY and MAC layers from the infrastructure. This is an extreme design point as it offers the highest degree of extensibility. However, moving to a complete
SDR side steps the issue of what functionality should be implemented at the clients and what responsibility should be given to
the infrastructure? For example, should clients continue to decide when to transmit and which modulation schemes to use?
At the heart of these issues is a debate on the ideal separation
of functionality between the client and the infrastructure, given
that we want to be able to enable rapid innovation in the wireless network without sacrificing performance. For the rest of
this paper we address this debate in the context of 802.11 only
but as part of our ongoing and future work we are also actively
exploring how PHY/MAC layers weigh in on these questions.
The second key challenge is determining how much information the client should collect and report to the infrastructure to assist in management decisions. Given complex and
dynamic environments exhibiting interference, multipath, and
node mobility, the number of variables that affect an individual client’s link quality can be extremely large. Ideally, each
client could report measurements on the observed channel occupancy, RSSI from multiple APs (and other clients), and variation in channel conditions over time. However, collecting this
information could involve high overheads and interact poorly
with power-saving measures at the client.
In the following sections, we outline the Trantor architecture
and describe our approach to these challenges.

3 T RANTOR A RCHITECTURE
In this section we first outline the Trantor architecture and then
describe the various management aspects of the system.
In a typical WLAN architecture (such as Aruba [1] or
Meru [2]) deployed in the enterprise, the infrastructure consists of APs managed by a central controller (CC). In this
context, management entails channel assignment and transmit

3.1

Client Design

Clients (and APs) are dumb agents controlled by the infrastructure. Table 2 outlines the various commands the CC sends to
APs and clients in the system. Most commands are common to
3
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ListN odes()
ReportLoss(n)
ReportReT rans(n)
ReportAirT ime(n)
T xP ackets(x, s, n)
Associate(ap)
SetT xLevel(p)
SetCCA(t)
SetRate(r)
AcceptClient (c)
Handoff (ap, c)
EjectClient (c)

Report list of < mac, rssi > heard
Report loss-rate when sending to n
# of retransmissions when sending to n
Report air-time utilization
send x packets, each of s bytes to n
Associate with AP ap
Set transmit power to p
Set CCA threshold to t
Transmit all future packets at rate r
AP lets client c associate with it
Handoff client c to AP ap
Disassociate c from the network

• Conflict graph construction: Using information collected
from clients, Trantor constructs a conflict graph of the set
of clients currently interfering with each other on the same
channel, whether or not those clients are currently associated with the same AP [4]. This information can be used
to mitigate interference by tuning channel assignments and
transmission power control of individual clients.
• Active AP selection: Trantor can leverage active probing
measurements between clients and APs to optimize clientAP associations. If the loss-rate between a client and its AP
rises above a given threshold, rather than relying strictly on
client RSSI measurements (as is currently done), the CC initiates active probing between the client and multiple nearby
APs to determine the best association.

Table 2: Sample set of commands the CC sends to clients and APs.
n is a wireless node. Commands in bold are applicable to APs
only.

3.2

both APs and clients. We first focus on how these commands
are used by the CC when dealing with clients.

Infrastructure Design

In Trantor, the infrastructure bears the additional responsibilities of managing client-AP associations, channel assignment,
power control, and rate-adaptation.
There is a mutual interdependence between these various
aspects of wireless channel management. For example, managing associations affects the the number of clients on a given
channel (since clients are assigned to APs fixed on a single
channel) which in turn has the potential to increase interference. Reducing transmit power levels of interfering nodes can
mitigate this problem, but it also affects the reception rate for
a given data rate (since the probability of successfully decoding a packet for a data rate is determined by a SNR threshold).
Performing a joint optimization of these decisions is a nontrivial problem. However, in Trantor since the infrastructure
has global and historical knowledge of the performance of the
wireless network as well as control over client behavior, it has
the potential to address this problem. This is an aspect of the
system we are actively exploring. Prior WLAN architecture
proposals have lacked such information and hence it has been
harder for them to address this problem. We briefly describe
possible techniques to address these management decisions.
Client-AP Associations: Using Associate(ap), the CC has
the ability to control which AP a client can associate with.
It can also use AcceptClient and RejectClient to prevent a
client from associating with an AP. As prior work [6, 12] has
shown, client-AP association decisions must take into account
load at the AP as well as the quality of the client-AP connection. As mentioned earlier, Trantor can leverage active probing
measurements for this purpose. Furthermore, historical information can also help improve association decisions. For example, prior work [7] has observed clients in certain locations
in an office building in spite of receiving strong signals from
an AP, experience heavy packet losses due to a poor wireless
channel. Such information can be used to quickly converge on
a client-AP association decision.
Transmit Power Control: Prior work [6] has shown how coordinated power control can lead to an increase in overall network capacity. We adopt a similar approach. The CC also has
control over each client and AP’s CCA threshold since it is
required to set the appropriate power level at these nodes.
Rate Adaptation: Prior work on rate-adaptation has focused

Collecting Measurements: The infrastructure can use the
commands listed in Table 2 to estimate packet losses, retransmissions, RSSI of packets from APs, other clients in the vicinity, and channel utilization, all as seen by a client. Our working hypothesis is that such information is fundamental to all
macro-level decisions such as associations, handoffs, power
control, and rate-adaptation [6, 12]. Clients collect measurements over a measurement window w, which is selected by the
infrastructure. w may be changed over time to permit finer- or
coarser-grained measurements from each client.
A challenge for the infrastructure is to normalize measurements reported by different clients which may be using different radio chipsets. For example, raw RSSI values reported
may vary across clients due to variance in receiver sensitivity.
Active Probing: Using the T xP acket command, the CC can
instruct clients to perform active measurements. Active probes
can be used to directly ascertain link quality, congestion, and
other conditions that can be difficult to derive from passive
measurements alone. They can also assist in diagnosing performance issues in the network; we discuss this further in Section 4.
Measurements collection and active probing by clients are
unique to the Trantor architecture and represent two fundamental primitives to support extensibility. By combining these
mechanisms, the CC can collect detailed measurements of the
network state and factors that affect client performance, such
as traffic patterns, interference, and channel congestion. Such
an approach can potentially reduce the need for a dedicated
wireless monitoring infrastructure [8, 5].
Collecting this information from clients achieves three key
goals of the Trantor architecture. (i) the infrastructure can
optimize the overall performance observed by clients in the
network, by tuning many aspects of individual clients’ use of
the radio channel. (ii) the infrastructure can impose policies
to manage competing uses of the radio channel. (iii) Trantor
can automatically diagnose and remedy performance problems
through centralized observation and control.
We briefly present two example uses of the measurements
collected by the infrastructure.
4
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sions. For example, VOIP clients tend to suffer when contending with bulk transfer clients for the same part of the spectrum. Therefore, in Trantor, we can associate clients to different APs on different channels based on their traffic classification. This entails clustering VOIP clients together when
performing associations or handoffs. Furthermore, it is also
important the system classifies a client quickly since this can
impact the handoff latency. We address the classification problem using a lightweight technique whereby each AP monitors
the flow of packets to/from a client. Using a technique similar to one proposed in [11], observing a few samples of packet
size, port number, and inter-packet arrival time, the AP classifies the client’s traffic as (i) latency sensitive or (ii) a bulk
transfer. However, there can be cases when a client simultaneously starts a Skype call (VOIP) and also begins a file download. We currently classify such clients as being bulk transfer
agents.

on clients adjusting rates based on local information such as
packet loss or RSSI of received packets. Packet losses at a
client commonly occurs due to one of the following reasons:
(i) collisions caused by hidden terminals, (ii) local channel
noise. The remedy to (i) is to increase or fix the current data
rate. The remedy to (ii) is to lower the current rate in order
to improve the SNR of the signal. Hence, it is important to
distinguish between the two cases when determining the next
course of action for rate adaptation. Most prior work in this
space suffer from the lack of additional information that can
help distinguish between these two cases.
Prior work has shown that some cooperation between clients
and the infrastructure can help a client pick better rates [10].
In Trantor, the availability of global and historical knowledge
can facilitate rate adaptation further. We argue data rates must
be adjusted based on a longer term view of the network rather
than just the recent few packets. Hence, based on reports from
nearby APs and clients (global knowledge) and observing the
behavior of the network over long periods of time (historical
knowledge), the CC can potentially ascertain the reason behind
significant packet losses in the network [8]. Based on the measurements received from APs and clients, the CC constructs
a conflict graph and uses a probabilistic analysis to determine
if an AP or client is experiencing loss due to a hidden terminal like problem or due to channel noise. Using this analysis
it instructs each node precisely which data-rate to transmit at.
A node continues to transmit at the same rate until its told to
change its transmission rate by the CC.
There is a tradeoff between using global knowledge for centralized rate adaptation and the timescale over which this can
be performed for each wireless node. A slow rate adaptation
can result in an AP or client temporarily experiencing poor
performance. Our working hypothesis is that nodes do need to
change data rates but not as often as prior work has come to expect. In other words, we do not expect the wireless medium to
be choppy on a sustained basis and therefore we prefer choosing a “correct” rate slowly than an “incorrect” rate quickly.
Mobility: Since the infrastructure handles associations it is
must also handle mobility. While a client can be instructed to
explicitly associate with a different AP (hence the actual cost
of the handoff is negligible), delays might be incurred by the
infrastructure in gathering measurements, analyzing them, and
determining if a handoff should take place. This is where historical knowledge of the wireless network is key for improving
performance. In an office deployment, clients typically move
along corridors or hallways. The infrastructure can observe
such patterns and predict the trajectory that a client will take.
This can help reduce the time taken to determine when a client
must switch APs. To enable handoffs, the CC uses Associate
to inform the client to switch associations and Handoff to inform the source AP to send the association state and buffered
packets to the destination AP.
Classifying Clients: The ability to offer differentiated services to clients is a key gain the Trantor architecture has to
offer. To achieve this the system must be able to quickly classify clients based on their traffic. Such classification is important because it impacts the association and handoff deci-

4 B ENEFITS OF T RANTOR
In this section we discuss several tangible benefits that the
Trantor architecture provides.
Traffic differentiation: Trantor permits the network administrator to impose local policies on the network to prioritize
certain clients over others based on their traffic. For example,
hospital environments may want to prioritize data from hospital instruments over standard WiFi usage, and companies may
want to limit large media downloads during the day. This could
entail various approaches such as grouping client associations
based on their traffic type or rate limiting certain clients more
than others.
Site-specific policies: A direct consequence of extensibility
is the ability to customize the behavior and performance of
the wireless network based on the context. Prior work has
shown wireless traffic patterns fluctuate by time of day as well
as location [14]. For example, a large auditorium or conference room might experience heavy spikes of traffic congestion
during meetings, whereas dormitories may experience heavier
loads at night. To deal with such situations, the infrastructure needs to dynamically provision the spectrum based on the
client traffic mix. We present two example policies and briefly
describe how they impact the various decisions made by the
infrastructure.
• All APs on the corridor in the 2nd floor must prioritize VoIP
traffic over other kinds of traffic between 9 a.m. and 4 p.m..
Because VoIP clients are sensitive to packet losses and jitter,
we want them to be able to use lower data rates and at the
same time not have to contend for the medium with other
clients performing bulk transfers. Hence, the infrastructure
would impose an association policy that prioritizes associations and handoffs from VoIP clients, assigns higher data
rates and power levels to VoIP clients, and hands off mobile
clients more aggressively.
• Based on the number of web clients on the 1st floor, the first
floor wireless network must devote X% of APs to interactive
traffic. In this case the infrastructure would enforce an association policy that only permits interactive traffic clients to
5
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react to interference from other competing wireless networks
in the vicinity. However, since clients are always reporting
measurements to the infrastructure, such events can be dealt
with effectively in our proposed infrastructure as well. The
infrastructure can profile which other competing networks are
operating in the vicinity and use this information when determining policies for clients.
Security: Trantor’s extensibility can make it easier to deploy
new security mechanisms. This is critical to the operation of a
wireless network because in the event a security mechanism is
found to be flawed (WEP, for example), without depending on
new standards to be adopted, it is easy to implement and push
out new security mechanisms quickly in Trantor. For example,
WPA2 was proposed as a replacement for WEP via 802.11i
and it did not require hardware changes. Such updates can
be easily rolled in Trantor but it would require expanding the
interface listed in Table 2.
Responsiveness: One open question is whether the clients
need to adapt their behavior more rapidly than can be easily
accommodated by the Trantor architecture, with its cycle of
collecting data, analyzing it centrally, and then sending out
commands to cause the clients to adapt.

use certain APs. This policy could also entail more aggressive rate-adaptation.
Fault Diagnosis: Based on client measurements reports, the
infrastructure can detect, resolve, or at least shed more light
on performance anomalies and outages in the network. Two
typical examples of such diagnosis are as follows.
• Rate Anomaly: The rate anomaly problem arises due to the
“worst client” impacting the performance of other wireless
clients in the vicinity, and prior work has shown this can
significantly reduce WLAN capacity [9]. In Trantor, because the infrastructure controls the transmission rate for
each client, it can now detect such rate imbalance situations
and either increase the data-rate for the offending client or
change its association to a different AP.
• Reasoning about client losses: Using global and historical
knowledge, the infrastructure can attempt to ascertain why a
client experiences significant losses. This impacts rate adaptation as well as transmit power (at the APs). However, persistent losses (despite rate and power changes) could be used
to diagnose whether a particular area of the building suffers
from poor channel conditions.

5 D ISCUSSION AND C ONCLUSIONS
We present Trantor, an extensible architecture for WLANs.
The fundamental tenet of the Trantor architecture is to move
wireless management decisions from clients into the infrastructure when such decisions can benefit from global and/or
historical knowledge. As part of this we proposed centralizing
various wireless management aspects. Trantor is also able to
provide better customization of a WLAN according to an environment. We now outline some key challenges we plan to
investigate related to the Trantor architecture.
Dealing with malicious clients: It is relatively easy to detect
violations where a client does not follow the infrastructure’s
instructions. For example, based on reports from APs and
other clients, it is easy to detect such violations and disassociate the offending client from the network. However, it is a
much harder problem to determine if a malicious (or faulty)
client is sending spurious reports. One potential way to address this problem is to verify such reports with reports from
other APs and clients in the neighborhood, but this remains an
open issue.
Scalability: The scalability of the Trantor infrastructure depends on a host of factors including: the rate at which each
client is polled for measurements; the size of the measurements reports; and the ability of the CC to make quick decisions during handoffs and change rates quickly when necessary. To be effective in enterprise settings, the central controller must be designed to handle a large network consisting
of thousands of APs and clients. One strategy to scale gracefully is to use a zoned approach in which separate controllers
are assigned to distinct physical zones in the network (such as
different buildings, or floors of a building), with the assumption that limited sharing is required across zone controllers to
make effective network management decisions.
Presence of other interfering networks: An argument for
clients retaining their decision making abilities is for them to
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ABSTRACT
Current Internet transports conflate transport semantics with
endpoint addressing and flow regulation, creating roadblocks
to Internet evolution that we propose to address with a new
layering model. Factoring endpoint addressing (port numbers)
into a separate Endpoint Layer permits incremental rollout of
new or improved transports at OS or application level, enables
transport-oblivious firewall/NAT traversal, improves transport
negotiation efficiency, and simplifies endpoint address space
administration. Factoring congestion control into a separate
Flow Layer cleanly enables in-path performance optimizations
such as on satellite or wireless links, permits incremental rollout of new congestion control schemes within administrative
domains, frees congestion control evolution from the yoke of
“TCP-friendliness,” and facilitates multihoming and multipath
communication. Though this architecture is ambitious, existing protocols can act as starting points for the new layers—
UDP or UDP-Lite for the Endpoint Layer, and Congestion
Manager or DCCP for the Flow Layer—providing both immediate deployability and a sound basis for long-term evolution.

1.

INTRODUCTION

Typical transport protocols combine several functions, such
as identifying application endpoints via port numbers [38, 49],
providing end-to-end congestion control [27], utilizing alternate communication paths [33,46], and implementing reliable/
ordered communication [37, 46, 49]. Lumping these functions
into one layer has made the transport layer brittle and difficult to evolve, however, by preventing evolution of individual transport functions without affecting the entire transport
layer. Since firewalls and NATs [45] must understand transport headers to extract port numbers, for example, new transports [28, 46] are almost undeployable because they cannot
pass through existing middleboxes. Similarly, new congestion control schemes [20] and performance enhancing proxies [11] cannot be deployed on specific segments of a communication path without breaking end-to-end semantics [41] and
fate-sharing properties [16].
To remove these evolutionary roadblocks, we propose splitting the Transport Layer into (at least) three separate layers,
shown in Figure 1. We factor out the function of identifying
logical communication endpoints—traditionally represented as
16-bit port numbers—into an Endpoint Layer protocol to be
shared among transports. We factor out congestion control and
other performance-related mechanisms into a separate Flow
Regulation Layer, or simply Flow Layer. The services remaining in the Transport Layer are limited to providing the end-to∗Now at the Max Planck Institute for Software Systems (MPI-SWS)

Figure 1: Breaking up the Transport Layer
end communication semantics needed by higher-level layers,
such as reliability, ordering, and error recovery.
In contrast with prior work that factored out these functions
for specific technical reasons [6, 18, 28, 50], our focus is on
identifying and addressing evolutionary impediments to Transport Layer development. Our primary contribution is a new
architectural model that better facilitates evolution, and that
places a variety of existing, often mutually exclusive “transport hacks” into a clean and interoperable framework.
Section 2 details the purpose, architecture, and practical implications of our Endpoint Layer, and Section 3 similarly details our Flow Regulation Layer. Section 4 outlines issues in
implementing and further evolving the Endpoint, Flow, and
Transport layers, and Section 5 concludes.

2.

THE ENDPOINT LAYER

Our first modification to the classic Internet architecture is
separating the function of identifying logical endpoints or ports
out of transport protocols and into a common underlying Endpoint Layer. We view the Endpoint Layer as an extension to the
Network Layer: where the Network Layer provides inter-host
addressing and routing via IP addresses, the Endpoint Layer
provides intra-host addressing and routing via port numbers.
The Endpoint Layer does not otherwise affect the underlying
best-effort delivery service: higher layers are responsible for
congestion control, ordering, and reliability. All higher layers ideally reside atop a single Endpoint protocol, sharing one
endpoint address space per host.
Our insight is that building new transports atop a common
Endpoint Layer, instead of atop IP as in the current model,
may facilitate flexibility and protocol evolution in several ways.
We first address architectural foundations, followed by practical benefits of the proposed model. We leave Endpoint Layer
implementation issues to Section 4, which proposes reusing
UDP [38] as an already widely supported “Endpoint Layer protocol,” and then suggests paths toward richer functionality.
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Figure 2: A UDP-based user-space transport cannot interoperate with a “native” IP-based kernel-space transport.

2.1

Architectural Perspective

All standard Internet transports [28, 37, 38, 46, 49] multiplex transport sessions onto a host’s few IP address(es) via
16-bit port numbers. Each transport implements this multiplexing separately and embeds port numbers in its own transport header, making port numbers a common design pattern
but not a shared facility. Nevertheless, each port space tends to
be functionally equivalent; the IANA historically assigns wellknown ports consistently across transports although the port
spaces are technically independent.
Embedding port numbers into transports is consistent with
the OSI reference model [56], where each layer provides its
own space of service access points (SAPs) for higher layers to
bind to: IP addresses correspond to Network-SAPs (NSAPs),
port numbers to Transport-SAPs (TSAPs), and OSI additionally has Session-SAPs and Presentation-SAPs. The full “identity” of an endpoint consists of the SAPs of all layers bundled
together: IP address and port number on the Internet, all four
SAPs in OSI. This layered multiplexing design has appeal but
causes known problems: Tennenhouse argued against it due to
the difficulty of real-time scheduling across layers [50], and
Feldmeier elaborated on several related issues [18].
An alternative approach is to treat the intra-host addressing
provided by port numbers or SAPs as an extension to the interhost addressing already provided by the Network Layer, and
implement this intra-host addressing once in a facility shared
by all higher layers. In Sirpent [14], intra-host addresses (port
numbers) are part of the source routes the network layer uses
for routing. An analogous design with CIDR addressing would
be to assign each physical host or network interface a whole
“virtual subnet” of addresses representing the logical endpoints
on that physical host. It may be too late to merge port numbers
into IP addresses, but our Endpoint Layer revisits the idea of
sharing one endpoint space among upper-level protocols instead of each transport implementing its own.

2.2

Practical Benefits

Independent of the concerns of Tennenhouse and Feldmeier,
factoring out endpoint multiplexing brings several practical benefits that are relevant today: transport implementation flexibility, firewall/NAT traversal, and transport protocol negotiation.

2.2.1

Transport Implementation Flexibility

The IP header’s 8-bit Protocol field was intended to distinguish between only a few standard transport protocols, not
between many application-level endpoints, so most operating
systems prohibit unprivileged applications from “hooking” IP

Figure 3: A UDP-based user-space transport interoperates
with a UDP-based kernel-space transport.
Protocol numbers in the way they can allocate and use ports.
The OS thus reserves the right to implement new “first-class”
transports. If an application wishes to deploy its own transport protocol that is not yet supported by the host OS, it must
layer the new transport atop UDP. The resulting applicationlevel transport not only has second-class status but is unable to
interoperate with a first-class OS-level implementation of the
same transport on another host, as shown in Figure 2. This restriction creates a barrier to the deployment of new transports,
since the easiest way to deploy new protocols incrementally is
often to bundle them with the applications that need them.
If new transports are built atop an Endpoint Layer, however,
applications can easily ship with new transports implemented
in user-space libraries requiring no special privilege. Once a
transport begins migrating into OS kernels, kernel-level and
user-level implementations of the same transport can remain
interoperable, as shown in Figure 3.

2.2.2

Transport-Independent Middlebox Traversal

For better or worse, middleboxes such as firewalls and network address translators (NATs) are now ubiquitous, and most
of them are sensitive to the full endpoints of a given flow: not
only IP addresses but port numbers as well. Since each transport traditionally implements its own port space, middleboxes
must parse transport headers, and so only the few alreadyubiquitous transports—TCP and UDP—can traverse most middleboxes. New transports like SCTP [46] and DCCP [28] that
are designed to run directly atop IP thus cannot traverse most
middleboxes. NAT proliferation has in effect shifted the Internet’s “narrow waist”—the ubiquitous interface atop which
new protocols may be built and reliably deployed—upward to
encompass not just IP but also TCP and UDP [40].
By building new transports atop a shared Endpoint Layer,
middleboxes need to understand only Endpoint Layer and not
Transport Layer headers. Middleboxes can still recognize and
optimize the handling of specific transport protocols if desired,
but doing so is no longer a prerequisite for traversal. The Endpoint Layer also provides a clean space for mechanisms allowing hosts to “advertise” endpoints intended to be publicly
reachable, enabling middleboxes to create persistent bindings
for them as policy permits—a demand currently met via ad
hoc, transport-specific mechanisms such as those in UPnP [53].

2.2.3

Negotiation of Alternative Transports

Many application protocols such as RPC and SIP can use
several alternative transports. Every application packet is traditionally associated with exactly one transport protocol, how-
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Figure 4: Applications can negotiate among several UDPbased transports with no extra round trips.
ever, via the IP header’s Protocol field. Negotiating which
transport to use for a communication session therefore requires
the initiating application either to use a special transport exchange just for this negotiation, or to open new sessions “speculatively” for each supported transport, only to continue using
the most preferred one that succeeds and shut down the rest.
Building transports atop a shared Endpoint Layer with one
port space, in contrast, leaves transport identification and negotiation under the application’s control. The Internet already
follows this design philosophy for Session Layer and Presentation Layer functions, leaving their negotiation up to applications (e.g., HTTP’s persistent streams and content encodings);
our architecture extends this flexibility to the Transport Layer.
Without prescribing specific mechanisms, we suggest one
way an application in our model might combine transport negotiation with the initial exchange of the selected transport,
avoiding unnecessary round-trips or state setup. The application first locally requests from each supported transport a
copy of the “SYN” packet the transport would send to initiate
a new session. The application collects the SYN packets for all
such transports, bundles them together into one “Meta-SYN”
packet, and sends the Meta-SYN to the responding endpoint,
as shown in Figure 4. The responding application breaks apart
the Meta-SYN, passes the SYN for some transport it supports
to its implementation of that transport, and subsequent communication proceeds normally via that transport. This design assumes that packets for different transports are distinguishable
from each other and from Meta-SYN packets; the application
might interpose a minimal header for this purpose if required.
A side effect of making endpoints transport-independent is
to close the debate over whether to allocate well-known ports
across several transports at once. IANA would need to manage
only one port space, and existing applications could adopt new
transports without having to register new ports for each.

3.

THE FLOW REGULATION LAYER

Our Flow Regulation Layer, or simply Flow Layer, manages
the performance of a flow between a pair of endpoints. The
Flow Layer takes the underlying best-effort delivery service,
which typically provides limited information about available
bandwidth and other network characteristics, and builds a flowregulated best-effort delivery service, which “knows” how to
regulate the flow of packets for best use of the available path(s).
The Flow Layer implements congestion control [27] and may
encapsulate performance-related mechanisms such as perfor-

Figure 5: An end-to-end path composed of multiple Flow
Layer segments. Flow middleboxes can optimize network
performance based on the properties of a specific segment,
such as a satellite link.
mance enhancing proxies [11], end-to-end multihoming [46],
multipath transmission [33], and forward error correction.
The idea of factoring congestion control into a separate protocol is embodied in the Congestion Manager (CM) [6] and
Datagram Congestion Control Protocol (DCCP) [28]; these
protocols offer starting points for our Flow Layer, as discussed
in Section 4. Beyond merely factoring out congestion control,
our insight is that the Flow Layer is a clean place to implement many performance-related mechanisms, enabling them to
benefit many transports, and avoiding interference with transport reliability or end-to-end fate-sharing [16]. The following
sections explore several such performance enhancement techniques: dividing communication paths into segments for performance tuning, utilizing multiple redundant communication
paths, and aggregating flows to improve fairness or efficiency.

3.1

Path Segmentation

Our architecture permits devices in the network, called flow
middleboxes, to interpose on Flow Layer communication by
dividing a path into segments, as shown in Figure 5. Flow middleboxes “split” the path by terminating one segment’s Flow
Layer connection and initiating a new one for the next segment. Each segment may consist of several Network Layer
hops; path segmentation does not imply hop-by-hop congestion control [34], although the latter may be viewed as a limit
case of path segmentation.
Flow middleboxes do not touch Transport Layer headers
or payloads, so they are compatible with any transport protocol. Since flow middleboxes affect only communication performance and not transport semantics, they serve in precisely
the role for which the end-to-end principle [41] justifies such
in-network mechanisms. In contrast with the analogous technique of TCP splitting [4], where transport state may be lost if
a middlebox fails after acknowledging data received on one
segment but before transmitting it on the next, Flow Layer
splitting preserves end-to-end fate-sharing [16] because flow
middleboxes hold only performance-related soft state.
Motivations for splitting a communication path into individually congestion-controlled segments include performance
benefits from reduced RTT, specialization to network characteristics, and administrative isolation. We expore each in turn.

3.1.1

Performance Benefits from Reduced RTT

A TCP flow’s throughput is adversely affected by large roundtrip time (RTT), especially in competition with flows of smaller
RTT [19]. In addition, since information requires one RTT to
propagate around the control loop, any end-to-end congestion
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control scheme’s responsiveness to changing conditions is limited by RTT. Subdividing a communication path into independently congestion-controlled segments reduces each segment’s
RTT to a fraction of the path’s total RTT, which can improve
both throughput and responsiveness. This benefit has been
noted in the context of hop-by-hop congestion control schemes
for packet-switched [34], cell-switched [29], and wireless networks [54]. The Logistical Session Layer [48] similarly leverages this effect to improve wide-area grid performance. Our
Flow Layer thus provides a semantically clean way to obtain
the benefits of shorter RTTs within segmented paths.

3.1.2

Specialization to Network Characteristics

The best congestion control scheme for a communication
path often depends on the characteristics of the underlying network [8]. Classic TCP congestion control [27] performs well
on wired LANs and the Internet core, but poorly on networks
that are loss-prone due to transmission errors or mobility, and
on long-delay connections such as satellite links or wireless
wide-area networks. Since integrating diverse networks is a
fundamental goal of the Internet [16], we must assume that
any communication path may traverse several network types,
each of which might place conflicting requirements on any single end-to-end congestion control scheme. New end-to-end
schemes are available for high-bandwidth, long-delay links [20],
and others for mobile ad hoc networks [31], but will any one
scheme perform well on a path that includes links of both types
(and others)? Path segmentation in the Flow Layer provides a
clean method of specializing congestion control to the characteristics of individual path segments while avoiding the pitfalls
of traditional performance enhancing proxies [11].
Other fixes are available for specific performance issues [5],
but we feel that none of them solves the general network path
heterogeneity problem. A “sledgehammer approach” is to open
parallel TCP streams over one path, either at transport [44] or
application level [2], boosting throughput at the cost of fairness
by amplifying TCP’s aggressiveness [21]. TCP snooping [7]
enables intermediate nodes to retransmit lost packets and suppress duplicate acknowledgments without violating TCP’s semantics, but this technique is transport-specific and does not
allow adjacent segments to run independent congestion control
schemes. Many approaches assume that only the “last hop” of
a path requires specialization—an assumption violated by important scenarios such as wireless mesh networks [1]. In contrast, our architecture supports any number of segments and
permits independent performance tuning of each.

3.1.3

Administrative Isolation

Even where one end-to-end congestion control scheme may
be technically adequate, the Internet’s inertia makes it politically difficult to agree on, evolve, and deploy new end-toend schemes. Any new scheme encounters resistance unless
it is “TCP-friendly”—no more aggressive than TCP Reno—
since the new scheme’s flows will compete with Reno streams
“in the wild.” But since the Internet does not enforce TCPfriendliness [21], selfish or unaware users can and do deploy
unfairly aggressive mechanisms anyway—e.g., in the form of
TCP-unfair UDP flows [15] or concurrent TCP flows [30].

Figure 6: Flow Layer multipath communication example.
The multihomed hosts use two end-to-end paths, one passing through a pair of middleboxes implementing an innetwork multipath segment.
Path segmentation offers an incremental solution to congestion control evolution: split the Flow Layer path at administrative boundaries, and deploy the new scheme only on segments
traversing domains in which the scheme has been adequately
tested and approved, preserving TCP-friendliness on other segments. Path segmentation allows network administrators to roll
out a new scheme one administrative domain at a time, and homogenize the congestion control algorithms used within their
domain if desired, ensuring that the new scheme’s flows compete only with each other within the domain and not with Reno
flows or other arbitrary schemes deployed by end hosts.
Even for end-to-end streams not conforming to our architecture—e.g., flows with congestion control in the Transport
Layer or no congestion control at all—homogeneous congestion control can still be enforced within a domain if needed,
by encapsulating such streams in a Flow Layer “tunnel” while
crossing that domain. Our architecture thus provides a clean
framework for proposed mechanisms that use per-flow state at
border routers to implement new congestion control schemes
within a domain [47], or to enforce TCP-friendliness [39] or
differential service agreements [24].

3.2

Multipath Communication

There are many ways to exploit alternative network paths to
improve reliability [23], balance load [36], or enhance security [32]. To be deployable, however, a multipath scheme must
be compatible with upper layer protocols designed assuming
single-path routing, and must remain interoperable with singlepath routing domains. Our architecture addresses these deployment issues by permitting end hosts and flow middleboxes to
implement multipath communication end-to-end or in the network, as shown in Figure 6.

3.2.1

Flow Layer Multihoming

The Flow Layer provides a clean place to implement endto-end multihoming: binding several endpoints together to provide multiple paths over the existing routing infrastructure. In
contrast with transport multihoming [33, 46], multihoming in
the Flow Layer can benefit any transport without interfering
with transport semantics. An address rewriting mechanism
similar to shim6 [43] in the Flow Layer can make all of a host’s
endpoints appear as one to these transports.
Path segmentation in our architecture can also facilitate the
incremental deployment of multipath routing. A multipath routing protocol may be deployed within an administrative domain, surrounded by flow middleboxes that can exploit avail-
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as end-to-end. In our architecture, for example, a flow middlebox can aggregate congestion control state across the hosts
in an edge network and use that information to optimize flows
crossing that middlebox transparently, without requiring end
host modifications as in TCP/SPAND [55].

3.3.2

Figure 7: Flow Layer aggregation example containing two
end-to-end flows, which appear as one flow to the intermediate network.
able paths in flow segments crossing that domain, without affecting external segments (see Figure 6). Alternatively, or simultaneously, a multi-site organization might deploy flow middleboxes at site boundaries to distribute inter-site traffic across
redundant wide-area links.

3.2.2

Coping with Path Diversity in Upper Layers

Naı̈vely distributing packets among multiple paths with varying delay, whether end-to-end or in-network, can confuse the
congestion control and reliability mechanisms of existing transports [10]. In our architecture, a multihomed Flow Layer can
avoid this confusion by implementing per-path congestion control, but the Transport Layer remains responsible for retransmission and thus vulnerable to similar confusion. To support
arbitrary transports, therefore, a multihomed Flow Layer needs
to preserve the illusion of single-path delivery, either by using
only one path at once as SCTP does [46], or through orderpreserving traffic dispersion [23].
Multipath-aware transports [26] and applications [3] can benefit from the ability to maintain per-path state and explicitly
associate packets with paths. Through a simple path indexing mechanism inspired by path splicing [35], which we do
not elaborate here for space reasons, a multipath Flow Layer
in our architecture can expose alternative paths to upper layer
protocols capable of using them, while retaining compatibility
with multipath-oblivious protocols.

3.3

Flow Aggregation

Finally, the Flow Layer provides a clean point at which to
aggregate related flows when desired, so that the intervening
network treats the aggregate as one flow (see Figure 7). Flow
aggregation can provide several benefits including reuse of congestion control state and improved fairness.

3.3.1

Reuse of Congestion Control State

Since an aggregate of many transport instances is typically
longer-lived and represents more traffic than any of its constituents, measurements of the aggregate’s characteristics can
benefit from a longer history and more samples. Transport extensions have been proposed to aggregate congestion control
state across reincarnations of one transport session [12], across
concurrent sessions [51], across transport protocols [6], and
across hosts in an edge network [55].
Placing optimizations such as these in the Flow Layer allows arbitrary transports to benefit from them, and permits aggregation to be performed cleanly within the network as well

Fairness Control

TCP’s per-stream “fairness” notion often fails to match the
expectations of users and network operators [13]; Flow Layer
aggregation may be useful to implement higher-level fairness
policies. For example, an ISP may want each customer to get
equal bandwidth at bottlenecks in its network, regardless of
whether a customer uses few transport instances (web browsing, SSH) or many (BitTorrent). To implement such a policy, the ISP could deploy flow middleboxes at its borders that
aggregate all segments crossing its network into one “macroflow”: since each macro-flow has one congestion control context, each macro-flow gets an equal share of congestion bottleneck bandwidth. Most such macro-flows will connect one
customer’s access router to one of a few upstream network attachment points, so this meta-flow fairness should approximate
a per-customer fairness policy. Flow aggregation can thus implement policies similar to those motivating hierarchical fair
queuing schemes [9], without changing interior routers.

4.

IMPLEMENTATION AND EVOLUTION

One of the benefits of the proposed architecture is that existing protocols already provide starting points for implementing
its new layers. Since these existing protocols were designed in
the traditional architectural framework, however, the fit is not
perfect, so further development will be needed.
• Endpoint Layer: UDP [38] provides a pervasive first approximation to our Endpoint Layer. Viewing UDP not as
transport but as implementing a common endpoint space to
be shared by all (new) transports, it becomes worthwhile
to consider evolving this shared endpoint space, to support larger port numbers or service names for instance [52].
Also needed are extensions enabling NATs and firewalls
to detect which endpoints within a private network are intended to be publicly reachable, and create persistent bindings for them as policy permits. Our intent is for the Endpoint Layer to provide these services, with incremental deployment facilitated by dual-stack Endpoint Layer gateways
that map between UDP and the new Endpoint Protocol.
• Flow Regulation Layer: Both DCCP [28] and CM [6]
approximately implement our Flow Layer, and each has
unique features we would like to see combined in one protocol. CM offers aggregation of congestion control state
across flows and a packet transmission API that facilitates
application-layer framing (ALF) [17], whereas DCCP provides explicit negotiation of congestion control schemes.
We also need to examine how to reposition them atop the
Endpoint Layer, and to develop extensions supporting Flow
Layer optimizations such as path segmentation, multipath
communication, and flow aggregation.
• Transport Layer: Finally, new Transport Layer protocols
will build upon the Flow Layer to offer communication abstractions such as reliable byte streams [49], reliable data-
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grams [37], media frames [42], multi-streams [46], or structured streams [22]. We need to consider how to reposition transports atop the Flow Layer in an incremental and
backward-compatible way, and how the absence of congestion control in the Transport Layer may impact transport
mechanisms such as (fast) retransmit and receive window
control.

5.

CONCLUSION

Although the OSI protocol stack has been dead for years,
its layering model remains the standard frame of reference for
the Internet, and aspects of its layering model have created serious roadblocks to Internet evolution. By factoring endpoint
addressing into a common Endpoint Layer instead of distributing it among transports as in OSI, we obtain more flexibility in
transport implementation and deployment, transport-oblivious
firewall/NAT traversal, and more efficient transport negotiation. Similarly, by factoring congestion control into an intermediate Flow Layer, we decouple performance-oriented flow
regulation from transport semantics, enabling the clean, modular, and incremental deployment of a host of performance optimizations both end-to-end and in the network, without interfering with transport reliability or fate-sharing. The new architectural model therefore appears promising, although many
protocol details remain to be worked out.
Our model may appear to make the Internet architecture
more complex, but we believe this complexity has already been
forced upon us via the patchwork of interposers that have proliferated across the Internet [11, 25]. Our proposal provides a
framework in which to fit these interposers together cleanly,
recognizing and satisfying the needs that have led to the prevalence of these middleboxes. This project is ambitious, and
many unresolved issues remain, such as NAT traversal details,
buffering issues in flow middleboxes, APIs and interfaces between the new layers, and cross-layer dependencies. We hope
to resolve these issues as we work out mechanisms and protocols to implement the new architecture.

6.
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Abstract

attention and previous approaches can be broadly categorized into (a) those that attempt to expedite protocol convergence [3, 12] and (b) those that seek to protect endto-end packet delivery from the adverse effects of convergence. It has been suggested that mechanisms in the
former category face an inherent limitation given the current scale of the Internet on the one hand and stringent
demands of today’s applications on the other. A scalable
policy-based routing protocol that converges fast enough
for applications such as interactive voice delivery still remains an elusive goal.
The second category of proposals includes mechanisms
such as R-BGP [8], which advocates the use of precomputed failover paths for ensuring connectivity during periods of convergence. This scheme offers provable guarantees of reachability for single link failures, but these guarantees come at the cost of additional forwarding state and
protocol complexity associated with the maintenance of
backup routes and ensuring loop-free convergence. Further, preserving connectivity in the face of multiple concurrent routing events would require routers to compute
and maintain additional link-disjoint paths and the forwarding state requirements would present a serious scalability challenge.
Most recently, Consensus Routing [7] proposes to address transient disconnectivity by requiring BGP routers
to agree on a globally-consistent "stable" view of forwarding state. In this context, stability means that a source
domain can adopt a route to some destination in a given
epoch only if each of the intermediate routers on the
path adopts the respective route suffix in the same epoch,
which guarantees absence of loops. In each epoch, routers
participate in a distributed snapshot and consensus protocol in order to identify the set of "complete" BGP updates
that satisfy stability. In contrast to much of prior work
directed at reducing the duration of convergence, this
scheme intentionally delays the adoption of BGP updates,
so as to preserve the stability invariant. In the absence of
a stable forwarding path, consensus routing fails over to
a transient forwarding mode that implements a heuristic
such as detouring, backtracking, or backup paths.
In this paper, we present Anomaly-Cognizant Forwarding (ACF) - a new and complementary approach to
improving Internet path availability and reducing tran-

It is well known that BGP convergence can cause
widespread temporary losses of connectivity resulting
from inconsistent routing state. In this paper, we present
Anomaly-Cognizant Forwarding (ACF) - a novel technique for protecting end-to-end packet delivery during periods of convergence. Our preliminary evaluation demonstrates that ACF succeeds in eliminating nearly all transient disconnection after a link failure without the use of
precomputed backup routes or altering the dynamics of
BGP.

1 Introduction
It is widely known that BGP, the core Internet interdomain routing protocol, is susceptible to temporary connectivity failures during periods of convergence. A single
event, such as a link failure or a policy change, can trigger a lengthy and complex sequence of route recomputations, during which neighboring ASes exchange updates
and converge on a new globally-consistent set of routes.
During this process, routers operate upon potentially inconsistent local views, which can lead to the emergence of
temporary anomalies such as loops and blackholes. Both
of these are considered undesirable, as they result in temporary losses of connectivity to the set of destinations affected by the event.
In order to prevent explosive growth of control traffic
during the convergence process, BGP routers are typically
configured to constrain the maximum rate of update propagation via the MRAI timer and [1] recommends setting
its value to 30 seconds. Inevitably, limiting the rate of
update dissemination lengthens the period of exposure to
routing anomalies and several studies have reported prolonged and noticeable bursts of packet loss caused by
BGP convergence. It has been shown that a single route
change can produce up to 30% packet loss for two minutes or more [9]. Further, [15] reports loss bursts that last
up to 20 seconds after a single route failure and up to 8
seconds after a route recovery event.
Today’s Internet applications such as online games,
streaming video delivery, and VoIP demand continuous end-to-end reachability and consistent performance.
Hence, this problem has received considerable research
1
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sient disconnection. Rather than attempting to eliminate
anomalous behavior by enforcing global consistency or
shrinking the convergence time window, we accept inconsistent routing state as an unavoidable fact and instead
develop a mechanism for detecting and recovering from
such inconsistencies on the data path. While much of
prior work has focused on extending BGP to improve its
consistency and convergence properties, in this paper we
consider a somewhat more disruptive approach that involves adding several fields to the packet header and inspecting them on the forwarding path. Our main hypothesis is that a single nearly trivial extension to conventional
IP forwarding suffices to eliminate a dominant fraction of
convergence-related disconnectivity. Our approach does
not require routers to maintain multiple forwarding tables,
nor does it require extending BGP or altering its timing
dynamics.
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Figure 1: A sample AS topology with a transient loop.
nate mode of packet delivery, which we term recovery
forwarding. This mode helps ensure connectivity in situations where a router is unable to forward a packet because
it does not possess a valid non-blacklisted path.
Forwarding in recovery mode is facilitated by a set of
recovery destinations. When a transit router chooses to
initiate recovery forwarding for a packet p, it adds the local AS identifier to p.blackList, copies p’s destination address to an alternate location in the header, and redirects
the packet to the address of some recovery destination,
chosen at random from a well-known static set of potential destinations. In our current design and simulations,
we assign the recovery destination role to a group of 10
well-connected Tier-1 ISPs1 .
The basic intuition that motivates this scheme is that
the chosen recovery destination ASr (or some intermediate router along the path to ASr ) is likely to possess a
valid non-blacklisted route to packet’s original destination. As the packet travels toward ASr in recovery mode,
each router on the path first attempts to forward it to the
original destination ASd . If a usable non-blacklisted path
is known, the router takes the packet off the recovery path
and resumes normal-mode forwarding. Otherwise, the
packet is sent to the next hop for destination ASr . If, after reaching the recovery destination, the packet cannot be
taken off the recovery path because ASr does not possess a
usable route to ASd , the packet is dropped. Alternatively,
in an effort to ensure eventual delivery, ASr can re-initiate
recovery forwarding via another destination. In the latter
scenario, the process repeats until (a) the packet is taken
off the recovery path by some destination that knows a
working route to ASd , (b) the packet is dropped because
no recovery destination has such a route, or (c) the packet
is dropped because its TTL expires.
We illustrate our scheme using the AS topology in Figure 1. Suppose that initially, domains C and D both use
B as the next hop for destination A. In this example, failure of the inter-AS link hA − Bi would cause B to send

2 Approach Overview
In broad terms, we view inconsistent BGP state and
routing anomalies as unavoidable facts and approach the
problem by extending the forwarding plane with a small
amount of functionality that enables us to detect and recover from these anomalies. Toward this end, we augment the packet header with two additional pieces of state.
First, a packet p originating in ASs and destined to ASd
carries a path trace (denoted p.pathTrace) - a list of ASlevel hops encountered by p on its path toward ASd . At
each hop, the border router inspects this field and appends
its own AS identifier. The content of this field enables
routers to detect and recover from occurrences of loops
via a process that we describe more fully below. Second,
each packet carries a black list (denoted p.blackList) containing an encoding of AS identifiers that are known to
have possessed deficient routing state for p’s destination
at some point after packet’s origination.
We say that a transit domain ASt has deficient routing
state for a destination ASd at a particular instant in time if
at that instant (a) ASt lacks a valid policy-compliant path
to ASd , or (b) the path adopted by ASt for destination ASd
results in a routing loop that causes packets to return back
to ASt .
At a high level, ACF packet forwarding proceeds as follows: a router first inspects p.pathTrace and checks it for
the presence of its local AS identifier, which would indicate a loop. If no loop is detected, the packet is forwarded
as usual along the adopted route. Otherwise, the loop is
viewed as evidence of deficient state and the router acts
upon it by moving every AS identifier belonging to the
loop (which it knows from p.pathTrace) to p.blackList
and invoking the control plane, where the RIB is searched
for the presence of alternate paths that do not traverse any
of the blacklisted domains.
The second core component of our design is an alter-

1 Internet service providers can offer recovery forwarding as a paid
service for customers that wish to safeguard themselves from BGPrelated connectivity failures.
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a withdrawal notification to its neighbors. Upon receiving the withdrawal, C and D would immediately switch to
alternate paths hD → B → Ai and hC → B → Ai, respectively. With conventional BGP, domain C has no way of
determining that the newly-adopted path is invalid until it
receives a withdrawal from D and, analogously, D considers hC → B → Ai to be a valid route and adopts C as its
next hop, thus causing a transient loop to emerge.
Suppose that domain C wishes to send a packet to an
address in domain A. With ACF, packet forwarding proceeds as follows: Initially, C adds its local AS identifier
to p.pathTrace and forwards the packet to its next hop
- domain D. Upon receiving the packet, D appends its
identifier to p.pathTrace and sends the packet back to C,
which inspects p.pathTrace and detects a loop. It truncates p.pathTrace and, for each non-local AS identifier
belonging to the loop (in this example only D), adds a
corresponding entry to p.blackList. Next, C reattempts
to forward the packet, this time avoiding the blacklisted
forwarding table entry and discarding the corresponding
route. In the example shown, C has no alternative working
routes for destination A, so it adds itself to p.blackList and
invokes recovery forwarding, choosing domain F as the
recovery destination. C forwards the packet in recovery
mode to E (its next hop for F) and the packet arrives with
p.pathTrace = hCi, p.blackList = hC, Di. Upon receiving the packet, E first attempts to forward p to its original
destination (A), but discovers that both its current next hop
(C) and the alternate path through D are blacklisted in the
packet’s header and discards the respective routes. Lacking other alternate paths, E adds itself to p.blackList and
forwards the packet further along the recovery path to its
peer F. Analogously, F determines from the blacklist that
its next hop E does not posses a valid path and purges the
respective route from its RIB. However, F knows of an
alternate working route hG → Ai and adopts it, causing p
and all subsequent packets destined to A to be forwarded
via G. Eventually, BGP path withdrawals will propagate
through the topology and reach F, causing it to expose
hF → G → Ai. During the transient period of inconsistency, however, the pathTrace and blackList state being
propagated on the data path enables us to discover a valid
alternate route and preserve end-to-end packet delivery.
Before we proceed to a detailed description of the design, we make two high-level observations about our approach. First, since ACF utilizes two distinct modes of
forwarding (i.e., normal and recovery modes), it can cause
some packets to traverse multiple distinct paths to the destination during periods of convergence. For example, ASs
may initially attempt to send a packet to ASd via a path P1 ,
but one of the intermediate hops may decide to re-route
it via a recovery destination, which, in turn, can choose
to forward the packet via P2 - an alternate path toward
ASd that is link-disjoint from P1 . Unlike earlier work on

failover BGP paths [8], our mechanism does not require
routers to construct an explicit set of backup routes and
to maintain multiple forwarding table entries. In ACF, the
two modes make use of the same forwarding table and
we try to discover healthy alternate paths dynamically by
extending the forwarding plane.
Second, we do not assume that the set of paths to recovery destinations is stable and that every AS possesses
a working loop-free route to some recovery destination
at all times. Indeed, certain failure scenarios (e.g, a core
link failure) can result in disruption of paths to multiple
endpoints, including those that serve as recovery destinations, and clearly, our design must succeed in retaining end-to-end connectivity in the face of such failures.
Thankfully, there is a simple and effective solution that
enables us to handle such cases - we protect recovery-path
forwarding against routing anomalies using precisely the
same mechanism that we use to safeguard packet delivery
on the normal forwarding path, i.e., using the pathTrace
and blackList fields in the packet header.

3 The Design of ACF
3.1 Packet header state
ACF adds the following fields to the packet header:
recoveryMode: A single-bit flag indicating the current
forwarding mode (normal or recovery).
f inalDestAddr: In recovery mode, this field carries the
packet’s actual destination address (i.e., its destination prior to redirection).
pathTrace: An ordered list of AS-level hops traversed by
the packet in the current forwarding mode.
blackList: A set of AS identifiers that are known to possess deficient routing state for the packet’s original
destination.
blackListRecov: A set of AS identifiers that are known to
possess deficient routing state for the packet’s designated recovery destination.
In our current design, pathTrace is represented as a
linear list of 16-bit AS numbers, while blackList and
blackListRecov and represented using a space-efficient
Bloom filter encoding (note that AS identifiers are never
removed from blacklists).

3.2 Forwarding algorithm
When a packet p arrives at a router, its recoveryMode
flag is inspected to determine the appropriate forwarding
mode. In the normal mode, the router first checks the
pathTrace field for the presence of its local AS number.
If a loop is detected, all AS components of the loop are
3

94

4 Preliminary Evaluation

added to p.blackList and the path trace is truncated to exclude the loop. Next, the forwarding table is consulted to
obtain the next hop for p’s destination and the content of
p.blackList is inspected. If the next-hop AS is present in
p.blackList, the current route is discarded and the control
plane (FindAlternateRoute) is invoked to find and install
an alternate non-blacklisted route.
In FindAlternateRoute the standard BGP route selection process is invoked to identify a new preferred
path and, crucially, all blacklisted routes are excluded
from consideration during this process. We investigated and evaluated two alternative methods for deciding whether to exclude a particular candidate route R =
hAS1R , AS2R , ...ASkRi for a given packet p:

The preliminary evaluation we present in this section focuses on addressing three key questions: (1) How effective is ACF at sustaining end-to-end connectivity during
convergence? (2) In the absence of precomputed backup
routes, how long does it take to recover a packet from an
anomalous path and find an alternate working route? (3)
How significant is the header overhead incurred by ACF?
Methodology: To answer these questions, we implemented an event-driven parallel simulator that enables us
to study the dynamics of BGP convergence in realistic
Internet-scale AS topologies and simulate packet forwarding at an arbitrary point in time during convergence. Our
initial experiments examine the effects of inter-AS link
failures on end-to-end reachability and focus on failures
of access links that connect to a multi-homed edge domain. We use the CAIDA AS-level topology from May
12, 2008 [2] annotated with inferred inter-AS relationships. The topology contains 27969 distinct ASes and
56841 inter-AS links. Following standard convention,
our simulator implements "valley-free" route propagation
policies [6] and customer routes are always preferred over
peer and provider routes.
The topology includes 12937 multihomed edge ASes
and a set of 29426 adjacent provider links. We conduct a
failure experiment for each provider link hAS p − ASd i in
this set. We begin by simulating normal BGP convergence
that results in adoption of consistent policy-compliant
paths toward the destination ASd . Next, we fail its link
to AS p, simulate packet forwarding from each AS to ASd
during the period of reconvergence, and identify the set
of ASes that experience temporary loss of connectivity
to ASd during this period. With traditional forwarding,
a source domain is considered disconnected if an intermediate router on its path to ASd drops a packet because it
does not possess a route or if the packet’s TTL (initially
set to 32 hops) expires, indicating a forwarding loop. With
ACF, a domain is disconnected if its packet is dropped at
the recovery destination and upon TTL expiration.

1. Exclude R iff AS1R ∈ p.blackList.
2. Exclude R iff ∃i such that ASiR ∈ p.blackList.
Consider a scenario, in which ASs knows of two distinct
routes to ASd , namely hAS1 → AS2 → ASd i and hAS3 →
AS2 → ASd i. Initially, it tries to forward the packet via
AS1 , but the packet returns with hASs , AS1 , AS2 , AS4 i in its
pathTrace, causing ASs to blacklist AS1 , AS2 , and AS4 .
With method 1, ASs would next attempt to forward via
AS3 , but this would result in wasted effort if AS3 does not
know of any alternate paths to ASd that do not go through
AS2 . Conversely, scheme 2 would require ASs to discard
its path through AS3 and invoke recovery forwarding due
to absence of other alternatives. In this situation, skipping
AS3 can result in a lost opportunity to forward via an efficient alternate route if AS3 does indeed possess such a
route.
We examined both alternatives and found that the second method is substantially more effective in reducing
transient packet loss for the set of failure cases we considered. It allows problematic paths to be detected and
discarded more quickly and reduces the number of hops
it takes for a packet to home in on a valid alternate route.
Note that as a further optimization, we could also evaluate the criterion of method (2) on the data path (currently,
we check only the next hop), but this improvement would
come at the expense of additional processing overhead
and forwarding state. Hence, our current design adopts
a compromise by validating only the next hop on the data
plane and performing full AS-PATH inspection only upon
evidence of anomalous behavior.
If FindAlternateRoute fails to identify a working route,
recovery forwarding is invoked. The router adds its local AS number to p.blackList, clears p.pathTrace and
p.blackListRecov, chooses a non-blacklisted recovery
destination, and looks up the corresponding next hop. Forwarding in recovery mode proceeds analogously and we
refer the reader to [5] for additional details and pseudocode.

Transient disconnection after link failures: As expected, we found that BGP with conventional forwarding
exhibits a substantial amount of transient disconnectivity.
51% of failures cause some of the ASes to experience connectivity loss and 17% of failures cause at least half of all
ASes in the topology to lose connectivity. Figure 2 plots
the fraction of disconnected domains for the cumulative
fraction of failure cases and demonstrates the effectiveness of ACF. In 84% of failure cases that produce some
disconnectivity with conventional forwarding, ACF fully
eliminates unwarranted packet loss and further, in 96% of
such cases no more than 1% of all ASes experience disconnection. The figure also illustrates that recovery forwarding plays a pivotal role in protecting packet delivery
4
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0.09%
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20
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13
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Table 1: Maximum number of pathTrace and blackList entries
in a representative sample of failures cases.
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ACF header fields for a representative sample of failure cases corresponding to 0%, 0.09%, 0.9%, 9%, and
90% transient disconnection with ACF2 . In the worst case,
pathTrace consumes 40 bytes assuming that each entry is a 16-bit AS number. Up to 16 entries are added
to blackList and a Bloom filter representation with 1%
lookup error rate would require 10 bytes.
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Fraction of failure cases

Figure 2: Prevalence of transient disconnection after a single
provider link failure. The x-axis denotes the fraction of failure
cases that cause some disconnectivity with traditional forwarding.
Average path dilation (in AS hops)
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In summary, our initial evaluation suggests ACF to be
a promising approach that significantly reduces transient
packet loss and incurs reasonable bandwidth and latency
overheads. However, the results presented here are only a
first step toward understanding its full behavior in a complex Internet-scale environment and future work will include evaluating ACF under a broader range of scenarios
that include failures of transit links, multiple concurrent
failures, link recovery, and BGP policy changes.
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5 Discussion and Future Work

Fraction of failure cases

Feasibility of deployment: ACF introduces several
changes to the core mechanisms of IP forwarding and can
thus be seen as facing a substantial barrier to adoption.
More concretely, ACF requires adding several fields to the
packet header, as well as introducing additional logic on
the forwarding path. While clearly non-trivial, we believe
that packet format issues can be addressed via the use of
IP options and/or shim headers. Investigating these issues
in detail and proposing a viable path toward deployment
are two essential topics of future work.

Figure 3: Average path dilation with ACF.
and ensuring connectivity in the face of anomalies. For a
small fraction of failure cases (0.2%), our scheme offers
little or no measurable improvement, leaving over 90%
of the topology disconnected, and further inspection revealed that in most of these cases packets fail to discover
a working route within 32 hops.
Path efficiency: By not maintaining a precomputed set
of efficient alternate routes and instead letting packets
discover them dynamically, our scheme can increase the
number of hops a packet traverses during periods of instability. This overhead can be attributed to the fact that
packets can encounter loops and that finding a working
path can require detouring via a recovery destination. We
measured this overhead in the above experiment and Figure 3 plots the path dilation (averaged over all ASes) for
the cumulative fraction of failure cases. This quantity is
computed by subtracting the length of the final route (in
AS hops) adopted after reconvergence from the length of
the longest path a packet would have to traverse under
ACF before reaching its destination. In 65% of failures
that cause loss under traditional forwarding, ACF recovers packets using no more than two extra AS hops and
only 9% of failures incur the cost of 7 hops or more.

Packet processing overhead: Our scheme adds complexity and computational overhead to the forwarding
plane. We note that FindAlternateRoute - the most significant source of overhead in ACF - is invoked only during
periods of instability and only for the purpose of replacing a broken route whose continued usage would otherwise result in packet loss. In the common case, the overhead reduces to checking blackList and pathTrace for the
presence of the local AS number - operations that incur
the cost of a single Bloom filter lookup and a linear scan,
respectively. Both operations admit efficient implementation in hardware and parallelization. Finally, if the cost
of a vector scan at each hop is deemed unacceptable, loop
detection and recovery can be deferred until TTL expiration and handled at the control plane.

Packet header overhead: Table 1 shows the maximum number of entries in the pathTrace and blackList

2 recovBlackList

is not shown because recovery destination paths remain stable in this experiment.
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ACF and routing policies: Due to recovery forwarding, packets in ACF can be forwarded along a path which
violates ISP export policies when viewed from an end-toend perspective. At the same time, each individual forwarding decision in ACF respects policies by considering
only the set of exported routes available in the RIB. In
particular, only policy-compliant paths are used in recovery mode to guide a packet toward a recovery destination.
ACF envisions the emergence of a new inter-ISP relationship landscape, where a group of highly-connected Tier-1
networks would provide the recovery destination service
to multihomed clients that wish to safeguard themselves
from the adverse effects of routing convergence. Viewed
in this manner, our scheme can be said to provide policycompliant forwarding via an intermediate destination.

Failure-Carrying Packets [11] is a recent proposal for
link-state protocols that protects end-to-end delivery by
augmenting packets with information about link failures.
ACF adopts an analogous approach, but focuses on interdomain policy routing. We compared ACF with the
strawman design for path-vector FCP presented in [11]
and found that FCP improves end-to-end path availability for only a fraction of failure cases, demonstrating an
improvement comparable to ACF without recovery-mode
forwarding. Compared to FCP, our scheme does not require routers to precompute and cache a set of alternate
forwarding table entries and incurs a smaller per-packet
processing overhead (control-plane path reselection is invoked much less frequently). A detailed performance
comparison with FCP is a topic of future work.

6 Related Work

7 Acknowledgments

The adverse side-effects of BGP convergence have been
studied extensively through measurements and simulations [9,10,13,15] and prior work on addressing this problem includes a family of protocol extensions and heuristics for accelerating convergence [3, 4, 14].
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highly-connected domain. Consensus Routing also modifies the forwarding path and the per-hop packet encapsulation used in the backtracking transient mode is conceptually analogous to ACF’s pathTrace. Our main insight
is that carrying the list of prior hops on the data path also
provides the ability to detects loops and thus, global consistency is extraneous if packets can be recovered from
loops and redirected via a reasonably efficient path. Consensus Routing delays the adoption of new routes by up
to several minutes which, in certain scenarios, can have
an adverse effect on end-to-end reachability.
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A BSTRACT

works [3]; exposing more flexibility in route selection would
improve the effectiveness of such products.
Unfortunately BGP has very limited policy expressiveness: it greatly constrains the routing policies that a network owner can encode—despite its position as the dominant policy-aware routing protocol! For example, consider a
very permissive policy in which a network allows any possible route involving it to be used. Even if a network decided
to adopt this policy, perhaps because it had been paid sufficiently, it could not be expressed in BGP.
Several proposals [16, 17] give networks the ability to offer multiple paths, but we argue they are still relatively limited. For example, MIRO uses BGP routes by default, with
negotiation between autonomous systems for each additional
path; offering too many paths thus involves a prohibitively
large amount of state. NIRA [17] allows networks to offer
any valley-free path, but only valley-free paths, thus making it in that respect more limited than BGP. It also requires
assumptions about the network topology.
Can we design a protocol which has rich policy expressiveness, thus allowing network operators to offer a service
of greater routing flexibility and hence greater reliability and
path quality?

Source-controlled multipath routing can be highly beneficial
to both sources and to network providers. For a source, the
flexibility to choose among multiple paths can improve reliability and path quality. To a network provider, sourcecontrolled routing could be a salable service. Unfortunately,
the Internet’s interdomain routing protocol, BGP, offers no
multipath routing mechanism. Several proposals offer multiple paths, but are limited in the paths they can expose.
This paper introduces a new scheme, pathlet routing, in
which networks advertise fragments of end-to-end paths
from which a source can assemble an end-to-end route. Pathlet routing is a flexible mechanism that, we show, can emulate a number of existing routing protocols, including BGP
and unrestricted source routing. It also enables a new type of
routing policy, local transit (LT) policies, which allows networks to control the portions of routes which transit across
them, while giving a large amount of flexibility to sources.
Finally, we show that LT policies have much better scalability than BGP.

1

I NTRODUCTION

Multipath routing, in which a packet’s source selects its path
from among multiple options, would be highly beneficial to
both end hosts and network providers on the Internet.
For an end host, multipath routing is a solution to
two important deficiencies of the Border Gateway Protocol
(BGP) [12]: poor reliability [1, 7, 9] and suboptimal path
quality, in terms of metrics such as latency, throughput, or
loss rate [1, 13]. Both reliability and path quality could be
improved via multipath routing. End-hosts (or perhaps edge
routers) can observe end-to-end failures quickly and react
by switching to a different path, and can observe end-to-end
path quality in real time and make decisions appropriate to
each application. Greater routing flexibility may bring other
benefits as well, such as enabling competition and encouraging “tussles” between different parties to be resolved within
the protocol [5].
For a network provider, multipath routing represents a new
service that can be sold to customers who desire the benefits
described above. In fact, commercial route control products
exist today which dynamically select paths based on availability, performance, and cost for multi-homed edge net-

This paper addresses that question with a novel scheme
called pathlet routing. In pathlet routing, networks advertise pathlets—fragments of end-to-end paths—along which
they are willing to route. A sender concatenates its selection of pathlets into a full end-to-end source route, which is
specified in each packet. Pathlet routing is a simple generalization of both path vector routing and source routing, in
terms of the end-to-end paths it can allow and disallow. If
each pathlet is a full end-to-end route, the scheme is equivalent to path vector routing. If the pathlets are short, one-hop
fragments corresponding to links, then senders can use any
of the exponentially large number of paths in the network, as
in unrestricted source routing.
Pathlet routing has significant advantages over BGP, including (1) highly expressive policies, and in particular, (2)
enabling a new type of routing policy which would offer dramatic improvements in router scalability and in route flexibility for senders. In more detail, we evaluate pathlet routing
as follows:
• To demonstrate its policy expressiveness, we show
that pathlet routing can efficiently emulate unrestricted
source routing, path vector routing (BGP), and two
1
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placed in the packet to instruct the first vnode to use this
pathlet.
The first entry of the FIDseq is a FID that uniquely identifies pathlet p within the first vnode in p. Importantly, it need
not be globally unique like the identifiers in IP source routing, or even unique within an AS. The result is very compact
FIDs; for example a vnode handling 256 or fewer unique
pathlets could use one-byte FIDs. The remaining FIDs in the
FIDseq, if any, identify other pathlets that are used to effect
forwarding along this pathlet. (We will see examples in §3.)

recent multipath routing proposals, MIRO [16] and
NIRA [17]. On the other hand there exist protocols like
FBR [18] which pathlet routing cannot emulate.
• We show that pathlet routing enables a new class of
policies, local transit (LT) policies, that allow networks
to control the portions of routes which transit across
their own networks. Subject to these restrictions, LT
policies expose the full flexibility of the Internet’s autonomous system (AS)-level routes to sources. The
exponentially large set of paths dramatically increases
route flexibility relative to BGP and many other policyaware routing protocols.

2.2

Pathlet construction. A router r announces to each neighbor r0 its AS number and a vnode identifier v, indicating that
every packet sent from r0 to r will be interpreted as being
directed to vnode v. Thus, initially, a router can construct
pathlets that include its own vnodes and those of its neighbors’ peering points. After learning other ASes’ pathlets,
it can concatenate multiple pathlets to produce new pathlets
spanning multiple ASes.
Pathlet dissemination. Any pair of routers, regardless
of physical location, may open a control plane connection
to disseminate pathlets. Presumably this will be done at
least by physically adjacent routers. Disseminating information in distributed systems generally can be described as
either “push” or “pull”, and we will find it useful to include both of these fundamental communication patterns. Intuitively, pushing state is useful at least for bootstrapping,
while pulling allows additional state to be created on demand.
First, a router may push some subset of the pathlets it
knows, according to a local export policy. For example, in
several cases we will use a gossiping policy, where each
router pushes to its neighbors all the pathlets it has constructed or learned. Second, a router may pull pathlets by
requesting certain pathlets from a router, such as those relevant to a specified destination. We will use this pull dissemination pattern to emulate both MIRO and NIRA.

• We argue that pathlet routing with LT policies has much
better scalability than BGP and MIRO where it matters
most—forwarding plane memory usage—and in other
scalability metrics is comparable to or better than BGP.
The remainder of the paper proceeds as follows. In Sec. 2,
we introduce our pathlet routing mechanism. We evaluate
its policy expressiveness in Sec. 3 by comparison with other
protocols. Finally, we introduce and evaluate LT policies in
Sec. 4.

2

PATHLET ROUTING

This section defines pathlet routing, beginning with its building blocks of vnodes and pathlets, and continuing with the
control and data planes.

2.1

Control plane

Building blocks

Pathlet routing is built upon virtual nodes, or vnodes, which
are arbitrary abstract nodes created by an AS to represent the
structure of routes within its own network. This virtualization enables flexible control. A vnode might variously represent an entire AS, a presence in a geographic area, a physical
router, a type of service within a router, or other granularities
that we will demonstrate later. There can be multiple routers
for each vnode, and multiple vnodes at each router.
Vnodes need to be associated with physical routers only
at peering points between ASes, where neighboring routers
announce their vnodes to each other. For other vnodes, the
mapping to physical routers is not exposed in the protocol.
Finally but importantly, a vnode can be tagged with a destination, such as an IP prefix.
A pathlet represents a sequence of vnodes along which
the announcing AS x is willing to route. The first vnode
should be in x’s own network, but this may be followed by
vnodes in x or in other ASes as the pathlet may continue
outside x’s network.
A pathlet announcement consists of the following information: (1) The path that packets using this pathlet will traverse, given as a sequence of vnodes. Vnode identifiers are
local to each AS, so the path lists a pair (AS, vnode) to globally identify each hop. (2) A forwarding identifier sequence
(FIDseq): a sequence of forwarding identifiers (FIDs) to be

2.3

Data plane

Route selection. Once a router has learned a set of pathlets,
it can select from among these a route for each packet. The
schemes by which routers learn dynamic path quality and
availability and select routes are decoupled from the pathlet
routing protocol. Separating these components, as in [17, 18]
but unlike BGP, gives room for a wide range of solutions to
coexist, such as each network operating a route monitoring
service for its users [17], commercial route selection products [3], individual sources probing paths, or a global “Internet weathermap” service.
However, it is likely useful to include a basic availabilitymonitoring protocol. In the rest of the paper, including the
scalability evaluation in Section 4, we will assume the following. We run a global link-state protocol disseminating the
state of all links between adjacent vnodes (where adjacency
is defined by advertised pathlets). A router keeps an active
2
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each packet.
At a high level, pathlet routing can emulate USR by using
one pathlet for each directed link. We give a more detailed
description using the AS-level topology in Fig. 1. Each AS
has a vnode representing it, which for convenience we will
name a, b, c, d, e, each tagged with a destination (IP prefix).
Each AS discovers its neighbors’ vnodes, and creates pathlets to them. We will write pathlets in the form (P : F) where
P is the path of vnodes and F is the FIDseq to be installed in
the packet to direct it along P. Then node b, for example, creates pathlets (b, a : 1), (b, c : 2), and (b, d : 3). Here the FIDseqs have just a single entry because each pathlet is just one
hop. The FIDs themselves are arbitrary identifiers unique to
each vnode. Suppose the other ASes also announce pathlets for each outgoing link and each terminal vnode, such as
(a, b : 1), (c, d : 2). All these pathlets are gossiped globally.

set of pathlets, all of whose links are currently available. To
find a path to a destination, it can then run any shortest-path
algorithm on a graph whose edges are pathlets in the active
set.
Note it would also be possible to withdraw and readvertise pathlets in response to failure and recovery, instead
of using a link state protocol. This may incur more overhead
if many pathlets use a single link between vnodes.
Packet forwarding. The data structure routers use for forwarding is as follows. For each vnode at a router, there is an
exact-match table that maps each valid FID f to two pieces
of information: (1) the FIDseq of the pathlet corresponding
to f , and (2) a next hop rule to send the packet to the next
pathlet routing-aware hop or its destination. Examples include transferring the packet to another vnode at the same
router; sending it on a certain outgoing interface; or tunneling it across an intradomain routing protocol like OSPF to
the IP address of an egress point.
We now describe the forwarding procedure. A packet contains a sequence of FIDs ( f1 , f2 , . . . , fn ) of the pathlets forming the route to its destination. Initially, this is set by the
sender to the selected route. When a packet is sent from
router r0 to r, it is interpreted as arriving at a specific vnode
v at r (which r declared to r0 in the control plane). Router
r checks for f1 in the forwarding table for vnode v. If no
entry is found, the packet is malformed and is dropped. Otherwise, the table maps f1 to the FIDseq ( f10 , f20 , . . . , fk0 ) for
the pathlet, and a next hop rule. The router verifies that the
FIDseq is a prefix of the FIDs in the packet, i.e., fi = fi0 for
i ∈ {1, . . . , k}, to ensure that the route is legitimate for this
pathlet, dropping the packet if the match fails. Otherwise,
the router pops the first FID off of the route and forwards the
packet according to its next hop rule.
In the next section, we will see several examples of the
protocol in action.

3
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We can now send a packet at AS
a with the route (1, 2, 2) to use the
path (a, b, c, d). At vnode a the
a b d
router looks up index 1 in its forFigure 1: Example
warding table, finding the pathlet
AS-level
network
(a, b : 1) and the appropriate outgotopology.
ing interface along which to forward
the packet. It pops off the first FID and sends the packet with
route (2, 2) to node b. This process repeats until the packet
reaches its destination d.
BGP. Pathlet routing can emulate BGP’s routing policies
using pathlets which extend all the way to a destination. We
give a simple example, again using the topology of Fig. 1.
Suppose that in BGP, d advertises a destination IP prefix; d
exports routes only to c but all other ASes export all routes;
and in the BGP decision process, all ASes select the shortest
of their available routes.
We emulate this in pathlet routing as follows. To allow selective route exporting, each AS has one vnode per neighbor,
e.g. d’s vnodes are db and dc , as well as a terminal vnode d•
tagged with its IP prefix(es). It creates a pathlet (dc , d• : 1),
but no pathlet from db to d• : any packet arriving from b must
therefore be invalid and hence will be dropped. The other
pathlets created are (cb , dc , d• : 7, 1), (ba , cb , dc , d• : 4, 7, 1).
Here the FIDseq has multiple entries, unlike the USR example above. (Note again that the FIDs 4, 7, 1 are arbitrary.)
A packet can now be sent from AS a to AS b with route
(4, 7, 1) to use the path (ba , cb , dc , d• ). The vnode ba looks
up index 4 in its forwarding table, verifies that the associated
pathlet’s path is a prefix of the packet’s path, and forwards
the packet to cb with route (7, 1)—which, in turn, forwards it
to dc with route (1), which forwards it to d• with the empty
route (), where it is delivered.
MIRO [16] is a multipath extension of BGP. In addition to
using BGP’s paths, a MIRO router r1 can contact any other
MIRO router r2 and request alternate routes to a given destination d, potentially including preferences regarding which
alternate routes are returned. Router r2 responds with some

C OMPARISON WITH OTHER PROTOCOLS

A key goal for pathlet routing is that it enables ASes to express a broad range of routing policies. In this section, we
give evidence for this policy expressiveness by showing that
pathlet routing can emulate several existing protocols: unrestricted source routing (USR), BGP, MIRO, and NIRA. By
“emulate” we mean that pathlet routing can match the same
set of end-to-end allowed and prohibited paths. Note that
these protocols have substantially different forwarding architectures, but all are special cases of pathlet routing. Finally,
we compare pathlet routing and Feedback Based Routing,
neither of which can emulate the other.
These sections also serve to illustrate the mechanisms of
pathlet routing described in Section 2, to which end we give
a fairly detailed description of pathlet routing’s emulation of
USR and BGP.
Unrestricted source routing (USR) at the AS level disseminates the entire topology globally, and lets a source AS
use any path in the graph by putting a sequence of ASes in
3
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address ignores intermediate hops which can be taken into
account by pathlet routing.
Zhu et al [18] suggested that the access control rules could
be more complex than source/destination address matching.
Similarly, it is possible that pathlet routing could be extended
to include matches on the full end-to-end path and blacklisting; this may be an interesting area of future research.

subset P of the alternate routes that r2 has available to d,
from which r1 picks one route p ∈ D. Finally, a tunnel is
constructed: r1 can send a packet along an existing path to
some IP address specified by r2 , which forwards them to p.
MIRO’s tunneling is easy to emulate using source routing over pathlets, by placing two pathlets in a packet’s route:
one representing the tunnel, and a second representing the remainder of the alternate route. To obtain the alternate-route
pathlet, a pathlet router can contact any other and pull routes
to a specified destination, similar to MIRO. We omit the details.
Pathlet routing can emulate MIRO; is the converse true?
MIRO can represent any possible end-to-end path with the
appropriate tunnels. But each allowed end-to-end route is
constructed and represented explicitly, so there are network
topologies for which MIRO would require Θ(n!) state to represent all possible routes in a graph of n nodes. Thus MIRO
cannot scalably emulate pathlet routing (or USR).
NIRA [17] offers more choice to sources than BGP, while
simultaneously reducing control plane state. NIRA supports
routing along so-called valley-free paths, which consist of an
“up” portion along provider links, then potentially a peering link, and finally a “down” portion along customer links.
Each AS learns all of its “up” routes and publishes them at
a well-known Name-to-Route Lookup Service (NRLS). A
source constructs the first half of a path by choosing a route
from its own up-graph, and the second half from the reverse
of a route in the destination’s up-graph, which it obtains by
querying the NRLS.
Pathlet routing can emulate NIRA’s routing policy, including its compact routing state. We again use the “pull” mode
of obtaining pathlets in place of the NRLS. We concatenate
appropriately constructed pathlets representing the up route,
a short route across the core, and the down route. We omit
details due to space constraints.
MIRO and BGP cannot scalably emulate NIRA because
NIRA can compactly represent a very large number of paths
by allowing any up-route to be paired with any down-route.
On the other hand, NIRA cannot emulate USR, MIRO, BGP,
or pathlet routing since it is limited to valley-free routes.
Feedback Based Routing (FBR) [18] is an example of a
protocol which is incomparable with pathlet routing in the
sense that neither protocol can emulate the other. FBR is
source routing at the AS level, with each link tagged with
an access control rule, which either whitelists or blacklists a
packet based on its source or destination IP address. Pathlet
routing cannot emulate FBR for two reasons. First, a pathlet
router can decide whether to accept a packet based only on
its immediately previous hop and on its remaining hops—not
based on the full end-to-end path including the source. Second, FBR has both blacklisting and whitelisting, while pathlet routing effectively has only whitelisting, meaning FBR
can represent some policies more efficiently.
However, FBR cannot emulate pathlet routing, either. For
example, controlling access based on source and destination
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TRANSIT POLICIES

In the previous section, we saw that pathlet routing can efficiently express a wide variety of routing policies, emulating a number of past schemes. In this section we discuss a
new class of policies enabled by pathlet routing, local transit (LT) policies. LT policies allow networks to control what
is arguably the most important aspect of routing policy: the
portions of routes which transit across their own networks.
We first define LT policies (§4.1) and argue that LT policies are useful (§4.2) and offer a large amount of route flexibility to sources (§4.3). We then show how LT policies can
be implemented in pathlet routing (§4.4) and that this implementation has much better scalability than BGP (§4.5).

4.1

Definition

We define local transit policies as those policies in which a
network x’s willingness to carry traffic following some path
across its network depends only on the portion of the path
that crosses x’s network. In other words, under an LT policy
the permissibility and cost of some path, according to x, is a
function only of the ingress and egress point of the path in
x. Note that LT policies are independent of x’s preferences
on the paths taken by traffic that x sends, which may be arbitrary.
Consider Fig. 1. If AS b follows an LT policy and allows
the path (a, b, c), then it must also allow the path (a, b, c, d),
but possibly not (a, b, d) or (c, b, a) which have different
ingress or egress points. Essentially, in LT policies, pathlets
do not extend beyond a network’s ingress/egress points.

4.2

Capturing policies and costs

We argue that LT policies represent an important class of
routing policy, with two points. First, the direct costs to a
network of carrying traffic is incurred between its ingress
and egress points; for example, the path a packet follows
before it arrives at an AS x and after it leaves x do not affect
the congestion on x’s network. Second, a special case of
LT policies—namely valley-free routes [6]—is a common
route export policy in BGP today. Valley-free routes can be
defined as follows: each neighbor is labeled as a customer,
provider, or peer; a BGP route is exported to a neighbor x
if and only if either the next hop of the route is a customer
or x is customer. This is a function of the ingress and egress
point, and hence is an LT policy.
Of course, valley-freeness defines which routes are allowed, but not which ones are preferred. In BGP, this is
handled by picking the single most preferred route for each
4
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destination as the only route. This brings us to a key challenge: providing the incentive for a transit AS to offer more
than the single end-to-end path which is most convenient for
that AS.
We envision two ways this incentive could be provided.
The first is simply payment between ASes for a multipath
routing service which does not discriminate the cost of each
path—much as today’s transit services have a fixed rate regardless of a packet’s destination.
Second, a more discriminatory service could differentiate
prices based on the path used. In pathlet routing, it would
be easy to annotate each pathlet with a cost. This does not
effect a monetary payment, but it does permit the communication of prices to sources, so that payment can happen
via some mechanism external to the protocol. Designing
such a payment mechanism is outside the scope of this paper.
However, note that measurements indicate that ASes’ routing preferences are based on next-hops (i.e., egress point) for
98% of IP prefixes [15]. Thus, once a payment mechanism is
in place, it would be possible to represent those preferences
as LT policies.
It is also possible that ASes would be reluctant to use LT
policies because their policies become more explicitly visible. But high level routing policies such as business relationships between neighbors can be inferred from publicly
available data from BGP routers today. [14]

4.3

Figure 2: vnodes and pathlets for a full LT policy (left) and a class-based
LT policy (right) in a single AS with two providers and three customers.

that terminate at its own IP prefixes. However, this results in
d 2 pathlets for a network with d neighbors. Thus, for large
networks, it may be more appropriate to use what we call
class-based LT policies, in which each neighbor is assigned
to a class (such as a geographical region, or business relationship) represented by ingress and egress vnodes, and we
use full LT policies between only these class vnodes. These
two options are depicted in Fig. 2.
To the best of our knowledge, other policy-aware routing
proposals cannot efficiently implement the same set of possible paths that is exposed by LT policies. BGP cannot represent multiple paths per neighbor; MIRO must set up each
end-to-end path explicitly, resulting in exponentially more
state; NIRA represents only valley-free routes; and FBR examines a packet’s source and destination IP address, which
does not include information about the intermediate hops,
such as a transit from peer to customer vs. peer to provider.

Enabling route flexibility

LT policies can provide a dramatic amount of flexibility for
sources—potentially, any AS-level path—because the networks’ pathlets can be concatenated in an exponentially large
number of ways. But this flexibility is limited by the specific
LT policies that are chosen.
For example, networks could limit routes to being valleyfree. In this case there would still be vastly more flexibility than BGP, but no more than in NIRA. Unlike NIRA,
pathlet routing would not be limited to Internet-like topologies. Also, handling exceptions to policies is more difficult
in NIRA: a special source routing option is required in the
data plane and in the control plane, no mechanism for discovering non-valley-free routes is provided. In pathlet routing,
if for example an AS wished to provide transit service between two peers or two providers, this would simply involve
advertising two additional pathlets (one in each direction).
However, much more flexibility than valley-free routes
may be available. Some incentive for this flexibility exists:
for example, a path which is not the cheapest may be worthwhile for real-time applications, or when cheaper paths have
failed. Whether ASes choose to expose these routes depends
on business decisions and payment mechanisms, but pathlet
routing makes it feasible at a technical level.

4.4

4.5

Scalability

We evaluate the scalability of LT policies, which is similar to that of unrestricted source routing. It has been suggested [16] that source routing schemes may not scale since
each router must have current knowledge of the entire network. On the contrary, we argue that pathlet routing with LT
policies in fact has much better scalability than BGP (and,
hence, MIRO [16]) where it matters most—forwarding plane
memory usage—and in other scalability metrics is comparable to or better than BGP.
In this evaluation, we assume class-based LT policies with
three classes representing the customer, provider, and peer
business relationships. (Our conclusions would be substantially similar with full LT policies on all ASes except for the
very high degree (top 1%) ASes, or with other class-based LT
policies with a limited number of classes.) Following the pattern in Fig. 2 which depicts two classes, using three classes
results in 6 + d pathlets created by each AS with d neighbors, plus 3 pathlets to link each class to a destination vnode
with associated IP prefixes. In fact, this may overestimate
the number of pathlets, e.g. if the provider→provider pathlet
is omitted in order to disallow transit between providers.
We produce numerical results by analyzing an AS-level
topology of the Internet generated by CAIDA [4] and data

Implementation

LT policies are easy to implement in pathlet routing: for each
ingress x and egress y for which an AS allows routing from
x to y, it announces a pathlet (x, y), in addition to pathlets
5
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from APNIC on global IP prefix allocation [2], both from
August 18, 2008.
Forwarding plane memory. Because it has to operate
at high speeds and often uses SRAM rather than commodity DRAM, memory that stores a router’s Forwarding Information Base (FIB) is arguably more constrained and expensive than other resources in a router [10]. LT policies dramatically reduce the necessary size of the FIB relative to
BGP. Using class-based LT policies as described above in
this topology results in a maximum of 2, 317 and a mean of
only 6.1 pathlets to represent an AS. This is also an upper
bound on the number of pathlets per router assuming at least
one router per AS. In comparison, BGP FIBs would need to
store entries for 266, 073 IP prefixes.
Control plane memory. In the AS-level measured topology, there are a total of 157, 454 pathlets; tagging vnodes
with IP prefixes brings the total to 423, 527 entries. In comparison, the RIB in a BGP router with d neighbors advertising a route to every prefix would contain 266, 073 · d entries,
which is already worse than pathlet routing for d ≥ 2 and can
become problematic in practice for larger d [8].
Control plane messaging. Here we employ simple analysis. Consider the effect of a single link failure in a AS-level
topology of n nodes, mean degree d, and mean path length
`. In pathlet routing, a standard gossiping protocol (§2.3) results in a link state update being sent once along every edge
in the graph, i.e., dn/2 messages.
In BGP, the number of updates is at least the number N
of source-destination pairs that were using the failed link.
Suppose a random link fails, and let `st be the length of a
path s → t. Then we have
E[N] =

∑ Pr[failed link
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In the Internet AS-level topology, we roughly have ` ≈ d ≈ 4,
making the messaging cost for both protocols close to 2n.
Moreover, BGP’s messaging cost would likely be substantially higher than this lower bound for two reasons. First,
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A BSTRACT

as long as any one of its providers remains functioning.
In the absence of failures, the edge network can utilize
multiple-provider connectivity to maximize some locally
defined goals such as higher aggregate throughput, better
performance, and less overall cost. However, for an edge
network to be reachable through any of its providers, the
edge network’s address prefix(es) must be visible in the
global routing table. In other words, no service provider
can aggregate a multihomed edge network’s prefix into
its own address prefix, even if the edge network may be
using a provider-assigned (PA) address block. In addition, more and more edge networks are getting providerindependent (PI) address allocations that come directly
from the Regional Internet Registries to avoid renumbering when changing providers. In short, multihoming
destroys topology-based prefix aggregation by providers
and leads to fast global routing table growth.
Routing table size is not the only scalability concern.
Equally important is the amount of updates the system
must process. Under the current, flat inter-domain routing system, a connectivity flap to any destination network may trigger routing updates to propagate throughout the entire Internet, even when no one is communicating with the unstable destination network at the time.
Several measurement studies have shown that the overwhelming majority of BGP updates are generated by a
small number of edge networks [12, 20]. Unfortunately,
a large-scale, decentralized system such as the Internet
will surely contain a small number of poorly managed or
even suspicious components.
A number of solutions to the routing scalability problem have been proposed, most recently in the IRTF Routing Research Group [1]. Though all the proposals share a
common goal of bringing routing scalability under control by removing PI prefixes and de-aggregated PA prefixes from the global routing system, they differ in how
to achieve this goal. We observe that all the proposals
fall into one of two categories: separation or elimination. Solutions in the separation category insert a control and management layer between edge networks and

In recent years, the size and dynamics of the global routing table have increased rapidly along with an increase in
the number of edge networks. The relation between edge
network quantity and routing table size/dynamics reveals
a major limitation in the current architecture; there is a
conflict between provider-based address aggregation and
edge networks’ need for multihoming. Two basic directions towards resolving this conflict have surfaced in the
networking community. The first direction, which we
dub separation, calls for separating edge networks from
the transit core, and engineering a control and management layer in between. The other direction, which we
dub elimination, calls for edge networks to adopt multiple provider-assigned addresses to enable provider-based
address aggregation. In this paper, we argue that separation is a more promising approach to scaling the global
routing system than elimination, and can potentially be
leveraged to bring other architectural improvements to
today’s Internet that an elimination approach cannot.

1.

I NTRODUCTION

A recent workshop report by the Internet Architecture
Board (IAB) [16] revealed that Internet routing is facing
a serious scalability problem. The current global routing table size in the default-free zone (DFZ) has been
growing at an alarming rate over recent years, despite
the existence of various constraints such as a shortage
of IPv4 addresses and strict address allocation and routing announcement policies. Though the deployment of
IPv6 will remove the address shortage, there is an increasing concern that wide-scale IPv6 deployment could
result in a dramatic increase of the routing table size,
which may exceed our ability to engineer the operational
routing system.
A major contributor to the growth of the routing table is site multihoming, where individual edge networks
connect to multiple service providers for improved availability and performance [25]. In the presence of network
failures, a multihomed edge network remains reachable
1
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today’s DFZ, which we refer to as the Internet’s transit core; edge networks would no longer participate in
transit core routing nor announce their prefixes into it.
Solutions in the elimination category require that edge
networks take address assignments from their providers;
as a result a multihomed edge network will use multiple PA addresses internally and must modify end hosts
to support multihoming.
The purpose of this paper is to compare the two approaches described above and articulate our arguments
for supporting the separation direction towards routing
scalability. Note that, if fully deployed, each of the two
approaches can be effective in achieving routing scalability in a pervasively multihomed environment. Therefore,
our comparison is based on the following high-level criteria to determine the actual impact of a proposed solution: (a) the difficulty in realizing the solutions in the
Internet; not only does this involve design issues, but
also deployment issues such as the ability to accommodate heterogeneity in the uncertain future, alignment of
costs and benefits, and effectiveness in partial deployment; (b) architectural benefits other than scalability –
we believe that IP routing and addressing play an essential role in the overall architecture, and that the right kind
of changes could help rectify other problems that stem
from the same architectural deficiencies.

2.
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Figure 1: Separation via Map & Encap

prefixes from the DFZ, end-to-end data delivery requires
mapping a destination edge prefix to one or more transit
addresses that correspond to that edge network’s attachment points to the transit core.
One realization of separation is Map & Encap [4, 11],
which uses IP-in-IP encapsulation to carry packets across
the transit core. As shown in Figure 1, each ISP has
border routers that perform encapsulation (Encapsulation Router or ER) and ones that perform decapsulation
(Decapsulation Router or DR). When an ER receives
a data packet, it must discover the mapping from the
packet’s destination address to the corresponding DR address. It then encapsulates the packet and forwards it
directly to the DR, who decapsulates and delivers the
packet to the final destination. Internal ISP routers or
routers connecting two ISPs do not need to understand
the encapsulation/decapsulation mechanism; they function the same way as they do today, only with a much
smaller routing table.
A number of Map & Encap schemes are under active development and discussion in the IRTF Routing Research Group community, including APT [13], LISP [6],
and TRRP [10]. There are also other types of separation
solutions besides Map & Encap. For example, Six-One
Router [23] and GSE [19] use address rewriting, which
rewrites the packet header to include information about
the destination’s attachment point to the transit core. A
common requirement of all the separation solutions is a
mapping system that associate an edge prefix with the
corresponding transit addresses.
Designing a mapping system is a challenging problem. Because failures of the mapping system can disrupt
packet delivery, it is vitally important to make the mapping system robust against failures and attacks. Other
issues include the difficulty of handling a large mapping
database and the potential overhead and delay introduced
by the mapping and encapsulation process. Note, however, that compared with routing data, mapping data has
several characteristics that make it easier to scale and secure. First, a piece of mapping data reflects a long-term

S EPARATION

The root cause of the routing scalability problem facing us today is the fact that all the networks operate in
the same routing and addressing space. As a result, edge
growth is directly reflected in the core routing table size,
and unstable edge networks can flood the entire Internet with frequent updates. The separation approach addresses this root cause by separating edge networks from
the transit core in the routing architecture. Generally
speaking, Internet service providers (ISPs) fall into the
category of transit networks who operate in the transit
core. The business of transit networks is to provide packet
transport services for other networks. End-user sites are
generally edge networks, which only function as sources
and sinks of IP packets. After these two types of networks are separated, edge network prefixes are eliminated from the DFZ routing table. Thus, the DFZ routing table will grow with the number of ISPs, which is
much smaller and grows slower compared to that of edge
networks. More importantly, the separation enables aggregation of routing announcements on a per-ISP basis.
Since most routing dynamics are generated by edge networks, separation will also greatly reduce routing churn
in the core. A previous study estimates that removing
edge networks from the core routing system can reduce
the routing table size and routing dynamics by an order
of magnitude [15]. However, due to the absence of edge2
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Multihomed Site

ends of a given communication sees the same IP identifiers, even though different IP addresses can be used
to forward packets along different paths. Prompt failure
detection at the IP layer, however, has proven to be difficult and involves a complex tradeoff between overhead,
recovery delay, and impact on transport layers [3].
Elimination can also be achieved through multipath
transport [9] [21] which can overcome the above-mentioned
issues associated with Shim6. Multipath transport works
as follows. To communicate with a destination in a multihomed site, a source first uses DNS to find at least one
address for the destination. During the initial three-way
TCP handshake, the sender and the receiver exchange all
of their addresses. The transport layer then creates multiple subflows from all sender addresses to all receiver addresses. Each subflow performs its own congestion control, and subflows may cooperate with each other. That
is, if a packet gets dropped due to one subflow being congested, it can be resent on another uncongested subflow.
Assuming transport protocols provide reliable delivery,
their closed-loop data exchange provides automatic failure detection. At the same time, the use of multiple paths
simultaneously reduces the dependancy on any specific
paths. By choosing different (source,destination) address
pairs, hosts can utilize the end-to-end paths to achieve
higher throughput, better performance and faster failure
handling.
Multipath transport realization also faces a number of
challenges. Being able to effectively gauge the status of
multiple paths requires transmitting a large quantity of
data and sophisticated subflow control; not all applications can continuously send large quantities of data (e.g.,
VoIP connections), and not all end points are suited to
perform complex control (e.g., small sensors). It also
remains an open question whether all multihomed edge
sites are willing to handle multiple PA addresses internally and perform renumbering when changing providers.
Moreover, since providers announce aggregated prefixes,
failures of links to individual edge networks will no longer
be reflected in the routing system; thus even long after a
link has failed, new nodes may still attempt to use the
failed link because individual transport connections detect failures individually. A single failure inside the core
may also affect a large number of transport connections,
potentially triggering synchronized recovery attempts by
all of them. How to make effective use of multiple addresses and how to detect and recover from failures are
open challenges when designing an elimination scheme.
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Figure 2: Elimination: Pushing multiple PA addresses to hosts

business relationship, so its changes should occur over
a relatively longer time scale (e.g., on a monthly basis).
Second, the change of one edge network’s provider only
affects that edge network’s mapping data, whereas link
failures in the routing system may affect many prefixes.
Several mapping systems designs have been proposed.
APT [13] propogates the full mapping table to each ISP.
ERs in each ISP use caching internal mapping queries
to deliver data. TRRP [10] proposes to set up another
DNS to serve mapping information. On the other hand,
LISP has proposed a number of different mapping system designs, including LISP-CONS [2], LISP-ALT [5],
and LISP-NERD [14]. LISP-NERD distributes the full
mapping table to every ER, while LISP-CONS and LISPALT build a DNS-like hierarchical overlay to retrieve
mapping data when needed. Each design has its own
pros and cons in terms of scalability, controllability, cost,
performance and security.

3.

E LIMINATION

In order to achieve routing scalability, the elimination approach enforces provider-based address aggregation by eliminating all PI prefixes and de-aggregated PA
prefixes. Each multihomed edge network will receive
from each of its providers an address block out of a larger,
aggregated block announced by the provider. The multihomed site does not inject PI prefixes or more specific
PA prefixes into the routing system. Instead, each host
in a multihomed site is given multiple PA addresses. For
example, as shown in Figure 2, the host obtains two addresses, one from each of its network’s ISPs.
In the elimination approach, each host in a multihomed
site must be upgraded to understand how to utilize multiple addresses for packet delivery. Each host must also
be able to detect and handle potential failures of its upstream connections to its providers. Otherwise, the benefits of multihoming are lost. One elimination scheme,
Shim6 [18], proposes to augment the IP layer for this
purpose. Shim6 defines a shim sublayer, placed in the
IP layer, which ensures that the transport layers at both

4.

W HY S EPARATION ?

If fully deployed, both the separation approach and the
elimination approach can achieve the same goal of routing scalability. However, there are important differences
that reveal separation to be a better direction than elimi3
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nation towards routing scalability.

4.1

work will not affect the transit core. The Internet is inherently heterogeneous. A main reason for the success of
the original Internet design is its ability to accommodate
heterogeneity at many different levels, and we believe we
must continue to accommodate heterogeneity in any new
architecture.

Aligning Cost with Benefits

For any significant change to happen on the Internet,
the cost of deployment must align with the benefits of the
deployment. Since it is the transit networks that are facing the routing scalability problem, naturally they would
have incentive to deploy a solution once it is available.
With the separation approach, transit networks can deploy the solution directly and receive the benefits mentioned in the previous section. In other words, the parties responsible for fixing the problem are also the parties who suffer the negative effects if the problem goes
unaddressed.
The elimination approach does not change the routing
architecture per se; it requires changes of network operations in edge networks and software upgrade at end
hosts. At first glance it may appear simpler than the separation approach because it does not need the development of a mapping system. However to remove any of
the PI prefixes from the global routing table, the edge
networks using PI prefixes must agree to relinquish them
and accept PA addresses from their providers instead.
The amount of routing table size reduction depends on
the number of edge networks that choose to give up their
PI prefixes. Under Elimination, transit networks can do
nothing but wait for a unanimous action by all the edge
networks before the routing table begins to scale. Unfortunately, the routing system has no control over edge site
deployment of new solutions. By the time a significant
portion of edge sites deploy the new Elimination-based
solution(assuming that time ever comes), the routing table may have already grown beyond critical mass.

4.2

4.3

Other Architectural Benefits

Separating edges from the transit core provides additional features that are sorely missing in today’s Internet.
With separation, an end host can send packets through
the transit core, but can no longer address a packet to
any specific device inside the transit core. Although the
separation does not eliminate any specific security threat,
it raises the bar against malicious attacks targeted at the
global routing infrastructure. In addition, the mapping
layer between edge and core networks can serve as a
mounting point for badly-needed control and protection
mechanisms, and can also act as a cushion layer between
the edge and core, allowing each side to deploy innovations without any involvement of the other side. We now
elaborate on each of these benefits.
Rolling out new protocols. Internet user innovations
don’t just happen at the application layer; they also occur
at transport and network layers. Intserv/Diffserv, IPv6,
and IP multicast, are just a few examples of this. Currently, those innovations require changes to the transit
core. In other words, users cannot roll out their new
transport and network layer protocols without actions from
ISPs which may not have financial incentive to support
them.
Separation allows edge networks to develop and deploy new innovative address structures and new protocols. For example, suppose two edge networks Site1 and
Site2 could develop a new IPvX address structure. The
process of sending an IPvX packet from Site1 to Site2
works as follows. First, the Site1 network routes the
IPvX packet to one of its border routers. The router then
encapsulates the packet with one of the transit core addresses associated with Site2 (selected by the mapping
service). It is essential to note that global agreement on
IPvX is not required. Only the mapping service needs to
know how to translate an IPvX address to one or a set of
transit core addresses.

Accommodating Heterogeneity

The separation approach has the ability to accommodate heterogeneity in network operations. Different networks have different operational practices and considerations. The elimination approach requires all edge networks to use PA addresses, but some networks may not
want to do so – it may cause them trouble in renumbering when they switch providers, or they may not want
to give end hosts the ability to affect traffic engineering within their network. Since the elimination approach
pushes multiple PA addresses all the way to end hosts,
what an edge site does within its network can impact
the deployment and effectiveness of the elimination approach. On the contrary, the separation approach is flexible in that it does not enforce any particular operational
practices within edge networks. Some may choose to
give hosts multiple addresses to improve user experience,
while others may choose not to in order to tighten traffic
control. Both can be accommodated by the separation
approach because what an edge site does within its net-

DDoS mitigation. DDoS attacks abuse the open nature
of the Internet architecture by sending attack traffic from
multiple compromised hosts to a single, overwhelmed
target. In the last few years, a number of efforts have
been devoted to developing DDoS mitigation solutions
[24].
As described in [17], the DDoS mitigation solution
space has become increasingly complex over time. One
4
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1.2.0.10
1.2.128.10

critical question is where to install the various traffic identification, filtering and blocking functions proposed by
the solutions. Various proposals place the needed functions at the victim, the victim network entry point, some
intermediate point along the path, the source network,
and/or the source. We believe that the fundamental reason for this diversity is due to the lack of a common
architectural framework for solution development. The
existing Internet architecture has no convenient hinges
or plug-in points where a defense layer could be easily
mounted when needed.
The mapping layer provides such a mounting point.
CIRL[7] is one example of approach that leverages the
mapping layer. The encapsulation of end-user packets
makes it easy to trace attack packets back to the ER, even
if they have spoofed source addresses, since the encapsulation header records the addresses of the ER and DR.
CIRL lets ERs perform rate-limiting on the traffic going to each specific DR in a way adopted from TVA [24],
but without requiring symmetric routing or host changes.
Feedback can be provided from DR to ER to adapt the
control parameters used for rate limiting.
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Figure 3: Adding Multipath Transport to Separation

Ingress traffic engineering. Today, multihomed edge
sites already have the ability to forward outgoing traffic to whichever of their providers they prefer. However,
edge sites may also want control over their inbound traffic flow for load balancing or using a particular provider
only as a backup. Today, edge sites’ options are limited
– they must resort to prefix splitting and BGP trickery.
Under separation, with the help of the mapping service, an edge site can explicitly express its ingress traffic
engineering preferences in its mapping information. For
example, say edge site Site1 wants to communicate with
multihomed edge site Site2 . When packets from Site1 to
Site2 enter the transit core, the mapping system will need
to select one of Site2 ’s connections to the transit core as
the exit. The mapping system has Site2 ’s explicit preferences for this selection, and can therefore make this
decision based on some combination of Site1 and Site2 ’s
preferences. Though these preferences may be in conflict, this tussle between Site1 , Site2 , and their respective
providers plays out only in the mapping service’s selection mechanism. That is to say, this decision takes place
at the edges of the network and remains distinct from
the specialized problem of transporting packets across
the core in the most efficient manner.

ple, TCP may use multiple paths simultaneously to improve throughput or switch from one path to another to
avoid congestion or decrease latency. If hosts have multiple addresses, each of which corresponds to a network attachment point, then they can use different (source,destination)
address pairs to utilize all available paths.
One misconception is that multipath transport is inseparably tied to the elimination approach. On the contrary,
multipath transport is orthogonal to elimination, and can
be used with PI addresses under separation as well. Each
edge network can split its provider-independent (PI) prefix into multiple, longer subprefixes, mapping each subprefix to different network attachment points (e.g., a provider’s
router or an Internet exchange point). Those hosts that
desire multipath transport are assigned multiple addresses,
one from each subprefix. In this way, hosts get multiple
source-destination address pairs providing multiple endto-end transport paths.
Additionally, the use of PI prefixes for multipath transport provides an opportunity for edge site operators to
constrain an end user’s path selection. Figure 3 illustrates how this can be done. In the figure, SiteX has a PI
prefix 1.2.0.0/16 and is multihomed with three providers,
isp1, isp2, and isp3. SiteX only intends to use isp3 as a
backup – that is, isp3 should be used only if the link to
isp1 or isp2 fails. However, SiteX would still like to offer
its users some degree of path selection. Thus, SiteX simply splits its prefix into two subprefixes, 1.2.0.0/17 and
1.2.128.0/17, and assigns each end host two addresses.
In the mapping table, SiteX explicitly maps 1.2.0.0/17
to isp1 with isp3 as a backup, and maps 1.2.128.0/17 to
isp2 with isp3 as a backup.

5.

6.

S EPARATION IS C OMPATIBLE
M ULTIPATH T RANSPORT

WITH

S UMMARY

In the last few years a number of research efforts have
independently reached, or rediscovered, the same basic
idea: add a new layer of indirection in routing and addressing [15, 22, 26]. In addition to solving the routing scalability problem, this separation solution offers
a number of other advantages explained earlier in the

Multipath transport can actually be a great feature for
the transport layer. As multihoming (both host multihoming and site multihoming) becomes more and more
prevalent, there is an increasing need for TCP to explicitly select among multiple end-to-end paths. For exam5
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paper: enabling end-path selection and multipath routing, raising the barrier against malicious attacks to the
routing infrastructure, allowing the edges and the core to
freely evolve independently from each other, and providing a boundary around the transit core in the form of a
mapping service, where various new security and control
functions can be easily implemented.
Host-based solutions, such as Shim6 [18] and multipath transport [9], can be used to realize the elimination approach to the routing scalability problem. An ongoing debate in the IRTF Routing Research Group involves whether separation is still necessary, if and once
the multipath transport solution is deployed. In this paper, we point out that the current proposal is actually a
combination of two pieces: multipath transport for better transport performance as the primary goal, and elimination of PI prefixes for better routing scalability as a
consequence. We explained why separation is preferable over elimination to solve the scalability problem,
and sketched out how multipath transport can be incorporated into separation solutions.
In his 1928 article, “Being the Right Size” [8], J.B.S.
Haldane illustrated the relationship between the size and
complexity of biological entities and concluded that, “for
every type of animal there is a most convenient size, and
a large change in size inevitably carries with it a change
of form.” We believe that the same holds true for the
Internet. It would not have made any sense to have the
original routing system design split the network into two
parts, core and edges, with the added complexity of a
mapping service in the middle. However, the Internet has
grown so large over time that it is now technically and
economically infeasible to have all IP devices continue
to live in the same address and routing space. Hence,
a separation, along with a new mapping service, is both
necessary and justified.
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Abstract
This paper presents ViAggre (Virtual Aggregation),
a “configuration-only” approach to shrinking the
routing table on routers. ViAggre applies to legacy
routers and can be adopted independently and autonomously by any ISP. ViAggre is effectively a scalability technique that allows an ISP to modify its
internal routing such that individual routers in the
ISP’s network only maintain a part of the global
routing table. We find that ViAggre can shrink the
routing table on routers by more than an order of
magnitude while imposing negligible traffic stretch.

1

Introduction

The Internet default-free zone (DFZ) routing table
has been growing at a rapid rate for the past few
years [1]. Looking ahead, there are concerns that as
the IPv4 address space runs out, hierarchical aggregation of network prefixes will further deteriorate
resulting in a substantial acceleration in the growth
of the routing table [2]. A growing IPv6 deployment
would worsen the situation even more [3].
The increase in the size of the DFZ routing table has several harmful implications for inter-domain
routing. At a technical level, increasing routing table size may drive high-end router design into various engineering limits. For instance, while memory
and processing speeds might just scale with a growing routing system, power and heat dissipation capabilities may not [4]. On the business side, it makes
networks less cost-effective by increasing the cost of
forwarding packets [5] and making it harder to provision networks, not to mention the cost of actually
upgrading the routers to account for larger routing
tables. As a matter of fact, instead of upgrading
their routers, a few ISPs have resorted to filtering
out some small prefixes (mostly /24s) which implies
that parts of the Internet don’t have reachability to
each other [6]. It is a combination of these possibilities that led a recent Internet Architecture Board
workshop to conclude that scaling the routing system was one of the most critical challenges of nearterm Internet design [4].
The severity of the routing scalability problem has
also meant that a number of proposals have focussed
on reducing the size of the DFZ routing table [3,7–
14]. However, all these proposals require changes in
the routing and addressing architecture of the Internet and perhaps this has contributed to the fact that
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none of them have seen deployment.
An alternative is to tackle the routing scalability problem through a series of incremental, costeffective upgrades. Guided by this, we propose Virtual Aggregation or ViAggre, a “configuration-only”
solution that shrinks the routing table on routers.1
ViAggre applies to legacy routers. Further, it can be
adopted independently and autonomously by any ISP
and hence the bar for its deployment is much lower.
In effect, ViAggre is a scalability technique that allows an ISP to modify its internal routing such that
individual routers in the ISP’s network only maintain a part of the global routing table. In this paper,
we briefly discuss two deployment options through
which an ISP can adopt ViAggre.
Preliminary results show that ViAggre can reduce
the size of routing tables on routers by more than an
order of magnitude while imposing negligible stretch
on traffic. However, several important questions remain unanswered. These include the impact of an
ISP adopting ViAggre on router load, network complexity and network robustness. We discuss ongoing work that aims to answer these questions. In
spite of these questions, we believe that its simplicity
makes ViAggre an attractive short-term alternative
that can be used by ISPs to cope with the growing
routing table till more fundamental, long-term architectural changes can be agreed upon and deployed
in the Internet.

2

ViAggre design

ViAggre allows individual ISPs in the Internet’s DFZ
to do away with the need for their routers to maintain routes for all prefixes in the global routing table.
An ISP adopting ViAggre divides the global address
space into a set of virtual prefixes that are larger than
any aggregatable prefix in use today. For instance,
an ISP could divide the IPv4 address space into 128
parts with a /7 representing each part (0.0.0.0/7
to 254.0.0.0/7). Note that such a naı̈ve allocation
would yield an uneven distribution of real prefixes
across the virtual prefixes. However, the virtual prefixes need not be of the same length and as long as
the virtual prefixes together cover the complete address space, the ISP can choose them such that they
contain a comparable number of real prefixes.
1 Specifically, we focus on the router Forwarding Information Base (FIB).
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The virtual prefixes are not topologically valid
aggregates, i.e. there is not a single point in the
Internet topology that can hierarchically aggregate
the encompassed prefixes. ViAggre makes the virtual
prefixes aggregatable by organizing virtual networks,
one for each virtual prefix. In other words, a virtual
topology is configured that causes the virtual prefixes to be aggregatable, thus allowing for routing
hierarchy that shrinks the routing table. To create
such a virtual network, some of the ISP’s routers
are assigned to be within the virtual network. These
routers maintain routes for all prefixes in the virtual prefix corresponding to the virtual network and
hence, are said to be aggregation points for the virtual prefix. A router can be an aggregation point
for multiple virtual prefixes and is required to only
maintain routes for prefixes in the virtual prefixes it
is aggregating.
Given this, a packet entering the ISP’s network is
routed to a close by aggregation point for the virtual prefix encompassing the actual destination prefix. This aggregation point has a route for the destination prefix and forwards the packet out of the
ISP’s network. In figure 1 (figure details explained
later), router C is an aggregation point for the virtual prefix encompassing the destination prefix and
B → C → D is one such path through the ISP’s
network.

2.1

Design Goals

The discussion above describes ViAggre at a conceptual level. However, the design space for organizing
an ISP’s network into virtual networks is characterized by several dimensions. For example, the flexibility to change the ISP’s topology or to change
the routers themselves lead to very different architectures, all of which allow for virtual prefix based
routing. However, this paper aims for deployability
and hence is guided by two major design goals:
1. No changes to router software and routing protocols: The ISP should not need to deploy new
data-plane or control-plane mechanisms.
2. Transparent to external networks: An ISP’s decision to adopt the ViAggre proposal should not impact its interaction with its neighbors (customers,
peers and providers).
These goals, in turn, limit what can be achieved
through the ViAggre designs presented here. Routers
today have a Routing Information Base (RIB) generated by the routing protocols and a Forwarding
Information Base (FIB) that is used for forwarding
the packets. Consequently, the FIB is optimized for
looking up destination addresses and is maintained
on fast(er) memory, generally on the line cards themselves. All things being equal, it would be nice to

shrink both the RIB and the FIB for all ISP devices, as well as make other improvements such as
speed up convergence time.
While the basic ViAggre idea can be used to
achieve these benefits (section 5), we have not been
able to reconcile them with the aforementioned design goals. This paper takes the position that given
the performance and monetary implications of the
FIB size for routers, an immediately deployable solution that reduces FIB size is useful. Actually, one
of the presented designs also shrinks the RIB on
routers; only components that are off the data path
need to maintain the full RIB. The rest of this section abuses terminology and uses the term “ViAggre” to refer to the specific design being presented.

2.2

Design-I

This section details one way an ISP can deploy virtual prefix based routing while satisfying the goals
specified in the previous section. The discussion below applies to IPv4 (and BGPv4) although the techniques detailed here work equally well for IPv6. The
key concept behind this design is to operate the
ISP’s routing untouched and in particular, to populate the RIB on routers with the full routing table
but to suppress most prefixes from being loaded in
the FIB of routers. A standard feature on routers
today is to prevent routes for individual prefixes in
the RIB from being loaded into the FIB. We have
verified this as part of our ViAggre deployment on
Cisco 7300 and 12000 routers. Documentation for
Juniper [15] and Foundry [16] routers specify this
feature too. We use this as described below.
The ISP does not modify its routing setup – the
ISP’s routers participate in an intra-domain routing protocol that establishes internal routes through
which the routers can reach other while BGP is
used for inter-domain routing just as today. For each
virtual prefix, the ISP designates some number of
routers to serve as aggregation points for the prefix and hence, form a virtual network. Each router
is configured to only load prefixes belonging to the
virtual prefixes it is aggregating into its FIB while
suppressing all other prefixes.
Given this, the ISP needs to ensure that packets
to any prefix can flow through the network in spite
of the fact that only a few routers have a route to
the prefix. This is achieved as follows:
– Connecting Virtual Networks. Aggregation points
for a virtual prefix originate a route to the virtual
prefix that is distributed throughout the ISP’s network but not outside. Specifically, an aggregation
point advertises the virtual prefix to its iBGP peers.
A router that is not an aggregation point for the virtual prefix would choose the route advertised by the
aggregation point closest to it and hence, forward
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packets destined to any prefix in the virtual prefix
to this aggregation point.2
– Sending packets to external routers. When a router
receives a packet destined to a prefix in a virtual
prefix it is aggregating, it can look up its FIB to
determine the route for the packet. However, such a
packet cannot be forwarded in the normal hop-byhop fashion since a router that is not an aggregation
point for the virtual prefix in question might forward
the packet back to the aggregation point, resulting in
a loop. Hence, the packet must be tunneled from the
aggregation point to the external router that advertised the prefix. While the ISP can probably choose
from many tunneling technologies, the description
in the rest of this paper assumes the use of MPLS
Label Switched Paths (LSPs) for such tunnels.
However, an LSP from the aggregation point to an
external router would require cooperation from the
neighboring ISP. To avoid this, every edge router of
the ISP initiates a LSP for every external router it
is connected to. Thus, all the ISP routers need to
maintain LSP mappings equal to the number of external routers connected to the ISP, a number much
smaller than the routes in the DFZ routing table.
Note that even though the tunnel endpoint is the
external router, the edge router can be configured
to strip the MPLS label from the data packets before forwarding them onto the external router. This,
in turn, has two implications. First, external routers
don’t need to be aware of the adoption of ViAggre
by the ISP. Second, even the edge router does not
need a FIB entry for the destination prefix, instead
it chooses the external router to forward the packets to based on the MPLS label of the packet. The
behavior of the edge router here is similar to the
penultimate hop in a VPN scenario and is achieved
through standard configuration.
We now use a concrete example to illustrate the flow
of packets through an ISP network that is using ViAggre. Figure 1 shows the relevant routers. The ISP
is using /7s as virtual prefixes and router C is an aggregation point for one such virtual prefix 4.0.0.0/7.
Edge router D initiates a LSP to external router E
with label l and hence, the ISP’s routers can get to E
through MPLS tunneling. The figure shows the path
of a packet destined to prefix 4.0.0.0/24, which is encompassed by 4.0.0.0/7, through the ISP’s network.
The path from the ingress router B to the external
router E comprises of three segments:
1. VP-routed: Ingress router B is not an aggregation
2 All other attributes for the routes to a virtual prefix are
the same and hence, the decision is based on the IGP metric
to the aggregation points. Hence, “closest” means closest in
terms of IGP metric.
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Figure 1: Path of packets destined to prefix 4.0.0.0/24 (or,
4/24) between external routers A and E through an ISP with
ViAggre. Router C is an aggregation point for virtual prefix 4.0.0.0/7 (or, 4/7).

point for 4.0.0.0/7 and hence, forwards the packet
to aggregation point C.
2. MPLS-LSP: Router C, being an aggregation point
for 4.0.0.0/7, has a route for 4.0.0.0/24 with
NEXT-HOP set to E. Further, the path to router
E involves tunneling the packet with MPLS label
l.
3. Map-routed: On receiving the tunneled packet
from router C, egress router D looks up its MPLS
label map and forwards the packet to external
router E after stripping off the MPLS header.
The description above suggests that all of the
ISP’s traffic would need to be routed through some
aggregation point. However, several past studies
from as early as 1999 have shown that a large majority of Internet traffic is destined to a very small fraction of prefixes [17–20]. Consequently, routes to these
popular prefixes will be maintained by all routers so
that ViAggre’s impact on the ISP’s traffic is minimal.

2.3

Design-II

The second design offloads the task of maintaining
the full RIB to devices that are off the data path.
ISPs commonly use route-reflectors for scalable internal distribution of BGP prefixes and we require
only these route-reflectors to maintain the full RIB.
For ease of exposition, we assume that the ISP is already using per-PoP route reflectors that are off the
data path, a common deployment model.
In the proposed design, the external routers connected to a PoP are made to peer with the PoP’s
route-reflector.3 This is necessary since the external peer may be advertising the entire DFZ routing table and all these routes obviously cannot reside on any given router. The route-reflector also has
3 Note that these will be eBGP multihop peerings since
the route-reflector is not directly connected to the external
routers.

2.4

Design Comparison

As far as the configuration is concerned, configuring suppression of routes on individual routers in
design-I is comparable, at least in terms of complexity, to configuring egress filters on the routereflectors. In both cases, the configuration can be
achieved through a BGP route-map; in design-I, the
route-map is applied at individual routers while in
design-II, it is applied to the iBGP peerings of the
route-reflectors.
Design-II, apart from shrinking the RIB on the
routers, does not require the route suppression feature on routers. However, it does require the ISP’s
eBGP peerings to be reconfigured which could represent a substantial overhead. It may also seem
that the second design impacts the ISP’s robustness since the failure of a route-reflector in a PoP
would severely impact the PoP’s routers. However,
this is not qualitatively any different from the use of
route-reflectors today and is typically accounted for
by using redundant route-reflectors.

3

ViAggre Impact

ViAggre causes packets to take paths longer than native paths. Apart from the stretch imposed on traffic, this leads to extra load on the ISP’s routers and
links. In the first part of this section, we study how
an ISP may choose the aggregation points for its virtual prefixes so as to shrink the FIB on its routers
while constraining traffic stretch. We comment on
the load increase issue in section 3.3.

3.1

Assigning Aggregation Points

Ideally, an ISP would like to deploy an aggregation
point for all virtual prefixes in each of its PoPs such
that for every virtual prefix, a router chooses the
aggregation point in the same PoP and hence, the
stretch imposed on the ISP’s traffic is minimal. However, this is often not possible in practice. This is
because ISPs, including tier-1 ISPs, often have some
small PoPs with just a few routers and therefore
there may not be enough cumulative FIB space in
the PoP to hold all the actual prefixes.
Hence, the ISP needs to be smart about the way
it designates routers to aggregate virtual prefixes.
To this effect, we have implemented a very simple
tool that uses an ISP’s topology and information
about router memory constraints to determine an
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Figure 2: Variation of FIB size and stretch with the constraint on the worst-case stretch.

assignment of aggregation points to the ISP routers.
This tool lets us explore the trade-off between traffic stretch and FIB size offered by ViAggre. Specifically, the parameters of interest here include the
Worst-case FIB size which refers to the largest FIB
across the ISP’s routers and the Worst-case stretch
which refers to the maximum stretch imposed across
traffic to all destination prefixes from all PoPs. We
also define Average-case stretch as the average of the
stretch imposed on traffic across all PoPs. The tool
uses a greedy algorithm to assign the ISP’s routers
to aggregate virtual prefixes so as to minimise the
worst-case FIB size while ensuring that the worstcase stretch is within a specified bound. While trivial, such a constraint would probably be critical for a
practical deployment so that the ISP can ensure that
its existing SLAs with managed Internet customers
are not breached due to ViAggre. In the interest of
brevity, we don’t discuss the details of our algorithm
here; however, below we discuss the application of
this tool.

3.2

Tier-1 ISP study

We used the router-level topology and BGP routing tables of a tier-1 ISP to determine the impact
of the ISP adopting ViAggre. Instead of using virtual prefixes of the same length, we programmatically selected the virtual prefixes such that the distribution of real prefixes across them is relatively
uniform. This led to a total of 1024 virtual prefixes
that are in the FIB of every router.
We then used the aforementioned algorithm to determine an assignment of aggregation points that
minimizes the worst-case FIB size given a constraint
on the worst-case stretch. Figure 2 shows the (average and worst-case) FIB size and stretch for different
constraints. As expected, the worst-case FIB size reduces as the stretch constraint is relaxed. For the
ISP being studied, ViAggre can yield a more than
20x reduction in FIB size while ensuring that the
worst-case stretch is less than 4 msec and the average stretch is less than 0.2 msec. Note that choosing the virtual prefixes such that the distribution of
actual prefixes across them is not skewed provides
the algorithm with greater flexibility in choosing ag-
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gregation points. For instance, simply using /7s as
virtual prefixes yields a reduction of ≈12x with the
same 4 msec constraint.

3.3

Router Load

A naı̈ve ViAggre deployment can cause a significant
increase in traffic load across the ISP’s routers and
links, not to mention the resulting interference with
the ISP’s traffic engineering. For instance, for the
ISP discussed in section 3.2, calculations using the
ISP’s traffic matrix yielded that a deployment with
worst-case stretch constrained to 4 msec would reduce the FIB size by more than 20x but would also
cause a median increase in router load by 31.3%.
As mentioned earlier, the ISP can alleviate the
load concern by taking advantage of the skewed distribution of traffic across Internet prefixes, which
also holds for the ISP we studied. For instance, we
found that 5% of the most popular prefixes were
carrying 96.7% of the ISP’s traffic. Hence, the ISP
can maintain routes to these popular prefixes on all
its routers to greatly reduce both the load increase
and the amount of traffic that gets stretched due to
ViAggre. While we don’t present the details of our
load analysis, considering 5% of the prefixes to be
popular would drop the median and the worst-case
load increase across the routers to less than 1% of
the router’s native load.

4

Related Work

A number of efforts have tried to directly tackle the
routing scalability problem through clean-slate designs. One set of approaches try to reduce routing
table size by dividing edge networks and ISPs into
separate address spaces [3,7–9,13]. Alternatively, it
is possible to encode location information into IP addresses [10–12] and hence, reduce routing table size.
Finally, an interesting set of approaches that tradeoff stretch for routing table size are Compact Routing
algorithms; see [21] for a survey of the area.
The use of tunnels has long been proposed as a
routing scaling mechanism. VPN technologies such
as BGP-MPLS VPNs [22] use tunnels to ensure that
only PE routers need to keep the VPN routes. As a
matter of fact, ISPs can and probably do use tunneling protocols such as MPLS and RSVP-TE to engineer a BGP-free core [23]. However, edge routers
still need to keep the full FIB. With ViAggre, none
of the routers on the data-path need to maintain
the full FIB. A number of techniques are being used
by router vendors to alleviate the impact of routing
table growth, including FIB compression [23] and
route caching [23]. In recent work, Kim et. al. [24]
use relaying, similar to ViAggre’s use of aggregation
points, to address the VPN routing scalability problem.

Over the years, several articles have documented
the existing state of inter-domain routing and delineated requirements for the future [25–27]; see [26]
for other routing related proposals. RCP [28] and
4D [29] argue for logical centralization of routing in
ISPs to provide scalable internal route distribution
and a simplified control plane respectively. We note
that ViAggre fits well into these alternative routing models. As a matter of fact, the use of routereflectors in design-II is similar in spirit to RCSs
in [28] and DEs in [29].

5

Discussion and Future work

Pros. The ViAggre design presented in this paper
can be incrementally deployed by an ISP since it does
not require the cooperation of other ISPs and router
vendors. What’s more, an ISP could experiment with
ViAggre on a limited scale (a few virtual prefixes
or a limited number of routers) to gain experience
and comfort before expanding its deployment. Also,
the use of ViAggre by the ISP does not restrict its
routing policies and route selection. Actually, designI does not modify the ISP’s routing setup and hence
all properties such as convergence times, etc. remain
the same. Finally, there is incentive for deployment
since the ISP improves its own capability to deal
with routing table growth.
Management Overhead. ViAggre imposes a significant configuration burden on the ISP. For the
first design, this includes configuring route suppression on individual routers and configuring LSP advertisements on the border routers. Further, the ISP
needs to make a number of deployment decisions
such as choosing the virtual prefixes to use, deciding where to keep aggregation points for each virtual prefix, which prefixes to consider popular, and
so on. Apart from such one-time or infrequent decisions, ViAggre may also influence very important
aspects of the ISP’s day-to-day operation such as
maintenance, debugging, etc.
To study this overhead, we have deployed ViAggre on the WAIL testbed [30] comprising of Cisco
7300 routers. We have already developed a tool that
extracts information from existing router configuration files and other ISP databases to generate the
configuration files that would be needed for ViAggre
deployment. We are also developing a planning tool
that would take constraints such as stretch and load
constraints and other high-level goals as its input
and generate ways that an ISP can deploy ViAggre
so as satisfy these. While these tools are specific to
the routers, ISP data and other technologies in our
deployment, we believe that they can buttress our
argument that ViAggre offers a good trade-off between the management overhead and increased routing scalability.
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Router changes. Routers can be changed to be
ViAggre-aware and hence, make virtual prefixes
first-class network objects. This would do away with
the configuration complexity that ViAggre entails
and hence, make it more palatable for an ISP. We,
in cooperation with a router vendor, are exploring
this option [31].
Clean-slate ViAggre. Applying the basic concept
of virtual networks in an inter-domain setting to induce a routing hierarchy that is more aggregatable
can accrue benefits beyond shrinking the router FIB.
The idea here is to have virtual networks for individual virtual prefixes span domains such that even the
RIB on a router only contains the prefixes it is responsible for. This would reduce both the router FIB
and RIB and in general, improve routing scalability.
To summarize, preliminary results show that an ISP
can use ViAggre to substantially shrink the FIB on
its routers and hence, extend the lifetime of its installed router base. The ISP may have to upgrade
the routers for other reasons but at least it is not
driven by DFZ growth over which it has no control.
While it remains to be seen whether most, if not all,
of the configuration and management overhead introduced by ViAggre can be eliminated through automated tools, we believe that the simplicity of the
proposal and its possible short-term impact on routing scalability suggest that is an alternative worth
considering.
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ABSTRACT

rate predictions is made worse by the fact that endusers are becoming increasingly involved in the introduction of new high bandwidth consuming applications
and data. All the above points illustrate the difficulty of
accurately predicting the future resource requirements
of next generation networks. Therefore, bottlenecks are
expected to keep appearing at one point of the network
or the other and identifying them will continue being a
chase of an ever moving target.
In such a volatile environment, it is important to have
tools for relieving bottlenecks promptly and thus make
time for network dimensioning to come up with more
long term solutions. A prime objective of such tools
would be to promote further the efficient usage of resources under the current triplet of applications, access,
and backbone technology. Resource wastage – often referred to as “fat” in economics jargon – should be identified and removed promptly. But where can we find
“fat” on the current Internet?
Delay tolerant applications and traffic: Consider
the familiar example of a user who on receiving a suggestion, or after browsing a collection of media or applications, starts a large download that can take anywhere
from a few to several hours. This is typically followed
by additional time before the end-user really makes use
of the information, e.g., watch the movie or install and
start using the application. Such Delay Tolerant (DT)
applications and their traffic allow much room for flexible scheduling and transmission, unlike interactive ones,
like web browsing or video streaming, where requests
and transmissions have to occur nearby in time.
DT applications therefore permit for a time-expansion
of basic Internet scheduling and routing mechanisms.
Internet routing has in the last few years gone through a
spatial-expansion through technologies like overlay routing [3], anycast routing [4, 5], locality aware P2P network formation [1, 13, 6], etc. Scheduling, however, has
not yet seen its own expansion, as it has been severely
limited within the tight time scales imposed by congestion avoidance through TCP. The latter was designed
under the overarching assumption that communication
is interactive and intolerant to delay, which is not true

Recent revelations that ISPs selectively manipulate P2P traffic have sparked much public discussion. Underlying this issue is the misalignment of interests between consumers on
one hand who desire bulk transfers at flat rates, and ISPs on
the other hand who are bound by budget and capacity constraints. Our thesis is that much of the tension can be alleviated by time-shifting traffic away from peak hours taking
advantage of its Delay Tolerant (DT) nature. We propose
two solutions for doing this. The first one offers incentives
to end-users to shift their DT traffic and yet be compatible
with flat-rate charging schemes. The second one posits augmenting the network with additional storage in the form of
Internet Post Offices which can let ISPs perform store-and
forward relaying of such DT traffic.

1.

INTRODUCTION

The long term planning and deployment of infrastructure has always been a challenging task that requires
predicting variables and future events that are unknown
when the planning decisions are made – “what will be
the car usage in 5 or 10 years?”, or, “which areas in
the vicinity of a large metropolis will develop more and
thus require new roads and train connection to the city
center’ ?’. Similar questions are asked in the domain of
networks for things like the future rate needs of residential and corporate connections, the dimensioning of
backbones, and the peering agreements between ISPs.
Applications, Access, Backbone – Chasing the
ever moving target: Much like in the previous examples taken from transportation, coming up with accurate predictions for the dimensioning of a network is
a very hard task since there is too much uncertainty
involved. For example, technological advances in access and backbone links often occur independently thus
moving the bottlenecks anywhere between the end-user
premises and the the network core [2]. At the application layer, the continuous introduction of new applications like P2P systems, user generated content websites, and multiplayer online games keeps changing the
shape of network traffic matrices over increasingly shrinking time scales. Further, the difficulty of making accu1
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for the aforemention class of DT applications.
As a consequence, both end-users and the network
treat DT traffic like ordinary interactive traffic. Bulk
downloads are initiated and accepted in the network
during the hours of peak load despite the fact that the
information they carry may be consumed several hours
later. In the domain of transportation, such issues have
been resolved through legislation. For example, in many
places supply trucks are not allowed to make deliveries
during commute hours, or access some highways during
peak weekend traffic. On the Internet, however, there is
no mechanism to prohibit DT applications from using
limited resources during peak hours that interactive applications would value more. In that sense, DT traffic
appears as “fat” in the pipes of ISPs.
Our contribution: In this paper we start by first identifying two basic causes behind the currently inefficient
handling of DT traffic. The first one is the lack of
appropriate incentives for end-users to self-select and
schedule efficiently the transmission of DT traffic, e.g.,
postpone it until non-peak hours. This is a direct consequence of the prevailing flat-rate charging scheme that
does not reward residential users that make efficient usage of network resources. Secondly, we point to a lack
of mechanisms on the part of the network for identifying and handling DT traffic independently of how and
when it is injected by the end-users. We propose two
fixes with different pros and cons.

the remainder of the article, we first discuss the impact
of flat-rate charging on the way that end-users generate
and transmit DT traffic, and then move on to elaborate
on our proposals.

2.

FLAT-RATE BROADBAND ACCESS

Despite the strong arguments [7] that economists have
presented against flat-rate charging and in favor of more
elaborate usage-based charging, flat-rate remains ubiquitous and has become a defacto standard for residential
broadband access [10]. Undeniably, most of the appeal
of flat-rate charging stems from its simplicity. It is easily communicable to the end-users who, in addition, feel
safe by not having to worry about unpleasant surprises
at the end of the month when the bill arrives, something not at all uncommon under usage-based charging schemes for other services like electricity and gas.
For network operators, flat-rate charging obliterates the
need to perform complex computations for calculating
the charged amount of each user. On the negative side,
flat-rate introduces the following problems.
• Unfairness: The common monthly amount that
an ISP charges all users depends in the long run
from the level of consumption of individuals and
thus light users end up subsidizing the bandwidth
of heavy users. When the difference between minimum and maximum consumption is not large, e.g.,
as in “all-you-can-eat” restaurants where the size
of the human stomach puts very rigid bounds, then
this is not much of a problem. In broadband access, however, as the rates increase, so does the
maximum amount of unfairness due to cross-subsidy.

• Provide incentives under flat-rate charging: We
argue that it is possible to keep flat-rate charging but still be able to incentivize the end-users
to postpone their DT transfers until times of low
utilization. The trick is to reward them for keeping their traffic low during peak hours, by providing them with bonus “higher-than-the-purchased”
access rates during non-peak hours. For ISPs this
makes sense since unutilized bandwidth costs nothing, whereas additional bandwidth during peak
hours requires more investment in equipment.

• Lack of incentives for efficient use of resources:
Flat rate does not offer any incentives to endusers for making efficient use of network resources.
Thus, even if a user knows that he won’t be able to
watch a movie until late at night or the weekend,
there is no incentive for him not to start the download immediately. The reason is that postponing
the download would place on the user the burden
of having to remember to initiate it after the peak
hours. Such wasteful usage habits combined with
multimegabit Fiber-To-The-Home (FTTH) technologies can put an all too heavy strain on the infrastructure of an ISP. This partially explains why
some ISPs have not yet released FTTH despite it
being already a mature technology for the access.

• Allow the network to time-shift the DT traffic: We
propose network attached storage in the form of
Internet Post Offices (or IPOs) that will collect
DT traffic in an opaque way from the end-users,
and perform efficient transmission and scheduling
based on the background load and the peering relationships between ISPs. We discuss two scenarios,
one in which the local ISP operates the local IPO,
and one in which IPOs are installed and operated
by CDNs specializing in DT transfers. Such CDNs
can become the catalyst for resolving tensions between ISPs and heavily consuming end-users.

There exists some partial solutions to these limitations. For example, usually one has the choice of multiple classes of flat-rate [7], each with different transmission rate and monthly cost. This however requires
users to be able to predict accurately their bandwidth
requirement and be willing to commit to it, as changing

Both solutions modify the flow of DT traffic, the first
one at the source and the second inside the network. In
2
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the non-busy hours (hence the subscript r ). The values
U, Un , Ur , B must satisfy Un ·B +Ur ·(24−B) >> U ·24,
i.e., permit a much higher overall daily transferred volume under reward than under constant with 100% utilization. P2P users with some ability for “Delayed Gratification” [11] would naturally respond to such a scheme.
The aforementioned example involving only 2 values
(Un , Ur ) other than the standard one U , is the simplest
possible reward scheme and as such it has the advantage
of being the most easily explainable to the end-users.
The idea, however, can certainly be generalized by making the non-standard rates a function of time, i.e., have
Un (t) and Ur (t) instead of constant values. In this case,
the necessary condition for incentivizing the users to
move their delay tolerant traffic away from the busy
RB
R 24−B
hours becomes: 0 Un (t)dt + B
Ur (t)dt >> U · 24.

Figure 1: Architecture for implementing the reward /constant incentive scheme.
plans frequently based on usage habits is cumbersome.
Similarly, some ISPs provide a capped download volume
per month during peak hours and uncapped during offpeak hours. Although this allows for some flexibility
(e.g., DT downloads can be put on crontab), it still ties
the user to a particular daytime volume, and prohibits
any kind of dynamic adjustment based on current usage habits. Unlike these two schemes, our proposal in
the next section gives the end-user a very basic ability
to modulate his available maximum rate according to
his daily usage habits. Borrowing a term from the area
of randomized algorithms, we will argue that network
resource efficiency has much to gain from such an incentive scheme that embodies the power of two choices.

3.

3.2

The previous scheme can be fixed with respect to the
values U, Un , Ur , B, which would be decided once upon
the establishment of a contract between a user and the
ISP. It can be implemented very simply with the integration of minimal functionality on the user (PC) and
ISP side (wireless router/gateway). For example, a simple button can be integrated to the user interface, allowing the end-user to select between constant and reward.
Selecting the reward choice would set a self imposed cap
of Un during the busy hours through the OS and thus
help the end-user meet the condition for receiving the
reward rate during the non-busy hours. On the network
side, all that is needed is to measure the transmission
rate during the busy hours, and if it stays below Un ,
then reward the user by increasing its allowed rate to
Ur for the rest of the day. This is much simpler than
trying to identify and shape DT traffic using elaborate
deep packet inspection equipment. It leads to a winwin situation in which users are able to download more
content, whereas ISPs do not need to over-dimension.
Another possibility is to keep only U fixed (going into
to the contract) and communicate Un , Ur , B dynamically to the end-user, letting him select accordingly.
Fig. 1 shows the envisioned architecture. Such a scheme
gives the ISP greater flexibility than the static one. For
example, upon observing high utilization at some part
of the network, the ISP can advertise lucrative “offers”
for high Ur in an attempt to convince as many nearby
users as possible to settle for a lower Un .
One might argue that a similar scheme can be implemented only at the application layer, e.g., within downloaders and P2P clients, thereby obliterating the need
for any kind of accounting on the network side. The
problem of such an approach is that it cannot be enforced, as there will always be users that will hack the
application and try to get Ur during the entire day.

BUILDING INCENTIVES IN FLAT-RATE

In this section we show how to use the maximum allowed daily download volume as the means for building
an incentive scheme into flat-rate charging.

3.1

Architecture

Basic idea

A user pays a flat monthly amount for broadband access which entitles him to two different usage modes. In
the first one (we will call it constant) the maximum allowed transmission rate has a constant value U throughout the duration of a day.1 In the second one (we will
call it reward ) the maximum allowed transmission rate
has value Un < U during the B “busy hours” of the network, and Ur > U during the remaining 24 − B hours of
the day. The user can switch between the two modes on
a day-by-day basis as will be explained next. Reward is
designed to incentivize users to move all or part of their
delay tolerant traffic away from the busy hours. The
idea is pretty simple: by being “nice” to the network
and keeping your rate below Un (hence the subscript
n ), you get “rewarded” with a higher rate Ur during
1
Henceforth, whenever we refer to the capacity of a link we
mean the maximum of either direction.

3
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4.

ADDING STORAGE TO THE ISP: INTERNET’S POST-OFFICE

The previous incentive-based scheme requires minimal change in the infrastructure and the protocols used
by an ISP. It rationalizes the use of network resources by
incentivizing the end-users to time-shift their DT high
rate transfers until appropriate times for the network.
The price paid for not having to change the network,
is that it requires end-users to pay some attention and
e.g., decide whether they want to do P2P immediately
or delay it to get higher daily volume. In the first case
they would select the reward scheme through their user
interface, otherwise they would continue with constant.
In this section we look at ways to hide time-shifts from
the end-users.

4.1

A storage enabled ISP architecture

Figure 2: High level architecture of a storage
enabled network.

In Fig. 2 we show a high level architecture for a storage enabled network involving the following two new
elements. Internet Post Offices (or IPOs) which are
just storage repositories at the access ISP, i.e., near the
end-users. Since they are co-located, the IPOs can communicate with the end-users as fast as the access technology of the latter allows. There exists no other bottleneck or need for further investment to support such
high rate transfers between the two.
Additionally, there exist Transit Storage Nodes (or
TSNs) located at some PoPs at the backbone of the
ISP, preferably near to peering-points with other networks. Of course, between end-user and TSNs, or between IPOs and TSNs, there can be all sorts of possible bottlenecks arising either due to congestion [2],
or due to traffic engineering policies [12]. The key idea
here, is to use the IPOs and TSNs to time-shift bulk DT
transfers, and thus avoid congestion and ISP-throttling,
while making the time-shift transparent to the end-users.
The idea makes use of the fact that the price of storage is declining much faster than the price of bandwidth [8], especially at the access network. This approach is significantly different from previous attempts
to tap on unutilized bandwidth (e.g., QBone’s Scavenger Service 2 ) that require changing the routers and
cannot perform in-network time-shifting as they lack
network attached storage.

4.2

Without substantial investment in upgrades of the backbone, the uplinks of DSLAMs, and the peering points
to other networks, an easy solution for ISPs is to roll
out FTTH and police it heavily when DT transfers like
the above get into the way of servicing interactive, nonDT traffic. Of course, this would immediately trigger
complaints from end-users expecting full FTTH rates
at all times. Are there any other possibilities?
The aforementioned storage enabled architecture based
on IPOs and TSNs suggests one. An end-user can push
his collection of voluminous DT media to a local IPO at
full FTTH rate. Since IPOs may connect directly to the
DSLAMs, this does not put any strain on the rest of the
network. Then the entry IPO can coordinate with other
IPOs and TSNs to see that the collection reaches the
intended recipients. This resembles snail (electronic)
mail, where the end-user just hands in his mail to the
local post office (SMTP server), at which point his direct involvement in the transfer comes to an end. A
new breed of P2P applications can also be developed
to make use of IPOs and TSNs. There are advantages
from this for both the end-user and the network.
The end user: Benefits by pushing the data out of his
computer at full FTTH rate. The end-to-end delivery has not been completed yet, but since the
data are DT, what matters for the sender is how
soon they will clear out from his computer and
access line. After that, the user gets back his full
CPU and uplink capacity for interactive tasks that
would otherwise suffer from resource contention
with slow and therefore long lived transfers. If
the computer is a portable one, the user is free to
disconnect and move. Last but not least, the user
can shut the computer down much sooner, thus
saving energy.

A fire-and-forget approach to DT transfers

Imagine a user who wants to share with his friends
a large collection of high resolution photographs and
videos from his latest trip or vacations. Large numbers of such users having FTTH high rate access pose
a formidable challenge to existing networks that are
not dimensioned for such access rates and content sizes.
2
http://qos.internet2.edu/wg/wg-documents/qbssdefinition.txt
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The ISP: Benefits by taking full control of the bulk
transfer from the entry IPO and onwards, i.e.,
where most problems currently exist. The ISP can
use IPOs and TSNs to schedule transfers at times
of low background load. If the receiver is on an
access network attached to the same ISP, then it
can use the receiver’s local IPO to bring the data
down at a time of low utilization for the access network. If the flow has to cross to a different transit
ISP, then this can be done when the corresponding
peering point is least loaded.

5.
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The discussion up to now has been limited to ISPs
and end-users. Next, we examine the potential gains
for CDNs from handling DT traffic. We look at two
scenarios based on the source of the DT traffic.

5.1
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0.2
12:00

A CDN for Delay Tolerant Bulk data

Consider a CDN for servicing terabyte-sized Delay
Tolerant Bulk (DTB) data, including scientific datasets,
digitally rendered scenes from movie production studios, massive database backups, etc. Such a CDN installs storage nodes at access and transit ISPs from
which it buys bandwidth according to a standard 95percentile charging scheme [9]. Store-and-Forward scheduling is used to transfer DTB data between IPOs with the
help of intermediate TSNs.3 Our initial results based on
real traffic traces from more than 200+ interconnection
points of a large transit ISP show that SnF policies can
reduce dramatically the transit costs incurred by Endto-End (E2E) policies that don’t employ network storage. For example, with SnF we can transfer 100 Tbits
of data from Latin America to Europe in 48 hours at
zero transit cost, whereas an E2E stream of average
rate of around 0.5 Gbps increases the monthly transit
cost by tens of thousands of dollars under current bandwidth prices. The advantage of SnF lies on the fact that
it can solve the problem of non-coinciding load valleys
between the uplink of the sender IPO, and the downlink
of a receiver IPO on a different time-zone. We explain
the proposal through an example.
The top row of Figure 3 illustrate the 5-minute aggregate load on the uplink of an ISP in Latin America
(LAT) hosting a sender IPO. The second and third rows
depict the load on the downlinks of two ISPs in Europe (EU) and China (CH) hosting receiver IPOs. We
have annotated with uvalley(LAT ) the time at which
the uplink of LAT is least loaded and similarly for the
downlinks of EU and CH. One can easily observe that
due to time-zone differences, these valleys do not coincide. In the case of LAT and CH, the load valley
3

For this example we have assumed that there are no bottlenecks inside the transit provider and thus it suffices to
consider a single TSN.
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Figure 3: Time series plot of the uplink load of a
sender in LAT and receivers in EU and CH. The
uplink valley of LAT finds EU with substantial
load and CH with peak load.
of the sender actually coincides with the peak of the
downlink of the receiver. In this setting, E2E transfers
will have to overlap with either a highly loaded uplink,
or a highly loaded downlink and, thus, create either
additional monetary costs by pushing the 95-percentile
load based on which ISPs pay for transit, and/or obstruct the QoS of other interactive traffic with which the
DTB traffic gets multiplexed. An SnF transfer through
a TSN can do much better in this setting. It uses the
uplink load valley to push data from LAT to a TSN on
the transit ISP. The DTB data remain buffered there
until the beginning of the load valley of the downlink
of the receiver, at which point they are pushed to their
final destination (EU or CH).
Examining all the pairs from the 200+ peering points
of our transit provider we found that more than 50% of
the busiest pairs had valleys that were apart for at least
two hours, and thus cases like the aforementioned example were not at all uncommon. Non-coinciding valleys
appear frequently, even within the same or nearby timezones. This happens because networks of different type
can peak at different hours, e.g., a corporate network
typically peaks during work-hours, whereas an ADSL
access network typically peaks in the late evening.

5.2

A CDN for Delay Tolerant End-User data

Next we look at what CDNs can do for residential
end-user DT traffic. The model is similar to Fig. 2
with the difference that storage nodes are not managed
by the ISP, but by an independent CDN which, unlike
the ISP, has global coverage with PoPs on multiple net-
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works. Again IPO nodes are used for collecting end-user
DT data at full FTTH rate, whereas other intermediate
IPOs and TSNs help complete the delivery. The CDN
can sell this service to content creators and give it for
free to end-users. In addition to its obvious benefits for
content creators and end-users, the operation of such a
CDN adds value to the ISPs. The reason is that since
it receives end-user DT traffic, the CDN can transmit
it in an ISP-friendly manner unlike most end-user applications. For example the CDN can:

define as Delay Tolerant traffic to non-peak load hours.
We have proposed two solutions for this, one by offering
flat-rate compatible incentives to the end users, and a
second one based on the addition of network attached
storage. The first solution has the advantage of requiring minimal change to the existing network, but requires
a small involvement from the end-users. The second solution is completely transparent to the end-users but
requires the addition of network attached storage. The
latter proposal becomes economically efficient since the
price of storage has been declining much faster than the
price of network equipment, especially at the access and
regional network.

Prefer peering to transit links: Having post offices
at multiple ISPs, the CDN can try to create an
end-to-end path between a sender and a receiver
that involves mostly peering links between neighboring ISP, over which traffic is exchanged without
monetary transit costs. Transit links can be used
only in cases that alternative paths through peering links do not exist or are severely congested.4
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the ISP, and thus had to pay according to 95-percentile
charging for it, now the CDN is just servicing endogenous end-user DT traffic, including high definition video
from P2P, that already flows in the ISP.
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In this article we claim that many of the tensions that
currently exist on the Internet are due to wasteful usage of resources during the hours of peak load. A first
step towards reducing such wastage is to shift what we
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4

Notice that although no immediate transit cost is paid for
crossing peering links, there still exist implicit, albeit real
costs. For example, if the peak utilization becomes too high
due to the additional delay tolerant traffic then the ISPs will
have to upgrade the speed of their peering and thus incur
capital and maintenance costs in order to preserve the QoS
offered to their clients. We consider this next.
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A BSTRACT

stricting the bandwidth usage of peer-to-peer file sharing applications. Network neutrality has different technical definitions and feasibility in various types of network models [1, 2]. Several research proposals exist for counteracting discrimination relying on encryption and multipath routing [3, 4], along with ideas to block traffic via auctions under the bandwidth shortage [5]. Given the potential detrimental effect on traffic which can be given lower priority,
it is critical for end-users to first detect which ISP is violating network neutrality and to understand the policies for
discriminating against specific traffic types. Beverly et al.
presented the first study of the port blocking behavior that violates neutrality [6]. Related to our work, POPI is a tool for
determining the router forwarding policy via end host measurements [7], but it only focuses on preferential treatment
based on port numbers. Their methodology of saturating the
link with high traffic volume is unsuitable for backbones.
No detailed and comprehensive study on the current
practice of traffic discrimination, particularly inside the core
ISPs, currently exists. And yet, traffic differentiation in the
core has a much wider scope of impact, as such policies affect much more traffic compared to policies near the edge
of the Internet. Knowing which ISPs perform discrimination
and how they perform it is a critical first step towards identifying alternatives to address the network neutrality issues.
Our work is the first to demonstrate concrete evidence
of network neutrality violations in backbone ISPs and analyze the extent of their violations. We developed a scalable
and accurate distributed measurement methodology called
NVLens(Neutrality Violation Lens1 ) to monitor ISP’s loss
and delay behavior in order to identify traffic discrimination
based on factors such as applications, previous-hop and nexthop ASes. Given the initial report on discrimination, we performed selective drill-down to deduce how discrimination is
implemented.
Unlike ISP-centric SLA monitoring, which requires access to proprietary data, NVLens relies on minimal network
cooperation and is entirely end system based, leading to
easy deployment and accurate observation from the end system’s perspectives. NVLens can be used as a simple tool
by end users to detect network neutrality violation and similarly SLA compliance of any ISP. By studying 19 large ISPs
covering major continents including North America, Europe,
and Australia over several weeks, we discovered ISPs some-

On the Internet today, a growing number of QoS sensitive
network applications exist, such as VoIP, imposing more
stringent requirements on ISPs besides the basic reachability assurance. Thus, the demand on ISPs for Service Level
Agreements (SLAs) with better guarantees is increasing.
However, despite overprovisioning in core ISP networks, resource contention still exists leading to congestion and associated performance degradations. For example, residential
broadband networks rate-limit or even block bandwidth intensive applications such as peer-to-peer file sharing thereby
violating network neutrality. In addition, traffic associated
with specific applications, such as Skype, could also be discriminated against for competitive business reasons.
So far, little work has been done regarding the existence
of traffic discrimination inside the core of the Internet. Due
to the technical challenges and widespread impact, it seems
somewhat inconceivable that ISPs are performing such finegrained discrimination based on the application content. Our
study is the first to demonstrate evidence of network neutrality violations within backbone ISPs. We used a scalable
and accurate monitoring system – NVLens – to detect traffic
discrimination based on various factors such as application
types, previous-hop, and next-hop ASes. We discuss the implication of such discrimination and how users can counter
such unfair practices.

1

Ming Zhang
Microsoft Research

I NTRODUCTION

The topic of network neutrality on today’s Internet is a highly
contentious one. Previously, users assumed ISP networks
are neutral to carry traffic without any preferential treatment.
Edge customers can instrument their own policies for traffic management by for example blocking certain traffic using firewalls at the edge of the Internet. So customers expected that ISPs would not treat traffic differently based on
properties other than the basic information required for forwarding, e.g., destination IP address. In violation of network
neutrality, traffic properties suspected to be used to perform
discrimination include application types inferred from port
numbers or payload data, previous-hop network, and nexthop network.
Various residential broadband networks, such as Comcast, are known to be violating network neutrality, by re-

1 The common translation of “night vision lens” is also relevant here, as
our monitoring continuously covers both day and night.
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Type
Application
types
Application
properties
Network
policies
Traffic
behavior
Available
resources

Examples
packet header field (e.g., src/dst port numbers, protocol type)
data content, application protocol header (e.g., HTTP
header, IPSec header)
routing info (previous-hop, next-hop AS, routing entry)
flow rate, packet size, flow duration, fragment bit

action: per-hop queuing/dropping
action: packet marking

Ingress router

Internal routers

ISP

Egress router

Figure 1: An example of discrimination implementation.

router state (load, memory), time of day, location (e.g.,
PoP)

ing quality of service and security guarantees. Figure 1 illustrates a common architecture for implementing the discrimination within an ISP. The ingress border routers perform
traffic classification by marking packets according to priorities, which are determined by packet fields such as protocol,
source, and destination. The marking usually occurs on the
Type-of-Service (TOS) field in the IP header. The internal
routers can carry out different queuing and dropping decisions according to the packet classification encoded within
TOS by the border routers [10]. Different queuing mechanisms provide various services to traffic based on its priority, e.g., priority queuing, proportional share scheduling, and
policing [11]. These mechanisms differ in details of how and
when the differentiation is carried out.
Besides router based mechanisms relying on packet
header information, deep packet inspection (DPI) tools [12]
allow ISPs to classify applications using packet content to
understand application types. Although DPI devices are usually too expensive to be widely deployed, some current products claim to support up to 100 Gps links [13, 14] capable of
searching for patterns in the payload using hardware support.
Given the feasibility of discrimination deployment, we
studied all the factors shown in Table 1 except for the discrimination based on traffic behavior due to the limited resource of end-host based probing. This type of discrimination is also more difficult to implement by ISPs due to required per flow state information. NVLens enables us to discern which factor(s) may influence ISP’s policies for preferential treatment of different classes of traffic. The design is extensible to other factors once they are known. The
goal of detecting all these types of discrimination guides the
methodology design of probing strategy and the probe packet
composition in NVLens .

Table 1: Information commonly used to determine policies for discrimination.

times do give different priority to traffic coming from different neighbors (previous-hop ASes). Discrimination based on
the next-hop AS is less common. We also observed different
priority for traffic associated with UDP and specific applications such as BitTorrent compared to HTTP traffic. The loss
rate increase for discriminated traffic can be as high as 8%
with up to 500ms increase in RTT.

2 N ET NEUTRALITY VIOLATION
In this study, we define network neutrality as ISPs giving
equal treatment to packets regardless of their application
content, application types, and packet sources or destinations. Any differentiation behavior that violates network
neutrality is called discrimination. Note that we broaden the
previous definition [2] by not singling out customers who
may receive better treatment. Therefore, the observed performance difference can result from distinct business contracts between provider and its customers. It is debatable
that whether this type of discrimination should be considered as neutrality violation. In this work we also report such
discrimination to enable different interpretations.
Packets contain plenty of information that an ISP can use
to construct discrimination policies. Table 1 shows the potential factors used to determine the discrimination policy.
First, an ISP may provide differentiated service depending
on the application type for security or business reasons. Application types can be determined from transport layer protocol fields or application layer content information [8]. Even
with encrypted traffic, such discrimination can be made using more sophisticated traffic flow information [9]. Second, an ISP can discriminate against traffic due to business
relationships, based on their source/destinations or incoming/outgoing networks. This information can be easily gathered from packet headers and routing information. Third, an
ISP can selectively enable discrimination depending on the
resource conditions, e.g., when resources are limited as indicated by high link utilization.
The feasibility of implementing packet discrimination in
a backbone ISP network with many high-speed links is questionable due to the need to perform additional per packet
processing. We discuss several techniques that an ISP can
employ to implement relevant policies today.
Today’s router already has support for various queuing
mechanisms to fulfill the need of traffic engineering, ensur-

3

M EASUREMENT

METHODOLOGY

This section describes the design of NVLens and illustrates
how to monitor networks for neutrality compliance from end
systems without any ISP cooperation. NVLens has the capability to detect three main types of network neutrality violations. Figure 2 illustrates the collaborative probing used
to detect neutrality violations by a particular ISP based on
factors such as application types and network policies (described in Table 1). Multiple ISPs were probed in parallel simultaneously to allow for accurate comparison. As shown in
the figure, discrimination detection focuses on ISP W based
on different traffic properties, i.e., towards different next-hop
ASes, from different previous-hop ASes, or based on differ2
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Figure 2: Collaborative probing to discover neutrality violations of different types.

ent application types.
Note that we focus on differences in performance metrics observed to identify traffic differentiation performed by
the routers in ISPs. Many confounding factors could also
cause differences in observed performance. First, different
network paths in one ISP have different load leading to different performance observed. Even from one ingress to same
egress, many equal-cost paths exist. Second, different application properties, e.g., packet size, packet rate, can result in
different performance measured. Third, external measurement artifacts, e.g., heavily-loaded probing hosts, lossy reverse path, are also likely to create differences.
To rule out the impact of all these factors, we design our
methodology carefully to eliminate the impact of most factors. For factors that are difficult to control, e.g., impact of
equal-cost paths, we use controlled experiments to confirm
they would not introduce any systematic bias. In the following, we introduce our novel methodology to detect neutrality
violation with low overhead.

Figure 3: Loss rate difference between path
pairs passing the test

the set covering/packing problem [16] for which we use a
greedy algorithm as an approximation.

3.2 Loss rate and RTT measurement

NVLens measures both loss rate and roundtrip time (RTT)

of a path which are simple performance metrics. To comply with the resource limits at each host, we take two steps
to reduce probing overhead. First, NVLens only probes the
hops that map to an ingress or an egress in one of the target ISPs instead of probing all the hops along a path. Since
we are only interested in identifying ISP internal traffic discrimination between ingress-egress pairs, there is no need
to probe other hops. Second, to measure the loss rate and
RTT to a particular hop, NVLens sends probe packets with
pre-computed TTL value which is expected to trigger ICMP
time exceeded response from the corresponding router. In
essence, the packet is similar to traceroute probes. However,
since loss may occur in both directions, we use relatively
large probe packets to increase the likelihood of inducing
loss on forward paths only, which has been widely adopted
in previous studies [17, 18]. NVLens probes each hop 200
times so that it can detect minimum loss rate of 0.5%. To
reduce the chance of triggering ICMP rate limiting, NVLens
probes each hop only at most once per second.

3.1 Collaborative probing optimization
Probing overhead is always a concern in any active measurement study. For the purpose of discovering neutrality
violation, it is particularly important to keep probing hosts
lightly-loaded and to ensure short probing intervals. Otherwise, different performance might be caused by the heavilyloaded hosts or measurement conducted at different time periods. We use collaborative probing to ensure low probing
overhead.
A typical backbone ISP consists of multiple PoPs (Points
of Presence) at several geographic locations. In order to
quantify the overall network neutrality compliance of an ISP
and avoid the potential bias introduced by any particular
path, NVLens should cover a reasonably large fraction of
paths between distinct PoP pairs. Therefore, path selection
strategy is a key issue for NVLens. Given a list of backbone
ISPs, we couldn’t afford to continuously probe all the destination prefixes on the Internet from all the probers. Instead,
we devised an intelligent path selection strategy as follows
for a probing interval: 1) Each three-tuple path (Pi , Pe , d) is
traversed at least n times by probes from different probers;
and 2) A prober does not conduct more than m probes. Here,
s is a prober, d is a destination IP address, and Pi and Pe are
the ingress and egress points in the target ISP respectively.
Previous work [15] has shown this problem is an instance of

3.3 Application-specific probing

We use NVLens to explore how backbone ISPs preferentially
treat various real-time and QoS sensitive applications. We
choose five representative applications with distinct traffic
characteristics in our study: UDP, HTTP, BitTorrent (P2P file
sharing), Skype (VoIP), and World of Warcraft or WoW (online gaming). To avoid the overhead of comparing each pair
of applications, we use HTTP traffic as the baseline. Since
HTTP is the most widely-used Internet application, we assume it does not receive any preferential treatment, i.e., representing the normal performance that most applications will
experience.
The following steps are taken to eliminate the impact of
all possible confounding factors we can think of. First, we
classify applications into two groups: large packets of 200
bytes (HTTP, UDP, BitTorrent), small packets of 80 bytes
(HTTP, Skype, World of Warcraft). This classification is
based on empirical observation of corresponding applications, while observing the bandwidth constraints of probe
hosts. We use controlled experiments to verify that most observed packet loss occurred on forward paths. We measure
3
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three types of application at the same time, using the same
probe hosts, for the same paths, with the same packet size.
To accurately represent the application behavior, we construct application-specific packets with the corresponding
payload captured from real application traces. This is especially important for proprietary applications such as Skype
or WoW whose protocols are not not publicly known. Given
that data packets are often exchanged after a few control
packets, we first transmit 9 to 25 small application-specific
control packets at one packet per second rate. These packets
help ISPs identify and potentially discriminate subsequent
data packets. Control packets are identified using either
known protocol specification (e.g., for BitTorrent) or timing
and packet size behavior (e.g., for Skype), as there is usually
a large gap between the exchange of control and data packets in both interpacket timing and packet size. Also note that
control packets are constructed with sufficiently large TTLs,
meaning all the routers along the path up to the last ISP’s
egress router can observe the control packets in case routers
use such information to store state needed for traffic discrimination2 .

4

E XPERIMENTAL

next-hop ASes of I respectively. Pi and Pe are the ingress
and egress points of I respectively. These notations will be
used in the following analysis.
Prior to performing discrimination analysis, we filter
measurement noise caused by resource competition on or
near a host by identifying high loss rates on many paths that
share the same host. We also filter noise caused by ICMP
rate limiting by identifying high loss rates that exceed the
long-term average plus three times the standard deviation.

4.2 Statistical test to infer discrimination
Assuming random noise has roughly the same impact on the
data points measured on any path, we apply statistical tests
on several data points to identify consistent performance differences caused by traffic discrimination rather than due to
random noise. There are quite a few standard hypothesis
tests that compute the statistical significance of the difference between the mean values of two data sets. T-test, the
most commonly-used one, requires the data sets under test to
follow normal distribution which may not hold for loss rate
and delay distributions. So instead, we apply the Wilcoxon
signed-rank test [19] and the permutation test [20]. Neither
test relies on any assumption of the input data distribution.
This is a standard approach for testing the difference between
two distributions without any assumptions on the properties
of the distributions.
Our input data consists of two sets of data points for the
path pair pa1 and pa2 respectively, where pa1 and pa2 share
a common agg. First, we calculate the difference between
each pair of data points after each set is sorted numerically:
zi = xi − yi . For the resulting difference set Z, we test the
hypothesis that meanz 6= 0 using the Wilcoxon test. Then
we permute half of the data points and apply Wilcoxon test
on the permuted set. The permutation tests are repeated 400
times. If both the Wilcoxon and the permutation tests are
passed with 95% significance, we determine that discrimination exists between pa1 and pa2 .

RESULTS

This section presents our experimental results that provide
insights on how network neutrality is violated on today’s Internet. To ensure precise and accurate analysis, we perform
statistical tests on a large number of samples to detect traffic discrimination. This section provides concrete evidence
of discrimination in several large ISPs based on routing and
traffic content. The next section examines in greater depth
the mechanisms and policies used for carrying out traffic differentiation.

4.1 Data processing
Each data point is obtained by sending 200 packets from a
probing source host s to a destination IP address d, traversing
a target ISP I using packets representing a particular application a. A data point at time interval i is denoted as l{s,d,I,a,i}
(percentage of lost packets relative to the 200 probing packets) and d{s,d,I,a,i} (average delay of 200 delay measurements).
We define two key variables: a path pa which defines the smallest path unit for discrimination analysis and
an aggregation element agg which excludes certain variables in the definition of corresponding pa. An agg helps
identify the relevance of some factor in discrimination.
For example, for application based discrimination analysis, pa=(s, d, I, a) and agg=(s, d, I). To detect whether discrimination exists between applications a1 and a2 on the
path from s to d in ISP I, we compare the performance of
pa1 =(s, d, I, a1 ) and pa2 =(s, d, I, a2 ). For previous-hop AS
based discrimination analysis, pa=(ASp , Pi , Pe , ASn ) and
agg=(Pi , Pe , ASn ). ASp and ASn are the previous-hop and

4.3 Characterization of discrimination
We have implemented NVLens on the PlanetLab
testbed [21]. We use all the available PlanetLab hosts,
roughly 750 of them, as probers covering about 300 distinct
sites. It has been fully operational for more than five weeks
to monitor 19 ISPs.
Table 2 illustrates the results based on the loss rate metric. Similar results based on the latency metric are omitted
due to the lack of space. For application based discrimination, the baseline application for comparison is HTTP.
For each path, we also collect the data points for other applications, e.g., BitTorrent, and compare the loss rate with
the HTTP loss rate measured during the same period. For
previous-hop AS based discrimination, we compare path
pairs that share the same agg=(Pi , Pe , ASn ) but from different ASp .
Table 2 summaries our main findings regarding the absolute number and percentage of path pairs that pass the

2 The TTLs are not too large to avoid potential complaints from edge
networks.
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ASN
209
701
1239
1668
2914
3356
3549
3561
7018
2828
2856
3257
3320
5511
6395
6453
16631
6461
11537

ISP
name
Qwest
UUNet
Sprint
AOL Transit
Verio
Level3
Global Crossing
Savvis
AT&T
XO
British Telecom
Tiscali
Deutsche Telekom
France Telecom
Broadwing
Teleglobe
Cogent
AboveNet
Abilene

Tier

1

2

3

Application/protocol types
BT
UDP
Skype
Game
10 , 1
0
0
0
29 , 0.9
90 , 3.6
0
0
4 , 0.3
31 , 3.5
3 , 0.2
0
0
0
0
1 , 0.5
13 , 1.4
66 , 6.8
18 , 1.5
0
0
1 , 0.05
0
0
14 , 1.7
0
0
2 , 0.2
0
1 , 0.05
0
0
0
2 , 0.1
0
0
0
0
0
0
0
45 , 4.5
0
0
221 , 8
0
17 , 1
0
6 , 0.4
0
0
0
9,1
0
29 , 3
0
0
0
0
0
0
68 , 6
0
11 , 1
0
0
4 , 0.05
0
0
24 , 2.5
0
0
0
0
0
0

Previous-hop
P-P
P-P-AS
8,1
36 , 0.2
89 , 3.5
633 , 3.6
40 , 2.7
315 , 1.1
4 , 1.7
24 , 0.9
33 , 3.4
110 , 0.4
109 , 6
746 , 1
34 , 3.2
293 , 0.6
16 , 2.7
254 , 1
22 , 1
330 , 1
0
0
15 , 1.5
45 , 0.4
21 , 3
184 , 3
5 , 0.4
26 , 0.2
10 , 1
38 , 0.3
2 , 0.2
5 , 0.09
17 , 1
68 , 0.6
70 , 4
213 , 0.8
8 , 0.8
37 , 0.4
0
0

Next-hop
P-P
AS-P-P
1 , 0.1
5 , 0.03
13 , 0.5
38 , 0.2
4 , 0.2
19 , 0.1
0
0
10 , 1.1
38 , 0.1
2 , 0.1
7 , 0.01
30 , 3.1
206 , 0.5
3 , 0.5
25 , 0.1
0
0
0
0
2 , 0.2
6 , 0.02
2 , 0.2
6 , 0.1
0
0
0
0
0
0
0
0
55 , 3
134 , 0.2
0
0
0
0

Same AS
AS-P-P-AS
6,0.1
92,0.5
0
20,0.3
0
9,0.1
0
33,0.1
0
0
40,1
0
11,1
13,1
0
3,0.2
94 , 0.3
0
0

Table 2: Statistical test for loss-based discrimination: discriminated path pairs in absolute number, percentage(%).
ASN

% TOS-marked path pairs
% discriminated path pairs
with discrimination
matching TOS rules
209
2.1
2.9
701
71
45
1239
16
11
1668
80
76
2914
95
89
3356
92
80
3549
81
70
3561
48
35
7018
90
77
2856
56
41
3257
84
59
3320
0
0
5511
60
17
6453
9
11
16631
91
55
6461
9
6
Table 3: Correlation between loss based discrimination and TOS difference.

statistical test. These two numbers illustrate whether discrimination exists and how widely it is detected in an ISP.
Surprisingly, evidence exists for traffic discrimination within
backbone ISPs. UUNet, Tiscali, Sprint, Level3, Savvis, and
AT&T all have hundreds of path pairs that exhibit previoushop AS based discrimination. The bold numbers highlight
this evidence. Next-hop AS based discrimination is far less
prevalent, probably due to the ease of implementation and effectiveness in managing internal resources for the previoushop based approach. An ingress router can easily mark packets based on their incoming interfaces. There also appears to
be application based discrimination, in particular against BitTorrent and UDP traffic. We found one ISP, Tiscali, which
exhibits strong evidence of discrimination against BitTorrent
traffic. Figure 3 shows significant loss rate difference for the
discriminated path pairs: at least 30% of the path pairs have
loss rate differences ranging from 3% to 8%.
ISPs usually have incentives to give customers high
priority for business reasons. To confirm this claim, for
previous-hop based discrimination, we further analyze the
relationship between the previous-hop AS and the ISP performing discrimination. We employ the commonly used
Gao’s relationship inference results [22]. Among the
previous-hop discrimination, we found that 51% of path
pairs involve ISPs favoring their customers’ traffic over
peers’ traffic. 10% of the path pairs gave traffic from siblings
higher priority over customers and peers. We also found
many instances of particular peers being given preferential
treatment over other peers. For example, among UUNet’s
peer, Level 3 and Savvis receive better treatment than other
peers.
To further confirm that previous-hop discrimination indeed exists, we apply the same statistical tests to path pairs
that share the same (ASp , Pi , Pe , ASn ) using UDP traffic,
which should not be affected by previous-hop or next-hop
AS based discrimination. The last column in Table 2 pro-

vides the absolute number and percentage of such path pairs
that pass the tests. In most cases, they are much smaller than
the numbers in the previous-hop column, suggesting that the
loss rate difference between path pairs are more likely caused
by previous-hop AS based discrimination as opposed to random noise.

5 I N - DEPTH ANALYSIS
Some routers mark the Type of Service (TOS) bit in order to
provide different levels of service within an ISP. We study to
what extent the loss rate discrimination can be explained by
the difference in TOS value. Note that our probing packets
trigger ICMP time exceeded messages from routers. These
messages include the IP header of the original probing packets, which reveals the TOS value of the original probing
packets marked by the routers. This allows us to correlate the
loss rate difference with TOS difference for any path pair.
While a large TOS value does not always imply high pri5
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ority, we assume an ISP has a consistent rule of mapping a
TOS value to a fixed priority. Before performing a correlation, we need to determine this rule. Starting with all the
path pairs that pass the discrimination tests, we obtain all the
distinct TOS values observed in the ISP. We then construct
a mapping from TOS value to the priority it stands for. The
mapping is constructed in a way to best explain the loss rate
difference between all the discriminated path pairs. For example, if TOS value x stands for higher priority, then paths
marked with x should experience lower loss rate.
Table 3 illustrates the correlation results between loss
rate discrimination and TOS difference. The second column
indicates the percentage of TOS-marked path pairs that exhibit the correct loss rate discrimination. And finally, the
third column shows the percentage of discriminated path
pairs that match the inferred TOS rules. Both percentage
numbers are high for a few ISPs, e.g., AS1668, AS2914,
AS3356, AS3549, and AS7018, strongly indicating TOS
value is used for discriminating against traffic inside these
ISPs. We also check the temporal stability of TOS marking
and find the marking of 99.9% of the paths does not change
within the six-day analysis.
For application based discrimination, we conduct controlled experiments in order to understand how ISPs perform
the discrimination. We vary our probing by using a different
port, zeroing the application payload, or bypassing the initial
control messages. We study the BitTorrent traffic discrimination in Tiscali as an example. We studied the likelihood
that the discrimination is performed based on port number.
By changing the port from the default BitTorrent port to 80,
the number of discriminated path pairs drops by 50%. Zeroing payload or bypassing control messages has a negligible
effect.

6

C ONCLUSION

In this paper we presented the design and implementation of
the first deployed system to accurately and scalably detect
network neutrality violations performed by backbone ISP
networks. Using collaborative probing from end hosts with
innovative application-specific probing on carefully selected
network paths, we demonstrate the surprising evidence of
traffic discrimination carried out by today’s backbone ISPs.
NVLens has been operational on PlanetLab for five weeks
and is capable of monitoring 19 large backbone ISPs simultaneously for neutrality violations detection using loss rate
and delay as performance metrics. In addition to detecting
network neutrality violation, we perform in-depth analysis
to further examine the discrimination policies. Our work
demonstrates the feasibility of detecting network neutrality violations in backbone ISPs entirely from end systems
and presents an important step to attain more accountability
and fairness on today’s Internet. To devise countermeasures
against ISPs’ action of network neutrality violations, detection is an indispensable first step, and our proposed system
NVLens is a promising approach.
R EFERENCES

[1] J. Crowcroft, “Net neutrality: the technical side of the debate: a white paper,”
ACM Computer Communication Review, 2007.
[2] X. Yang, G. Tsudik, and X. Liu, “A Technical Approach to Net Neutrality,” in
Proceedings of ACM HotNets-V, Irvine, 2006.
[3] I. Avramopoulos, J. Rexford, D. Syrivelis, and S. Lalis, “Counteracting discrimination against network traffic,” Tech. Rep. TR-794-07, Princeton University
Computer Science, 2007.
[4] I. Avramopoulos and J. Rexford, “Stealth probing: Efficient data-plane security
for IP routing,” in Proceedings of USENIX Annual Technical Conference, 2006.
[5] X. Yang, “Auction, but Don’t Block.” Work in Progress.
[6] R. Beverly, S. Bauer, and A. Berger., “The Internet’s Not a Big Truck: Toward
Quantifying Network Neutrality,” in Proceedings of the 8th Passive and Active
Measurement (PAM 2007) Conference, 2007.
[7] G. Lu, Y. Chen, S. Birrer, F. E. Bustamante, C. Y. Cheung, and X. Li, “End-toend inference of router packet forwarding priority,” in Proc. IEEE INFOCOM,
2007.
[8] A. W. Moore and D. Zuev, “Internet traffic classification using bayesian analysis
techniques,” SIGMETRICS Perform. Eval. Rev., vol. 33, no. 1, pp. 50–60, 2005.
[9] C. Wright, F. Monrose, and G. Masson, “On inferring application protocol behaviors in encrypted network traffic,” in Journal of Machine Learning Research
(JMLR): Special issue on Machine Learning for Computer Security, 2006.
[10] V. S. Kaulgud, “Ip quality of service: Theory and best practices.” www.sanog.
org/resources/sanog4-kaulgud-qos-tutorial.pdf, 2004.
[11] C. S. Inc., “Configuring Priority Queueing.” http://www.cisco.com/en/
US/docs/ios/12_0/qos/configuration/guide/qcpq.h%tml.
[12] “Deep packet inspection.” www.networkworld.com/details/6299.
html.
[13] “Arbor Ellacoya e100 .” http://www.arbornetworks.com.
[14] C. Networks, “Complete Packet Inspection on a Chip.” http://www.
cpacket.com/.
[15] R. Mahajan, M. Zhang, L. Poole, and V. Pai, “Uncovering Performance Differences in Backbone ISPs with Netdiff,” in Proceeding of NSDI, 2008.
[16] S. G. Kolliopoulos and N. E. Young, “Approximation algorithms for covering/packing integer programs,” Journal of Computer and System Sciences,
vol. 71, no. 4, 2005.
[17] R. Mahajan, N. Spring, D. Wetherall, and T. Anderson, “User-level Internet Path
Diagnosis,” in Proceedings of SOSP, 2003.
[18] H. V. Madhyastha, T. Isdal, M. Piatek, C. Dixon, T. Anderson, A. Krishnamurthy,
and A. Venkataramani, “iPlane: An Information Plane for Distributed Services,”
in Proc. Operating Systems Design and Implementation, 2006.
[19] S. Siegel, Non-parametric statistics for the behavioral sciences. McGraw-Hill,
1956.
[20] E. S. Edgington, Randomization tests. Marcel-Dekker, 1995.
[21] L. Peterson, T. Anderson, D. Culler, and T. Roscoe, “A Blueprint for Introducing
Disruptive Technology Into the Internet,” in Proc. of ACM HotNets, 2002.
[22] L. Gao, “On Inferring Autonomous System Relationships in the Internet,” in
Proc. IEEE Global Internet Symposium, 2000.

D ISCUSSION

Besides detecting neutrality violations, NVLens can further
identify the policies used by the ISPs to perform traffic differentiation and reveal other relevant information such as the
location of enforcement, time-of-day effect, and relative versus absolute differentiation. The technique can be extended
to discover other types of discrimination, e.g., IPSec vs. nonIPSec. Such information can be used by end-systems to
make more informed decisions for selecting routes and ISPs,
applying encryption or routing through proxies to overcome
some of this discrimination.
Even if ISPs are aware of techniques used by NVLens
to perform neutrality violation detection, they cannot easily
evade our probing. The probe packets are constructed using
real traffic traces and are difficult to distinguish from actual
data traffic. Unless ISPs perform stateful TCP flow analysis,
it is challenging to identify and preferentially treat our probe
traffic. In the future, we can further use two-end controlled
experiments to mimic the TCP states.

6

127

NANO: Network Access Neutrality Observatory
Mukarram Bin Tariq, Murtaza Motiwala, Nick Feamster
{mtariq,murtaza,feamster}@cc.gatech.edu
ABSTRACT
We present NANO, a system that establishes whether performance degradations that services or clients experience
are caused by an ISP’s discriminatory policies. To distinguish discrimination from other causes of degradation (e.g.,
overload, misconfiguration, failure), NANO uses a statistical method to estimate causal effect. NANO aggregates passive measurements from end-hosts, stratifies the measurements to account for possible confounding factors, and distinguishes when an ISP is discriminating against a particular
service or group of clients. Using simulation we demonstrate
the promise of NANO for both detecting discrimination and
absolving an ISP when it is not discriminating.

1.

Introduction

In late 2005, Ed Whitacre sparked an intense debate on
network neutrality when he decried content providers “using his pipes [for] free”. Network neutrality says that end
users must be in “control of content and applications that
they use on the Internet” [1], and that the ISPs respect that
right by remaining neutral in treating the traffic, irrespective of its content or application. This paper does not take a
stance in this debate, but instead studies a technical question:
Can users in access networks detect and quantify discriminatory practices of an ISP against a particular group of users
or services? We define any practice by the ISP that degrades
performance or connectivity for a service as discrimination
or violation of network neutrality. We refer to such violations as discrimination. We argue that, regardless of whether
or not discrimination is ultimately deemed to be acceptable,
the network should be transparent; that is, users should be
able to ascertain the behavior of their access ISPs.
Unfortunately, because ISP discrimination can take many
forms, detecting it is difficult. Several ISPs have been interfering with TCP connections for BitTorrent and other
peer-to-peer applications [3]. Other types of discrimination
may include blocking specific ports, throttling bandwidth, or
shaping traffic for specific services, or enforcing traffic quotas. Existing detection mechanisms actively probe ISPs to
test for specific cases of discrimination: Glasnost [3], automates detection of spurious TCP reset packets, Beverly et
al. [8] present a study of port-blocking, and NVLens [10]
detects the use of packet-forwarding prioritization by ISPs
by examining the TOS bits in the ICMP time exceeded messages. The main drawback of these mechanisms is that each
is specific to one type of discrimination; thus, each form of
discrimination requires a new test. Worse yet, an ISP may
either block or prioritize active probes associated with these
tests, making it difficult to run them at all.
If end users could instead somehow detect discrimination
by observing the effect on service performance using pas-

sive, in-band methods, the detection mechanism would be
much more robust. Unlike active measurements, ISPs cannot prioritize, block, or otherwise modify in-band measurements. To achieve this robustness, we use a black-box approach: we make no assumptions about the mechanisms for
implementing discrimination and instead use statistical analysis primarily based on in situ service performance data to
quantify the causal relationship between an ISP’s policy and
the observed service degradation.
In this paper, we present the design for Network Access
Neutrality Observatory (NANO), a system that infers the extent to which an ISP’s policy causes performance degradations for a particular service. NANO relies on participating end-system clients that collect and report service performance measurements for a service. Establishing such a
causal relationship is challenging because many confounding factors (or variables) that are unrelated to ISP discrimination can also affect the performance of a particular service
or application. For example, a service may be slow (e.g.,
due to overload at a particular time-of-the-day). A service
might be poorly located relative to the customers of the ISP.
Similarly, a service may be fundamentally unsuitable for a
particular network (e.g., Internet connectivity is not suitable
for VoIP applications in many parts of the world).
A necessary condition for inferring a valid causal relationship is to show that when all the other factors are equal, a
service performs poorly when accessed from an ISP compared to another ISP. The main challenge in designing NANO
is to create an environment where all other factors are in fact
equal. Creating such an environment requires (1) enumerating the confounding factors; (2) establishing a “baseline”
level of performance where all factors besides the confounding variables are equal. Unfortunately, the nature of many
confounding factors makes it difficult to create an environment on the real Internet where all other factors, except for
an ISP’s discriminative policy and service, would be equal.
Instead, to correctly infer the causal relationship, we must
adjust for the confounding factor by creating strata of clients
that have “similar” values for all factors except for their access network. Our approach is based on the theory of causal
inference, which is applied extensively in other fields, including epidemiology, economics, and sociology.
This paper is organized as follows. In Section 2 we
overview necessary background for establishing a causal
relationship between ISP policy and service performance
degradation and formalize the problem. In Section 3, we
describe the steps in the causal inference, the confounding variables for the problem, and the NANO architecture
for collecting and processing the necessary data. Section 4
presents simulation-based results, and Section 5 concludes
with a discussion of open issues and a research agenda.
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2.

Background and Problem Formulation

In this section, we formalize the definitions and basic concepts used for establishing ISP discrimination as the cause
of service degradation. We describe the concept of service,
service performance, ISP, and discrimination; the inference
of causal effect, how it relates to association and correlation; and finally, approaches for quantifying causal effect.
We also formalize the application of causality to detecting
ISP discrimination.

2.1 Definitions
Service and Performance. A service is the “atomic unit”
of discrimination. An ISP may discriminate against traffic
for a particular service, e.g., Web search, traffic for a particular domain, or particular type of media, such as video.
Such traffic may be identifiable using the URL or the protocol. Similarly, ISPs may target specific applications, e.g.,
VoIP, or peer-to-peer file transfers. Performance, the outcome variable, is specific to the service. For example, we
use server response time for HTTP requests, loss, and jitter for VoIP traffic, and average throughput for peer-to-peer
traffic.
ISP and Discrimination. Discrimination against a service
is a function of ISP policy. The performance for a service
depends on both the properties of the ISP’s network, e.g.,
its location, as well as the policy of treating the traffic differently. Thus, an objective evaluation of ISP discrimination
must adjust for the ISP’s network as a confounding factor. To
differentiate an ISP’s network from its discrimination policy,
we use the ISP brand or name as the causal variable referring
to the ISP’s discrimination policy. In the rest of the paper,
when we use ISP as the cause, we are referring to the ISP
policy or the brand with which the policy is associated.
We aim to detect whether a certain practice of an ISP results in poorer performance for a service compared to other
similar services or performance for the same service through
other ISPs. If an ISP’s policy of treating traffic differently
does not result in degradation of performance, we do not
consider it as discrimination.

2.2 Background for Causal Inference
Statistical methods offer tools for causal inference that
have been used in observational and experimental studies [6,
7]. NANO draws heavily on these techniques. In this section, we review basic concepts and approaches for causal inference, and how they relate to inferring ISP discrimination.
Causal Effect. The statement “X causes Y” means that if
there is a change in the value of variable X, then we expect a
change in value of variable Y . We refer to X as the treatment
variable and Y as the outcome variable.
In the context of this paper, accessing a particular service
through an ISP is our treatment variable (X), and the observed performance of a service (Y ) is our outcome variable.
Thus, treatment is a binary variable; X ∈ {0, 1}, X = 1
when we access the service through the ISP, and X = 0
when we do not (e.g., access the service through an alternative ISP). The value of outcome variable Y depends on the
performance metric and the service for which we are mea-

suring the performance.
The goal of causal inference is to estimate the effect of
the treatment variable (the ISP) on the outcome variable (the
service performance). Let’s define ground-truth value for
the outcome random variable as GX , so that G1 is the outcome value for a client when X = 1, and G0 is the outcome
value when X = 0. We will refer to the outcome when not
using the ISP (X = 0) as the baseline—we can define baseline in a number of ways, as we describe in more detail in
Section 3.1.2.
We can quantify the average causal effect of using an ISP
as the expected difference in the ground truth of service performance between using the ISP and the baseline.
θ = E(G1 ) − E(G0 )
(1)
Note that to compute the causal effect, θ, we must observe
values of the outcome both under the treatment and without
the treatment.
Association vs. Causal Effect. In a typical in situ dataset,
each sample presents only the value of the outcome variable
either under the treatment, or under the lack of the treatment,
but not both; e.g., a dataset about users accessing a particular
service through one of the two possible ISPs, ISPa and ISPb ,
will comprise data of the form where, for each client, we
have performance data for either ISPa or ISPb , but not both.
Such a dataset may thus be incomplete and therefore not sufficient to compute the causal effect, as shown in Equation 1.
Instead, we can use such a dataset to compute correlation
or association. Let’s define association as simply the measure of observed effect on the outcome variable:
α = E(Y |X = 1) − E(Y |X = 0)
(2)
It is well known that association is not a sufficient metric for
causal effect, and in general α 6= θ.
Example. Tables 1(a) and (b) illustrate the difference between association and causal effect using an example of
eight clients (a–h). The treatment variable X is binary; 1
if a user uses a particular ISP, and 0 otherwise. For simplicity, the outcome (Y ) is also binary, 1 indicating that a client
observes good performance and 0 otherwise; both α and θ
are in the range [−1, 1].
Table 1(a) shows an in situ dataset. In this dataset, clients
a–d do not use the ISP in question and clients e–h use the
ISP. Note that for each sample, only one or the other outcome is observable. The association value in this dataset is
α = −3/4. If we use the association value as an indicator
of causal effect, we would infer that using the ISP causes a
significant negative impact on the performance.
Table 1(b), on the other hand, presents the ground-truth
performance values, G0 and G1 , as the performance when
not using the ISP and performance when using the ISP for
the same client, respectively. These values could be obtained
by either subjecting the client to the two cases, or through an
oracle. For this set of clients, the true average causal effect
θ = 1/8, which is quite small, implying that in reality, the
choice of ISP has no or little effect on the performance for
these clients. Although the in situ dataset is consistent with
the ground-truth, i.e., Y = GX , there is a clear discrepancy
between the observed association and the true causal effect.
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a
b
c
d
e
f
g
h

(a)
Original Dataset
X
Y
0
1
0
1
0
1
0
1
1
0
1
0
1
0
1
1

(b)
Ground Truth (Oracle)
G0
G1
1
1
1
1
1
1
1
1
0
0
0
0
0
0
0
1

(c)
Random Treatment
X
Y
1
1
0
1
1
1
0
1
1
0
0
0
0
0
1
1

α = −3/4

θ = 1/8

α=0

Table 1: (a) Observed Association (α) in a passive dataset (b) True
causal effect (θ) in an example dataset: α 6= θ. (c) Association converges to causal effect under random treatment assignment: α ≈ θ.

2.3 Approaches for Estimating Causal Effect
This section presents two techniques for estimating the
causal effect, θ. The first, random treatment, involves an active experiment, where we randomly assign the treatment to
the clients and observe the association. The second, adjusting for confounding variables, is a passive technique, where
we work with only an in situ dataset and estimate the overall
causal effect by aggregating the causal effect across several
small strata.
1. Random Treatment. Because the ground-truth values
(G0 , G1 ) are not simultaneously observable, we cannot estimate the true causal effect (Eq. 1) from an in situ dataset
alone. Fortunately, if we assign the clients to the treatment in
a way that is independent of the outcome, then under certain
conditions, association is an unbiased estimator of causal effect. This property holds because when X is independent of
GX , then E(GX ) = E(GX |X) = E(Y |X); see [9, pp. 254–
255] for a proof. In Table 1(c) we randomly assign a treatment, 0 or 1, to the clients and see that association, α, converges to the true causal effect, θ.
For association to converge to causal effect with random
treatment, all other variables in the system that have a causal
association with the outcome variable must remain the as
we change the treatment. In the case of the example above,
association will converge to true causal effect under random
treatment, if and only if the original ISP and the alternative
ISP are both similar except for their discrimination policy.
Random treatment is difficult to emulate in the Internet for
two reasons. First, it is difficult to make users switch to an
arbitrary ISP, because not all ISPs may offer services in all
geographical areas, the users may be contractually bound to
a particular ISP, and asking users to switch ISPs is inconvenient for users. Second, if changing the ISP brand also
means that the users must access the content through a radically different network which could affect the service performance, then we cannot use the mere difference of performance seen from the two ISPs as indication of interference: the association may not converge to causal effect under these conditions because the independence condition is
not satisfied. This situation is called operational confounding: changing the treatment inadvertently or unavoidably
changes a confounding variable.
2. Adjusting for Confounding Variables. Because it is
difficult to emulate random treatment on the real Internet and
control operational confounding, we need to find a way to

adjust for the effects of confounding variables. NANO uses
the well-known stratification technique for this purpose [6].
Confounding variables are the extraneous variables in the
inference process that are correlated with both the treatment
and the outcome variables. As a result, if we simply observe the association between the treatment and the outcome
variables, we cannot infer causation or lack of it, because
we cannot be certain whether the change is due to change
in the treatment variable or a change in one or more of the
confounding variables.
With stratification, all samples in a stratum are similar in
terms of values for the confounding variables. As a result,
X and GX are independent of the confounding variables
within the stratum, essentially creating conditions that resemble random treatment. Thus, the association value within
the stratum converges to causal effect, and we can use association as a metric of causal effect within a strata.
2a. Challenges. This approach presents several challenges.
First, we must enumerate the confounding variables and collect sufficient data to help disambiguate the true causal effect from the confounding effects. Second, we must define
the stratum boundaries in a way that satisfies the above conditions. Unfortunately, there is no automated way to enumerate all the confounding variables for a given problem;
instead, we must rely on domain knowledge. Section 3 addresses these challenges.
2b. Formulation. In the context of NANO, we have multiple ISPs and services; we wish to calculate the causal effect
θi,j that estimates how much the performance of a service j,
denoted by Yj , changes when it is accessed through ISP i,
versus when it is not accessed through ISP i. Let Z denote
the set of confounding variables, and s a stratum as described
above. The causal effect θi,j is formulated as:
θi,j (s; x) = E(Yj |Xi = x, Z ∈ B(s))
θi,j (s) = θi,j (s; 1) − θi,j (s; 0)
X
θi,j =
θi,j (s)

(3)
(4)
(5)

s

B(s) represents the range of values of confounding variables
in the stratum s. θi,j (s) represents the causal effect within
the stratum s. A key aspect is the term θi,j (s; 0) in Equation 4: it represents the baseline service performance, or the
service performance when the ISP is not used; we define this
concept in more detail in Section 3.1.2. Note that the units
for causal effect are same as for service performance, so we
can apply simple thresholds to detect discrimination.
2c. Sufficiency of Confounding Variables. Although there
is no simple or automatic way to enumerate all the confounding variables for a problem, we can test whether a given list
is sufficient in the realm of a given dataset. To do so, we predict the value of the outcome variable using a non-parametric
regression function, f (), of the treatment variable, X, and
the confounding variables, Z, as ŷ = f (X; Z). We then
compare the predicted value with the value of outcome variable observed in the given dataset, y, using relative error,
|y − ŷ|/y. If X and Z are sufficient to define the outcome
Y , then the prediction error should be small.
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3.

NANO System Design

This section explains how NANO performs causal inference, enumerates the confounding variables required for this
inference, and describes the system architecture for collecting and processing the relevant data.

3.1 Establishing the Causal Effect
Estimating the causal effect for a service degradation involves three steps. First, we stratify the data. Next, we estimate the extent of causal impact of possible ISP interference
within each stratum and across the board. Finally, we try to
infer the criteria that the ISP is using for discrimination.
3.1.1 Stratifying the data
To stratify the data, NANO creates bins (i.e., ranges of values) along the dimensions of each of the confounding variables, such that the value of the confounding variable within
the bin is (almost) constant. The bin size depends on the
nature of the confounding variable. As a general rule, we
create strata such that there is a bin for every unique value of
categorical variables; for the continuous variables, the bins
are sufficiently small, that the variable can be assumed to
have essentially a constant value within the stratum. For
example, for a confounding variable representing the client
browser, all the clients using a particular version and make
of the browser are in one stratum. Similarly, we create one
hour strata along the time-of-the-day variable.
We use simple correlation to test whether the treatment
variable and the outcome variable are independent of the
confounding variable within a stratum. We combine adjacent strata if the distribution of the outcome variable conditioned on the treatment variable is identical in each of the
stratum; this reduces the total number of strata and the number of samples needed.
3.1.2 Establishing the baseline performance
A thorny aspect of Equation 4 is the term θi,j (s; 0), which
represents the baseline service performance, or the service
performance when the ISP is not used. This aspect raises
the question: What does it mean to not use ISP i to access service j? It could mean using another ISP, k, but if
ISP k is also discriminating against service j, then θk,j (s; 1)
will not have the (neutral) ground-truth baseline value. To
address this problem, NANO takes θi,j (s; 0) as the average
service performance when not using ISP i, calculated as:
P
k6=i θk,j (s; 1)/(ns − 1), where ns > 2 is the number of
ISPs for which we have clients in stratum s.
An important implication of defining the baseline in this
way is that NANO is essentially comparing the performance
of a service through a particular ISP against the average
performance achieved through other ISPs, while adjusting
for the confounding effects. If all or most of the ISPs
across which NANO obtains measurements are discriminating against a service, it is not possible to detect such discrimination using the above definition of baseline; in this case,
discrimination becomes the norm. In such cases, we might
consider using other definitions of discrimination, such as
the comparing against the best performance instead of the
average, or using a performance model of the service ob-

tained from laboratory experiments or mathematical analysis
as the baseline.
3.1.3 Inferring the discrimination criteria
NANO can infer the discrimination criteria that an ISP uses
by using simple decision-tree based classification methods.
For each stratum and service where NANO detects discrimination, NANO assigns a negative label, and for each stratum
and service where it does not detect discrimination, it assigns
a positive label. NANO then uses the values of the confounding variables and the service identifier as the feature set and
uses the discrimination label as the target variable, and uses
a decision-tree algorithm to train the classifier.
The rules that the decision tree generates indicate the discrimination criteria that the ISP uses, because the rules indicate the boundaries of maximum information distance between discrimination and the lack of it.

3.2 Confounding Variables
Confounding variables are the extraneous factors in inferring whether an ISP’s policy is discriminating against a
service; these variables correlate, either positively or negatively, with both the ISP brands and service performance.
Because there is no automated way to enumerate these variables for particular problem, we must rely on domain knowledge. In this section, we describe three categories of confounding variables and explain how they correlate with both
the ISP brands and the service performance. In Section 3.3,
we describe the specific variables that we collect to adjust
for these confounding variables.
Client-based. Client-side applications, as well as system
and network setup, can confound the inference. The particular application that a client uses for accessing a service might
affect the performance. For example, in the case of HTTP
services, certain Web sites may be optimized for a particular Web browser and perform poorly for others. Similarly,
certain Web browsers may be inherently different; for example, at the time of this writing, Opera, Firefox, and Internet
Explorer use different number of simultaneous TCP connections, and only Opera uses HTTP pipelining by default. For
peer-to-peer traffic, various client software may experience
different performance. Similarly, the operating system and
the configuration of the client’s computer and local network,
as well as a client’s service contract, can affect the performance that the client perceives for a service.
We believe that the above variables also correlate with ISP
brand, primarily because the ISP may serve particular communities or localities. As an example, we expect that Microsoft’s Windows operating system may be more popular
among home users, while Unix variants may be more common in academic environments. Similarly, certain browsers
may be more popular among certain demographics and localities than other.
Network-based. Various properties of the Internet path,
such as location of the client or the ISP relative to the location of the servers on the Internet, can cause performance
degradation for a service; such degradation is not discrimination. Similarly, a path segment to a particular service
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Figure 1: NANO System Architecture.

provider might not be sufficiently provisioned, which could
degrade service. If we wish to not treat these effects as discrimination, we should adjust for the path properties.
Time-based. Service performance varies widely with timeof-day due to changes in utilization. Further, the utilization
may affect both the ISPs and the service providers, thus confounding the inference.

3.3 Data Collection and Analysis Architecture
An important aspect of NANO is collecting the necessary
data for facilitating inference. This section describes the criteria for data collection, the features that we collect, and,
finally, the data collection mechanism.
1. Criteria. The criteria for data collection has two parts.
First, the feature should quantify the treatment variable, the
outcome variable, or the values of the confounding factors.
Second, the data should be unbiased.
The first criterion helps us determine a set of features for
which to collect data; this list is explained below. We can
collect many of these features through active or passive monitoring. The second criterion, however, suggests that we
must take care that the measurements are not biased. As we
discussed in Section 1, ISPs may have the incentive to interfere with identifiable active measurements to deter inference
of discrimination or improve their rankings. Similarly, we
believe that while we could use the data directly from service
providers as the “baseline” service performance, such information could be biased in the favor of the service provider.
Therefore, to the extent possible, NANO relies on passive
measurements to determine the values of the features.
2. Mechanism. Given the nature of the confounding factors
and the desire to collect data passively, we believe the best
place to collect this data is using monitoring agents at clients.
Figure 1 shows the system architecture. The primary source
of data for NANO are client-side agents installed on computers of voluntarily participating clients (NANO-Agents).
Each agent continuously monitors and reports the data to
the NANO servers. We are developing two versions of this
agent. The first is a Web-browser plug-in that can monitor
Web-related activities, and the second is a packet-level sniffer that can access more fine-grained information from the
client machines.
3. Dataset Features. The NANO-Agent collects three sets
of features for the confounding factors, corresponding to the
three classes of confounding variables (Section 3.2)

First, the NANO-Agent collects features that help identify
the client setup, including the operating system, basic system configuration and resource utilization on the client machine. Second, NANO-Agents perform active measurements
to a corpus of diverse benchmark sites (PlanetLab nodes)
to establish the topological location of the clients and their
ISPs. These measurements include periodic short and long
transfers with the benchmark sites. These measurements are
similar in spirit to ones used by many Internet coordinate
systems [5]. NANO uses this information to establish the
topological properties of the ISP and stratify ISPs with similar topological location to adjust path properties factor. Finally, all the data is time-stamped to allow adjustment for the
time-of-day factor.
To identify the treatment variable, i.e., ISP brand, we use
the IP address of the client and look it up against whois registry servers. To determine the performance for each service,
the NANO-Agent monitors and logs the information about
the ongoing traffic from the client machine for the services
that NANO monitors. The sniffer version of the agent logs
the network round-trip time (RTT) measurements to various
destinations for small and large packets. It also collects unsampled flow statistics for the ongoing flows to determine
the throughput, and also maintains the applications associated with each flow. The latter is used to disambiguate
the performance differences that might be associated with
particular applications. The NANO-Agent tags this information with a service identifier that it infers by inspecting
the packet payloads (e.g., by looking for regular-expression
google.com/search?q= in the HTTP request message
to identify search service), or, if possible, by looking at the
protocol and port numbers.

4. Simulation
To illustrate how NANO can detect ISP discrimination
against a particular service, we evaluate the technique in
simulation for a specific example. A rigorous validation of
the approach will ultimately require a real deployment where
there is less control over confounding variables; we discuss
this issue and various others in more detail in Section 5.
Our simulation setup comprises three ISPs, ISPA , ISPB ,
and ISPC , that provide connectivity for two services, S1 and
S2 for their respective clients. The clients use one of the two
types of applications, App1 and App2 to access the services
S1 and S2 . Performance for the service S1 is sensitive to the
choice of application: clients perceive better performance
when using application App1 , compared to using App2 . The
performance of service S2 is agnostic to the choice of application. The distribution of clients using the two types of
applications is different across the ISPs (e.g., due to demographics). In particular, we set the distribution of App1 to
be 60%, 10%, and 90%, across the three ISPs, respectively.
This distribution makes the client application a confounding
variable because its distribution correlates with both the ISP
and service performance.
We set up the experiment such that ISPB throttles the
bandwidth for all of its clients that access service S1 . To
achieve this, we configure the request rates from the clients
and the available throttled bandwidth between the ISPs and
the services to achieve certain expected utilization levels. In
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(a) Association
Service S1
Baseline
7.68
ISPB
8.60
0.92
Association
(b) Causal Effect
Service S1
Confounding Var. App1 App2
Baseline
9.90
2.77
ISPB
11.95 7.95
Causal Effect
2.0
5.18

Service S2
2.67
2.71
0.04
Service S2
App1 App2
2.61 2.59
2.67 2.67
0.06 0.12

Table 2: Simulation Results: Estimating the causal effect between
ISPB and S1 . All the numbers are request completion times in seconds.

particular, we configure the links so that the expected utilization on all links is about 40%, except for the traffic from
ISPB to service S1 , which faces about 90% utilization.
We aim to detect discrimination by ISPB against the service S1 , and establish a causal relationship. We compute
the association and causal effect using Equation 2 and Equation 4, respectively. We use the average response time seen
through ISPA and ISPC , combined, as the baseline.
Table 2 presents the association and causal effect estimated for this simulation. Table 2(a) shows that ISPB has
little to no association for either service S1 or S2 . However, as we stratify on the application variable, we see in
Table 2(b) that ISPB has significant causal effect for both
applications for service S1 , but there is still no causal effect
for service S2 . This example shows that, for this case, NANO
can establish a causal relationship where one exists (ISPB
and service S1 ), and rule out where one does not exist, e.g.,
between ISPB and S2 .

5.

Summary and Research Agenda

We presented Network Access Neutrality Observatory
(NANO), a system for inferring whether an ISP is discriminating against a particular service. We have examined only
basic criteria for discrimination in a simulation environment;
in future work, we will evaluate NANO’s effectiveness in the
wide area, for a wider range of possible discrimination activities, and in adversarial settings where ISPs may attempt
to evade detection. In this section, we pose several questions
that are guiding our ongoing work.
How can NANO-agents be deployed? NANO relies on participating clients to collect the data needed to perform causal
inference. PlanetLab and CPR [4] nodes are our initial deployment candidates, but in the long run, we wish to incentivize home users to deploy NANO-Agents. Because NANO
inference engine must exclude all extraneous factors, including transient faults to establish ISP discrimination, NANOAgents can additionally act as a network troubleshooting and
diagnostics application that users might find useful.
How can NANO-agents protect user privacy while still
exposing enough client-side information to expose discrimination? Because some of the measurements that
NANO-Agent collects can lead to invasion of user privacy,
NANO stores the data in a stratified form and does not maintain any client-identifiable data (e.g., client IP addresses or

search queries). Further, we are instrumenting NANO to
give users full control over the services that the a NANOagent can monitor. Finally, we are investigating ways of distributed inference, were we may be able to mitigate the need
for aggregating the data at a central repository for inference,
instead, the NANO server can act as a coordinator and the
clients infer the discrimination in a peer-to-peer fashion.
Is NANO general enough to detect diverse, evolving, and
adversarial discrimination policies? ISPs may continue
to evolve their policies for distinguishing between various
services. One such policy is imposing quotas for Internet
traffic from a client [2]; in the future, ISPs may extend this
policy by exempting traffic to certain partner sites from such
quotas, thereby creating a discriminatory environments. We
believe that NANO can quickly detect such new policies and
infer the criteria if we measure sufficient metrics about the
state of the network and service.
How much data is needed to perform inference? NANO
requires a collection of sample data inputs from each stratum to be able to adjust for each confounding variable. The
greater the variance of the confounding variables, the more
data samples are needed to adjust for each of them and establishing confidence bounds. While statistics theory does help
determine the number of samples needed for each stratum,
each variable will be distributed differently across the set of
clients and ISPs, so it is difficult to determine how many
clients would need to run NANO-Agents to allow sufficient
confidence levels for inference. We expect to understand this
better as we deploy these agents.
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