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TopologyModelingvia ClusterGraphs

BalachandeKrishnamurthyandJiaWang

Abstract— Several recentstudies have focusedon gener
ating Inter net topology graphs. Topology graphs have been
usedto predict growth patterns of prefixesand traffic flow
aswell asfor designingbetter protocols. Inter net topology
graphs can be studied at either inter-domain level or router
level. For some applications, inter-domain level topology
graph is too coarse,while router level topology graph may
be too fine-grained. We intr oduce cluster graphs as a way
of modeling Inter net topology at an intermediate level of
granularity and compareit againstinter-domain and router
graphs.

I. INTRODUCTION

The Internet can be decomposednto connectedau-
tonomous systems! (ASes)thatareunderseparat@admin-
istrative control. Rapidgrowth of the Internethasnecessi-
tatedthe understandingf network topology Researchers
have beenusingtopologygraphgo gainbetterunderstand-
ing of how the Internetbehaesundervarioustraffic pat-
ternsandto designprotocolsthat take adwvantageof the
underlying network topology Internettopology graphs
are also usedin evaluating the performanceof applica-
tions suchasWeb caching,resourceeplication,andcon-
tent distribution networks (CDNs). Recentstudieshave
attemptedo createlnternettopology graphsat both AS-
level androuterlevel. Althoughtopologygraphsareused
heaiily in Internetresearchneitherkind of the topology
graphsaresuitablefor mostapplicationsThe AS graphis
too simpleandmay not reflectthe actualpropertiesof the
underlyingnetworksit representsTheroutergraphis ex-
pensve to generatetoo fine-grained and not feasiblefor
mostapplications.

We introducea new way to modelthe Internettopology
usinga cluster graph. A clustergraphmodelstopology
atanintermediatdevel of granularity i.e., it is morefine-
grainedthanan AS graphandmorecoarse-grainethana
routergraph. We usethe network-avare clusteringtech-
nique[9] to grouproutersandhostsinto clustersbasedn
IP addressesWe extract prefix entriesfrom BGP routing
tablesandperformthelongestprefix matchingon eachlP
addressWe classifyall thelP addressethathavethesame
longestmatchedprefix into oneclusterwhichis identified
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!The term autonomous system (AS) and domain are used inter-
changeablyn this paper

by the sharedorefix. In a clustergraph,a noderepresents
a clusterof routersand hosts,and an edgerepresentan
inter-clusterconnection.We first shav that ASesaretoo
coarse-grainetb modelthe network proximity of IP ad-
dresses.Then,we shav that clustergraphscan be con-
structedefficiently andprovide abettermodelof the Inter
nettopology

1. INTERNET TOPOLOGY GRAPHS

Recenttudiesattemptto modelthelnternettopologyat
two levels of granularities. At the inter-domain level, an
AS graphis generatedo modeltheInternettopology[15],
[3], [11],[10], [8]. In anAS graph,anoderepresentasin-
gle domain(AS) and an edgerepresents&n inter-domain
connection At therouter level, anodein theroutergraph
representarouter[13], [1], [2], [5], [15] andanedgerep-
resentgheadjaceng of two routers.Approacheso gener
ating AS graphscanbe groupedinto threecatayories: AS
Path-basedgraph, traceroute-basedgraph, and synthetic
graph.

A. ASPath-based ASgraph

The AS graphis derved from the AS Path information
in BGP Update messagefs] orin BGPtables[14]. Each
elemeniof an AS Path definesa nodeandeachsuccesse
pair of domainsin the AS Path representshe endpointof
anedge. Although simple, this approachmay not yield a
completeAS graphdueto the unavailability of the com-
plete BGP routing information. Also, the AS graphde-
rivedfrom BGP AS Path informationdoesnot necessarily
reflectthe actualpolicy routing pathsof datapaclets. Be-
causenterdomainrouting is controlledby BGP, connec-
tivity doesnotimply reachability[4].

The AS graphderived from AS Path information ex-
tractedfrom BGP (Border Gatavay Protocol[7]) Update
messagemay be differentfrom the onederived from the
AS Path informationextractedfrom the BGP tables. The
AS graphdervedfrom BGP Update messagegsuallyhas
moreedges.Theadwantageof usingBGProutingtablesis
thatthey aremucheasietto collectthanUpdate messages.

B. Traceroute-based ASgraph

Here, the AS graphis derved [15] throughextensve
probingson IP addresseandlookupsin BGP routing ta-
bles. It first usestraceroute-like probingtechniqueto ex-



plorethelP addresspacdor addressableoutersandhosts
andinfersaroutergraph.Then,an AS graphis computed
by mappingeachlP address$o the AS responsibldor rout-

ingit, i.e.,theorigin (end-of-pathAS for thebestmatchlP

prefix of this addressn BGP routingtables. Themainad-
vantage®f thisapproachs thatit reflectstheactualpolicy

routing paths. However, this approactrelieson extensve

network probingto yield areasonablgompletegraphand
may not befeasiblefor mostapplications.

C. Synthetic ASgraph

A syntheticAS graphis generatedasedon obsered
characteristicsuchaspowerlaw propertieq3], [11], [10],
[8], [12]. The adwantagesof suchtopologygeneratorss
thatthey cangenerateAS graphsthatobeys somedesired
characteristicslt is usefulfor protocoldesignandevalua-
tion. However, the problemof generatingealisticinternet
topologyis yetto be solved. The syntheticAS graphsthat
obegy power laws are differentfrom the realinterdomain
topology for example.

In summary althoughAS graphshave beenusedin
mary applicationsasamodelof thelnternettopology they
are too simple to capturethe real network topology and
characteristicsASesaretoo coarse-grainetb modelthe
network proximity of IP addresseskor example,the cor
relationbetweerthe AS hop countandthe corresponding
end-to-endateng is weak.If aprivateAS numbelisused,
asinglenodein the AS graphmay correspondo multiple
domainghatcouldbefar avay from eachother

1. CLUSTER GRAPH

In prior work [9], we introducedhetwork-avarecluster
ing asa way of identifying a setof IP addressethatare
with high probability undercommonadministratre con-
trol and topologically close together We usethe term
cluster to denotesucha groupof IP addressesWe group
routersandhostsinto clustersandproposea new modelof
thelnternettopology—eluster graph. A clustergraphis an
undirectedgraphwith a noderepresenting uniqueclus-
ter of routersandhosts. The edgeconnectingtwo nodes
representsntercluster connection. We constructcluster
graphseitherbasedon real data,suchas BGP tablesand
traceroute results or basedn someobsenedpropertieof
clusterssuchaspower laws. We proposehreetechniques
for generatinglustergraphs.

A. Hierarchical cluster graph

Theclustergraphhastwo levels. Thehigherlevel of the
clustergraphis the sameasthe AS graphdervedfrom the

AS Path informationin BGP tablesor Update messages.

For eachnode(i.e., AS) in the top level graph,the lower

level of the clustergraphis a meshof clustersbelonging
to the AS. ThemappingbetweerclustersandASescanbe
computedusinginformationin the BGPtables.

This simple methodcanbe viewed asan improvement
to the AS graphby modelingthe size of ASes. Both the
numberof clustersbelongingto an AS andthe sizeof the
clustersaremetricsto measurghe sizeof ASes. The size
of acluster(AS) is definedasthe total numberof poten-
tially usablelP addresse$elongingto the cluster(AS).
The clustergraphsobtainedusingthis methodarelessre-
alistic thanthe real Internettopology becauset doesnot
modelthe connectrity amongclusters.

B. Traceroute-based cluster graph

We first choosea few IP addresseat randomfrom each
cluster and run traceroute to them from various places
(e.g..traceroute gatevays). Then,we groupall therouters
and end hostsextractedfrom the traceroute resultsinto
clustersandderive a cluster path betweereachpair of the
endhosts.Basedon the clusterpaths,we generatea clus-
ter graphwhosenodesarethe union of the setsof nodes
onall theclusterpaths.For eachadjacenpair of nodeson
eachclusterpath,we addanedgein the clustergraphcon-
nectingthe correspondingair of nodesbeforeremaoving
all redundantdges.

We furtherderive correspondingAS pathsbasedon the
mappingbetweenclustersand ASes. An AS graphcan
be derived basedon AS pathsusing a techniquesimilar
to constructinga clustergraph. In addition,basedon the
mappingbetweerclustersand ASes,eachnodein the AS
graphcan be expandedas a group of connectecclusters
belongingto the sameAS to form a clustergraph,where
the connectiity betweeneachpair of clusterswithin an
AS is determineddy the correspondinglusterpaths.

One may derive a router graph basedon the tracer-
oute paths. Unlike constructingclustergraphs,construct-
ing ausefulroutergraphrequiresextensve traceroute-like
probing on the InternetIP addressspaceand techniques
to resolvinginterface aliases(interfacesbelongingto the
samerouter). We only needto probevery few IP ad-
dressesn eachclusterto constructa clustergraph. This
is more usefulwhen partial topology graphis neededn
someapplicationssuchas peerto-peerapplications. We
canprobea few samplelP addressefrom the interested
clustersto constructa clustergraph. If the routergraph
is alreadyavailablethe correspondinglustergraphcanbe
easilyconstructedWe collapseagroupof routernodese-
longingto the sameclusterinto a clusternodeandremove
all theedgeghatconnecto two routernodesbelongingto
the sameclusteraswell asthe redundantedgesbetween
theclusternodes.



C. Yynthetic cluster graph

Similar to existing AS graph generatorswe generate
clustergraphsbasedon someobsened characteristicef
cluster topology suchas a power law. Useful metrics
include node degree distribution, rate of spreadingand
eigemvaluesof the graph,andweightsof the node(e.g.,
diameterof clustersandsizeof clusters).

IV. EXPERIMENTS

We now presentarlyresultsfrom ongoingexperiments
that examinesthe feasibility of clustergraphs. We first
examinethe relationshipbetweenclustersand ASesand
shav that the AS-level superclusteringis too coarse-
grained. Next, we comparecluster graphswith corre-
spondingAS graphsandroutergraphs.

A. Super-clustering

We group clustersthat belongto the sameAS into a
super-cluster by identifying the ASesoriginatingthe pre-
fixesof theclusters.Clustersvhoseprefixesareoriginated
by the sameAS aregroupedtogetherinto a supercluster
andidentified by its AS number We usedBGP routing
tablescollectedin May 2001 at the samesetof locations
asin [9], andextractedl114,620uniquelP addresprefixes
originatingfrom 10,834uniqueASes.The numberof pre-
fixesoriginatedby an AS rangesfrom 1 to 5,623with an
averageof 11. More thanhalf of the ASesoriginatemore
thanl prefix.

We use a large portal Web site’s sener log obtained
in March 2001 with 104,018,140requestsissued by
7,652,670unigueclients. All the client IP addressesare
groupedinto 15,789clusters. The numberof requestss-
suedfrom aclustervariesfrom 1 to 1,432,645thenumber
of clientsin a clustervariesfrom 1 to 57,478. We sort
the clustersin the reverseorderof the numberof requests
issuedfrom within a clusterandretainthe top 3,000busy
clustergssuingatotalof 73,068,844equest$70%of total
requests) We groupthesebusy clustersinto 1,250super
clusters.Thereare436( ~ 35% of thetotal) superclusters
thatcontainmultiple busyclusters.Theaveragenumberof
busy clustersn a superclusteris 2.4.

The AS-level superclustersare too coarse-grainedo
model the network proximity of IP addresses.An AS
can be very large and may containseveral smallerenti-
ties that are separatelyadministeredthat is, an AS may
containmultiple clusters. For example,the supercluster
AS 1221 contains8 busy clusters(asshavn in Tablel).
They areunlikely to be underthe sameadministratiorand
thus should be treatedas separateentities. In addition,
thereis not a one-to-onemappingbetweenbusy clusters

TABLE |
THE BUSY CLUSTERS IN SUPER-CLUSTER AS 1221.

| Clusterprefix/netmas Commonnamesufiix |
139.130.0.0/16 whnise.com
139.134.0.0/16 tmns.net.au
192.148.160.0/24 telstra.com.au
203.32.0.0/14 ocs.com.au
203.36.0.0/16 trickysoft.com.au
203.38.0.0/16 panorama.net.au
203.0.0.0/10 geelong.netlink.com.au
203.0.0.0/12 jaccess.com.au

andASes. An AS may containmultiple clusters. Supef
clusteringbuilds accuratemary-to-onemappingbetween
clustersandASes.

B. Cluster graphs

To evaluatehow well the clustergraphmodelsthe Inter
nettopology we comparehetraceroute-basedapproaches
to constructingoutergraph,clustergraph,andAS graph.
We usethe sameWeb sener log asbeforeto illustratethe
experimentalresults. We sample99 client IP addresses
randomlychoosingonefrom eachof thetop 99 busy clus-
ters. We run traceroute from a single sourceto eachof
theseQ9 IP addresseandresole the paths.We ignoreall
thetraceroute probegabout1 7% of thetotal) thatreturn* .
Thisis becauseithertherouterdoesnotsend CMP “time
exceeded’messagesr it sendsthemwith a TTL (Time-
to-live) too smallto reachthe traceroute source.We also
ignoreall theunreachablerobegwhichare< 0.3% of the
total),i.e., they return! H(hostunreachable), N (network
unreachable), P (protocolunreachable), X (communica-
tion administratve prohibited),etc. The averagelengthof
paths(in hop counts)towardsthe sampledP addresses
16. A setof 748uniquelP addresseareobtainedrom the
traceroute sourcethe 99 sampledP addressesndall the
intermediatenopsof the 99 traceroute paths.We alsoob-
tain 850uniqueedgesonnectinga pair of adjacentouters
from the 99 traceroute paths.

We groupall of the 748 IP addressemto 241 distinct
clusters. For the path betweenthe traceroute sourceand
eachsampledP addresswe collapsethe nodes/hopshat
belongto the sameclusterinto a single clusternode. We
remove edgesconnectingnodesbelongingto the same
clusterto derive a cluster path for the correspondingam-
pled IP address.The averagelength of the clusterpaths
is between8 and 9. For example, running traceroute
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Fig. 1. Theclusterpathtowards130.75.2.24.

130.75.2.24 yieldstherouterpatt? shovn in Figurel. We

grouptraceroute sourceand IP addressesf the 15 hops
alongthe pathinto 7 clusters. Thus, we derive a cluster
pathfrom traceroute sourceto 130.75.2.24Figurel). We

alsoobsere thatthereis aloop on the clusterpath. It is

easyto detectsuchloop in a clusterpathandinfer the ac-
tual routing path of datapaclets. However, it is difficult

to identify sucha “detour® basedon routerinterface IP

addresseand infer the actualrouting path of datapack-
ets. These99 clusterpathsfrom a singletraceroute source
towardsthe sampled9 IP addresseform a clustergraph
thatconsistof 241nodesand232links. Theaveragenode
degreeis 1.9. Comparedo thetraceroute pathsthecluster
graphhasalot fewer nodesandedges.

We constructthe AS graph basedon the samedata
obtainedfrom traceroute using the techniquepresented
in [15]. The top 99 busy clustersconsistsof 1,191,084
uniquelP addresseslNe ranextensve traceroutes to these
IP addresseand computeda router graphandthen con-
structedan AS graphbasedon the routergraph. There-
sultingAS graphhas180nodesand202links. Theaverage
AS pathlengthis 7 andthe averagenodedegreeis 2.25.
We obsere thatthe clustergraphhas34% morenodesand
15% moreedgesthanthe AS graph. The averagedegree
of the nodesin the clustergraphis 15% lessthanthatin
the AS graph.We foundthatthe varianceof the clusterdi-
ameterds smallerthanthat of the ASes. We obsere that
the correlationbetweerclusterhop countsandend-to-end
routerhop countsis strongerthanthat of AS hop counts.
Similar obsenrationalsoholdsfor end-to-endatencies.

The clustergraphcan be constructecefficiently. The

2Thefirst few hopsinsideour local domainarenotshown. Thedes-
tination 130.75.2.24s thelasthop (the 15thhop) on the path.

3We usethetermdetour insteadof loop becausét maynotnecessar
ily bealoopin therouterlever path.

traceroute-basedapproachto constructingrouter graph
andAS graphis too expensve. Comparedo a lot more
traceroutes (i.e. at leastthrousandgraceroutes) required
by thecurrentapproachourapproacho constructingclus-
tergraphrequiresonly 99traceroutes. Theclustergraphis
alsomorestable.We repeatedur experimentsy varying
(i) thetraceroute sourcefrom 6 geographicallydistributed
traceroute gatavays[16]; (ii) thenumberof samplectlus-
tersfrom 100to 10,000;(iii) thenumberof tracerouted IP
addressem eachsampledclustersfrom 1 to 10% of the
numberof IP addresses a cluster We obseredthatthe
clusterpathsandgraphsarestable.

V. CONCLUSION

We examineddifferentinternettopologymodelsandin-
troduceda nev modelbasedon clustergraphs.We com-
paredthe Internettopology graphsat the three level of
granularities:interdomain, cluster androuterlevel. We
shaw that,while AS graphis simpleandeasyto obtain,it
is too coarse-grainetb modelthenetwork proximity of IP
addressesTheclustergraphis lesscomplicatedcandmore
stablethanthe router level topology can be obtainedas
easilyasan AS graphwhile providing morefine-grained
informationthanan AS graph,yet capturingthe Internet
topology
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