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Abstiact— Accurate network traffic measurementis re-
quir ed for accounting, bandwidth provisioning, and detect-
ing DOS attacks. However, keepinga counter to measure
the traffic sentby eachof a million concurrent flows is too
expensve (using SRAM) or slow (using DRAM). The cur-
rent state-of-the-art (e.g, Cisco NetFlow) methods which
count periodically sampledpacketsareslow, inaccurate,and
memory-intensive. Our paper intr oducesa paradigm shift
by concentrating on the problem of measuringonly "heavy”
flows—i.e.,flowswhosetraffic is above somethr esholdsuch
as 1% of the link. After showing that a number of simple
solutions basedon cachedcounters and classicalsampling
do not work, we describe two novel and scalable schemes
for this purposewhich take a constant number of memo-
ry referencesper packet and usea small amount of memory.
Further, unlik e NetFlow estimateswe have provablebound-
s on the accuracy of measured rates and the probability of
false negatives. We also proposea new form of accounting
calledthreshold accounting in which only flowsabovethr esh-
old are charged by usagewhile the restare chargeda fixed
fee. Threshold accounting generalizesthe familiar notions
of usage-base@nd duration basedpricing.

I. INTRODUCTION

If were keepingperflow state we havea scaling prob-
lem,andwe’ll be tracking millions of antsto track a few
elephants.— Van JacobsonEnd-to-endResearchmeet-
ing, June2000.

Measuringand monitoring network traffic is required
to managetoday’s complex Internetbackboneg3], [18].
Suchmeasuremerihformationis essentiafor short-term
monitoring(e.g.,detectinghot spotsanddenial-of-service
attacks), longer term traffic engineering(e.g., rerout-
ing traffic and upgradingselectedinks), andaccounting
(e.g.,to supportusagebasedpricing). The standardap-
proachadwcatedby the Real-Time Flow Measurement
(RTFM) [20] Working Groupof the IETF is to instrumen-
t routersto addflow metersat eitherall or selectednput

links. Todays routersoffer tools suchasNetFlav [1] that
give flow level informationabouttraffic.

Themainproblemwith theflow measuremerdpproach
is its lack of scalability Measurementen MCI tracesas
earlyas1997[19] shaved over 250,000concurrentflows.
More recentmeasurements [7] usinga variety of traces
shavs thenumberof flows betweerendhostpairsin aone
hour periodto be as high as 1.7 million (Fix-West) and
0.8 million (MCI). Evenwith aggreation,the numberof
flows in 1 hourin the Fix-Westusedby [7] wasaslarge
as0.5million. Thuswe believe thattheflow measurement
approachwith or without realtime aggreation,doesnot
scalewith the numberof flowsandincreasinglink speeds
Keepingtraffic countersfor eachsuchflow, asis doneby
NetFlaw, is infeasibleat high speeds.Ciscorecommends
the useof samplingat speedsabove OC-3: only the sam-
pled pacletsresultin updatedo theflow cachethatkeeps
the per flow state. But this samplinghasproblemsof its
own sinceit affectstheaccurag of themeasuremerdata.

Despitethe large numberof flows, a commonobsera-
tion foundin mary measuremendtudies(e.g.,[3], [7]) is
that a small percentag®f flows accountdor alarge per
centageof the traffic. [7] shawvs that the top 9% of the
flows betweenAS pairsaccountdor 90% of the traffic in
bytesbetweenall AS pairs. [12] shavs even strongerre-
sultswith 1% of flowsaccountingor 80%of traffic. These
obserationsareusedin [15], [12], [7], [3] to suggesthat
scalabledifferentiatedservicescould be achieved by pro-
viding selectve treatmenbnly to a smallnumberof flows
thatare“heavy hitters”[3].

However, how aresuchheavy hittersidentified?Thisis
the centralquestionaddressedy this paper We present
two algorithmsthatidentify theheary hittersusingasmall
amountof state. Furthermorewe have strict, low worst
caseboundsontheamountof perpaclet processingmak-
ing our algorithmssuitablefor usein high speedouters.

Il. OUR SOLUTION

Our solution relies on a simple idea: identifying the
largestflows andcountingall their pacletsoncethey are
identified. Countingall paclets provides more accurate
resultsthanrelying on samplesbut requiresupdatingthe
flow memoryon every paclet, whichrequireghattheflow
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Fig. 1. After anentryis createdor aflow thecountelis updated
for all its paclets

memorymove from slov DRAM (asin NetFlow) to fast
SRAM. However, since SRAM is much more expensve
thanDRAM, theflow memorymustbe small. Thecrucial
mechanisnrequiredto make thisideawork is analgorith-
m thatidentifieslarge flows accurately(negligible rate of
falsenggatives) andyet only tracksa minimal numberof
flows thatarenotlarge (smallnumberof falsepositives).

Two simpleapproacheso identifying large flows sug-
gestthemselesimmediately Thefirst is to usean asso-
ciative memorythat containsa small numberof flow IDs
taggedwith countersWhenapaclet arriveswith aflowlD
notin theflow memory we make placefor thenew flow by
removing theflow with the smallestmeasuredraffic (i.e.,
smallestcounter). It is easy however, to provide coun-
terexampleswherea large flow is not measuredecause
it keepsbeing expelled from the flow memorybeforeits
counterbecomedarge enough. A secondapproachis to
useclassicalrandomsampling. Randomsamplingprov-
ably identifieslarge flows but usingthe samplesizeasa
rateestimatorhasa large variance andcanhardlybeused
asa basisfor accounting.

A. SampledCounting

Ourfirstmethoddiffersfrom classicakamplingoecause
we userandomsamplingonly to determinewvhethera flow
will be examinedmote thoroughly Oncea flow hasbeen
sampledve will countall its pacletsunlike Sampled\et-
Flow. Intuitively, randomsamplingidentifiesa large flow
F quickly, andthe accurataneasurementrovidesanac-
curateratefor F' onceit hasbeensampled Figurel gives
anexampleof how our samplingsolutionoperates.

Besidesnot providing accuraterates after sampling,
SampledNetFlov samplegeriodicallyandwithouttaking
into accounipaclet sizes.To provide provableboundswe
samplepaclets randomly suchthat eachbyte hasequal

!Most router vendorsalreadygeneraterandomnumbersusing say

probability p of causingthe flow to be addedto the flow
memory The samplingprobability for a paclet of size L
becomeg; = 1 — (1 — p)~. Thiscanbelookedupin a
precomputedableor approximatedby p;, = p* L. Finally,
we choosep suchthatwith overwhelminghigh probabili-
ty, no sampledflow will have to be evicted from the flow
memory

The following exampleillustratesthe methodand the
analysismoreconcretely Supposave wishto measuré¢he
traffic sentby all the flows that take over 1% of the link
bandwidthin someperiodt. Thereareat most100 such
flows thattake over 1%. Insteadof makingour flow mem-
ory have just100locationswewill allow oversamplindoy
a factorof 100 andkeep10,000locationsin our SRAM.
Eachmemorylocationcontainsspaceor aflow ID anda
counter We wish to sampleeachbyte with probability p
suchthattheaveragenumberof sampless 10,000.Thusif
M bytescanbetransmittedn S secondsp = 10,000/M.

Thealgorithmis asfollows. Theflow memoryis aCAM
or a hashtable. At the startof the time period, the flow
memoryis empty Subsequentlywheneer a paclet of
length L representindlow F' arrives, we decideto sam-
ple the paclet with probabilitypr, = 1 — (1 — p)¥, where
p = 10,000/M. If the pacletis sampledandflow F'is
notalreadyin theflow memoryweaddanentryto theflow
memorywith F' andacountervalueof 0. Next, regardless
of whetherthe padet wassampledor not, we lookup the
counterfor F' andincrementt by L. At theendof S sec-
onds,we outputall the flows whosecountersareover say
M /200 togethemwith their counters.

Hereis theanalysis.Considera flow F' thattakesmore
than 1% of the traffic. Thus flow F sendsmore than
M /100 bytes.Sincewe arerandomlysamplingeachbyte
with probability 10,000/M, the probability that 7' will
not be in the flow memory at the end of S secondss
(1—10000/M)M/100 whichis very closeto e 1%, Notice
thatthefactorof 100in the exponentis the oversampling
factor Betterstill, theprobabilitythatflow F is in theflow
memoryafter sending5% of its traffic is, usinga similar
analysis,1 — e~5 which is greaterthan 99% probability
Thuswith 99% probabilitywe will measurdlow F’s sent
bytesasbeingonly 5% lessthanits actualamount.

It should be clear that the analysiscan be general-
ized to arbitrary thresholdvalues;the memory needss-
cale inverselywith the thresholdpercentage.Notice al-
sothatthe analysisassumeshatthereis always spaceto
placea sampleflow not alreadyin the memory Setting
p = 10,000/M ensureshatthe averagenumberof flows
sampledis no more than 10,000but doesnot guarantee

LFSRsbecaus®f algorithmslike RED
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Fig.2. Serialmultistagdfilter: pacletsthathashto largebuckets
arepassedo thenext stage

thatthe total numberdoesnot exceed. Sincethe standard
deviationin abinomialdistribution is small,usingaslight-
ly largermemorysizemalesit extremelyunlikely thatthe
flow memorywill overflow.

Whencomparedo CiscoSampledNetFlov ourideahas
four majordifferencesFirst, we samplerandomlyandnot
periodically Second,we pick the samplingprobability
basedon the specifiedthresholdso that the memorywill
not overflov with high probability Third, we take into
accountpaclet lengthsby uniformly samplingbytesand
samplingpacletsbaseddn length. Fourth,we sampleonly
to decidewhetherto adda flow to the memory;from that
point on, we updatethe flow memorywith every byte is
sends.

We can provide counter@amplesto shav that eachof
ourdifferencesvith NetFlov cancauseNetFlov estimates
to beinaccurate Clearly, periodicsamplingcanbefoiled
by bursty traffic that arrivesin a clump. Not taking in-
to accountpaclet sizeswill causethe measuremerdlgo-
rithm to identify with higherprobability flows usingsmall
pacletsthanflows sendingthe sameamountof traffic us-
ing large ones. Finally, simply estimatinga flow’s rateas
the sumof its sampledbytesmultiplied by the inverseof
the samplingrate hasa very high varianceand cannotbe
usedreliably for accounting.Note thatin our schemepy
contrastthe estimatedraffic is alower boundon the cus-
tomers actualtraffic sent.

B. Multistage filter counting

Oursamplecdcountingcanefficiently calculateheflows
thattake morethan1% of thelink bandwidthbut it does
notseemo generalizeo finding flows thattake morethan
1% of thetotaltraffic. Thefollowing countingmethodcan
do so,andalsototally avoid falsenegatives.

Thebasicmultistagefilter is illustratedin Figure2. The
building blocks are hashstages.Eachstagecomputesan
independenhashfunction on the flow ID of the incom-

ing pacletsanddecidesbasedon it whatbucket to addit

to. Many flows will typically hashonto a bucket in each
stage Eachbucket hasa counterwhich countsthe number
of bytessentin the currenttime period by all flows that
hashontothatbucket. We defineathresholdl’ = M /100.

Flows thatsendmorethanthis thresholdshouldbe added
to theflow memory All countersareresetto 0 atthe start
of eachmeasuremergeriodof S secondsBucketswhose
counteris above T'/d (d is the numberof stagesgrecon-
sideredlarge. Clearly, large flows areguaranteedo hash
to large bucketsat eachof the stages.

The multistageserialfilter passe®n to the next stages
only the flows that are in theselarge buckets. This fil-
tersout all the smallflows thatwerenot lucky enoughto
hashinto a large bucket. If the numberof bucketsis large
enoughthe stagewill discardalarge percentagef thes-
mall flows. This filtering effect is amplified by applying
multiple hashstagedecausdhe hashfunctionsat differ-
entstagesareindependent.Thusin Figure 2, in the first
stagebuckets4, 5 and7 areabove threshold.We passon
to the secondstageonly thosepadetsthat hashto budcets
4,5,and7. In thesecondstage puckets1 and3 arelarge.
We passon to stagethreeall the pacletsthat hashto any
of thesebuckets at stagetwo (andthat passedstageone).
The large buckets at stagethreeare3 and7. The paclets
that passthis stagetoo are deliveredto the flow memory
thatkeepsperflow state.

Theparallelmultistagdfilter differsslightly from these-
rial one presentecabore. The only differenceis how it
updateghebuckets: the parallelfilter updateshe buckets
at all stageswhena paclet comesin, irrespectie of the
paclet beingpassedhroughor not. The pacletis passed
to the flow memoryonly if all the bucketsit hashego are
abore T'. With the samenumberof stagesandbucketsas
aserialfilter, a parallelone,provideswealer filtering, but
it is easietto analyze.

The following scenarioshawvs the potential power of
a multistagefilter. Assumea 100 Mbytes/slink, with
100, 000 flows with a simple bimodal distribution of da-
tarates.Up to 100 of themarelargeandtherestaresmall.
The large flows use 1% of the link each,andthe rest of
the link is divided evenly betweenthe small flows. We
usestagesof 1000 buckets andsetthe thresholdto 1 M-
bytes/s(the size of the large flows). The small flows (of
sizeatmost1 Kbytes/secHivide relatively evenly, with an
averageof 100flows (at most100 Kbytes/secperbucket.
Assumingthatit is very unlikely that a bucket getsfilled
with 10 timesthe averagenumberof small flows, the on-
ly way for a small flow to passstagel is to hashinto the
bucket with alarge flow. Sincethe numberof large flows
is at most 100, we can boundthe probability of a small



flow passinga stageby 100/1000 = 0.1. With 4 inde-
pendentstagesthe likelihoodthata small flow passall 4
stagesds atmost0.1*. Thusthe expectednumberof small
flowsthatpassall 4 stagess atmost100, 000*10~* = 10.
With asmallincreaseof theflow memory this smallnum-
berof smallflows canbeaccountedor anddiscardedfter
obseredfor sometime. Moreimportantly notethepoten-
tial scalability of the scheme.To increasethe numberof
flows to 1 million, we simply adda fifth hashstageto get
the sameeffect. Thusto handle100,000flows, requires
roughly4100memorylocationswhile to handlel million
flows requiresroughly 5100 memorylocations,which is
logarithmicscaling.

The basicintuition abore canbe generalizedand cap-
turedin a numberof theorems.We presenthe mostim-
portantonesin appendixA. We havetheoemsthat male
no assumptionsbouttraffic distributions though use of
Zipf distributions can sharpenthe boundsslightly. Note
alsothattheanalysisabove of multistag€filtering assumed
the thresholdwassetbasedon 1% of the total bandwidth.
We canusemultistagdfiltering to find flows thattake more
than1% of thetotal traffic sentduringa measuremerpe-
riod. However, in this casewe only know thethresholdaf-
ter the measurementeriodfinishes.Thuswe canidentify
flows thatwerelarge undertheassumptiorthatsuchflows
sendatleastonepacletin the next measuremergeriod.

[1l. PossIBLE OPTIMIZATIONS

Ideally; the flow memoryrequiresa CAM to work at
high speeds. The size of this CAM can be reducedby
using a hashtable which supportsa boundednumberof
collisionsandusingasmallCAM asabackupThisis very
similarto theuseof fully associatie victim cachego back
up alarge directmappedor setassociatie cachein archi-
tecture.

Sofarwe have assumedhattraffic is measuredn mea-
surementperiodsthat are arbitrary (1 second,1 hour, or
evenlday)assuminguficiently largecounters However,
this hastwo problems.First, it requiresinitializing coun-
ters at the startof eachperiod. Second,flows that send
traffic acrosameasuremerperiodsmay not be caughtac-
curately A solutionis to handlethe countersof the multi-
stagdfilters asleaky bucketsdecrementinghemgradually

Extensionsto the multistagefilter which we omit for
brevity canallow usto estimatewith good precisionthe
numberof all active flows and the standarddeviation of
flow sizes.

IV. APPLICATIONS FOR LARGE FLOW
IDENTIFICATION

Oncewe canidentify large flows usinga smallamount
of state we canapplysuchatechniqueo severalapplica-
tions besidederving traffic patterns.Somenew applica-
tionswe canervisageinclude:

« ScalableThresholdAccounting: The two polesof pric-
ing for network traffic are usagebasedor durationbased.
While usage-basegricing [10], [11] hasbeenshavn to
improve overall utility, usagebasedpricing is not scalable
becausef the large numberof flows. Considerinstead,
a schemewherewe measureall traffic thatis morethan
z% of the link 2; suchtraffic is subjectto usagebased
pricing, the remainingtraffic is subjectto durationbased
pricing. By changingthe value of = from 0 to 100, we
canmove from pureusagebasedpricing to pureduration
basedpricing. More importantly we believe thatfor rea-
sonablysmall valuesof z (say0.1%) our algorithm can
offer a compromisebetweenthe two extremesthatis s-
calableandyet offers almostthe samedegreeof utility as
usagebasedricing.

» Real-time Traffic Monitoring: Marny ISP backbones
monitor traffic to look for hot-spotsthat canreroutedus-
ing MPLS tunnelsor pathsthroughreconfigurableptical
switches. Similarly, otherISPsmay look for suddenin-
creasesnto certaintraffic types(e.g., TCP Resets|CM-
P messages3entto or from individual endnodes.These
mightindicatea denialof serviceattack.

« ScalableQueueManagement:As we movefurtherdown
thetime scale thereareotherapplicationghatwould ben-
efit from identifying large flows. Schedulingnechanism-
s attemptingto approximatgweighted)max-minfairness
needto detectandpenalizeflows sendingaborve their fair
rate. Keepingperflow stateonly for suchflows doesnot
affect the fairnessof the schedulingand canaccountfor
substantialstatesavings. This problemis actually more
complicatedbecausethe definition of a non-conformant
flow candependon round-tripdelaysaswell. Several pa-
persaddresshisissueincluding[15], [14], [12].

V. RELATED WORK

NetFlow is intended (by Cisco) to sene as a basis
for usagebasedbilling. Cisco’s solution to the prob-
lem of NetFlow generatingoo muchdata(introducedin
10S 12.0(3)T)is to aggrgateraw datausingaggreation
cachespnly the aggrgatedatais exported.Sampled\et-
Flow [2] is recommendetbr routerswith speed®ver OC-

2Thereareafew linesreferringto suchanideain [11], but theideais
not developedfurther, andthereareno solutionsto the technicalprob-
lemsit raises.



3 rates, where the performancepenalty of updatingthe
flow cachefrom DRAM is reducedby samplingevery z
paclets,wherezx is aparameter

Thepaperd3], [18] dealwith correlatingmeasurements

taken at variouspointsto find spatialtraffic distribution-
s; they are orthogonalto the techniquesdescribedn this
paper [3] mentionsthe ideaof doing randomsampling
but this reducegsheamountof processingnottherequired
memoryto keeptrack of flow state,andlosesinformation
aboutflow rates. The papersin [13] and[14] usesimilar
but differenttechniquedo our parallelhashideato com-
putedifferentmetrics(setintersectionginddrop probabil-
ities).

Thereis relatedwork in thedatabaseommunity In [4],
GibbonsandMatiasdefineandanalyzecountingsamples
similar to the oneswe propose.However, we computea
differentmetric, needto take into accountpaclet lengths,
andhave to sizememoryin a differentway. In [5], Fang
etal look at efficient waysof exactly countingthe number
of appearancesf popularitemsin a database.Among
their mechanismss the multi-stagefilter thatwe propose.
However, they usesamplingasa front-endbeforethefilter
and use multiple passes. Thus their final algorithm and
analysiss very differentfrom ours.
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APPENDIX

|. FORMAL ANALYSIS OF PARALLEL MULTISTAGE
FILTERS

We first definesomenotation.
« n thenumberof flows;
 Npqss thenumberof flows passinghefilter;
« bthenumberof buckets;
« d thedepthof thefilter (the numberof stages);
« T thethresholdwe usefor decidingwhethera bucket is
large or not, expressedisnumberof bytessentduringthe
measuremenhtenal;
« C thecapacityof thelink, expressedsnumberof bytes
thatcanbe sentduringthe measuremerintenal;
« kthisis afactorthatexpresseshe strengthof thefilter-
ing. It is computedasthe ratio of the thresholdand the
averagesizeof abucket: £ = % In our examplek was
10;
« s thesizeof acertainflow;
» ps theprobabilityfor flow of sizes to passthefilter;
Theoem1: For ary parallel multistagefilter that uses
asthresholdor thebucketsT thesizeof thesmallesiarge



flow, all large flows will bedetected.

Now thatwe know thatwe have no falsengyatives, we
analyzethe false positves. We will not go deeplyinto
how onecandistinguishthesmallflows thatpassedhefil-
ter from the large ones. What we are concernedwith is
the numberof smallflows thatcanpassthefilter. Thishas
implicationson how we dimensionthe flow memory be-
causegvenif we cantell after sometime whethera flow
passinghefilter is large or small,the memoryhasto hold
thesmallonesalsountil they aredeemedo beof nointer
est.

Theoem2: The expectednumberof flows passinga
parallelmultistagefilter is boundby

b n\* "
<
E[’I’I/pass]—max (k_l’n(k’n,—b> >+n<km’_b>

(1)

For our example,this would resultin a boundof 121.2
flows. Using 3 stageswvould have resultedin a boundof
200.6 andusing5 would give 112.1. If usingthe same
numberof buckets,we would changeour targetfrom flows
above 1% of thelink to flows above 0.3% (decreasing:
from 10 to 3), the boundwould be 2502.3 flows. Using
5 stageghe boundwould be 918.5 flows andfor 6 stages
639.9. We canseehow, afterthe first term dominateghe
max, thereis not muchgainin further strengtheninghe
filtering by introducingmorestages.

Theorem?2 givesa boundthatholdsfor all possibledis-
tributions of flow sizes. It hasbeenobsered thatvarious
typesof network traffic (e.g.accessew webseners)have
a Zipf-lik e distribution of flow sizes.Making theassump-
tion thatflow sizeshave a Zipf distributionleadsto aneven
strongerbound. We needtwo lemmasbeforeproceeding
to thetheorem.

Theoem3: If the flows sizeshave a Zipf distribution,
theexpectechumberof flows passinga parallelmultistage
filter is boundby

n db

gd e

db(ip — 0.5)4-1

Elnpass] < io + In(n + 1)kd+1

)

whereiy = [maz(1.5 + prterys ) |

With this new bound,for our filter we obtaina newv up-
perboundon thenumberof flows expectedo passof 25.1
(io = 11).

A. High probability boundsonfiltering

Above we gave boundsfor the numberof flows expect-
ed to passthe filter. Sincewe generouslyoverestimate
the probability of flows passingthe filter, thesenumbers
are more conserative thanwhatwe will seein practice.

However, we wantto give a strongertheoreticaresultthat
boundsthe probability of the unlikely eventthatthe num-
ber of passingflows considerablyexceedsthe expected
number

Theoem4: With probabilityp,, s, thenumberof flows
passinghe parallelcascadés boundby

1 \¢ 1
Npass < b_1+|‘n(k_1> _ ’n(p3safe)+

In safe 2 ’
\/% — o (k—il) ln(psafe)J

For our example,if we arewilling to make amistale in
10% measuremenntenals, we canboundthe numberof

4 flowspassingyy 1221. If weacceptamistakein 1020 mea-

suremenintenals,thenumberis 1286. Thesenumbersare
pretty far from the expectedvalue. We canfurther refine
the analysisto make the boundtighter Unfortunatelythe
resultis notaclosedform expressionput analgorithmwe
canuseto numericallycomputethe bound. We will use
this algorithmto computeboundsin both the distribution

free caseandin the casewhenwe know we have a Zipf

distribution of flow sizes.We omit for brevity the exactal-

gorithmwe usedto computethe bound. We obtainedthat
with probability at most10=6 the numberof flows pass-
ing the parallelcascadérom the exampleis notmorethan
211 in thegenerakaseand95 for a Zipf distribution. With

probability at most10~2° the numberof flows passings

not morethan314 in the generalcaseand 152 for a Zipf

distribution.



