A non-intrusve, wavelet-base@pproach
to detectingnetwork performanceroblems

Polly Huang Anja Feldmann Walter Willinger

Abstract— The main objective of this paper is to explore
how much information about the characteristics of end-to-
end network paths can be inferr ed from relying solely on
passie packet-level traces of existing traffic collectedfrom
asingletap point in the network. To this end,we show that a
number of structural propertiesof aggregateTCP/IP packet
tracesrevealthemsehesand can be compared acrossdiffer -
ent time periods and acrossparts of the traffic destinedto
differ ent subnetsby exploiting the built-in scale-localization
ability of wavelets. In turn, thesestructural propertiesand
the resulting comparisonssuggestthe feasibility of new ap-
proachesfor inferring and detecting qualitati ve aspectsof
network performancein a fashion that is similar to relying
on active measurements,but without disturbing or biasing
the metrics of interest. To shavcasethe feasibility, we devel-
opedWIND, a prototype tool for wavelet-based Nferencefor
Detecting network performance problemsand illustrate its
capabilities to detectanomaliesin underlying network path
conditions with two examplesof passvely measured packet
tracesfr om two differ ent networking environments.We ad-
dressand experiment with ways of validating the output
of wiND and end with a discussionof the potential of full-
fledgedwavelet-basedanalysis(i.e., the ability to localize a
signalin scaleand time) for futur e measurementstudies.

Keywords— Wavelets, Scale-Localization, Energy Func-
tion, Passive Measurements,Network Performance.

I. INTRODUCTION

Active or passve network measurementsave beenes-
sentialingredientdor inferring or assessingerformance-
related problemswithin individual IP clouds or along
end-to-endpathsin the Internet. By injecting new traf-
fic (“stimulus”) into the network, active measurement
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methodologiescan often elicit certainresponsedo that
stimulusfrom individual network componentsr from the
network. In turn, theseresponseareusedto infer perfor

mancemetricssuchashbulk throughpuf29], paclet delay
[10], [18], [32], [35], paclet loss [32], [35], [37], bot-

tlenecklink bandwidth[10], [14], [25], [32], [35], link

bandwidthsalongthe end-to-endgpath[17], [24], [26], hop
counts[18], or other pathcharacteristic$31], [32], [35],

[23], [9], [30]. Active measurementsover only those
partsof the network thatare beingprobed,do not gener

ally dealwith applicationperformanceand|SPsaretyp-

ically restrictedto usethemwithin their network. In ad-
dition, active measurementisave the potentialto addsig-

nificantly to the existing network load, therebyperturbing
thenetwork, biasingtheensuingobserations,andcompli-

catingtheinterpretatiorof muchof theresultinganalysis.
Drawing a naturalanalogyto physics,Paxson[33] refers
to thesedravbacksas “Heisenbeg” effects. In contrast,
by focusingexclusively on existing network traffic, pas-
sive measuremenechniquesypically have theadwantage
of completelyeliminatingtheselll-understoodHeisenbey

effects. Unfortunatelythey suffer from the dravbackthat
we areoftenatacompletdossasto how to inferimportant
performancamnetricsor network pathcharacteristicérom

the non-intrusvely recordedraffic from ary givenlink in

thenetwork.

In this paper we explore the feasibility of alleviating
this dravback of passie measuremeninethodologies-
without compromisingtheir appealingadwantages— by
focusing on and exploiting wavelet-basedanalysistech-
niquesto infer and extract certain end-to-endnetwork
path characteristic§rom IP paclet tracesrecordedoff a
network link. To this end, we rely on a built-in scale-
localizationability of waveletswhich is ideally suitedfor
detecting‘hidden” but highly regular/irrggular traffic pat-
ternsin measuredraffic traces. In turn, for a given con-
nectionor setof connectionssuchpatternscanbe usedto
accuratelyinfer the time scalesassociateavith the dom-
inant round-triptimes (RTT) experiencedby the paclets
traversingthe network andallow for a qualitative assess-
mentof how network performancecanchangealongnet-
work pathsover time dueto, e.g., suddenload changes,
congestionbuild-ups, or possibleroute changes. To il-



lustratethese"detective” capabilities we have developed
WIND, afast,close-toon-line prototypetool for Wavelet-
basedN ferencefor Detectingnetwork performancerob-
lems, that currently relies on passiely recordedpaclet-
level tracesof existing traffic from a givenlink within the
network. wiND filtersthemeasuredraffic accordingo the
dominanfapplicationgunningbetweerrepresentate cus-
tomersandthemostpopulardestinationsprocessethere-
sulting paclet traceshy applyingwavelettechniquesand
usesasetof heuristicsor detectingpotentialnetwork per
formanceproblemsby correlatingthe wavelet-basedrace
analysisresultsacrosgime andacrossetwork paths.We
arenot aware of ary “obvious” alternatves for obtaining
the samesort of information; e.g., NetFlonv datais too
coarse-grainedSNMP giveslink statisticsavailable only
within an AS, and IP-accountingis inadequate. Using
two datasetsof measuregaclet-level traces,we report
on WIND’s abilities to infer certain performancemetrics
andto usethem for pointing out potentialnetwork per
formanceproblems,underquite differentnetworking en-
vironments. One of the traceswas collectedfrom a 100
MbpsFDDI ring of acommercial SP, the secondesulted
fromrecordingthetraffic onaT3link connectinganindus-
trial researctabto therestof thelnternet.We alsoaddress
the issueof validatingthe outputof wiND by computing
additional fine-grainedstatisticssuch as round-trip time
distributions and comparingtheir characteristicto those
inferredfrom the wavelet-basednethods.

The restof the paperis structuredasfollows. In Sec-
tion Il we review relatedwork. Next in Sectionlll, we
describeour methodologyof usingthe scale-localization
ability of waveletsto extract, from a time seriesof traf-
fic rateinformation, the round-triptimes experiencedby
the individual paclets; we illustrate our approachwith a
numberof simple but informatve examples. SectionlV
gives an overvienv of the wiND tool that runs on top of
a passie monitor andimplementsthis particular“finger-
printing” capability We reportin SectionV onhow WIND
faresin practicewhenfacedwith measuregaclet traces
from two very differentnetworking environmentsandcon-
cludein SectionVl by commentingon how thiswork may
openup new opportunitiesfor exploiting passve aswell
asactive network measurements.

1. RELATED WORK

Despitethe existing vastliteratureon active andpassie
measurementsye are only aware of a few studiesthat
aredirectly relevant for our purpose;i.e., sharethe same
commitmentto passve measurementsf existing traffic
and put similar emphasison the needfor novel analysis
methoddor extractingrelevantperformance-relateifor-

mationfrom thesemeasurementd/aluableresourceshat
provide generalinformation aboutvarious measurement
methodologiesare [33], [8], [13], [12]. In termsof our
focusin this paperon passie measurementef existing
network traffic, the work by Sesharetal. [38] on SPAND
(shortfor sharedpassie network performancediscovery)
is closein spiritto our presenstudyanddiscussetheben-
efits of working with shared passie measurementiom
a collectionof hostsratherthanwith actve measurements
from a singlehostwhentrying to determinenetwork path
characteristicsln this contet, anotherrelevantstudyis by
Balakrishnaretal. [6], whoseempiricalinvestigationge-
vealedsignificantstability of network pathscharacteristics
(i.e., available bandwidth)over time and acrosshoststhat
arecloseto eachother;in otherwords,hostswhich share
portionsof a network pathtendto obtainsimilar amounts
of throughput. Stability of the amountof available band-
width over time hasalso beenreportedby Paxson[34],
whereit is notedthatthe opposite(i.e., wide variations)is
truefor othernetwork pathcharacteristicsuchasRTT and
paclet loss. As for passive network measuremergtudies
in general,[11], [27], [36], [15], [40] are prime exam-
plesthat illustrate the wealth of informationthat canbe
extractedfrom passiely measuringraffic at a singletap
point in the network and usingcommonlyavailabletime
or frequeny domain-basednalysistechniquesMore re-
cently [19] introduceda new traffic analysismethodthat
exploits the full rangeof the time- and scale-localization
abilities of wavelets and suggestsnen opportunitiesin
traffic analysis:novel capabilitiesfor detecting“interest-
ing” featuresor patternsin time andscalein the underly-
ing paclet traceand correlatingthemto known network-
ing mechanismghat reveal themseles in termsof spe-
cific network pathproperties.In fact, the presenpaperis
motivatedto a large degreeby the empirical obseration
reportedin [19] andexpandson the wavelet-basedraffic
analysisechniquesutlinedin [19].

As far asactve measuremengtudiesare concernedit
is instructive to compareour approachwith the multicast-
basedmethodfor inferring network-internal characteris-
tics pursuedwithin the MmINC project [41], [3]. While
MINC reliesonactive measurementndis concernedvith
a quantitatve statisticalanalysisof the resultingmeasure-
mentsfor characterizingnternalnetwork behaior, ourfo-
cusis on passie measurementand on a qualitatve as-
sessmentf the measurediatathatrelatesstatisticallysig-
nificantfeaturegdirectly to network-specificmechanisms.
In the context of studiesthat useboth active and passie
measurementspmeof the mostsignificantwork is dueto
Paxson[31], [34], [32], [35] (seealso[8], [9] for WWW-
specificwork), who haspreviously noteda dire needfor



more adequateechniquedor analyzingboth active and
passie network measurementin ways that can reveal
hiddennetworking-relatedfeaturesand do so effectively

[35, p. 277]. The presentpaperaddressesis very con-
cernsandidentifieswavelet-baseanethodsas prime can-
didatesfor replacingthe traditional and generallyinade-
guatetime- or frequeng domain-base@nalysismethod-
ologies. It will beinterestingto obsere how in theyears
to come theseproposedvavelet-basedechniquesvill im-

pactthe useof active andpassie measuremergtratgjies,
theanalysisandinterpretatiorof theensuingdata,andthe
developmenbf next-generatioractive and/orpassie mea-
surementools.

[I1. DETECTING NETWORK PERFORMANCE:

METHODOLOGY

The feasibility of analyzingpassie measurementand
detecting “fingerprints” of network path characteristics
hasbeensuggestedn [19]. The analysisfully exploits
the wavelets’ abilities to uncover and identify highly ir-
regular/rgyular traffic patternsthat are well-localized in
scale.By relatingsomeof thesepatterndirectly to knowvn
network-specificmechanismsthey enableusto infer cer
tain characteristicef network paths,whichin turn canbe
usedto qualitatvely assessetwork performanceasexpe-
riencedby the pacletstraversingthesepaths.Thepurpose
of this sectionis to illustratewith a setof simpleexamples
how a wavelet-basedanalysisof syntheticallygenerated
time seriesor of traffic rate processesbtainedfrom a set
of ns-2[5] simulationscanuncover “hidden” structuresn
thedata;e.g.,thedominantRTT behaior associatedavith
the pacletsthatmake up the measuredraffic.

A. Wavelet-basedcalinganalysisof aggregatetraffic
A.1 Theenegy function

ConsideatimeseriesXy, k = 0,1, 2, ..., atthefinest
level of resolution2~™, andinterpretX, asa traffic rate
procesqi.e., the numberof pacletsper10 ms, for exam-
ple). We coarsenX by averaging(with aslightly unusual
normalizationfactor)over non-orerlappingblocksof size

two
1

X1k /3 (Xo,2k + Xo,2641) (1)

andobtaina new time seriesX, a coarseresolutionpic-
ture of the original seriesX,. Taking differencesrather
than averagesin Eqn. (1) resultsin quantitiesknown as

details
1

diy = 7 (Xo,2k — X0 2k+1) - 2

Note that we canreconstructhe original time seriesXj
from the coarserrepresentationX; by simply addingin

the detailsd;; i.e., Xo = 27'/2(X; + d;). We caniter-
atethis procesgqi.e., write X; asthe sumof yeta coarser
version X, of X, andthe detailsd,, etc.) for asmary
scalesas are presentin the original time seriesand can
write Xo = 272X, + 27 "/2d, + ... +271/2d;. We
referto the collectionof detailsd; ;, asthediscrete(Haar)
waveletcoeficients they make up whatis commonlyre-
ferredto asthediscrete(Haar) waveletransform andthey
may be calculatedteratively usingEqns.(1-2)'.

To investigatethe scalingpropertiesof a giventime se-
ries,we concentraten this paperon the scale-localization
property of wavelets;that is, we usethe discrete(Haar)
wavelettransformof thetime serieso examinethe beha-
ior of a given statisticsof the wavelet coeficientsat each
resolutionlevel or scale,as a function of scale. In par
ticular, we focushereon a statisticsknown asthe enegy
function E; anddefinedby

1 .
EJ = N Z |d',k‘2a J=1L12,..,n,
N; p

whereN; is the numberof coeficientsat scalej. We in-
terpretE); astheaverageenegy containedatscalej of the
traceandexaminehow this quantitychangesaswe move
from finer to coarserscales.To this end,we plot log(E;)
asafunctionof scalej, from finest(i.e.,j = 1) to coarsest
scales,and usethe resultingenegy function plot to de-
terminequalitative aspectof the scalingbehaior of the
underlyingtime series[19]. In all of the enegy function
plotsin this papeyrthescalej is onthebottomaxisandthe
correspondingctualtime (in secondsis plottedonthetop
axisfor reference.

A.2 The enegy function of somesyntheticallygenerated
time series

The following setof toy examplesis intendedto illus-
tratehow aqualitatve wavelet-base@negy functionanal-
ysisis capableof revealingcertainstructuralpropertiesex-
hibited by anunderlyingtime series.

Periodic time series: Consider the periodic time
series X of length 1024 that consistsof the pattern
0,0,1,1,1,1,0,0, repeated 28 times Manualinspection
of Eqn.(2) shavsthatall waveletcoeficientsd; , arezero
exceptthosefor scales; = 2 andj = 3, reflectingthe
presenceof periodicpatternsat scalesj = 1, andj = 4
andbeyond, andof irregular patternsat scalesj = 2 and
j = 3. Thisandsimilar examplessuggesthathighly reg-
ular or periodicstructuresn time seriesrevealthemseles

'We restrict this exposition to the useof Haarwavelets. The scal-
ing analysisresultspresentedbelon areeitherbasedon Haarwavelets
or more general wavelets (e.g., compactly supportedDaubechies
wavelets[16]).



in termsof smallwaveletcoeficients,andtheenegy func-
tion appeardo capturesuchbehaior adequatelyWe sub-
sequentlyreferto suchlow valuesof theenegy functionas
"dips” Note that usingtraditional Fourier analysismeth-
odswould give similar insightinto the structureof X as
doestheenegy functionmethodconsideredere.

White noise time series: We considertwo time se-
riesY1 andY 2. Y1 is constructedy letting the interar
rival timesof individual eventsbei.i.d. exponentiallydis-
tributedwith mean10 andcountingthe numberof events
that occurin eachtime unit. When calculatingthe cor
respondingenegy function, Figurel (top plot, solid line)
shavsthatthevaluesareroughlyconstanacrossll scales,
atrademarkof white noiseprocessegl].

We constructY 2 just like Y1, but incorporatea sim-
ple form of local periodicity structureasfollows. Let the
interarrival times of individual eventsbe i.i.d. exponen-
tially distributed with mean15, and countthe numberof
eventsthat occurin eachtime unit. Next pick a quarter
of the eventsat randomandassumehat eachof the ran-
domly picked eventtriggersan additionalevent exactly 8
time unitslater; repeathis procedurewith anothersetof a
quarterof randomlypicked event,but this time, the newly
triggeredeventhapperexactly 18 time unitslater There-
sulting enegy functionis depictedasa dottedline in the
top plot of Figurel. Comparingthe two differentenegy
functionplots,we noticethatthelocal periodicitystructure
imposedonto Y2 resultsin wavelet coeficients at scale
4 thatare smallerin magnitudethanthosecorresponding
to Y1 atthatsamescale reflectingthe behaior obsened
earlierfor time seriesX. This decreaseén the absolute
magnitudeof the wavelet coeficientsof Y2 aroundscale
4 manifestdgtself moreclearlywhenexaminingthe corre-
spondingenegy functionwhich shavsadip atscale4 that
extendsto somecoarserscalesdueto the presencef the
secondocal periodicityof 18 time units.

Note that our main reasorfor experimentingwith time
seriesof thetypeY 2 is the presencef amoreor lessperi-
odic componenin measurednternettraffic thatis created
by the TCP protocol. TCPis usingackclockingto space
the sendingof paclets acrosssomewindow of time; that
is, if thetime it takesbetweersendinga pacletandrecev-
ing the correspondingack is the RTT, thena senderthat
transmitsa paclets at time ¢; will sendanotherpaclet at
time ¢; + RTT. Of coursenot all ackstrigger the send-
ing of a new paclet, nor do acksarrive preciselyin lock
step,separatedy RTT. Indeed,the behaior of TCP is,
amongotheraspectscontrolledby its congestiorcontrol
mechanismsgslow startandcongestioravoidance)andthe
recever window [39]. What Y2 tries to captureis that
the superpositiorof mary TCP connectionsreateanore

log2(Energy())

log2(Energy(j))

Fig. 1. Enegy function plots of time seriesY'1 andY 2 (top),
andZ1 andZ2 (bottom).

or lesspronouncedocal periodicitiesbasedn the depen-
deny on RTT, andthat the resultingregular traffic pat-
ternscan be inferred from the resultingenegy function
plot. Note alsothat corventionalfrequeng-domainanal-
ysisis unlikely to succeedn detectingandidentifying the
sortof local periodicitiesconsideredn exampleY 2.
Self-similar time series: Moving beyond the white
noiseexamplesY'1 andY 2, we constructnext two self-
similar time seriesZ1 and Z2. The constructionsof Z1
andZ2 areidenticalto thoseof Y1 andY 2, respecitiely,
with the exceptionthattheinterarrival timesarenow i.i.d.
Pareto-distribtedwith o = 1.2 anda meanof roughly 10
[15]. Theresultsareshavn in thebottomplotin Figurel.
As expected(e.g.,see[1]), the wavelet coeficientsof Z1
are scale-ivariantin the sensethat the resultingenegy
function plot shawvs a linear relationshipbetweenlog E;
andj, with a slopebetween).5 and1.0. As farasZ2 is
concernedthe explicitly imposedocal periodicitiesshav
up in very muchthe sameway asthey did for the time
seriesY' 2. As before,conventionalfrequeng-basedneth-
odsarenot likely to provide a similar assessmertf the
presencef local periodicitiesin time seriesZ2.

A.3 Theenegy functionof someNs simulationtraces

To move onestepcloserto applyingthe abore wavelet-
basedanalysisto actualtraffic traces,we examinein this
subsectiorihe scalingpropertiesof traffic tracescollected
in a network simulationervironment. The simulationen-
gine usedthroughouthis studyis ns-2[5], andin thefol-



lowing, we areespeciallyinterestedn trying to understand
the influenceof round-triptimesand network congestion
onthewaveletdecompositiof theresultingtracesandon
the propertienf the correspondingnegy function plots.

Delays:
1ms
or
. 1-128 ms
1ms 5ms 5ms
Web
server @C_._ B_‘_A
100 Mb 100 Mb 1.5Mb
30-31 Mb

Fig. 2. Network configurationfor ns-2simulations.

All of the simulationexperimentgeportedn this paper
involve the simplenetwork topologydepictedn Figure?2.
Ourtoy network consistsof a singlesener (nodel), a set
of high-speecclients (nodes5 — 405), and a numberof
links. Theclientsareconnectedo thenetwork via 30 — 31
Mbpslinks, the sener hasa 100 Mbps connectionto the
network, andtwo additionallinks (A, B) comprisetherest
of thenetwork. Link A is usedto limit the capacityof the
network to avalueof 1.5 Mbpsandrepresentdn fact,the
bottlenecKink in our simulationsetup.Thelink B band-
width is setat 100 Mbps, andwe usethis link to obsere
thedynamicsf thetraffic beforeit traverseghebottleneck
link A. The numberof buffer spacesailablefor buffer-
ing paclets? in node3 for link A is limited to 50 while
all othernodesare allocatedplenty of buffer space. All
simulatedroutersuse“drop-tail” buffer managementThe
delaysof links A and B are5 ms, while the delayof link
C is 1 ms. To studytheinfluenceof round-triptime (RTT)
variability we choosewo differentnetwork environments:
onein which the delayof the links to the clientsis a con-
stantequalto 1 ms,andanotherin which thedelayof the
links to the clientsis uniformly distributed betweenl and
128 ms. We rely on the Web workload modelconsidered
in [19] 3 thatis very similar to SURGE [7].

No congestion, single vs. variable RTT: To ensure

Zns-2allocatesbuffer spacein termsof numberof paclets and not
numberof bytes.

3We considerthe following probability distribution functionsfor the
sessionattributes; numberof pagesper session:constant300, inter-
pagetime: Paretowith mean50 and shape2, numberof objectsper
page:Paretowith mean4 andshapel.2, inter-objecttime: Paretowith
mean0.5 andshapel.5, andobjectsize: Paretowith meanl2 (in KB)
andshapel.2.
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Fig. 3. Enegy function plots for tracesfrom simulationswith
negligible congestiongcomparingsinglevs. variableRTT.

minimal lossesanda single RTT, the first simulatedsce-
narioinvolvesjust 50 Webclients,andthedelaysalongall
links to theclientsareassumedo bel ms. In thissituation,
we expectto obsere pronouncedocal periodicitiesonthe
orderof 24 ms(completeRTT), 29 ms(completeRTT +
transmissiordelayfor 1000bytesacrossa 1.5 Mbit link),
12 ms(thetimeit takesfrom observinga datapaclet from
the sener to a clienton link B to seeingthe correspond-
ing ack from the client to the sener on link B), and2 ms
(the time it takesfrom observingan ack from a client to
theseneronlink B to seeinghenext datapacletfrom the
sener to the client on link B). Checkingthe resultingen-
ergy functionplotin Figure3 (solidline), we obsere adip
thatstretche$rom aboutl6 msto aboutl 28 ms;thatis, the
rangeof time scalexorrespondingdo local periodicitiesof
12 and29 andto a lesserdegreeto multiplesof 29. The
dip is strongestaround32 ms, the next-largesttime scale
correspondingdo the RTT. As expected,whenincreasing
the delay of the links to the clientsto, e.g.,128 ms, the
maindip from scale32 msto acorrespondindargervalue,
whichin this caseis 512 ms(notshavn here).

To introducesomeamountof variability in the RTT, we
next changehe 1 msdelaysalongthelinks to the clients.
More precisely we allow the link delaysto be sampled
from a uniform distribution betweenl and128 ms. As a
result,the RTTs will increasefrom the dominant24 ms
value andtake on valuesin the rangeof 24 to about276
ms. Theeffect of this changdrom asingleRTT valueto a
moreheterogeneoulTT behaior canbeseenn Figure3
(dottedline), wherethe dip now extendsinto someof the
largerscaleqontheorderof 512ms).

Congestion,singlevs. variable RTT: Returningto the
singleRTT ervironmentfrom before,we rerunthe simu-
lation with 300 Web clientsinsteadof the 50 considered
before,with the intentionto run the systeminto conges-
tion, therebycausinglosseswhich in turn forcesTCP to
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Fig. 4. Enegy function plotsfor tracesfrom simulationswith
significantlevel of congestioncomparingsinglevs.variable
RTT.

retransmit.Thus,congestiorcanbe expectedo introduce
yet anotherregular pattern,with a periodthatreflectsthe

lengthof thetimeout. Theresultingenegy functionplotis

shavn in Figure4 (solid line) and demonstratesorvinc-

ingly thatthe dip hasshiftedto larger time scaleon the

orderof 512 msto about2 sec)andthatbecaus®f conges-
tion, the oncedominantRTT valueof 24 ms hasbecome
muchmore variabledueto queuingdelaysin the buffers

andTCPretransmissiomechanism.

Rerunningthe variableRTT ernvironmentsfor the 300
Web clients,the resultingenegy functionplot is depicted
asadottedline in Figure4. As expectedcongestiorontop
of variableRTTs ensuresan evenwider dip in the enegy
function, with additionalmechanismgontrituting to this
widening(e.g.,congestedbottlenecHink).

B. Distributional analysisof padet-specifiqroperties

In the caseof the ns-2simulationtraceswe have used
the knowledge of the simulationsetupto infer the domi-
nantround-triptime characteristicén the network. How-
ever, the available paclet-level dataallow usto actually
computedetailedround-trip time (RTT) and retransmis-
siontimeout(RTO) statisticausingthefollowing heuristic.
Eachpaclet is eitheran acknavledgmentpaclet (ack) or
a datapaclet. If a pacletis a datapaclet with sequence
numbers, we checkif it is the first paclet with this se-
guencenumber;if it is not, the paclet is a retransmitted
paclet, andwe cancomputea sampleof the RTO by tak-
ing the differencebetweenthe timestampof the current
pacletandthetime we encounterethemostrecentpaclet
with that samesequence&aumber If the paclet is an ack
paclet with sequence&umbers, we checkif it is the first
ackpaclet; if it is notthefirst ackpaclet, weignoreit, oth-
erwisewe computethe differencebetweenthe timestamp
of the ack paclet andthe timestampof the corresponding

datapaclet. Thisis asampleof the RTT.*
FromthesecomputedsampleRTTsandRTOs,we com-
pute the (empirical) log-densityfunctions (i.e., corven-
tional densityfunctiononlogarithmicx-axis)andthe (em-
pirical) complementarycumulativedistribution function
(CCDF), wherethe latter can be obtainedby integrating
theformerfrom x to oo, z > 0. Figure5 shawvs theresult-
ing log-densityfunctions (top) and CCDFs (bottom) for
themeasuredRTT values;similarplotscanbeobtainedor
theRTO valuesbut arenotshavn here.Notethattheover
all behaior of thesefunctionsis as expected: the RTT
(andRTO) valuesgraduallyshift to theright (i.e.,increase
in magnitudelaswe move from no congestion/singI&TT
to no congestion/ariable RTT to congestion/singld&RTT
andfinally to congestion/ariable RTT. In particular we
notethatwhile increased¢ongestiordoesnotdramatically
impactthe RTT CCDFs(with the exceptionthat multiple
RTT valuesappeardue to increasedqueueing),it hasa
significantimpacton the RTO CCDFs. In fact, while we
hardly experienceary timeoutsin the lightly loadedsce-
nario with 50 Web clients (if thereare ary, the RTO is
negligible), undercongestiontheretransmissiotimeouts
canbecomesignificantandtake on relatively largevalues.

C. Fromenegy plotsto RTTbehaviorandviceversa

For the setof ns-2simulationexperimentperformedn
Sectionlll-A.3, we cannow addresghe questionrwhether
or not wavelet-basedraffic analysistechniques- in the
caseat handthe enegy function plots — canbe usedreli-
ably to detectand/orinfer “fingerprints” of network path
propertieswhen relying solely on passie network mea-
surementsWhile thefeasibility of suchanapproacho de-
tectingnetwork pathconditionswasoriginally advocated
andillustratedin [19], its practicalrelevancehasremained
uncertainjf notdoubtful.

More specifically by combiningtheresultsfrom ouren-
ergy function experimentswith the obserationsconcern-
ing the behaiors of RTT (and RTO), we would like to
know if changesn the enegy function plotsaregoodin-
dicatorsof changesn network path conditions(andvice
versa). For a qualitatve answerto this question,we con-

“Notethatin Section3 belav, we useaslightly moreelaboratavayto
computethe RTT andRTO samplesReferringto thetime interval be-
tweena data-ack/data-datzairasan RTT/RTO sampleis avery rough
classificationof periodicelementsn TCP transmission.Refinements
suchasKarn's algorithmarea subjectof furtherinvestigation.

SWhile onemightexpectto seeasinglemodeatthevalueof theRTT
in the log-densityfunction correspondindo the no congestion/single
RTT simulation,notethatevenin this casequeueingwill occuratthe
bottlenecklink; givena speedof the bottleneckink of 1.5 Mbit, it is
not surprisingthatfor TCP connectionswvith large amountsof datato
transferthe RTT increaseso roughly 100 ms.
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Fig. 5. Log-densityfunctions(top) and CCDFs(bottom) for
RTT valuesfor thedifferentsimulations.

sult Figures4 and 5 and obsere a relative clean-cut,
thoughby no meansperfect, one-to-onecorrespondenc

betweenthe shapeof the enegy functionsresultingfrom

thefour simulationexperimentg(i.e., no congestion/single

RTT, no congestion/ariable RTT, congestion/singI&TT,
and congestion/ariabke RTT) andthe location on the x-
axis of the correspondindRTT (and RTO) CCDFs: the
widerthedip, themorelikely it is to find largerRTT (and
RTO) values. Putdifferently RTT (andRTO) valuesthat
areon the averagesmallerandlessvariableresultin en-
ergy function plots for the underlyingpaclet traceswith
more pronouncedlips, reflectinga higherlikelihood for
giving rise to regular traffic patternsover a narrav range
of time scalesNotethatthis qualitative assessmeiatpplies
for the CCDFsaswell asfor thelog-densityplots, but for
the latter it is lessobvious how to accountfor the differ-

ent modesthat are presentin the differentlog-densities.

Becausehe CCDFsareobtainedby integratingthe corre-

tionssuchasRTT behaior andcongestiorscenariogrom
enegy function plots of the underlyingtraffic, the chal-
lengeremainsvhetherthe samesortof qualitative “finger-
printing” capabilitiescanbe usedandwill work whenap-
plied in real-life networks. In the remaindeiof this paper
we illustrate how to overcomethis challengeby develop-
ing a tool that mimics that hybrid quantitatve/qualitatve
approactoutlinedin this section.

IV. AN INFERENCE TOOL FOR DETECTING NETWORK
PERFORMANCE PROBLEMS

To implementthe methodologyoutlinedin the previous
section,we developeda prototypetool calledwiND, short
for Wavelet-basedN ferencefor Detectingnetwork per
formanceproblems We usethetermnetwork performance
problemsto referto load changesincreasedetwork con-
gestion,or route changeghatimpactthe round-triptimes
that,in turn, cansignificantlyaffectthe performancef ap-
plicationsusingthe network. In its presentersion,wIND
is non-intrusve; it only recordsexisting traffic and does
not generatenew traffic. The main objective of WIND is
to enablean on-line almostreal time wavelet-basednal-
ysis of measuredraffic destinedfor the busiestsubnets.
WIND operatesrom obsenration periodto obseration pe-
riod (the default valuefor the durationof an obseration

e periodis 10 minutes);at the endof eachperiod,it gener

atesvariousstatistics. Among theseare enegy function
plotsfor detectingnetwork problemsandvariouscounters
to noticeandreactto changesn sener popularity userbe-
havior, and/orprotocolandapplicationusage.For exam-
ple, wIND canre-rankthe subnetdasedn popularityand
in this way changethe subnetghatit focuseghe analysis
on for thenext obseration period.

To supporthis functionality wiND hasanefficient core
which streamlinepaclet headeextraction,traffic volume
accounting,and wavelet coeficient computationin real
time. A supplementargomponenof wiND handlesalcu-
lation of round-triptime (RTT) andretransmissiotimeout
(RTO) associatedvith thosepacletsthatcomefrom or go
to the busiestsubnets.Being computationallyvery inten-
sive, this componenis operatedonly off-line andthere-
sultsareusedfor validationpurpose.wIND comeswith a

spondinglensitiestheformertendto obscureghepresence rich setof traffic filtering options.For example,we canfil-

of someof the modes,are generallymuch smootherand
arethereforemoreamenabldor makingcomparisonsvith
other CCDFs. Given this encouragingesultaboutbeing
ableto infer — atleastqualitatively, andfor thatonly in the
contet of atoy simulationmodel— network pathcondi-

terthe measuredraffic by dominantservicesandapplica-

tions running between(a setof) representate customers
andthe mostpopulardestination(s).The filtering options

offer flexibility to“zoomin” oninterestingpbserationpe-

riods,subnetspr applications.



A. Streamlinedperpadet processing

The core processingperformedby WIND consistsof
three phases:low-level paclet capturing,traffic volume
accountingandwavelet coeficient computing. The pro-
cessingtime of the three phasescombinedis constant
or close-toconstant;that is, WIND’s core that promises
wavelet-basedinference for detecting network perfor
manceproblemscanbe conductedn realtime.

In thefirst phasewIND collectspaclet-level tracedrom
atappointin thenetwork, by adoptingthel i bpcap [21]
implementation. Each paclet capturedby | i bpcap
is passedon to the paclet headerprocessingpart of
t cpdunp [22] which is also adoptedby wIND. The
pacletheadeinformationis subsequentlgtreamlinednto
the secondandthird phases.Optionally the paclets cap-
turedby| i bpcap canbeduplicatedandwrittenintofiles
in binaryformatfor off-line processing.

In the volumeaccountingphasewiND classifiespack-
ets into subnetsbasedon configurablenetmasksof the
form 255.255.0.0. For eachof the sourceanddestination
IP addressesyIND looksupahashtablebasednthesub-
netaddressandupdateghe paclet volumestatistics.The
kind of statisticscollectedare describedn SectionlV-D
belon. Thecomputatiorcostis boundedoy thefractionof
the numberof subnetgo the numberof binsin the hash
table,which enableneto tradeoff memoryfor constant

a fast Fourier transformand can be implementedon-line

andexecutedn realtime (our default analyzingwaveletis

the d4 wavelet[16]). In our case,the averagecomputa-
tion costis boundedy the numberof levelsor time scales
consideredduring the recursve wavelet coeficient com-

putationandis pre-determinedby the durationof obsera-

tion periodandthetime unit usedin generatinghe paclet

rateprocessesAt theendof eachtime periodwiND com-

putestheenegy functionfor eachsubnetrom thewavelet
coeficients.

B. Additionalfeatue

Anotherfeatureof wiND concerngheinferencecalcu-
lation, and processingof round-triptimes (RTT) andre-
transmissiontimeouts(RTO). In contrastto the core pro-
cessingwhich aims at generatingreal-time network re-
ports,resultsfrom this RTT/RTO featurearemainly used
to validate potential performanceproblemsidentified by
the wavelet-basednferencemethodology RTT andRTO
calculationsare computationallyintensive and are per
formed off-line. To perform the RTT/RTO estimation,
WIND typically operate®nthet cpdunp tracegenerated
by thereal-timeprocessingFor eachpacletthattravelsto
or from oneof the X busiestsubnetswIND extractsthe
exactsourceaddresgport, destinatioraddresgort, andse-
guencenumber If the paclet carriesdata,wiND looksup
a hashtableindexed by the uniquesourceanddestination

speed. Only the sourceand destinationsubnetaddresses addresgort pair andsequenc&umber If no existing en-

andpaclet timestampsrepassedo thethird phase.

In the wavelet analysisphase,WIND processesnly
paclets traversingthe top X busiestsubnetgthe default
valuefor X is 20) whereinformationaboutthetop X bus-
iestsubnetds obtainedthroughsortingtraffic volumesin
thepreviousobsenrationperiod(s).GiventhatwIND needs
theinformationaboutwhich subnetdo considerbeforeit
cancomputethe wavelet coeficients, the computationof
thewaveletcoeficientsis typically donebasedn thevol-
ume statisticsof the previoustime periodor someprede-
terminedset of subnetsif wiND is operatedon-line. If
WIND is operatedoff-line it canconsiderary setof sub-
nets.For eachpaclet traversingoneof the X busiestsub-
nets,wIND checksthe timestampandgenerateshe asso-
ciatedpaclet rate processntries(i.e., time seriesentries
indicatingnumberof pacletsper 10 msec).If the current
paclet arrives within the samel0 msechin asthe previ-
ouspaclet, apacletcounteris incrementedptherwisethe
new time seriesentryis pushedo the wavelet coeficient
computationandthe paclet counteris reset. The imple-
mentationof the wavelet coeficient computatiorusesthe
recursve filter-bank-basegyramidalalgorithm(e.g.,see
[43]) which hasa lower computationalcost than that of

try is found (i.e., anen datapaclet), the timestampof the
datapacletis recordedn a new entryinto the hashtable.
If thepacletis anackandwIND findsacorrespondinglata
pacletin the hashtable,thetime differenceis takenasan
RTT sample.Upon obtainingan RTT sample,wWIND up-
dateghevariousRTT-relatedstatisticsfor the correspond-
ing sourceand destinationsubnets. If the paclet carries
dataanda correspondingentry is foundin the hashtable
(i.e., aretransmission)wIND takesthe differenceof the
two timestampssan RTO sampleandupdateghe RTO-
relatedstatisticsfor the correspondingubnets.
Occasionallythereis morethanoneackperdatapaclet.
This canhappeneitherwhenthe next datapaclet is lost
andthesubsequerdatapacletstriggerthe TCPreceverto
sendduplicateacks,or whenthe original ack paclet gets
stuck somavherein the network for too long and causes
theretransmissiotimerto expire (alsoknown asthefalse
retransmissiomproblem.) Theretransmittedlatathentrig-
gersthe sameack to be sent. To accountfor thesesit-
uations,the correspondindRTT samplesare obtainedby
subtractinghe datapaclet’s timestamgrom thetimesthe
duplicateacksareobsered. Similarly, therecanbe occa-
sionallytwo or moreretransmissionper datapaclet, due



to actualdatapaclet dropsor falseretransmissionThere-
sulting RTO samplesareall accountedor in theresulting
traffic statistics. Upon obtainingan RTT sample,WIND

updategheaverageRTT for thecorrespondingubnetand
incrementsheempiricalhistogramf RTT’srespecirely.

The processis similar for RTO samples. The histogram
binsaresizedproportionallyto thetime scalesusedin en-
emgy functionanalysis.

C. Filtering options

WIND offersarich setof traffic filtering options. Some
of theoptionsareinheritedfrom t cpdunp. For instance,
when applying the filters net 128. 3 and port 80,
WIND’s t cpdunp partstreamlinegport 80 pacletscom-
ing in to or outfrom network 128.3,which may constitute

a setof representate customersor populardestinations.

Other options are add-onsto enableflexible “zooming”

functionalities. For example, traffic can be further clas-
sified into subnetswith userspecifiedaggreation levels.
As partof the scalingandRTT/RTO analysisdatacanbe
collectedfor the busiestX subnetsobsered in the previ-

ousobsenation periodor accordingto a pre-specifiedist

of interestingsubnets. In the former case,wIND’s data
collection can adaptto changesn serviceand/orsener
popularity Wheninterestingscalingphenomenareiden-
tified in aninterestingsubnetonecan“zoom” in for more
detailsby addingafilter for thesubnetandspecifyafiner

grainedlevel of aggregation. wiND also analyzegraffic

basednits direction. For datapresentedh this paperwe
considemi-directionaltraffic.

D. Periodic networkreports

WIND generategeriodicreportsontraffic volume,scal-
ing behaior, and RTT/RTO estimation. Within eachob-
senation period and given some aggregation of IP ad-
dresseswIND keepdrackof thecumulative (i.e.,sincethe
beginning of the measuremergeriod)numberof IP pack-
etsandbytes,aswell asof thenumberof pacletsandbytes
within the currentobseration period;it doessoon a per
paclet-type(i.e., IP, TCR, UDP, andothers)basis. At the
end of the entire measuremenperiod, WIND generates
file containingsubnetaddressesf thetop interestingsub-
netsaccordingo the cumulatve traffic volume,which can
bere-usedor furtheroff-line processing28] [44].

Within eachobsenration period, and given the top in-
terestingsubnetswiND keepstrack of therelevant paclet
rate processesi.e., the time seriesof paclet arrival per
10 msec. Thesetime seriesare then streamlinedinto
the wavelet coeficient computationas describedn Sec-
tion IV-A. At theendof eachperiod,wIND computeghe
perscaleenegiesin thetraffic tracesto the differentsub-

net. Theseperscaleenegiesare usedfor generatinghe
correspondingnegy functionplots,the basictool for our
wavelet-base@pproacho detectingnetwork performance
problems. The perperiod reportscontainmainly the en-
ergy functioninformation, but canalsocontainthe entire
wavelet transformsand/orthe time seriesdata,useful for
applying or experimentingwith other possiblewavelet-
basedanalysistechniques.Lastly, theseperiodic reports
canalso provide RTT and RTO informationin terms of
averagesandhistogramsn a persubnethasis.

V. AN ILLUSTRATIVE EXAMPLE

In this sectionwe explore the capabilitiesof WIND to
detectnetwork performanceproblemson measureddata
from two differentnetworking ernvironments.We useone
of the datasetsto illustrate the main featuresof wWIND,
including a numberof heuristicsfor extracting “interest-
ing” eventsfrom theperiodicreportsprovided by ourtool.
Here,an “interesting” eventtypically refersto a time pe-
riod where
« increasechetwork loadin somepart of the network in-
creasedatongestiorsignificantly;

« aroutechangeesultedn significantlyincreasedound-

trip timesfor somepartof thetraffic;

« sener or network outageshad a severe impact on the

performancef the network application.

Note that the performanceproblemdoesnot necessarily
affectall traffic. Indeed.,it is likely thatit will only impact
thetraffic alongsomenetwork pathsto afew subnetsThe
seconddatasetis usedto shavcasewIND’s flexibility to

work in different networking ervironments,to point out
shortcomingsof the currentimplementationof our tool,

andto suggespossibleimprovements.

Our ideafor identifying “interesting” eventsis to iden-
tify atypical or expectedbehaior (performancepf traffic
rate processesWhile it is hardto do this in generaldue
to the hugevariability in the Internet,we expect paclets
betweenthe samesubnetdo traversethe samenetworks
and thereforeexperiencethe sameservicefrom the net-
work. Thereforeit shouldbe much easierto definethe
typical behaior of the pacletsgoingfrom, e.g.,represen
tatitive customerto asubnespecifiedoy anlP addresand
a network mask. While somepaclet will experiencebet-
ter servicefrom the network thanothersonewould expect
thatthedifferencesrerelatvely smallaslongasthereare
no significantchangen eitherthe routes theload,and/or
thecongestionevelsalongthe network paththatthe pack-
etstake. Yet, theseareexactly the kind of eventsthatwe
wantto detect. Thereforewe proposeto monitorthe per
formanceascharacterizethy the enegy functionandlook
for significantchangeghat happenfrom onetime period



to the next. (To add stability we proposeto usean ex-

pectedenepgy function ratherthanthe one from the last
time period.) In additiononecanusethe enegy functions
to obsenre therelative performancehattraffic to a subnet
might experience.

A. Descriptionof availabledatasets

Throughouthis papemwe usethefollowing high-quality
datasets. The trace bDIAL was gatheredfrom an FDDI
ring (with typical utilizationlevelsof 5-10%)thatconnects
about420 modemsto the restof the Internet. Although
we collectevery paclet seenonthe FDDI ring, we restrict
our analysisof DIAL to (bidirectional)modemusertraf-
fic only. Collectionof the tracestartedon Wed. June28,
2000at 15:57andendedSun.July 2 at00:40andconsists
of atotal of 360,000,00@acletsor morethan14.5GB of
compressedata. We referto the subsetof the datafrom
Fri. 14:10to 23:30asDIALL. A seconddataset,non-ISP
wascollectedoff an Ethernetconnectinganindustrialre-
searcHaboratoryto the Internetvia a T3 connection.The
traceLAB wascollectedon July 11, 2000, between18:08
andJuly 12,200004:05andconsistof 18,000,00@aclets
or morethan0.7 GB of compressedata.

B. A step-by-stepplicationof thewIND tool

To start, the top plot in Figure 6 shaws the traffic rate
processegi.e., numberof pacletsper10 minutes)associ-
atedwith five differentsubnetdor thedurationof 8.5 hour
or 52 obsenration periods,eachof length10 minutesfrom
DIALL. For obsenration period12, the middle plot shawvs
the enegy functionscorrespondindo the traffic rate pro-
cesseover 10 minutesfor the five differentsubnets.Be-
ing more interestedn the shapeof the enegy functions
(e.g.,dips, breakpointsgetc.) thanin their magnitude we
devisethefollowing simpleheuristicprocedurgHeuristic
1A) for comparingdifferentenepgy functionsandrelating
themto a “benchmark”or referenceenegy function. We
chooseas our referenceenegy function the (arithmetic)
averageof the five subnetenegy functions(taking a per
scaleaverage)andnormalizeby requiringall enegy func-
tionsto coincidewith thereferencesnegy functionatthe
smallestscale(in subsequenplots, the referenceenegy
functionis always high-lightedin black). Note that this
normalizationsimply meansaddingor subtractingan off-
setto eachenepy function soasto shift themup or down
to take the samevalueatthe smallestscalé. In the caseof
the five differentsubnetenegy functionsdepictedin the
middle plot of Figure6, the effect of this normalizationis

5This correspondgo multiplying the original time seriesby some
factor
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Fig. 6. A view acrosssubnets: Traffic rate processedor
five different subnetsfor the durationof 52 periodsfrom
traceblAL 1 (top); enegy function plots resultingfrom the
period12 traffic rateprocessefor thefive subnetgmiddle);
normalizedversionsof theenegy function plots (bottom).

shawvn in thebottomplot of thatsamefigureandillustrates
that the overall shapeof the individual enegy functions
remainspresered.

Next, to checkandvalidatesomeof the wIND results,
we malke useof wiND’s featureto calculateRTT andRTO
information. To this end, Figure 7 shavs the CCDFsof
the RTT andRTO valuescalculatedrom the paclettraces
of thesamefive period12 traffic rateprocessessedin the
middle andbottomplotsin Figure6. Again, for compar
ing the differentCCDFsandrelatingthemto some“typi-
cal” CCDF, we rely on a heuristic(Heuristic1B) andde-
finethereferencer benchmarlCCDFfor RTTs(RTOs)to
betheoneconstructedrom all RTT (RTO) samplesrom
all five paclet tracesandaddthemasdottedblack curves
to the plots. We will illustrate momentarilyhow to use
thevariousreferencdunctions(i.e., enegy function,RTT
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Fig.7. RTT (top) andRTO (bottom)CCDFsassociatewith the
period12 traffic rateprocessefor thefive differentsubnets
from above.

CCDF, andRTO CCDF) to interpretthe outputof wiND.
Figures6 and?7 illustratethatthe performancendeedde-
pendsonthe subnetconsideredFor examplesubnet3 has
muchsmallerRT Ts andexperienceslmostno retransmis-
sions,while subnet2 hassmall RTTs but quite a few and
long retransmissionsThesecorrelatewell with theresults
of the scalinganalysisshavn in the enegy plots. More
specifically thescalingplot for subne® shavs adip atthe
scalegorrespondingo 10 to 100 secondstherangeof the
RTO valuesfor this subnet. The scalingplot for subnet3
shawvs a dip at 0.2 secondsnatchingthe medianRTT. In
this sensethe experiencegainedfrom the Ns-2 simula-
tion experimentdiscussedh Section2 alsoappliesto real
networking ervironments—ateastfor the oneconsidered
here—andur heuristicmethoddor calculatingreference
functionsseemreasonable.

Insteadof fixing an obseration period and analyzing
thetraffic to andfrom differentsubnetsluringthatperiod,
we caninstructwIND to focusonasinglesubnetandana-
lyze traffic to andfrom that subnetacrosddifferentobser
vation periods.To this end,thetop plot in Figure8 shavs
the traffic rate processover about50 successe periods
for a single subnet,separatedccordingto the dominant
protocols(notethatin this case,TCPis responsibldor al-
mostall thetraffic). For 10 obseration periodsnumbered
22 — 31, the middle plot shavs the resultingnormalized
eneqgy functionplots,includingthereferenceenegy func-
tion, whichin this casds theaverageenengy functionover

all 52 time periods.Our goalis to usethis plot to identify
“interesting” time periods;i.e., periodsthat are likely to
experienceperformancegroblems.

To automatehe procesof identifying “interesting” pe-
riods, we rely on yet anotherheuristic(Heuristic 2A) for
determiningwhetheran enegy function is “noticeably”
differentfrom the “typical” or referenceenegy function.
In short,we decidedon a heuristicprocedurehat (1) fo-
cuseson thoseenegy functionsthat are below the ref-
erencefunction (for low enegy function valuessuggest
eitherlow overall traffic volume or highly regular traffic
flow—indicationsof possiblenetwork problemssuchas
congestionroute change,or userbehaior change);and
(2) takesinto accountdifferentscalingbehaior in small,
medium, and large time scaleregions, reflecting respec-
tively interpaclet, round-trip,andretransmissiotimeout
time scales. To quantify the differencebetweena given
enegy function andthe referenceenegy, we usea met-
ric thatmeasuresomenotion of “region-specificareabe-
low the referencefunction’. If the differencein ary of
thethreeregionsexceedsacertainlevel, thecorresponding
obsenration periodwill beautomaticallyflaggedas*inter-
esting”. Thelevel is determinedy consideringheenegy
functionswhosemetricsexceedthe 90% quantile. To see
Heuristic2A in action,the bottomplot in Figure8 shawvs
the enepgy functionscorrespondingo thoseperiodsthat
our implementedprocedureflaggedas “interesting” (i.e.,
periods26, 30, and31). Note thatwhencomparedo all
the 10 enegy function curves shavn in the middle plot,
Heuristic 2A appeardo succeedn picking out the likely
“trouble malers”.

OncewIND hasflaggedanobsenationperiod“interest-
ing”, how canwe checkwhetheror not thereis indeeda
problemduring the periodin questionalongthe pathsto
thesubnetathand?Furthermoreif thereis aproblem,can
we explain what sort of performanceproblemoccursby
correlatingthe enegy functionswith traffic volume,RTT
or RTO information, or with other available data? Mo-
tivatedby the Ns-2 experimentsin Section2 which sug-
gestthefeasibility of correlatingthe enegy functionwith
the RTT and/orRTO CCDFs,we devise a nen heuristic
(Heuristic2B) alongsimilar lines to Heuristic 2A to flag
anobsenrationperiodas“interesting”basedn a compari-
sonof theRTT andRTO CCDFsagainsthereferencedRTT
CCDF andreferenceRTO CCDF respectiely, wherethe
latterarecomputeasedhesampleobtainedrom all 52
periods.Heuristic2B usegshesamemetricasHeuristic2A
for measuringhe differencesetweena given CCDF and
thecorrespondingeferenceCCDF, anda CCDFis flagged

"We approximatgheareaby computingaweightedsumof thediffer-
encedetweerthe enegy functionandthereferenceenegy function.
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Fig.8. A view acrosgime: Traffic rateprocesgor asinglesub-
netoveranumberof differentobsenationperiods separated
by protocol (top); normalizedenegy functionsand refer
enceenegy functioncorrespondingo 10 successie periods
numbered22 — 31 (middle); normalizedenegy functions
(andreferenceenegy function) correspondingdo the three
periodsthatwIND flaggedas"interesting” (bottom).

(andthe correspondingperiodis deemedinteresting”) as
soonasthe differenceexceedsa giventhreshold.There-
sultsof applyingHeuristic2B aredepictedn Figures9 and
10. For example,thetop plot in Figure9 shaws the RTT
CCDFsresultingfrom the 10 obsenration periods22 — 31
and also includesthe referenceCCDF The bottom plot
depictsthoseRTT CCDFsthat Heuristic2B identifiedas
troublesomeresultingin the periods29, 30, and31 to be
classifiedas“interesting”from a RTT CCDF perspectie.
Similarly, Figure10 shavs thatperiods23, 26, and31 are
flaggedas“interesting” asa resultof the automatedRTO
CCDFanalysis.Thisimpliesthatin this case wIND’s se-
lection of periods26, 30, and31 asbeing“interesting”is
a success.Time period 26 is “interesting” becausef in-
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Fig. 9. A view acrosstime (cont.): RTT CCDFsand refer
enceRTT CCDF correspondingo 10 successie periods
numbered22 — 31 for a single subnet(top); RTT CCDFs
(and referenceCCDF) correspondingo the three periods
that Heuristic 2B flaggedas“interesting” asfar asunusual
RTT behaior is concernedbottom).

creasedRTOs while periods30 and 31 are “interesting”
becausef increasedTTs. Falsepositiveswith regardto
the correlationwith RTT andRTO behaior, arethosepe-
riods that the wavelet heuristicidentifiesas “interesting”
but thatarenotflaggedby the RTT or RTO heuristic.

Running WIND on other parts of the data, with ei-
ther pre-determinear runninglists of top-20subnetswe
foundthatafter somefine-tuningof the heuristicsusedin
theautomategbroceduresor detectingandidentifying pe-
riods of network performanceoroblemsour tool success-
fully classifiedproblematicperiodsin 80 — 90% of the
cases.By successfulwe meanherethat eitherthe corre-
spondingRTT or RTO analysisor asimpleinvestigatiorof
traffic loadsindicatedunusualnetwork performancedur
ing the periodsthatwIND flaggedas“interesting:

C. WIND in practice: Experiencesnd shortcomings

After illustrating the network performancedetection
methodologyof WIND on a datasetcollectedfrom a par
ticular networking ervironment,we next reporton someof
ourexperiencesvhenrunningwIND ondatasetscollected
from averydifferentervironmentswith distinctly different
characteristicasfarasRTT behaior, applicationandtraf-
fic mixes,userbehaior, etc. areconcernedln short,our
experiencehasbeenthatfine-tuningtheparameterasedn
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Fig. 10. A view acrosstime (cont.): RTO CCDFsandrefer
enceRTO CCDF correspondingo 10 successie periods
numbered2 — 31 for a single subnet(top); RTO CCDFs
(andreferenceCCDF) correspondingo the three periods
thatHeuristic2B flaggedas“interesting” asfar asunusual
RTO) behavior is concernedbottom).

our heuristics gspeciallyin Heuristics2A and2B, to cap-
ture “normal” operatingconditionsfor the network under
consideratioris crucial for keepingthe numberof false-
positive belov 10% or so. To illustratethe effectsthatlead
to false-posities, considerFigure 11 which wasobtained
runningwIiND on our seconddataset,focusingonasingle
subnet,andlooking acrossl0 successie periodslabeled
22 — 31. While thetop plot in thatfigure shavs thetraffic
rateprocesgall TCP)overthewhole measuremergeriod
(i.e., 48 obsenration periods),the middle plot statesthat
periods23 and31 have beenidentifiedas*interesting”by
WIND. However, uponcloserinspectionthe factthatthe
enegy function correspondingdo period31 is almostflat
turnsout to be anartifact of the very low traffic load dur
ing this period (seetop plot). In this sensesomecareis
neededvheninterpretingsuchoutliersin the spaceof pos-
sible enegy functions,but finding remedieds sometimes
aseasyascheckingtraffic volumestatistics.

The scaling plot labeled23 also indicatesa potential
problemwith our simple heuristics. In fact, while wiND
flagsperiod23 as“interesting, indicatingthatthe appli-
cation suffers worse than average performance,a more
careful investigationinto this particular paclet tracere-
vealsthat quite the oppositeis true; thatis, the pacletsof
this traffic experiencedbetterRTT performancehandur
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Fig. 11. A view acrosstime (for our seconddataset): Traffic
rateprocesgo singlesubnetcrossperiodsl — 50 (top); nor-
malizedenegy function plots (andreferencesnegy func-
tion) for period23 and31 flaggedby wIND as“interesting”
outof the10 perioddabeled22 — 31 (middle); RTT CCDFs
for the 10 periods22 — 31 (bottom).

ing someof the otherobseration periods(seethe bottom
plot of Figure11, wherethe CCDF correspondindo the
period23 scalingplotis in theverylower left-handcorner
suggestingrery goodRTT performance.The reasonwhy
our Heuristic 2A yields this false-positre is thatit does
not accountfor dips in the enegy functionsthat shift to

smallertime scalesTheRTT CCDFsin thebottomplot of

Figure 11 alsopoint out thatwithout morerefinedheuris-
tic procedureswIND will not detectall possibleshiftsin

roundtrip time.

In theexampleswe consideredofar, thedifferencede-
tweenthe enegy function plots have beenin generalsig-
nificant. Figure 12 (top) shavs selectedenegy function
plots wherethe differencesseemminimal. Nevertheless
thecorrespondindRTT CCDFsgive clearevidencethatthe
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Fig. 12. Normalizedenegy functionplotsfor selectedime pe-
riods (top); RTT CCDFscorrespondingdo selectecperiods
(bottom).

RTT behaior wassignificantlydifferentduringthosetime
periods.Thereasorfor this justified or unjustified“warn-
ing” is againin the simplicity of our heuristicsjmproving
themby, for example,requiringthe measuredlifferences
betweena given enegy function and the corresponding
referenceunction to exceeda certainabsolutethreshold,
will likely take careof the problempointedout by this ex-
ample. We have alsoexperiencedcasesvherethe enegy
functionplotsindicatepotentialproblemsthatnoneof the
othermetricsconsideredsofar (e.g.,RTT, RTO, volume,
or othersimpledetectionheuristics)could captureand/or
confirm. We suspecthatin someof thesecasesthe en-
ergy function plots pick out systematic/periodicompo-
nentsthatarepresenover certaintime scale(syut remain
hiddenfrom thoseothermetrics;however, we will pursue
thisin futurework.

V1. CONCLUSIONS

In this paper we explored the feasibility of inferring
information aboutnetwork path propertiesfrom passve
paclet-level measurementgollected from a single tap
point to the Internet. To this end, we exploit a number
of structuralcharacteristicof measuredl CP traffic that
revealthemseleshby relyingonthescale-localizatiombil-
ity of wavelet-basednalysismethods.We shaw thatit is
possibleto detectdifferentnetwork performanceroblems
in amannerthatis completelynon-intrusie (i.e., no arti-
ficial traffic is generated).In fact, relying exclusively on

existing network traffic, we canobtaininformationabout
thepresenstateof (partsof) thenetwork. We concurrently
collectandanalyzepaclet-level measuremenfsom active
usersandapplicationsasthey communicateacrosghe In-
ternet. Our methodologyis adaptve in thatit canfollow
popularityandactvity shifts;it alsoappearscalablesince
it keepsstatisticsonly for the mostpopularnetworks.

To illustrate our proposedmethodologywe developed
WIND, a prototypetool for Wavelet-basedN ferencefor
Detecting network perfromanceproblems. We shaw-
casewIND’s capabilities(and shortcomings)or detect-
ing network performanceroblemsby applyingit to mea-
suredusertraffic from two differentnetworking environ-
ments. For eachernvironmentwe correlatethe resultsof
the wavelet-basedrace analysisacrosstime and across
different network path. In addition to performing the
computationallyinexpensve wavelet-basedrrace analy-
sis, we also computeother computationallymore expen-
sive networking-relatedquantitiessuchas RTT and RTO
statistics. We obsene how the different statisticschange
over time and how they are correlatedto the resultsof
our wavelet-basedanalysis. Despiteimplementingrela-
tively simplisticheuristicdor correlatinghevariousquan-
tities, for thetwo networking ervironmentsconsideredye
foundwIND to have a80 — 90% successatein correctly
identifying network path-relategroblems;thatis, detect-
ing network performanceroblemsthat canbe confirmed
(or even explained)via use of someotherdata. Study-
ing the degreeto which thereare network problemsthat
RTT/RTO- and/orWIND-basedanalysismethodsare un-
ableto detectremainsaninterestingfutureresearchopic.

Althoughourapproachn this paperfocusesxclusively
ontheuseof passie measurement®r detectingnetwork
problems,thereis nothingthat preventsonefrom apply-
ing the sametype of wavelet-base@dnalysigo active mea-
surements. In fact, in an effort to ultimately correlate
network performanceproblemswith network topology-
specificaspectswe have alreadybegun to extend WIND
to alsoperform,collect,andanalyzeactive measurements,
in particulart r acer out e data. We fully expectthat
applying the broad spectrumof available wavelet tech-
niques.especiallya combinedime-andscale-localization
approachor investigatingnetwork-relatedmeasurements
locally in time and scale, hasthe potential for creating
unprecedentedpportunitiesfor exploiting the informa-
tion containedin a combinationof carefully-madeac-
tive and passie measurementsin view of the potential
of sucha full-fledged wavelet approachtowards analyz-
ing network measurementspur presentexclusive focus
onthewavelets’scale-localizatiombilities seemaarrawv-
minded,but theresultsobtainedcherealreadypointoutnew



possibilities/oppdunities for designingand implement-
ing measuremertbols. Note thatsuchopportunitieshave

beenlargely obscuredn the pastby someof theshortcom-
ingsof traditionaltime- or frequeng-domainbasedraffic

analysismethodologies.
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