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Abstract— OSPF (Open Shortest Path First) is a widely
usedintra-domain routing protocol in IP networks. Inter-
nal processingdelaysin OSPFimplementationsimpact the
speedat which updatespropagatein the network, the load
on individual routers, and the time neededfor both intra-
domain and inter-domain routing to recorverge following
an internal topology or a configuration change. An OSPF
user, such as an Inter net Sewice Provider, typically has no
accesdo the software implementation, and no way to esti-
mate thesedelaysdirectly. In this paper, we presentblack-
box methods(i.e., measuementsthat rely only on external
obsewations) for estimating and tr ending delaysfor key in-
ternal tasksin OSPF: processind.ink State Advertisements
(LSAs), performing ShortestPath First calculations,updat-
ing the Forwarding Information Base,and flooding LSAs.
Corr espondingmeasurementsare reported for production
routers from Cisco Systems.To help validate the methodol-
ogy, black-box and white-box (i.e., measuementsthat rely
on internal instrumentation) arereported for a opensource
OSPFimplementation, GateD.

Keywords— Routing, OSPF, black-box measurements,
SPFcalculation

I. INTRODUCTION

OSPFis usedwidely asanintra-domainrouting proto-
col [1][2] in IP networkstoday Overall, OSPFmplemen-
tationsare now robust andhigh quality. Still, the behav-
ior of theseimplementationsn large operationallP net-
works, especiallyundertransientstress,is not very well
understoodAny sortof servicelevel agreemenobr quality
assurancéepend®on routingstability. Any internaltopo-
logicalor OSPFconfiguratiorchangewill, in generalalter
traffic flows throughoutthe network, following atransient
periodduringwhich routecalculationhasyet to corverge.
In general,suchan event triggersnot only intra-domain
routing changesbut also interdomain routing changes,
sinceBGP (Border Gatavay Protocol)usesintra-domain
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(OSPF)distancecalculationgto breakties betweerncandi-
datedor traffic egresgoints. Thus,averylargenumberof
flows andaverylarge numberof customersrepotentially
impactedby OSPFevents.

A numberof key tasksinternal to OSPFimplemen-
tations affect the speedat which updatespropagatein
the network, the load on individual routers,andthe time
neededo recomvemge. Thedelaysassociateavith someof
theseasksdependnscalingfactorssuchasthenumberof
routersandlinks in the network. To understandhesede-
lays andtheir dependenciesye could imaginegathering
databy instrumentingDSPFimplementationsleplo/edin
the network. However, users,such as Internet Service
Providers, have limited opportunitiesfor this. First,com-
mercialimplementationsre proprietary Secondgven if
appropriateaccessvasprovided,thenecessarinstrumen-
tation to measurecertaintasks(e.g., updatesto the For-
warding Information Base) may be difficult to achieve.
The instrumentationmay involve kernel level measure-
ment, grapplingwith variousplatform dependenciesand
reverseengineeringcomplex codewritten and detugged
over theyearsby numerousievelopers.

In this paper we presentblack-boxmeasuremenech-
niquesfor estimatingkey internaldelaysin OSPFimple-
mentations,and our experiencein applying thesetech-
niquesto productionroutersfrom Cisco Systems. We
testeda variety of Cisco platformsincluding the 12012
(GSR),7513and3660. By bladk-box we meanthe inter
nal tasktimes are estimatedusingonly externalobsera-
tionsof thebehaior of thebox undertest. Tablel summa-
rizesinternaltasksconsideredprocessind.ink-StateAd-
vertisementgLSAs), performingShortesPastFirst (SPF)
calculations,updatingthe Forwarding Information Base
(FIB), andflooding LSAs to neighboringrouters. As de-
scribedin Sectionll, thesearethe key tasksOSPFgoes
throughuponreceving anupdate As Tablel indicateswe
examinethedependenciesf thesetaskson scalingfactors
suchasthenetwork size. Themethodspresentedreeffec-
tive in estimatingdelaysacrossa wide range,from a few
hundredmicrosecond$o a few hundredmillisecondsand
in correctly capturingdependenciewith scalingparame-
ters.For example,theblack-boxSPFmeasuremenisgree
with white-box counterpartsand scalequadraticallywith
thenetwork size.

Theideabehindtheblack-boxmeasuremenis straight-



TABLE |
SUMMARY OF PROCESSING DELAYS FOR WHICH MEASUREMENTS ARE PRESENTED IN THIS PAPER.

| Task | ScalingFactors | Typeof Measurement
LSA Processing Numberof links atarouter black-box
Numberof LSAs perLS Updatepaclet | black-box
LSA Flooding Numberof links atarouter black-box
ShortesPathFirst Calculation Numberof routers black-box,white-box
ForwardingInformationBaseUpdate| Numberof routers black-box

Fig. 1. Fromleft to right, thefiguredepictsanexampleOSPFtopology routerG’s view of thetopologyandthe shortespathtree
calculatedat G. For simplicity, we depictthe topologyasan undirectedgraph(implicitly assumingsymmetryin connectvity

andweightassignment).

forward. To estimatea taskdelay we needto determine
when the task startsand ends. We found that the diffi-
culty of determiningthe startandfinish timesof a given
taskdepend®onthatspecifictask.As describedn Section
IV, we braclet the startandfinish times,andthensubtract
out time intenals that precedeor exceedthesetimes. We
combinethreetechniquedo designexperimentsfor this
purpose:

« UsinganOSPFemulatorfor generatingpecificpatterns
of OSPFor ICMP ping messages.

« Exploiting featuresnandatedy the OSPFspecification
[1]. Onesuchfeatureturnedout be extremely usefulin
providing time-stampsduplicateLSAs mustbe acknavl-
edgedmmediately

« Setting vendorspecific configurationparameterso as
to forcetasksto occurin anorderthatallows for measure-
ment.

We believe thatin generala judicious mix of techniques
thatrely on behaior mandatedy protocolstandardsand
behaior configurableby vendorspecific commandsare
necessaryor black-boxprotocolmeasurement.

Simple empiricalmodelsof routing behaior, or simu-
lators aiming for higher fidelity, require soundmeasure-
mentsto guide parameterizationThe measurementsre-
sentedhere on internal OSPFtask delayscould be used
to investigate,in large testlabsor in simulations,scenar
ios that causeOSPFto meltdavn or routingin generatto
break. Therehasbeena recentinterestin studyingOSPF

stability, convergenceandscalabilityvia simulation[3][4].
We know of few studieson routing protocolmeasurement
methodologyor results. A notableexceptionis the com-
pelling analysisof Alaettinogluet al. [5] on the factors
that impactthe convergenceof IS-IS in detail, basedon
white-box measurementiechniquesappliedto Cisco, Ju-
niper and customizedlS-1S implementations.1S-IS is a
link-stateprotocol,similarto OSPFOur numericalresults
for SPFcalculationdelaysin OSPFon Ciscoroutersare
comparableto thosereportedby Alaettinoglu et al. for
SPFcalculationon CiscoandJuniperrouters.We areun-
aware of otherwork in black-boxprotocolmeasurement.
Frameavorksfor routerbenchmarkindghave beenproposed
inthelETF [6]. It is worthmentioningthatroutersoftware
cantypically berunin dehug mode,which providesinfor-
mationrelatedto mary of the OSPFinternaltasksconsid-
eredhere. However, the extra processingand|/O distorts
associatedneasuremenis adifficult to predictfashion.

The paperis organizedasfollows. Sectionll provides
a brief overview of OSPFandthe workflow modelingof
OSPFprocessing. Sectionlll describesthe testbedwe
usedfor black-boxmeasurement#\ key componenof the
testbeds theOSPFemulatomwhichis alsodescribedn the
section.SectionlV describeghe experimentaldesignand
theresults.Finally, SectionV presentsheconclusions.



route processor (CPU)

OSPF

SPF calculation

T

link—state
database

I
I
I
| FIB
I
I LS Update
L
__LSUpdate | ——— —_— _|\supea
- -—-—-=-=-- N 1
LS Ack e atitis '/ Attt -] -

————————— - —:>| forwarding -|— T--==

data packet

interface card

Switching fabric

~ data packet

|_fo rwarding

interface card

Fig. 2. Model of aroutet

I1. OSPF PROCESSING
Overviav

OSPFis a link-state routing protocol, meaningeach
router (i) discoversandmaintainsa completeview of the
network topology (within the the domain controlled by
OSPF) and(ii) useshisview to calculatepathsto all des-
tinationsin the network [2]. In essencethetopologyis a
directedgraph,whererouterscorrespondo verticesand
links betweemeighboringrouterscorrespondo unidirec-
tional edges.All links areadministratiely assignedixed
numericalweights.Eachrouterindependenthcomputesa
shortespathtreewith itself astheroot, andappliesthere-
sultsto build its Forwarding InformationBase(FIB). We
refer to the computationof the shortestpath tree as the
SPFcomputationandthetreeitself asthe SPFtree Fig-
ure 1 providesan example. OSPFallows a network to be
dividedinto oneor moreareador scalability

In OSPF eachrouter describesa certain part of the
network in a messagaermeda Link-StateAdvertisement
(LSA) LSAs arefloodedreliably to other routersin the
network, sothatall routerscanbuild a consistenwiew of
the network topology Eachrouterstoresa currentsetof
LSAsasalocallink-statedatabaselLSAs containedn the
databasealeterminethe topology visible from the router
WhensendingLSAs to a neighbor a routerbundlesthem
togetheiin aLink-StatdJpdate(LSUpdate)paclet. To ac-
knowledgereceiptof eachLSA, thereceving routerbun-
dlesindividual LSA acksinto Link-StateAdknowledgment

(LSAX) paclets,andsendghemto theappropriateneigh-
bor.

Figure2 depictsa simplifiedmodelof arouter Routing
protocolslike OSPFrun on a route processor OSPFre-
ceivesLSAsbundledin LS Updatepacletsasshavnin the
figureandprocessetheseto build the link-statedatabase.
OSPFthenusesthe link-statedatabaséo performan SPF
calculationandappliestheresultto build the FIB. In most
modernrouterstheFIB is maintainedn specializednem-
ory to maximizeforwarding performance. Data paclets
do not consumeCPU cyclesof therouteprocessorOnce
a datapaclet arrives on an interface card, the card con-
sultsthe FIB to determinethe next hop andforwardsthe
pacletto the outgoinginterfacethrougha switchingfabric
asshawn in thefigure.

Processing

Considerthe processingasksinitiated by receiptof an
LS Updatepaclet (Figure 3). Althoughthe OSPFspeci-
fication clearly describeghe tasksto be performedupon
receving an LS Updatepaclet, it givesimplementorsa
lot of leawvay in how andwhenthesetasksare scheduled.
Theflow chartin Figure3 follows the specificationwhile
capturingthe schedulingchoicesavailable to implemen-
tors. As canbe seenfrom the figure, uponreceving an
LS Updatepaclet, OSPFprocesseall theLSAs contained
in the paclet. For eachLSA, OSPFclassifiesthe LSA
as new or duplicatebasedon the sequencanumbercon-
tainedin the LSA. An LSA is deemeda duplicateif the
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Fig. 3. Flow chartdepictingOSPFprocessingnitiated by thereceiptof anLS Updatepaclet.

sequencaumberis the sameasthat of a matchingLSA
instancdn therouters link-statedatabaseOSPRypically
recevesduplicateLSAs becausef flooding redundanyg
i.e., whenall the neighborsof the router sendthe same
LSA to therouter An LSA is new if its sequenceaum-
beris higherthanthatof thematchingLSA instancen the
routers databaseAs thefigureshavs,LSA processingle-
pendson the new or duplicatedistinction. For every new
LSA, OSPFhasto updateits link-state databasesched-
ule an SPFcalculationanddeterminewhich interfacesthe

LSA needdo befloodedout.

Actual flooding of the LSA may or may not happen
immediatelyafter LSA processing.Modern routersem-
ploy pacingmechanismasa form of flow control while
sendingout OSPFpaclets[7]. LSA flooding is driven
by a timer off the path of LSA processing. In other
words, while processinghe LSAs, OSPFmerely deter
mineswhich interfacesthe LSA needsto be floodedout
accordingto [1], but doesnot actuallysendthe LSA. The
LSA is sentout on an interface alongwith other “to-be-



flooded” LSAs whenthe timer associatedvith the inter-
facefires.

In this papey our objectve is to determingwo parame-
tersrelevantto LSA processingt;s,_proc Whichis thetime
for processind-SAs (T3 — T3 in Figure3), andt;sq_fio0d
which indicateshow long it takesto flood anLSA afterit
isreceved (Ty — T1).

Whenprocessingan LSA, OSPFalsohasto determine
whetherto carry out an SPFcalculation. Not all LSAs
indicatea changen topology; OSPFrequiresperiodicre-
freshingof LSAsevenwhenthetopologyhasnotchanged.
In addition,sinceSPFcalculationis a CPU-intensre task,
modernroutersmerelyschedulean SPFcalculationwhen
they receve an LSA indicatinga change. This givesthe
routera chanceto receve more LSAs that may indicate
changesn the topology and amortizethe costof an SPF
calculationoveranumberof LSAs requiringsuchcalcula-
tion. We assumehat SPFcalculationis non-preemptable
in the sensethat the router completeshe calculationbe-
fore doing ary otherOSPFprocessing.This makessense
sincetherouterhasalreadywaitedfor a certaintime period
beforeundertakinghe calculation.It maleslittle sensdo
delayits completionfurther by preemptingit. Moreover,
datacollectedfor SPFcalculationtime (SectionlV-C) val-
idatetheassumptionWe have alsoverified theseassump-
tionswith vendors.

Oncea router hasdoneits SPF calculation,it hasto
install all the routesin its FIB, which introducesan ad-
ditional delay Accordingly we estimatetwo parameters
relevantto therouting calculation:thetime ¢, ; taken by
arouterto performan SPFcalculation(7g — T5 in Fig-
ure3), andthetime ¢ s;;_update t0 updatethe FIB (17 — T
in Figure3).

Table Il summarizeghe four internal task delayswe
wish to measure,in termsof the start and finish times
of Figure 3. We measuredthese four parameterson
CiscoSystemd 2012(GSR)and7513routersrunninglOS
12.0(7). (Someof the experimentswere repeatecon the
Cisco Systems3600, with very similar results.) We also
measuredne of theseparameterst, s sim.) On a Linux
PC running GateDversion4.0.6,and comparedhe mea-
surementsvith correspondingvhite-boxmeasurements.

TABLE Il
SUMMARY OF FOUR PROCESSING DELAYS WE MEASURE.

| Processingask | Symbol | Starttime | Finishtime |

LSA Processing tisa_proc Ty T3
LSAFlooding | t1sa fioed T Ty
SPFCalculation| #,; T; 16
FIB Update Lrib_update 15 Iz

I1l. TESTBED SETUP

Figure 4 depictsthe physicaltestbedsetup. We refer
to the routerwhoseOSPFimplementatioris undertestas
thetargetrouter. To understandhe OSPFbehaior of the
tamgetrouter andinvestigatethe impactof scalingparam-
eters,we developedan OSPFtopology emulatoy termed
TopTradker, which runson PC1. TopTracker is derived
from Moy’s OSPFimplementatiorand simulator[8]. An
EthernetswitchprovidesVLAN connectiity betweerthe
boxes.

A (Linux) PC,PC1, playsmultiple key roles. First, it
runs TopTracker, which is capableof emulatingary de-
sired OSPFtopology makingthe target routerbehae as
if theemulatedopologyexists“behind” a TopTraclker in-
terface. Specifically TopTracker generated SAs for all
nodesin a given emulatedtopology andfloodsthe LSAs
to thetargetrouter In addition,we appliedTopTracker to
generatespecificpatternsof LSAs requiredin the experi-
mentaldesigngdescribedn SectionlV.

Sample emulated topology

S Q\ Expiftlscript
Q\ 9 \;‘ - TopTracker
\C} -- é 2 1
TUVLAN 2 VLAN 1
2 1 1
Target router PC2

- --- Emulated link
O Emulated router

Fig. 4. Testbedfor measuringOSPFprocessingon a target
router PClrunsthe TopTracker OSPFemulator aswell as
anExpectscriptthatcontrolsanoverall experiment.PC2is
usedasa ping generatoif required.

Second, PC1 is used to control each experiment,
throughthe useof Expectscripts[9]. Third, PClsources,
sinksandtime-stamp©SPFpacletsandappliesthetime-
stampdo estimatanternal OSPFprocessinglelaysonthe
tamgetrouter An advantageof usingasinglePCin thisrole
is of coursethatwe avoid clock synchronizatiorproblems.

We varythelogical connectiity from experimentto ex-
periment.Tablelll providesthe configurationdetails.For
themostpart,the VLANSs simply provide oneor two links
betweerthetamgetrouterandTopTraclker. In the FIB Up-
date experiment,VLAN 1 also provides connectiity to
PC2,whichfunctionsasaping generato{SectionlV-D).

IV. EXPERIMENTAL DESIGN AND RESULTS

In this sectionwe provide thedetailsof themethoddor
estimatingthe four OSPFinternal task delaysdescribed



TABLE Ill
TESTBED CONFIGURATION FOR FOUR PROCESSING DELAYS

| Task | Logical Connectvity |
LSA Processing PC1- tamgetrouteron VLAN 1
LSA Flooding | PC1- tamgetrouteron VLANS 1 and?2
SPFCalculation| PC1- targetrouteron VLAN 1
FIB Update PC1- tagetrouteron VLAN 1 and
PC2actsasping generatoon VLAN 1.

in Sectionll, andprovide associatedesultsobtainedfor

Ciscoand GateDrouters. For eachtask, we estimatethe

associatedtartandfinish timesby a black-boxtechnique.
In eachcasewe braclet the startandfinish timesby mea-
surableeventst, occurringbeforethe starttime andt, oc-

curringafterthefinish time. We thencomputeanestimate
toverhead thataccountdor thetime from ¢, to thetaskstart
time, andfrom the taskfinish time to ¢,.. The estimated
taskdelayis then(t, — ts) — toverhead-

For eachof the four tasks,we first describethe testbed
configuration(Figure 4) usedto measurethe task delay
Thenwe describehow we determinethe bracleting start
andfinishtimes,t, andt, respectiely. Next we character
ize the overheadt, yerneaq) @anddescribenov we measure
it. Finally we presentheresults.

We male useof two configurableparametergrovided
by Ciscoroutersto paceSPFcalculation[7]:

1. spf-delay which specifieshow long OSPFwaits be-
tweenreceving a topology changeand startingan SPF
computation.

2. spf-holdtime which enforcesa lag of spf-holdtimebe-
tweentwo consecutie SPFcomputations.

In practice,theseparametersan be setto help ensure
that the SPFcalculationsact on LSAs in batchand cre-
ate only moderateload on the route processor In addi-
tion, Cisco OSPFusesa pacing-timer[7] to control the

rateatwhich LS Updatepacletsaretransmittecout anin-

terface. This timer is non-configurableand expires every

33 milliseconds. Specifically Ciscorouterssendout one
LS Updatepaclet (if presentevery 33 millisecondsto ev-

ery neighbor helpingto ensurehatthe neighborsare not

overwhelmedwith burstsof LS Updatepaclets.

A. LSAProcessinglime

Of the four tasks,the measurementf LSA processing
delaysis the mostcomplex. As describedn Sectionll,
OSPFhundlesLSAs into LS Updatepaclets. Thus, we
focusonthetime neededo processan LS Updatepaclet,
andthenexaminehow this delayvarieswith the number
of LSAswithin thepaclet.

Thetestbedconfigurationis simple. TopTracker estab-
lishesanadjaceng with thetargetrouteron VLAN 1 (Fig-
ure4).

To measurehelS updateprocessinglelay TopTracker
sendstwo LS Updatepaclets backto back: the first con-
taining legitimate LSAs, which we term probe LSAs, and
the secondcontaininga duplicateLSA. As notedin Sec-
tion I, OSPFmandateghat duplicateLSAs be acknavl-
edgedmmediatelyvia anLS Acknowledgment(ack)[1].
By design,.the duplicateL SA is differentfrom ary of the
probelLSAs, allowing TopTrackerto unambiguouslyden-
tify the duplicateLSA ackfrom probeLSA acks. We as-
sumethatLS Updatepacletsareprocessedonsecutiely,
with anggligible interveninggap.

TopTrackerlogsthetime ¢, atwhichit sendsoutthelLS
Updatepaclet containingthe probeL SAs, andthetime ¢,
atwhichit recevestheackfor theduplicateLSA. Figure5
describeghe sequencef events,marked at timest;, t1,
), to, th, t3 andt,. By theassumptiorthatthe LS update
pacletsareprocessetbackto back,t, is lessthanor equal
to to.

FromFigure5, we canseethat

tog — 11

(tr —ts) — [(tr — t3) + (t3 — t2) + (t1 — t5)]
(tr - ts) -

[(DuplicateLSA processindgime) + RTT]
(tr —ts) — [taup_isa + RTT]

(tr — ts) — toverhead

wheretperhead = tdup_isa + RTT

tlsa_pruc

(1)

Here RTT denotesthe round trip propagationdelay be-
tweenPC1 and the target router (Figure 4) and ¢4,y 15
denoteghe processinglelayfor theduplicateLSA onthe
tamgetrouter

It remaingo estimate ,,erneqq- TO thisend, TopTracker
sendsa single LS updatepacket containingthe duplicate
LSA, andlogsthe time betweerthe LS Updatetransmis-
sionandLS ackreceipt,asanestimateof ¢ yyerhead-

Let us now presentsomeof the resultswe obtained.
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thenumberof LSAsin the LS UpdatepacletsincreasesTheresultsarefor the CiscoGSR.

First considerthe casewherean LS Updatepaclet con-
tainsasingleLSA. Theprocessindime for the paclet de-
pendson threefactors: the numberof links the LSA de-
scribes the numberof interfaceson which the LSA must
(later) be flooded,andthe size of the link-statedatabase
We performedexperimentsto examine the effect of all

threefactorson ;54 proc. Due to Spaceconstraints,we

presentesultsshaving only thefirst.

To gaugethe effect of numberof links ont;,4_proc, We

usedprobelLSAs eachdescribingn links, andvariedn in

- therangel0, 20, ..., 100. Figure6 shawvs how #;s,_proc
variesasn increasegor thetwo Ciscotargetrouters.
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Next considetthecasewvherethelLS Updatepaclet con-
tains multiple LSAs. Recallfrom Figure 3 that a router
first hasto procesghe interruptandcopy the LS Update
paclet into its memory beforeit can processthe LSAs.
The time spentin performingthis stepis amortizedover
all the LSAs in the paclet. How muchtime is spentin
paclet copying as comparedwith hov muchis spentin
processingndividual LSAs? To investigatethis question,
we increasedhe numberof probeLSAs (eachLSA hav-
ing n links) from one to the maximum numberof such
LSAsthatcanfit into asingleLS Updatepaclet,andmea-
suredthe processingime for the LS Updatepaclet. The
maximumnumberof LSAs that canfit into a singleLS
Updatepacletis limited by the maximumsizeanLS Up-
datepaclet cangrow to. In our case,the maximumsize
wasequalto the EthernetMTU (1500bytes)includingthe
IP andEthernetheadersWith this limit, considera probe
LSA with 100links (n = 100). EachsuchLSA is 1224
byteslong. Hence we cannoffit morethanonesuchLSAs
into asingleLS Updatepaclet. Ontheotherhand,aprobe
LSA with 50 links (n = 50) is 624 byteslong, hencewe
canfit upto two suchLSAsin asingleLS Updatepaclet.

Figure 7(a) provides the resultsobtainedfor the Cisco

GSR. First, note that if we keepthe numberof links n

constanttheincreasen ;s,_,ro. for every additionalLSA

per LS Updatepaclet is smallerthant;sq_pro. for a sin-

gle LSA. This indicatesthat the time taken in interrupt
handlingandcopying the LS Updatepaclet dominateghe
time taken to processndividual LSAs. In orderto make

this pointmoreclear we shaw in Figure7(b) how t;54_proc

for thesameexperimentvarieswith thesizeof the LS Up-

datepaclet. Notethatthe processingime remaingoughly
the samefor LS Updatepacletsof a givensize,irrespec-
tive of the numberof LSAs containedn the paclet or the
numberof links describedn the LSAs. An importantim-

plicationis thatfor therouterin questionthe CiscoGSR,
we can safely characterizehe processingime of anLS

Updatepaclet simply as a function of the paclet’s size,
ignoringthe numberof LSAs containedn the paclet.

B. LSAFlood Time

We next consideithetimethetargetroutertakesto flood
anLSA afterreceving it. OnCiscoroutersaswewill see,
thedominanteffectis the pacing-timementionecearlier

Estimatingthe time neededto flood a newly receved
LSA to neighborsis relatively straightforvard. We con-
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Fig. 11. SPFcalculationtime (¢,,7) for afully connectech nodetopology; for varyingn.

figure the testbed(Figure 4) with TopTracker having two
adjacenciesvith thetamgetrouterontwo interfaces.

Figure8 describeghe setupandthe sequencef events.
TopTracker sendsa probeLSA on oneinterfaceto thetar
getrouter andrecevesthe LSA floodedin responsdiy
the tamget router on the otherinterface. TopTracker logs
thetime t; atwhichit sendshe probeLSA, andthetime
t, atwhichit recevesthefloodedcopy.

tlsa_flood = (t3 - tl)
= (tr —ts) = [(tr — t3) + (t1 — 15)]
= (t, —ts) — RTT
= (tr —ts) — toverhead 2)

wheret ,erhead = RTT

andRTT is theroundtrip timeto forwardapacletbetween
thetwo TopTracker interfacesvia the tamget router which
we estimateusing|CMP ping from TopTracker.

To investigatehow the number of links (n) affects
tisa_flood» WE performedmeasurementssingasingleLSA
containingn links asthe probeLSA. Figure9 shawvs that
tisa_flo0a Naslittle dependencenthesizeof the LSA. In-
deedthe sizedependencés apparentlydominatedby the
33 millisecondpacing-timercontrolling LSA flooding.

C. ShortesfPath First (SPF)CalculationTime

Next considerSPF calculationdelay estimation. As
mentionedearlier Ciscoroutersprovide two configurable
parameter¢hatinfluencethe schedulingof the SPFcalcu-
lation: spf-delayand spf-holdtime We setboth thesepa-
rameterdo 0. Theideaof theexperimentis to sendaprobe
LSA whosereceiptimmediatelyinitiates SPFcalculation
onthetamgetrouter andthensenda duplicateLSA whose
roleis to braclet thefinishtime of the SPFcalculation.By
removing the “overhead’betweerthe transmissiorof the
probeLSA andthereceiptof the LS Ack from the dupli-



cateLSA, we extractthe SPFprocessingime.

We configurethe testbedwith TopTracker having one
adjaceng with thetamgetrouteron VLAN 1. To bggin the
experiment, TopTracker sendgto the targetroutera probe
LSA indicatinga changein the network topology Upon
receving theprobelL SA, thetargetrouterprocessed and
schedulesan SPFcalculation. Next, TopTracker sendsa
duplicateLSA in a separatd.S Updatepaclet to the tar
getrouter TopTraclker thenrecevesanackassoonasthe
tamgetrouteris finishedprocessingheduplicateLSA.

Sincespf-delayandspf-holdtimearesetto 0, SPFcom-
putation startsas soon as the tamget router receves the
probeLSA. We would like to usethe LS Ack for the du-
plicate LSA to closelybraclet the finish time for the SPF
calculation.Specifically we wanttheduplicateLSA to ar
riveto thetarmgetrouterwhile its routeprocessois engaged
in the SPFcalculation.We achieved this by introducinga
certaindelay(determinediy sweepinghis delayparame-
ter) betweerthetransmissiorof two LS Updatepaclets.

TopTrackerlogsthetime ¢, atwhichit sendsoutthelLS
Updatepaclet containingthe probeLSA, andthetime ¢,
at which it recevesthe ack for the duplicateLSA. From
Figure10, wethenseethat

1ty — 13

(tr —ts) — [(tr —t6) + (t6 — ta)

+(t3 — ta) + (t2 — t1) + (t1 — t,)]

We cansafelyassumeahatts — ¢, is negligible. Thequan-
tity (t, —ts) + (t1 — t5) is equalto theRTT betweenTop-
Tracker andthetargetrouter Hence,

(tr —ts) — [RTT + (t6 — ta) + (t2 — t1)]

(tr — ts) — [RTT + taup isa + tprobe_isa)

(tr —ts) — toverhead )
wheretoperhead = RTT + taup_isa + tprobe_isa

Lopf

Lopf

In orderto determinet,yerhead, WE repeatthe experi-
mentswith two changesFirst, we setspf-delayto a very
large value (nominally 60 seconds).Second,TopTraclker
sendshe probeLSA andtheduplicateLSA back-to-back
in two separate.S Updatepaclets. Thesechoicesensure
thatthe SPFcalculationis removed from the interval be-
tweenthe probeandthe duplicateLSA processingasks.
TopTraclker logs the time at which it sendsout the probe
LSA andthetime at which it recevesthe ack for the du-
plicateLSA. Thedifferencebetweerthesgwo time values
providesanestimateof ¢ y,erhead-

To investigatethe effect of network size on SPFcalcu-
lation time, we collectedt,,, valuesfor fully connected
emulatedopologieswith varyingnumberof nodes. Fig-
ure 11 presentghe results. Note that the resultsfor the
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Fig. 12. Comparisorof black-boxandwhite-boxmeasurements
for SPFcalculationtime (¢,,) for GateD,with varyingn,
thenumberof nodesin afully connectedopology

GSR and 7513 are essentiallyidentical. Thoughthese
routershave vastly differentforwarding capabilities their
routeprocessoraresimilar, andSPFcalculationis aCPU
intensize task. A closerexaminationof the dataalsoval-
idates the assumptionthat the SPF calculationis non-
preemptable.

To help validatethe abore methodology we repeated
the sameexperimentswith GateD and comparecthe re-
sults with white-box measurementsbtainedby instru-
menting GateDs SPF calculation. Figure 12 shaws that
the black-boxmeasurementslosely track the white-box
measurements.

D. Forwarding InformationBase(FIB) UpdateTime

Next we considerthe time neededor the target router
to updateits Forwarding Information Base(FIB) after it
startsthe SPFcalculation.Theideabehindthe experiment
is (i) to configurethetestbednitially with agivenaddress
d unreachablen the target router (ii) to inject an LSA
thatmakesd reachabl®nthetargetrouter and(iii) closely
bracletthetimethatthetargetroutertakesto installd in its
FIB. To achieve step(iii), we ping d onthetargetrouterat
high rate. Until the FIB is updatedall pingsaredropped.
Thus,thefirst ping forwardedcloselybracletsthetime the
FIB updatecompletes.

We configurethe testbed(Figure 4) using PC2 asthe
ping generatar PC2pingsdestinationd at a constantrate
of oneping every 0.01secondthe maximalrateavailable
on Linux). SincePC2 doesnot run OSPF we install a
staticrouteon PC2for destinationd with thetargetrouter
as the next hop. Thus, PC2 forwards all ping paclets
(ICMP requestpacletsto be more specific)to the tamget
routeron VLAN 1. At this point,thetargetrouterdoesnot
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know how to reachd andhencedropsthe pings.

Figure13 describeshesequencef eventsthatoccurin
the courseof the experiment,in somedetail. TopTracker
generatea probel SA designedo make d reachabldrom
the taiget routers perspectie. As soon as this change
is reflectedin the FIB, the tamget router startsforwarding
ping pacletsto TopTracker (PC1). TopTracker computes
atime-stamp; whenit sendsouttheprobeLSA. The Ex-
pectscript runningon PC1 computesa time-stampt,. as
soonasit recevvesthefirst ping pacletdestinedo d. From
Figurel13, we canseethat

by —to
(tr —ts) — [(tr — t5) + (t5 — t4)
+(te —t1) + (1 — t5)]

t fib_update

As we did for SPFcalculationdelay we cansafelyassume
thatt, — 1 is negligible. Similarly,

RTT(PC1-router)

(tT - tS) - 9

t fib_update

RTT(PC2-router
+(ts —t4) + 5
- (tr - tS) — toverhead (4)
Wheretove’rhead = RTT(PCQJ'_rOUter)

RTT(PC2-router)

+(t5 — t4) + 5

As Eq.4 indicatesthevalueof t,yerheqq IS @sumof three
guantities.Two of thesequantitiesdependn RTT values,
which we estimatedy usingpings. Thevalueof thethird
quantity t5 —t4, depend®nwhenthefirst pacletarrivesat
thetamgetrouterafterit hasupdatedts FIB. SinceFIB up-
dateoccursessentiallyatarandomtime with respecto the
pingsfrom PC2occurringevery 0.01secondsye assume
thatquantityzs — t4 is a uniformly distributed variablein
theintenal [0.00, 0.01] secondsandhencehasa meanof
0.005seconds.

Figurel4plotstheFIB updatetime, asit varieswith the
size of the network, which we assumedor simplicity to
be fully connected.The figure clearly demonstrateshat
trib_update Naslittle dependencehe size of the network



TABLE IV
SUMMARY OF RESULTS

| Task | Rangeof taskdelay | Dependence
LSA processing 100-800microseconds Dependonthesizeof thelLS Updatepaclet;
Individual LSA in the paclet contritute little
to the overall processindime of the paclet
LSA flooding 30-40milliseconds Dependonthe pacingtime
SPFcalculation | 1-40milliseconds Dependnthe numberof nodesin the network
FIB update 100-300milliseconds | Dependsnrouterarchitecture;
Little dependencen the numberof nodesn the network

or the durationof the SPFcalculation. It is worth noting
that FIB updatetime is significantly higherthanthe SPF
calculationtime. Thus, it takes a significantamountof
time for the target routerto updateits FIB even afterit is
donewith the SPFcalculation. FIB updatetime depends
heavily on therouterarchitecture.As pointedout earlier
the two Ciscoroutershave differentarchitectureswhich
explainsthesignificantlydifferentFIB updatebehaiors.

V. CONCLUSIONS

In this paper we presentednethodsandresultsfor es-
timating internal OSPFprocessingdelays. The methods
are black-box, i.e., they are basedon external obsenra-
tionsratherthaninternalinstrumentationsWe appliedthe
methodsto productionCisco Systemsrouters. Table IV
summarizeghe results. Delay associatedvith LSA pro-
cessingis relatively small, on the orderof 100 microsec-
onds.Moreover, themajorcontritution of thedelaycomes
from time spentin copying theLS Updatepacletthatcon-
tainsthe LSAs. Delay associatedvith LSA flooding de-
pendson the pacingtimer emplo/ed by the router andis
on the order of tensof millisecondsfor the Ciscorouters
undertest. Onthe otherhand,delaysassociatedvith SPF
calculationandFIB updatearerelatively large, on the or-
derof 10and100millisecondsfespectiely. Thedelayas-
sociatedvith SPFcalculation(Dijkstra’s algorithm)scales
quadraticallywith thenumberof nodesin fully connected
topologies.FIB updateshavs no correlationwith the net-
work size, but is much larger than the SPF calculation
time. ThoughFIBs greatly speedpaclet forwarding, up-
dateis relatively costly

We presentedesultsfor Cisco GSRand 7513 routers.
Thoughtheseroutersvary considerablyn hardwarearchi-
tectureandforwarding capabilities their routeprocessors
aresimilar. As aresult,the routersbehaed similarly for
CPU-boundtaskssuchas SPFcalculation,LSA process-
ing andflooding. On the otherhand,the routersshaved
widely varying behaior for FIB update which is natural

sinceFIB updateperformancadependsheaily on router
architecture.

We appliedthe methodologyto an opensourceOSPF
implementationGateD4.0.6,runningon a Linux PC, for
SPFcalculationtime. In this case,white-boxandblack-
box measurementserefoundto be quiteclose.

Thebasicideabehindthe black-boxmethodis straight-
forward: designexperimentsthat allow usto braclet the
startandthe finish times of the taskin question,andre-
latedexperimentsthat allow usto estimate‘overhead’in
the braclet accountingor time spentbeforethe taskstart
time andafter the taskfinish time. Our experimentalde-
signsmadeuseof:

« A protocolemulatoy usedto generatespecificpatterns
of controlmessagesndto investigatetheimpactof scal-
ing parameters.

« Attributes of the protocol standardthat help provide
time-stampslin the paper we introduceda time-stamping
trick that works for ary protocol paclet that requires
immediateprocessingwith an externally obserable re-
sponse Applied to OSPFusingduplicateLSAs, we were
able to estimatethe finish time for two tasks: LSA pro-
cessingand SPFcalculation. The sametrick canbe used
to measurahe processingime for otherOSPFtasks(for
example,processingdSPFHellos).

« VendorspecificconfigurationparameterskFor example,
to helpmeasuré&PFcalculationtime, we setthe parameter
spf-delayto 0, andto help measured_SA processingime
we setthesameparameteto alargequantity(60 seconds).

In futurework, we planto furtherinvestigatelL SA pro-
cessingand SPFcalculationdelays. For LSA processing,
we planto explore how the delayvarieswith: the sizeof
the link-statedatabasethe numberof adjacencieshatthe
LSA needsto be floodedout, andthe way LSAs are dis-
tributed acrossLS Updatepaclets. For SPFcalculation,
we planto seehow the delay varieswith differentkinds
of network topologies. It is also of interestto adaptthe
experimentaldesignsto routersfrom othervendors. An-



other avenueof future researchis developing black-box
techniquedor otherrouting protocols,suchas BGP [10]
andIS-IS[11].
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