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ABSTRACT

This paperinvestigatesthe structure of addressescontained
in IP traf�c. Speci�cally, we analyzethe structural charac-
teristics of destination IP addressesseenon Internet links,
consideredasasubset of the addressspace.Thesecharacter-
isticsmayhaveimplications for algorithms that dealwith IP
addressaggregates,suchasrouting lookupsand aggregate-
basedcongestioncontrol. We�nd that addressstructuresare
well modeledby amultifractal Cantor dustwith two parame-
ters.The modelmaybeusefulfor simulationswhererealistic
IP addressesarepreferred.We alsodevelopconcisecharac-
terizations of addressstructures, including activeaggregate
countsand discriminatingpre�xes. Our structural characteri-
zationsare stableover short time scalesat a given site, and
different siteshavevisibly different characterizations,sothat
the characterizationsmakeuseful\�ngerprints" of the traf�c
seenatasite.Also,changingtraf�c conditions,suchasworm
propagation, signi�cantly alter these\�ngerprints".

1 I NTRODUCTIO N

The behaviorof individual 
ows|single connectionsor
streamsof packetsbetween thesamesourceanddestination|
hasreceived extensiveanalysisfor a number of years.How-
ever, asthe Internet continuesto expandin speedand size,
the gulf betweensuch\micro-
ows" andtheir combinedbe-
havior when aggregatedgrows ever wider. To date,studies
of aggregatetraf�c have focusedon questionsof behavior
at a particular level of granularity: for example,correlations
in packetarrivals seenen masseon a link [11], patterns of
backbone traf�c when partitioned by directionality, trans-
port protocol, and application [14, 20] or viewed at /8, /16
and/24 pre�x granularities[1], or the overalldistributions of
individual connection characteristics[4, 16]. These studies
havemadesigni�cant progressin understandingthe struc-
ture of speci�c typesof aggregates,but the questionof how
behavior changesasaggregationincreaseshas received little
attention beyond basicstatistical multiplexing models. Yet
there is clearly a world of difference betweenan individual
TCP connectionandaGbpsbackbonestreamfrom onecity
to another.

Ultimately, we would like to build towards a theory of
traf�c aggregation.For example,what do we get when we
merge together two already-large conglomerates,say for
traf�c engineering purposes?The work describedhere is
modest in scope comparedwith this goal. We look at one
of the simplest conglomerate properties we could investi-
gate:how aconglomerate'spacketsaredistributedamongits
component addresses,and how those addressesaggregate.
However, theseproperties are relevant to many models of
conglomerates,suchasmodelsof how they arerouted by the
network; and it turns out that eventhesesimple properties
exhibit surprisingly rich structure.

The paperbody beginswith descriptionsof our method-
ology and data sets(Sections3 and 4). We then examine
the factorsthat give rise to an interesting property of aggre-
gates,namelythat the distribution of packetsper destination
pre�x aggregatehas a heavy, Pareto-like tail (Section 5).
This is relatedto the well-known \mice andelephants"phe-
nomenon, whereby some
ows contain vastlymore packets
than others.By applyingdifferent typesof randomshuf
ing,
however, weshowthat addressstructure|the arrangement of
activeaddressesin the addressspace|has agreatereffecton
aggregatepacketcounts than the per-
ow packet distribu-
tion, at least for medium-to-large aggregatessuch as/16s.
This motivatesour investigation of addressstructure, since
we must understandit before we can understandthe inde-
pendently important property of aggregatepacketcounts.

When examinedspatially, asin Figure 2, the structure of
the set of addressesin a trace appearsbroadly self-similar:
some structural features reappear at different scales.We
thereforeexplorefractaladdressmodelsin Section6. It turns
out that real addressstructuresmayusefullybe analyzedus-
ing a two-parametermultifractal model. This parsimonious
model capturesmuch, though not all, of the addressstruc-
ture observedin our traces,and providespromise both asa
meansfor accuratelysynthesizingaddressstructuresfor sim-
ulation purposes,and for providing an analytic framework
for further exploring aggregationproperties.This model is
the paper'score result.

In Section 7, we further explore our data setsand our
model using conceptsand analytic tools designedfor ana-
lyzing addressstructures.We �nish in Section8 with a look
at how addressstructure properties vary: over time, from
site to site, and for different types of traf�c. We �nd that
the structure of aggregatesseenat a site is steadyover time,
that different sitesexhibit distinctly different addressstruc-
tures,andthat broadlydistributed traf�c patternssuchasthe
Code Red1 and2 worms of July andAugust2001have,not



Trace Description T ime (hr) N Packet count Sampled?
U1 Accesslink to a large university � 4.0 69,196 62,149,043 no
U2 Accesslink to a large university � 1.0 144,244 101,080,727 no
A1 ISP � 0.6 82,678 33,960,054 no
A2 ISP 1.0 154,921 29,242,211 no
R1 Link from a regional ISP 1.0 168,318 1,476,378 1=256
R2 Link from a regional ISP 2.0 110,783 1,992,318 1=256
W1 Accesslink in front of a largeWeb server � 2.0 124,454 5,000,000 no

Figure 1|Cha racteristicsof our traces.

surprisingly, their own striking signature.
An appendixpresentssupplementarygraphsusing addi-

tional datasetsandparameters.

2 RELATED W ORK

Wearearenot awareof similar previouswork on charac-
teristics of IP addressstructure. More broadly, much effort
has gone into modeling the structures of traf�c bursts in
the Internet; measuredtraf�c appearsto be selfsimiliar [11,
21] andexhibit multifractal characteristics[6]. Attemptshave
alsobeenmadeto model other aspectsof the Internet, such
asthe the powerlawrelationshipof the Internet topology [5].
Krishnamurthy and Wang[10] havepreviously investigated
the properties of client addressesaggregatedaccording to
BGP routing pre�xes. Their resultsindicate that client clus-
ter sizehasaheavy-tailed distribution. Recently, researchers
havestartedto investigateIP addresspre�x basedaggregate
propertiesfor aggregatecongestioncontrol [12].

3 D ESTINA TION PREFIX AGGREGA TION

Webeginwith the fundamentalde�nition of what makes
up a traf�c aggregate.In this paper, two packetsare in the
sameaggregateiff the �rst p bits of their destination ad-
dressesareequal.(Diffe rent aggregatesizesusedifferent p.)
Destination addresspre�x makesagoodaggregatede�nition
for severalreasons:

{ IP addresseswere built for pre�x aggregation.The ini-
tial IP speci�cation divided addressesinto classesbased
on 1- to 4-bit addresspre�xes. Dependingon class,an8-,
16-, or 24-bit network pre�x determinedwherea packet
shouldberouted [18]. Classlessinter-domain routing [7],
which replaced this system as addressblocks became
scarce,kept the notion of identifying networksby address
pre�xes, but allowedthosepre�xes to haveany length.

{ IP routersmaketheir routing decisionsbasedon destina-
tion addresspre�x|a longest-pre�x-match lookup on all
routeskeyedby the packet's destinationaddress.There-
fore, the characteristicsof observeddestination-pre�x-
basedaggregatesintimately affect route cachestrategies.

{ Other router algorithms that work on aggregates,such
asaggregate-basedcongestioncontrol [12], often de�ne
aggregatesby destinationpre�x, sinceroutersalreadyuse
them for route lookup.

{ Addressallocationproceedsin pre�x-basedblocks. IANA
delegatesshort pre�xes (which contain many addresses)
to other organizations,which then delegatesub-pre�xes
to their customers, and so forth. This property can re-
late other aggregatede�nitions|geographic location or
round-trip time, for instance|back to addresspre�xes.

Nevertheless,one could usefully de�ne aggregatesin many
other ways,suchasby destination geographicareaor appli-
cation protocol.

WeuseCIDR notation for pre�xes andaggregates.Given
an IP addressa and pre�x length p, with 0 � p � 32, \ a=p"
refers to the p-bit pre�x of a or, equivalently, the aggregate
containing all addressessharing that pre�x. An aggregate
with pre�x length p is calleda p-aggregate, or, sometimes,a
\/ p". A p-aggregatecontains232� p addresses,so aggregates
with short pre�x lengths contain more addresses;the sin-
gle 0-aggregatecontainsall addressesand a 32-aggregateis
equivalentto asingleaddress.We usethe terms \short" and
\long" when referring to pre�xes, and \small" and \large"
when referring to aggregates;short pre�xes correspondto
largeaggregates,and long pre�xes to small aggregates.

4 D AT A SETS

Our packet traces originate at locations that generally
see a lot of traf�c aggregation, including accesslinks to
universities (U1 and U2) and Web sites(W1), ISP routers
with peering, backbone, and client links (A1 and A2), and
links connecting large metropolitan regions with a major
ISP backbone (R1 and R2). The tracesdate from between
1998 and 2001. Their durations range from 1 to 4 hours;
their packet counts range from 1.4 million to 101 million.
Wewrite N for the number of distinct destinationaddresses
in a trace; it rangesfrom 70,000 to 160,000.Some traces
werepseudo-randomly sampledat the packetlevel. Figure 1
presentshigh-level characteristicsof thesedatasets.

Many of our traceshavebeenanonymizedasif by tcpdpriv
{A50 [15]. This appliesananonymizationfunction f to every
IP addressin the trace. The function preserves pre�x rela-
tionships,sogiven addressesa andbandanypre�x length p,
a=p = b=piff f (a)=p = f (b)=p. All our analysismethodologies
are indifferent to this kind of anonymization.

All of the tracesare omnidirectional. That is, eachtrace
containsall packetspassingby the trace location, regardless
of whether the packetswere heading \towards" or \away
from" the trace point. This choice was mandatedby the
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Figure 2|The addressstructure of datasetU1, with two successive32�
magni�cations. Wedrawaboxfor everynonemptyaddresspre�x; the Y axis
is pre�x length. A single addresswould generatea stackof 33 boxes,each
half the width of the onebelow. The topmost boxesareextremelythin!

Traceduration 1 hour
Samplingratio 1=256
Number of packets 1,476,378
Number of non-TCP/UDP packets 36,445
Number of TCP/UDP 
ows 680,663
Number of activeaddresses(N ) 168,318
Number of active16-aggregates 5,785

Figure 3|Charac teristicsof traceR1.

anonymization of someof our traces.However, we experi-
mentedwith algorithmsto extractlikely unidirectional traces
from omnidirectional ones.On seeinga packetwith source
addressa anddestination addressb, we canassume,modulo
spoo�ng and misrouting, that a is on one side of the link
and b is on the other. Running trace R1 through a conser-
vativealgorithm basedon this insight yielded three address
sets:12% of addresseswere \internal", 68% were \exter-
nal", and21% could not beclassi�ed.The structural metrics
(seeSection 8) of the whole trace follow those of the \ex-
ternal" addresses,probably becausethere are relatively few
\internal" addresses.

Given omnidirectional tracesat locationswith symmetric
routing, we would expectthe set of sourceaddressesin the
traceto roughly equalthe setof destination addresses.Still,
we examineonly destinationaddresses.

Figure 2 showsthe destinationaddressespresentin trace
U1. We draw a box for eachaggregatecontaining at least
oneaddresspresentin the trace.Other traceslook generally
similar.

5 I MPOR T ANCE OF ADDRESS STRUCTURE

We now turn to the distributions of the number of pack-
etsper TCP/UDP 
ow , destinationaddress,anddestination
addressaggregatefor trace R1. These packet count distri-
butions are signi�cant for congestion control and fairness
applications, for example.We seethat all three distributions
are heavy-tailed,and demonstratethat addressstructure is
the most important factor affecting aggregatepacket count
distributions for medium-sizedaggregates.

Figure 3 summarizesrelevantcharacteristicsof traceR1.

5.1 Packet count distributions

Log-log complementaryCDF graphsform awell-known
test for heavy-tailed, or power-law tail, distributions. These
plots show, for a given x, the fraction of entities that have
weight x or more, with both axesin log scale.Power-law
distributions appearasstraight lines for suf�ciently largex.

Figure 4 presentsa log-log complementaryCDF of the
packet counts of TCP/UDP 
ows, addresses,and 16-ag-
gregatesin the R1 dataset.1 The graph's X axismarks the
number of packetsattributed to an entity|
ow , address,or
aggregate.(The largestentities in the tracearevisible asthe
endpointsof the lines.The largest
ow in the tracecontains
3,727 sampledpackets, the largest destination addresshas
1AppendixFigure 19 showssimilar graphsfor other datasets.



1

0.1

10-2

10-3

10-4

10-5

10-6

1 10 100 1000 104 105 106

C
om

pl
em

en
ta

ry
 C

D
F

Packet count

R1 flows
R1 addresses

R1 16-aggregates

Figure 4|Log-log complementaryCDF of packetcountsfor R1 
ows, ad-
dresses,and16-aggregates.All areconsistentwith power-law distributions.
The �t lines haveslopes� 1.46, � 1.16, and � 1.13, respectively.

27,020 sampledpackets,and the largest 16-aggregate has
187,227sampledpackets.)All three distributions appearto
havepower law tails. That is, the chancethat an entity has
weight greaterthan x isproportional to x� � with 0 < � � 2;
here, � is approximately 1.46 for 
ows, 1.16 for addresses,
and1.13 for 16-aggregates.Thesevalueswere calculatedby
least-squares�t to the upper 10% of the distributions' tails,
lessthe last5 points. Other traceshavesimilar packetcount
distributions, although somehavelessheavytails.

We might haveexpectedTCP/UDP 
ow packetcounts
to appearheavy-tailed,as they in fact do. Prior work has
shownthat Web
ow weightsfollow aheavy-taileddistribu-
tion [3], and 70% of R1's packets,and 89% of its 
ows, use
ports 80 (http) or 443 (https). However, we might alsohave
expectedlarge aggregatesto appearlessheavy-tailed than

ows or addresses.Each 16-aggregate can contain tens of
thousands of 
ows; the sum of so many �nite distributions
would tend to converge,howeverslowly, to a normal distri-
bution. This is not what we seein Figure 4. Why doesthe
16-aggregatepacket count distribution appear, if anything,
moreheavy-tailedthan the 
ow packet count distribution?

5.2 Factors affecting aggregate packet counts

Conceptually, aggregatepacketcountsdependon three
factors:

1. Addresspacketcounts: How many packetsare there per
destinationaddress?

2. Addressstructure: How many activeaddressesare there
per aggregate?(We call a destination addressactive
when its packet count is at least one. Thus, address
structure measureswhere packetsare headedwithout
differentiating betweenpopular and unpopular desti-
nations.)

3. The correlation between these factors: Do addresses
with high packet counts tend to cluster together in

1

0.1

10-2

10-3

10-4

1 10 100 1000 104 105 106

C
om

pl
em

en
ta

ry
 C

D
F

Aggregate packet count

R1
Permuted counts
Random counts
Random addresses

Figure 5|Complementary CDF of 16-aggregatepacketcountsfor R1, R1
with randomaddresspacketcounts,R1 with randomaddresses, andR1 with
permutedaddresspacketcounts(but the sameaddresses).

the addressspace?Or do they tend to spreadout? Or
neither?

Obviously, the per-addresspacket count distribution will
dominate the packet counts of small aggregates.A 30-ag-
gregate,for example,cancontain at most four addresses,so
addressstructure and correlation have minimal impact on
aggregatepacket count. But what about medium-to-large
aggregates,suchas/16s?

We can determine the relative importance of the three
factors by altering eachfactor in turn, then comparing the
resulting aggregatepacketcount distributions with thoseof
the real dataR1.

1. \Random counts": This transformation replacesall ad-
dresspacketcountsin the datasetwith numbersdrawn
uniformly from the interval [0,17.54]. This destroys
addresspacket counts and correlation while keeping
addressstructure the same.(17.54 is twice R1's mean
addresspacketcount.)

2. \Random addresses":To alter addressstructure, we
randomly choose 168,318addressesfrom the address
space,then assignR1's addresspacketcounts to those
addresses.This preservesthe addresspacketcount dis-
tributio n while destroyingaddressstructure andcorre-
lation.

3. \Permuted counts": To destroy any correlation be-
tweenthe two distributions while preservingthe distri-
butionsthemselves,wekeepthe original addresses,but
randomly permute their packet counts.

Figure 5 showsthe results for 16-aggregates.All three
generatedsetsdiffer from the real data,but unlike \random
counts" and\permuted counts",the \random addresses"line
differs signi�cantly acrossthe entire range of values.This
underlinesthe importanceof addressstructure: for medium-
to-large aggregates,addressstructure hasagreatereffect on



aggregatepacketcountsthan addresspacketcounts.2

6 M ULTIFRACT AL M ODEL

Figure 2 showsthat real addressstructures look broadly
self-similar: meaningful structure appearsat all three mag-
ni�cation levels. We now validatethat intuition by present-
ing a multifractal model for observed addressstructures.Of
course,true fractalshavestructure down to in�nitely small
scales,while addressesbottom out at pre�x length 32. Nev-
ertheless,this is enough depth to make fractal models po-
tentially valuable.

6.1 Fractal dimension

An addressstructure canbeviewed asasubsetof the unit
interval I = [0,1), where the subintervalAa = [a=232, (a +
1)=232) correspondsto addressa. Consideredthis way, ad-
dressstructure might resembleaCantor dust-like fractal [13,
17]. Cantor dusts havefractal dimension between0 and 1.
What would be the dimensionof our addressstructure?

The latticeboxcountingfractaldimensionmetric naturally
�ts with addressstructures and pre�x aggregation.Lattice
boxcounting dimensionmeasures,for everyp, the numberof
dyadicintervalsof length 2� p required to cover the relevant
dust. These dyadic intervals correspond exactly to our p-
aggregates.

Given a trace, let np be the number of p-aggregatesthat
contain at leastone addresspresent in the trace asa desti-
nation (0 � p � 32). Any nonempty trace will haven0 = 1,
sincethe single0-aggregatecoversthe entire addressspace,
andn32 = N is the number of distinct destinationaddresses
present in the trace. Furthermore, since each p-aggregate
contains and is covered by exactly two disjoint (p + 1)-
aggregates,we know that np � np+ 1 � 2np. Using this nota-
tion, lattice box counting dimensionis de�ned as

D = lim
p!1

log np

plog 2
.

In other words, if addressstructures were fractal, log np

would appearasa straight line with slope D when plotted
asa function of p. We would actually expectto seestartup
effectsfor low p (higher slopethan the true dimension)and
samplingeffectsfor high p(lower slopethan the true dimen-
sion, becausethere's not enoughdatato �ll out the fractal).
Figure 6 showsa log plot of np asa function of p; we �nd
that, for areasonablemiddle region 4 � p � 14,np curvesdo
appearlinear on alog-scaleplot. For R1,aleast-squares�t to
this region givesa line with slope0.79.Thus, R1's nominal
fractal dimension is D = 0.79.

6.2 Multifractality

Adaptationsof the well-known Cantor dustconstruction
can generateaddressstructureswith any fractal dimension.
Starting with the unit interval, one repeatedlyremoves the
2For 20-aggregatesand smaller, \random counts" matches lesswell than
\random addresses"|at �rst for the largest aggregates, then eventually,
with increasingpre�x length, for almostall aggregates.
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Figure 6| np asa function of pre�x length for several traces,with a least-
squares�t line for R1's4 � p � 14 region (�t slope0.79).

middle portion of all subintervals.The relative sizeh of the
removedportion determinesthe Hausdorff dimensionof the
resulting set:

D = �
log 2

log 1
2 (1 � h)

.

(For the canonicalCantor dust,h = 1=3 andD = log 2=log 3.)
Any addressinterval Aa containing a point of the resulting
dustcould representan activeaddress.

SuchCantor dusts cancapturethe global scalingbehav-
ior of aggregatecounts. However, real addressstructure is
more complicated than what they can predict. Dusts have
the samelocal scaling behavior everywhere in the address
space,modulo samplingeffects.Traces,on the other hand,
populate portions of the addressspacequite differently, as
canbeseenin Figure 2. This resultsin different localscaling
behavior, the essenceof multifractality.

To test if a data set is consistentwith the properties of
multifractals, we use the HistogramMethodto examine its
multifractalspectrum [17]. Let ép(a) denotethe \mass" asso-
ciatedwith thedyadicinterval of length 2� p containinga. For
us, this is the probability that a randomly chosenactive IP
addressis contained in the aggregatea=p. Let � p(a) denote
the number of active addressesin the aggregatea=p; then
ép(a) = � p(a)=N . When ép(a) > 0, the localscalingexponent
� p(a) is de�ned asfollows:

� p(a) =
log ép(a)
log 2� p = �

log (� p(a)=N )
plog 2

.

To calculate a multifractal spectrum, �rst compute a his-
togram of � p. That is, decideon a set of evenly-sizedhis-
togram bins, and for eachbin Bi , calculateFi , the number
of aggregatesa=p whose � p(a) value lies within that bin.
The multifractal spectrumplots fp(Bi) = log Fi=p versusthe
binned scalingexponents.3 For multifractal data,this spec-
trum will collapseonto asinglecurvefor suf�ciently largep.
3Strictl y speaking,the multifract al spectrumis continuous;this is a binned
approximation.
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Figure 7|Multifract al spectrafor R1 andCantor dusts, p = 16.

Our datasetsaredominatedby samplingeffects for large p,
however, sowe examinemedium p instead.The solid line in
Figure 7 showsR1's multifractal spectrumat p = 16; spec-
tra at nearbypre�xes are similar.4 It coversa wide rangeof
values.The dashedline correspondsto an addressstructure
sampledfrom aCantor dust with fractal dimension0.79,the
sameasR1's nominal fractal dimension. 168,318addresses
weresampled,giving the dust the samenumber of addresses
asR1. The resulting structure'smultifractal spectrumis nar-
row comparedto that of R1.

6.3 Mode l

The original Cantor construction canbe easilyextended
to amultifractal Cantor measure[9, 19].Beginby assigninga
unit of massto the unit interval I . Asbefore,split the interval
into three partswhere the middle part takesup a fraction h
of the whole interval; call theseparts I0, I1, and I2. Then
throw awaythe middle part I1, giving it none of the parent
interval's mass.The other subintervalsare assignedmasses
m0 andm2 = 1� m0. Recursingon thenonemptysubintervals
I0 and I2 generatesfour nonempty subintervalsI00, I02, I20,
and I22 with respectivemassesm0

2, m0m2, m2m0, and m2
2.

Continuing the procedurede�nes asequenceof measuresék

where ék(I" 1::: " k) = m" 1 � � � � � m" k (each" i is 0, 1, or 2);
thesemeasuresconvergeweakly towardsa limit measureé.
To createanaddressstructure from this measure,we choose
a number of addressesso that the probability of selecting
addressa equalsé(Aa). If m0 = m2 = 1=2, this replicates
the Cantor construction. If m0 and m2 differ, however, the
measureé is multifractal. Although the setof mathematical
points with nonzeromassequalsthe original Cantor set,and
hasthe samebasicfractal dimension, the measure's unequal
distribution of masscausesthe sampledset of addressesto
exhibit a wide spectrumof local scalingbehaviors.

Weconstructedanothersetof addresses,the \R1 Model",
by generating 168,318addressesaccordingto aCantor mea-
sure with basicfractal dimension D = 0.79 and with m0 =
0.8 (chosento �t the data). The dotted line on Figure 7
4AppendixFigure 20 showsspectrafor all pre�xes from 13 to 17.
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Figure 8|Multifrac tal spectrafor A2 and its model, p = 16.

showsits multifractal spectrum.5 The singleparameterm0 is
suf�cient to makethe model matchreal datafairly well at all
scalingexponents.

We createdsimilar modelsfor severalother traces,using
fractal dimensionsandm0 asfollows:

Trace D m0 Trace D m0

R1 0.79 0.80 A2 0.80 0.70
U1 0.73 0.72 W1 0.83 0.75

Each trace's fractal dimension D wasmeasuredasthe slope
of the least-squares�t line on a graph of log2 np versusp for
4 � p � 14. Each trace's massproportion m0 waschosen
so that the model's multifractal spectrumcovereda similar
range asthat of the trace. Figure 8 showsthe multifractal
spectrafor A2 and its model at p = 16.6

All of thesemodels broadly match the real data's mul-
tifractal spectra.The trace spectracover different ranges
of scalingexponents,but modifying m0 seemssuf�cient to
capture this variation. In particular, raising m0 increasesthe
range of scalingexponentson the spectrum,asone would
expect.We also experimentedwith �xing m0 at our opti-
mal guessandvarying D. As D roseabovethe measureddi-
mension,the model'sfractal spectrumfragmented into more
spikes;as it lowered below the measureddimension, the
model'sspectrumsmoothedout, but alsocoveredanarrower
rangeof scalingexponentsandfell below the real spectrum.

6.4 Causes

Why might IP addressesappearto be multifractal? This
areaneedsmore investigation,but there is an attractive, in-
tuitive explanation.Multifractals canbegeneratedby amul-
tiplicativeprocessor cascadethat fragmentsa set into smaller
componentsrecursively|for example,taking out the mid-
dle subinterval asin aCantor set|while redistributing mass
associated with thesecomponentsaccordingto somerule|
for example,a higher probability of further populating the
5Appendix Figure 21 showsspectrafor R1 and its model at p = 15, 17,
and18.
6AppendixFigure 22 showsmultifractal spectraat p = 16 for all datasets;
Figure 23 comparesthe spectrafor U1 andW1 to thosefor their models.



resulting left subinterval.This brings to mind the wayIP ad-
dressesare allocated:ICANN assignsbig IP pre�xes to the
regional registrars,the registrarsassignblocks to ISPs,who
further assignsub-pre�xes to their customers,and so forth.
For social and historical reasons,many of theseallocation
policiesmaysharea simplebasicrule|for example,left-to-
right allocation.Together, theseprocesseswould generatea
cascade,andmultifractal behavior.

7 M ETRICS

We have seenthat a surprisingly simple model of ad-
dressstructure capturesthe multifractal behaviorof realdata.
Now, we test that model againstgeneric structural metrics
that describehow addressesare aggregating.Our goal is to
testwhether the multifractal modelmatchesrealdatain sim-
ple summarymetrics with real-world relevance, in addition
to the multifractal spectrum.We introduce three character-
izations: activeaggregate counts, which measurewhere non-
trivial aggregationtakesplace;discriminatingpre�xes, which
measurethe separationbetween aggregates;and aggregate
populationdistributions, which showhow addressesarespread
acrossaggregates.

7.1 Active aggregate counts (np and 
 p)

One measurementof how denselyaddressesare packed
is simply how many aggregatesthere are. A trace contain-
ing 10,000distinct destinationaddressesmight haveasingle
active 16-aggregate, if the addresseswere closely packed,
or 10,000 different 16-aggregates,if they were maximally
spreadout. The active aggregatecounts np, introduced in
Section6.1, capturethis notion by counting the number of
activep-aggregatesfor everyp. For instance,n16 is the num-
ber of active16-aggregates:the number of /16s that contain
at leastone addressvisible in the trace asa destination. A
model of activeaggregatecountsmight affect the designof
algorithms that keep track of aggregatesby showing how
manyaggregatesthere areon average.

The ratio 
 p = np+ 1=np is often more convenient for
graphing than np itself.7 Figure 9 showsthe valuesof 
 p for
R1, A2, andour multifractal model tuned for R1; Figure 10
additionally showsthe model for A2.8 
 p drops vaguelylin-
early from 2 to 1, corresponding to exponentialgrowth in
aggregatecountsthat gradually 
attens out aspre�xes grow
longer. (
 p alwayslies between1 and 2.) The models' plots
aresmoother than the real datafor p � 6 or so,but they do
match in broadoutline. For example,note how the plots for
A2 and its model dip lower than thosefor R1 and its model
at p > 18. The bumpsin 
 p at p = 8, 16, and 24 are proba-
bly causedby traditional class-basedaddressallocation, still
visible in 
 p yearsafter the introduction of CIDR [8].

Somepropertiesof trace locationsmaybe inferred from
graphsof 
 p. For example,A2's 
 p is lower than R1'saround
p = 18 to 24,but higher for p > 26.This meansthat more of
A2'saggregationtakesplaceat long pre�xes: activeaddresses
7Nevertheless, AppendixFigure 24graphsof np for all datasetsandmodels.
8AppendixFigure 25 graphsof 
 p for all datasetsandmodels,andAppendix
Figure 26 compares
 p for U1 andW1 to their models.
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are closer to one another than in R1. We hypothesizethat
A2'slocation,atanISPwith both peeringandcustomerlinks,
accountsfor this; maybeA2'sdirect customershaverelatively
manyclosely-packed activeaddresses.9

7.2 Discriminating pre�xes

Activeaggregatecountsmeasureaddressdensity, but can-
not alwayscharacterizeaddressseparation. An addressmight
be the only active addressin its half of the addressspace,
in which casewe would call it well-separatedfrom other
addresses,or it might be part of a completely populated
16-aggregate.The np and 
 p metrics cannot alwaysdistin-
guishbetweencaseswhereall 16-aggregates(say)areequally
populated, so all addressesare equally separated,and cases
wheresome16-aggregatesarefully populatedandothersare

9We note that our algorithm for identifying \internal" and \external" ad-
dressesin omnidirectional traces,which classi�ed 79% of R1'saddresses, was
able to classifyonly 21% of A2's addresses.This might indicate a complex
conversationpattern, suchashigh levelsof communication amongA2'scus-
tomers. Intuitively , sucha communication pattern|for example,if several
of A2's customersweredifferent campusesof a singleorganization|mig ht
correlatewith closely-packedactiveaddresses.
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sparselypopulated, so some addressesare more separated
than others. To measureaddressseparation,we introduce a
new metric, discriminatingpre�xes.

The discriminating pre�x of an active addressa is the
pre�x length of the largestaggregatewhoseonly activead-
dressis a. Thus, if the discriminating pre�x of an addressis
16, then it is the only addressin its containing 16-aggregate,
but the containing 15-aggregate pulls in at leastone other
active address.Figure 11 demonstratesthis concept on an
examplesetof 4-bit-long addresses.If many addresseshave
discriminating pre�x lessthan 20, say, then activeaddresses
are generally well separated,and we'd expectaggregatesto
contain smallnumbersof activeaddresses.

We turn discriminating pre�xes into a metric by calcu-
lating � p, the number of addressesthat havediscriminating
pre�x p, for all 0 � p � 32. Sinceevery addresshasexactly
one discriminating pre�x,

P
� p = N .

Figure 12 graphs� p for R1, A2, andour R1 model.10 The
traces'discriminating pre�xes rangewidely, indicating wide
variability in addressseparation.Discriminating pre�xes get
surprisingly low: one R1 addresshasa discriminating pre�x
of 6 (since� 6 > 0), meaning that someactive 6-aggregate
contains exactly one active address.(However, the major-
ity of addresseshave discriminating pre�x 26 or higher.)
The model capturesthis range in discriminating pre�xes,
although it doesnot creatediscriminating pre�xes aslow as
the real data.Simpler models,such asrandom addressas-
signment,sequentialaddressassignment,anda monofractal

10AppendixFigure 27 graphsof � p for all datasetsandmodels.
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Cantor construction, create much narrower rangesof dis-
criminating pre�xes.

7.3 Aggregate population distributions

Aggregatepopulation distributions provide a more �ne-
grained measurementof how addressesare aggregatingat
a given pre�x length. The populationof an aggregateis the
number of activeaddressescontainedin that aggregate.(In
Section 6.2, we expressedthis as � p(a).) All p-aggregates
might havesimilar populations,meaningaddressesarespread
evenly among the active aggregates.Given our experience
with the other metrics, however, we would expect p-ag-
gregatesto exhibit a wide range of populations for short-
to-medium p. (Longer-pre�x aggregatescontain fewer ad-
dresses,sothere isn't asmuch room for variability.)

Figure 13 graphs8- and 16-aggregatepopulation distri-
butions for R1 andour R1 model on a log-log complemen-
tary CDF: for a given x, the Y axis measuresthe fraction
of aggregateswith population at least x. (This is the same
kind of graph asthe aggregatepacketcount distributions in
Section 5.1.) As expected,aggregatesexhibit a wide range
of populations.The multifractal model echoesthe real data,
particularly in the tail region.

It isworth noting that aggregatepopulation distributions
arethe most effectivetestwe havefound to differentiate ad-
dressstructures. For example,before generating our mul-
tifractal model, we developedan algorithm that generates
a random addressstructure exactlymatching a given set of

 p values,discriminating pre�xes, and even discriminating
pre�xes for aggregates.Despite the �tting, the aggregate
population distributions generatedby the model werefar off
the real data,much farther off than our current multifractal
model.

Aggregatepopulation distributionsalsodemonstrateour
model'slimitations. Figure 14showsdistributions for A2 and
its model. The model is pretty far off. Overall, the models
for R1 andW1 matchtheir traces'aggregatepopulation dis-
tributio ns well, while the models for A2 and U1 do not.11

11AppendixFigure 28showssimilar graphsfor U1 andW1 andtheir models.
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The mostobviousdifferencebetweenthesesetsof tracescan
beseenon plots of 
 p. A2 andU1 havelower amountsof ag-
gregation at medium-to-long pre�xes than R1 andW1, but
higher amountsof aggregationat long pre�xes. In Figure 9,
for example,A2's 
 p dips appreciablybelow that of R1 for
18 � p � 25, only to rise aboveit for p > 27. Our current
multifractal model doesnot achieveboth theseproperties
simultaneously;if a model haslow 
 p for 18 � p � 25, it has
low 
 p for p > 27.

8 PROPER TIES OF 
 p

We now turn from the multifractal addressmodel to the

 p metric itself. In particular, we investigate
 p's properties
asa concisecharacterization,or \�ngerprint", of the traf�c
visible at a location. Is 
 p dominatedby the sheernumber of
active addresses(N )? Does the 
 p graph changeover short
time scalesat a single location?And how do unusual events,
suchasheavyworm propagation, showup in 
 p?

8.1 Sampling effects

All of our structural characterizationsdepend,to some
degree,on N , the total number of activeaddressesobserved.
Sampling givesa useful analogy. Think of an addresstrace
asa samplingof an underlying discreteprobability distribu-
tion, where eachdestination addresshasa �xed probability .
N , then, resemblesasamplesize.How muchdo np and
 p de-
pendon this samplesize?For example,if wesampledshorter
or longer sectionsof a trace,how would that affect 
 p?

We vary N by examining contiguous sectionsof a 24-
hour trace containing U1 as a 4-hour-long subset.These
shorter andlonger sectionseffectively representdifferently-
sizedsamplesof the sameunderlying probability distribu-
tion, assumingthe distribution didn't changesigni�cantly
over the 24-hour period.12

Figure 15 shows
 p for U1 traceswith durationsranging
from 24 hours to 6 minutes.The number of activeaddresses
variesover more than an order of magnitude,from 161,560

12The distribution almostcertainly doeschangebut, asFigure 15 shows, not
enoughto affect the argument.
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Figure 15| 
 p for U1, and for longer and shorter tracesfrom the same
data.

to 11,838.We would expectthe 
 curve to shift downward
asN decreases,sinceN is the product of the 
 ps.For small
samplesizes,and the 6-minute trace in particular, the shape
of the curve also changessigni�cantly|the characteristic
bumpsatp = 16and24havedisappearedandthe curveturns
up signi�cantly for p > 24,aproperty not visiblein anyother
section.13 The other curves,however, resembleoneanother,
and differ visibly from other datasets.(Compare Figure 9,
for example.)

8.2 Short-term stability

For addressstructure characterizationsto be useful as
traf�c \�ngerprints", they must not vary too much on the
order of minutesor evenonehour under normal traf�c con-
ditions. We will seethat this is indeedthe case.

To examine
 p's stability over time, we break tracesU2,
A1, and A2 into sequentialnonoverlappingsegments,each
containing 32,768addresses.That is, we processthe traces
in temporal order, collecting addressesand packet counts;
but just before recording the 32,769th address,we output
the current section of the trace and start a new one. The
tracesbreakinto about 10 sectionseach.The segmentsfrom
agiven traceall lastfor about the sameduration; the average
duration is 6.7 minutes for U2, 5.5 minutes for A1, and 7.5
minutes for A2. We would like sectionsfrom the sametrace
to resembleone another, and to differ from sectionsfrom
other traces.

First, wecalculatedthe averagenumber of addressesthat
adjacentsectionshave in common. If 32,767 addressesare
the same,then obviouslythe sectionswill havesimilar char-
acteristics.In fact, about half of the addresseschangefrom
section to section; the �rst and secondA1 sections,for ex-
ample,sharejust 15,239addresses.

Despite this major addressturnover, Figure 16 demon-

13A possible explanation: Like all our traces,U1 containsbidirectional data.
At long time scales,the large variety of externalsitesvisited will dominate
visible addressstructure. At short time scales,that variety cannot express
itself, sothe structural dynamicsof internal addressesbecomemore impor-
tant.
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stratesthat the shapeof the 
 p curve remains quite stable,
especiallyfor medium-to-large p. Each line showsthe aver-
age
 p for the sectionsof sometrace; the error barson that
line showthe maximum and minimum 
 p valuesin any sec-
tion of that trace.For much of the addressspace,the error
barsfrom different tracesdo not evenoverlap.Note that N is
identically 32,768for everysectionon the graph:differences
betweentracesarecausedpurely by addressstructure.

8.3 Worms

Up to this point, we haveexaminedthe characteristicsof
addressstructuresunder normal network conditions. Now
we consider how worm propagation, and speci�cally the
propagation of Code Red1 and2, affectsaddressstructure.

The Code Red worm [2] exploits a buffer over
ow vul-
nerability in Microsoft's IIS webservers. In order to spread
the worm (version 1 and2) to asmanyhostsaspossible, the
worm generatesa random list of IP addressesand tries to
infect eachone in turn. Code Red 1 picks addressescom-
pletely randomly. CodeRed2, by contrast,attacksaddresses
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Figure 18|Agg regatepacketcount distribution for 24-aggregatesbefore
andafter Code Red1 and 2.

with greaterprobability that lie within the sameaggregates
asthe infected host. (Three-eighths of the time, it choosesa
random addresswithin the same/16; one-half of the time, it
chooseswithin the same/8; one-eighth of the time, com-
pletely randomly.) This reduces the time that the worm
wasteson deadaddresses.

Wewould expectthis behaviorto completelychangead-
dressstructure observable at the edgeof the Internet. Any
sitehasausual probability distribution for the addressesthat
might be expectedto accessit in a given time; Code Red
would add all infected hosts to that distribution. Also, the
sheer magnitude of Code Red would change the address
structure by changingthe rate at which new addressesenter
thesystem.Weexaminethe addressstructurenot to advocate
its usefor worm detection,but to demonstratenetwork be-
havior very different from the normal conditions described
elsewhere in this work.

We obtained hour-long 
ow tracesfrom a national lab-
oratory takenthe daybefore Code Red 1 hit (July18, 2001,
N = 2,332); the �rst day of Code Red 1's widespreadin-
fection (July 19, 2001, N = 167,563); the day before Code
Red 2 hit (August 3, 2001, N = 79,563;Code Red 1 was
still active); and the �rst day of Code Red 2's widespread
infection (August 4, 2001, N = 63,954).Unlike our other
traces,thesecontain only the addressesof hostsoutsidethe
laboratory that attempted to open connections inside the
laboratory. This avoidseffects from the lab's own infected
hosts.

As expected,Code Red wildly changedthe structure of
addressesseekingto contact the lab. Figure 17 showsa plot
of 
 p for the four traces.The July 18 line is representative
for connectionspredatingCodeRed:smallN , small
 p. After
Code Red, a much broader range of addressescontact the
lab, raisingN andthe aggregateratio. The aggregatepacket
count distribution, shown in Figure 18, changesaswell; it
drops,sincemany aggregateshavebeenaddedthat contain
only unsuccessfulprobes.Figure 18 may also demonstrate
a difference betweenthe two Code Reds:Code Red 2 gen-



eratesmore medium-sizedaggregates,perhapsbecauseits
locality meansthat networksnearthe lab in IP spacetend to
probe it more often.14

9 CONCLUSIO N

This paper demonstratesthat addressstructure is key
to understandinginteresting properties of large aggregates,
suchastheir packetcountdistributions.Wepresentedamul-
tifractal modelof observedaddresses,andshowedthat it well
models many properties of the addressstructures we col-
lected.We developedspeci�c structural characterizationsto
examinehow addressesaggregateat different levels.Finally,
wedemonstratedthat addressstructure differsbetweensites,
yet isrelatively insensitiveto samplesizeandstableovershort
time scales.
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APPENDIX

These additional �gures show our data sets in more
depth. The main text refers to them in footnoteswhere ap-
propriate. Notes on particular �gures follow.

Figure 19 showslog-log complementaryCDFs of packet
counts for addressesand 16-aggregatesfor all our traces;
compareFigure 4 in Section 5.1. We were not able to cal-
culatepacketcountsfor TCP/UDP 
ows for manyof these
tracesbecausethe tracescontainedno per-
ow data.Fits to
the upper tails of thesecurvesyield valuesaround 1 for � ,
the power in a power-law distribution. However, not all dis-
tributio ns seemstrongly heavy-tailed;seethe lines for A1,
for example.
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Figure 19|Log-log complementaryCDFs of packetcountsfor addressesand 16-aggregatesin all traces.(SeeSection5.1.)
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Figure 21|Multifra ctal spectrafor R1 and its model, p = 15, 17, and18. (SeeSection6.3.)
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Figure 25| 
 p for all datasets,and for modelsof U1, A2, R1, andW1. (SeeSection7.1.)
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Figure 26| 
 p for U1 and its model, and for W1 and its model. (SeeSection7.1.)
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Figure 27|CDFs of discriminating pre�x counts� p for all datasets,and for modelsof U1, A2, R1, andW1. (SeeSection7.2.)
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Figure 28|8- and16-aggregatepopulation distributions for U1 andW1 and their models.(SeeSection7.3.)
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Figure 29|Multifra ctal spectraat a national laboratory beforeandafter Code Red1 and 2, p = 16. (SeeSection8.3.)


