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ABSTRACT
An orphan DNS server is a DNS server which has an ad-
dress record in the DNS, even though the domain in which
it resides has no DNS records itself and hence does not ex-
ist. For example, the DNS server ns.foo.com would be an
orphan DNS server if it had an address record, but the do-
main foo.com did not exist. In this paper, we undertake
the first systematic study of the prevalence of orphan DNS
servers in the Internet. We also examine who is using them
and what they are used for. We find that certain top-level
domains (TLDs) account for a disproportionate number of
orphans. We also find that some orphans are used for mali-
cious activities and as placeholders for records from deleted
domains, while others likely only exist due to simple con-
figuration errors. Our study points to the need for better
scrutiny of orphan DNS servers so they cannot be misused.

Categories and Subject Descriptors
C.2.2 [Computer-Communication Networks]: Network
Protocols—DNS ; C.2.5 [Local and Wide-Area Networks]:
Internet

General Terms
Measurement, Security
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1. INTRODUCTION
The Domain Name System (DNS) [11, 12] is an impor-

tant component of the Internet’s infrastructure. Though it
carries out a multitude of functions, its primary task is to
translate host names to IP addresses. Internet users rely on
the DNS every time they wish to address a host by its name.

The DNS is a hierarchical system, beginning at the root
domain. Directly below the root, are the top-level domains
(TLDs), such as .com. Below each TLD are domains falling
within that TLD, such as example.com. The DNS servers
for each TLD are responsible for storing records used to
locate the DNS servers for each domain within that TLD.
Clients need these records in order to find the addresses of
hosts within those domains. For example, the DNS server for
.com will store records for the name server1 for example.com.
Commonly, these records are of two types, those that con-
tain the host name of the domain’s name server (associating
example.com with ns1.example.com), and those that con-
tain its IP address (associating ns1.example.com with an
address). This paper focuses on a special case of IP ad-
dresses records known to the TLD DNS servers: those where
an IP address record exists for a DNS server whose parent
domain has ceased to exist. An example of such a case is
if there were an IP address record for ns1.example.com at
the .com TLD when example.com itself was non-existent.
Servers such as ns1.example.com have come to be referred
to as orphan name servers in the operational community.

Orphan DNS servers have been found in use by malicious
web sites [17]. This paper is motivated by curiosity about
the existence of this phenomenon. Accordingly, we focus
on studying the prevalence of orphan name servers in the
Internet and to understand what, if anything, they are used
for. We are also interested in understanding the impact
of removing orphan servers. Specifically, if they are only
used by malicious domains, it is actually beneficial to remove
them. However, if they are used by legitimate domains as
well, users of these name servers would see their DNS service
degraded or interrupted if such servers were removed. To the

1The terms DNS server and name server are used inter-
changeably.
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best of our knowledge, ours is the first work to investigate
this phenomenon systematically. The questions we ask are:

• How prevalent are orphan DNS servers?

• How long do orphan name servers live?

• Are orphan name servers being used for purposes other
than as DNS servers?

• Are orphan name servers commonly used for malicious
purposes?

We examine an average of 106 million domains (60% of do-
mains in the Internet at the time of our measurements) on a
daily basis for a period of 31 days to investigate aspects of or-
phan DNS servers. Searching for orphans in these domains,
we find that 1.7% of DNS servers we examine are orphans.
Almost 1/3rd of these are being used as DNS servers by do-
mains we can identify. Many others are used as web and
email servers. We confirm that each of the 1% of domains
using orphans as their DNS servers are web sites listed in
phishing and malware blacklists, and a significant portion
of IP addresses associated with orphans, 4.4%, are known
to send spam. Benign uses of orphans include being used
as placeholders for records from deleted domains. Due to a
mix of uses, we conclude that orphans could not simply be
removed but need to be monitored closely.

2. BACKGROUND
Here, we discuss the DNS records important to under-

standing orphan name servers. We also present a scenario
which may lead to the creation of an orphan name server.
Finally, we discuss related work.

2.1 DNS Background
The DNS server at each TLD maintains a zone file con-

taining two types of records relevant for studying orphan
name servers. These are the NS (name server) and A (ad-
dress) records for each domain falling within that TLD. The
NS records map a domain to the names of its DNS servers
and A records provide IP addresses of those DNS servers.
Figure 1 shows a sample portion of a zone file for .com TLD.
Here, two name servers each for domains fake.com and ex-

ample.com are listed in the NS records. However, names do
not suffice. Clients need the corresponding IP addresses to
contact name servers. Since the authoritative source for this
IP address is the server itself, A records corresponding to the
NS records are also needed in the zone file. These records
are referred to as glue records. Notice, however, that the
A records for ns1.fake.us and ns2.fake.us are not listed
in Figure 1 because they may be obtained from the name
servers for the fake.us domain, or possibly the name servers
for .us.

2.2 Orphan Creation
We describe how orphans are created through a scenario.

A domain, orphan.com, is created, leading to the addition
of an NS record for this domain to the zone file: orphan.com
NS ns1.orphan.com. The host ns1.orphan.com is in or-

phan.com, so its address record, ns1.orphan.com A 1.2.4.4,
is also added to the zone file. Other domains may also
use this server, resulting in the addition of NS records for
them as well. If bad.com uses this server, then bad.com NS

ns1.orphan.com will be added.

fake.com    
fake.com     
example.com     
example.com    

ns1.example.com 
ns2.example.com 

NS
NS
NS
NS

A
A

ns1.example.com
ns2.example.com

1.2.3.4
1.2.3.5

ns1.fake.us
ns2.fake.us

Figure 1: Sample portion of a TLD zone file

fake.com    
fake.com     
example.com     

ns2.example.com 

NS
NS
NS
NS

A
A

ns1.example.com

1.2.3.4
1.2.3.5

ns1.fake.us
ns2.fake.us

ns1.example.com 

example.com    ns2.example.com
bad.com NS ns1.orphan.com

ns1.orphan.com A 1.2.4.4

Figure 2: Sample portion of a TLD zone file con-
taining an orphan name server record

Now imagine that some time later orphan.com is removed.
In this case, the above mentioned NS record for the domain
is deleted from the zone. However, what happens of the A

record? One option is to delete it. Another option is to
let this record live on, to account for cases when other do-
mains in .com or other TLDs depend on it, for example, the
above mentioned bad.com. Deleting the ns1.orphan.com A

record would harm bad.com, perhaps taking it completely
offline if this is its only DNS server. Keeping this A record
prevents the deletion of this single domain from affecting
others which may rely on the same server. This is an ex-
ample of a common situation that leads to the creation of
orphan DNS servers. The sample zone file from Figure 1
after these additions and deletions is shown in Figure 2.

The above scenario is of course not the only way an orphan
server may appear. Some may arise out of configuration
errors, such a simple typo where the name associated with
an A record is not what it should have been and so this
incorrect name does not match any existing domain. Others
may occur due to lax registrar policies. While glue records
are the only reason an A record should exist in a TLD zone,
mechanisms may not be in place to actually enforce this.
Lack of enforcement of such policy would allow such records
to intentionally be added directly to the TLD zones.

2.3 Related Work
To our knowledge, there has been only a single other work

that has looked into the problem of orphan name servers.
This resulted in a recent presentation at an ICANN meet-
ing [17], and was based on data collected by Karmasphere [8]
and Internet Identity [7]. Their work begins with lists of
malicious domains and checks if any name servers used by
them are orphans. They find 3.4% of phishing domains and
59% of fast flux [10] domains use orphans. However, be-
cause they start with malicious domains, they are not able
to identify orphans used for benign purposes. We believe
that in deciding how best to solve the problem of orphan
DNS servers, it is necessary to determine if they have legiti-
mate uses. Therefore, we take a different approach, starting
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with TLD zone files instead of just with malicious domains,
in order to find the general prevalence of orphans.

3. DATA AND METHODOLOGY
In this Section, we describe our methodology for locating

orphan name servers and for finding who is using them.

3.1 Finding Orphan DNS Servers
We use three different techniques for discovering orphan

name servers in order to be exhaustive where we have the
necessary data, and still find some orphans where we have
less data available. These techniques are direct analysis of
zone files, DNS queries based on zone file information, and
DNS queries based on malicious feeds.

3.1.1 Analysis of Zone Files
Analysis of the zone file for a top level domain (TLD) is

the ideal way to find all orphans in that TLD. We have the
TLD zones for 6 TLDs: .asia, .com, .info, .mobi, .net,
and .org [1,3,14,18,25]. These TLDs accounted for 60% of
the 177 million domains on the Internet at the time of our
experiments [24]. We obtain these zones though file transfers
from the organizations that administer them, so they should
be up to date.

To find an orphan in a zone file, we use a simple algorithm.
We first examine the entire list of A records in the zone file.
For each host name listed in an A record, we extract the do-
main name. Since all of the TLDs considered here delegate
zones to customers at the second level, directly under the
TLD, the domain name in this context is always the TLD
plus a single label. We then check if an NS record exists for
the domain in order to verify if the domain itself exists. If
such a record does not exist, then we classify the name from
the A record as an orphan name server. Returning to Fig-
ure 2, when we come across the A record ns1.orphan.com A

1.2.4.4, we then search the NS records in the zone file for
any NS records for the domain orphan.com. Since no such
records exist, we classify ns1.orphan.com as an orphan.

To locate which domains are using the orphan name server,
we search the zone files for NS records that point to orphans.
In the case of Figure 2, we would find bad.com.

3.1.2 DNS Queries from Zone Files
While our TLD data contains the largest TLDs, a no-

table deficiency is that it does not contain any country code
ccTLDs because operators of these TLDs are not willing
to share them even for research purposes. Finding orphan
name servers exhaustively for these TLDs is not possible.
However, we can still find potential orphans through the
zone files available to us.

Instead of looking at the A records, as we did earlier, we
now look at the name servers pointed to by the NS records. If
the name pointed to is in one of the TLDs we have a zone file
for, we ignore it because if it were an orphan, it would have
been identified though the previous method. If it is not, as is
ns1.fake.us in Figure 2, we perform two DNS queries. We
first extract the domain name from the name server’s host
name (in this case fake.us). For this purpose, we use the
Public Suffix List [13], taking any suffix on the list, plus one
additional label, as the domain name. We then and perform
an NS query on this domain name. This query checks if the
domain name that the server’s host name is contained in
exists. Orphans can only be present if the domain name

does not exist. If this query fails, we perform an A query on
the name server’s host name (ns1.fake.us). If this query
succeeds, the host name is an orphan. Otherwise, it is just
a misconfiguration of a NS record pointing to a server that
does not exist.

This method directly finds users of the orphans as well
since the domain on the NS record used to find the orphan
is a user of that orphan.

3.1.3 DNS Queries from Malicious Feeds
To get a glimpse of the use of orphans in hosting mali-

cious web sites, including domains not seen by the above
two methods, we bring in one more data source. We exam-
ine five different live feeds of phishing and malware-hosting
sites [2, 4, 9, 15, 16]. We perform NS queries to identify their
name servers, and then we perform DNS queries to check
if these servers are orphans exactly the way we did in Sec-
tion 3.1.2.

3.1.4 Data Collection Limitations
The above mechanisms allow us to find all orphan name

servers contained in or used by domains in the DNS zones
we can access. It also allows us to find ones used by domains
in our malicious feeds. However, it is still not a complete
picture of all orphans. Some orphans likely exist in zones
we do not have access to. Some more may be used by do-
mains not present in our feeds or zone files. The effect of
this limitation is that we underestimate the prevalence of or-
phan name servers. Similarly, while all of these mechanisms
automatically locate users of orphans, they will not identify
any users not contained in the zone files or malicious feeds
we have access to. This leads to an underestimation of the
users of orphans as well.

3.2 Data Overview
We receive new zone files for each zone on a daily basis,

and new malicious feeds every hour. We repeat the process
described above each day on the new data. For this analysis
we use 31 days of zone files and 14 days of the malicious
feeds. Table 1 provides an overview of the data used to
locate orphans.

Start date of zone files 2009-04-01
Days of zone files used 31 Days
Domains represented in zone files 106 million
A records in zone files 2.2 million
NS records in zone files 249 million
Out of zone name servers looked up 241,179

Start date of malicious feeds 2009-04-16
Days of malicious feeds used 14 Days
Hosts in malicious feeds 242,752
Domains in malicious feeds 9,554
Name servers for domains in malicious feeds 48,042

Table 1: Overview of data used for orphan detection.
Numbers presented are daily averages

We see that as expected, there are over double the number
of NS records than there are domains, since most domains
use multiple name servers. Also as expected, there are far
fewer A records than domains, since many domains share
name servers. A majority of the name server IP addresses
were contained in the zone files themselves. Only about
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10% of them were out of the TLD zones and required a
DNS look-up. The malicious feeds provided fewer servers to
look up than the zone files, but are useful for providing more
diversity in the potential orphan users.

4. CHARACTERISTICS OF ORPHANS
We now examine the prevalence, distribution, and life-

times of the orphans name servers we found.

4.1 Prevalence of Orphan DNS Servers
We begin by examining the prevalence of the orphans.

Overall, we find a total of 46,369 orphans. Each day, we
record an average of 15,962 orphans. Many are present in
our data for several days. 39,443 (85%) of orphans are in
the TLDs we have zone files for, representing 1.7% of the A

records in our TLDs, a small but significant percentage. For
these, we know that they are all the orphans in these TLDs.

4.2 Distribution of Orphan DNS Servers
Now, to determine if certain entities on the Internet are

responsible for disproportionate numbers of orphan name
servers, we examine the distribution of orphans in terms of
the domains, TLDs and autonomous systems (ASes) they
belong to, as well as their IP addresses.

4.2.1 Distribution in Domains and TLDs
Although we saw 46,369 orphan name servers, they are

likely not independent of each other. We can quantify re-
lationship among them by looking at the number of zones
that contained orphans. We find orphan servers in 23,153
domains, an average of 2.0 orphan servers per domain that
contains them.

Since TLD policies may affect the presence of orphan
servers, we examine the number of orphans contained in each
TLD for which we have zone files. These results are seen in
the top part of Table 2. Somewhat surprisingly, we see that
.info has a much higher percentage of its A records as or-
phans than any other TLD. 26,111 (18.8%) of its 139,126 A

records were orphans. In fact, .info contains four times as
many orphans as the much larger .com which has an order
of magnitude more A records. .org, also much smaller than
.com, has more orphans than it as well. Notably, the two
zones run by Verisign, .com and .net, have by far the least
percentage of their A records as orphans as compared to the
other TLDs. This indicates that perhaps Verisign makes
policy decisions that discourage orphans.

We also checked the TLD distribution of domains contain-
ing orphans, to determine whether these high numbers were
caused in part by many orphans in a few domains. The TLD
distribution of these domains was similar to the distribution
of the orphans themselves, including the same ordering of
TLDs accounting for the most domains containing orphan
name servers.

Owing to lack of zone files, we can not determine what
percent of A records in other TLDs are orphans. We can also
not determine the true number of orphans in other TLDs.
However, even with the information we have, a few other
TLDs stand out. Notably, 11 TLDs each have over 1,000
orphans, shown in the bottom part of Table 2, the most
being 3,931 in .us. Since our methodology under-counts
the number of orphans in these TLDs, the actual numbers
are likely to be higher. In total, we find 123 TLDs containing
orphans, although many of these contain only a few.

TLD # orphans A records %
.info 26,111 139,126 18.8%
.mobi 433 4,062 10.7%
.asia 99 1,313 7.5%
.org 7,715 206,513 3.7%
.com 6,428 1,566,392 0.4%
.net 530 3,31896 0.2%

.us 3,931 n/a n/a

.cm 2,771 n/a n/a

.cn 2,715 n/a n/a

.br 2,495 n/a n/a

.de 2,413 n/a n/a

.ws 2,344 n/a n/a

.kr 2,118 n/a n/a

.ru 1,801 n/a n/a

.ca 1,368 n/a n/a

.in 1,340 n/a n/a

.jp 1,182 n/a n/a

Table 2: Orphan name servers by TLD, as compared
to the total A records in each TLD zone

4.2.2 IP Address Distribution
As with orphans in the same domain, orphans pointing to

the same IP address are also related since these are using
the same physical machine. Collectively, we find 14,411 IP
addresses in use by orphans, an average of 3.2 orphan names
pointing to the same physical machine.

To determine if certain network operators are responsible
for disproportionate numbers of orphans, we translate these
IP addresses into the corresponding AS numbers using the
service offered by Team Cymru [23]. We find that 14,291 of
these IP addresses belong to 1,960 ASes, an average of 7.3
IP addresses of orphans per AS that has them. This implies
that about 6% of the approximately 30K ASes that originate
routes on the Internet contain orphans. The remaining 120
are IP addresses with no corresponding AS, such as private
IP addresses. These are in a sense doubly misconfigured,
since they are orphans and point to addresses which are not
publicly accessible.

Most ASes with orphans only have a few, with 89% having
10 or less, and 43% having just one. In these cases, it is likely
that the operators of the AS themselves are not responsible
for the presence of these orphans, at least not intentionally.
Instead, these are either the result of mistakes, or set up
intentionally by some other party. However, we also see
four ASes each containing over 100 IP addresses of orphans.
In these few cases with many orphans pointing to the same
AS, the operators may be responsible for the behavior, but
there may be another explanation. These four top ASes
belong to commercial web-hosting companies; it is possible
that this behavior is instead due to their customers creating
such records pointing to the hosted address. However, if this
were the case we would expect to see the same behavior in
many more ASes.

4.3 Lifetimes of Orphan DNS Servers
Next, we examine the lifetimes of the orphan name servers

in our data. Each day we check if orphans name servers
recorded on the previous day are still present to examine
how long each orphan persists. The results are shown in
Figure 3.

We expected orphans to live for long periods of time, ow-
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ing to the negligence in noticing them. In reality, many are
shorter-lived. Specifically, 12% of them only live for a single
day. These orphans may have been created unintentionally
and then removed once somebody noticed the error. Less
than 2% lasted for our entire 31-day data window. The
median lifetime for an orphan is between 8 and 9 days, sug-
gesting that many orphan name servers might exist for tasks
that are completed in a short amount of time, such as host-
ing malicious web sites which are known to live only for a
few days [10].

5. USES OF ORPHANS
In this section, we examine how orphan name servers are

being used. We approach this question in a few ways. First,
we examine their use in the most expected way, as a DNS
server. Next, we examine the services running on each or-
phan. We also examine domains with a large number of
orphans to learn how they are using orphans. Finally, we
look specifically for malicious uses.

5.1 Use as DNS Servers
We now examine how many domains are actually using

orphans as their DNS servers. In total, we see 212,850 do-
mains using orphans as DNS servers, an average of 4.6 per
orphan. Figure 4 shows that almost 1/3rd of the orphans
are actually in use as a name server by at least one domain.
We also find a few orphans being used by a large number of
domains (not shown in the figure). Specifically, two orphans
are each used by 30K domains and two by 15K. The rest
of the orphans, 69%, are not being used as DNS servers by
any users in our data, and thus appear to be present as a re-
sult of an oversight in keeping zone file contents up-to-date.
We investigate if they are in use in some other manner in
Section 5.2.

5.2 Running Services
Several host names of the orphan name servers begin with

www. Because www is a common label for hosts that run an
http server, we check if port 80 is open on each orphan.
If so, the orphan may be used as a web server. We also
check if port 25 is open to see if they may be running an
smtp server. We find that 33% of the unique IP addresses of
orphans have port 80 open, and thus appear to be running
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Figure 4: Number of domains using each orphan
name server (CDF)

an http server. Additionally, 22% have port 25 open and
appear to be running an smtp server, implying that they can
potentially be used for sending e-mail.

From orphans with an open port 80, we select 1,000 which
we do not see used as a name server, in order to determine
if those not used as name servers had some other purpose.
From these orphans we request a web page. We find that
42.9% of orphans return nothing despite having an open
port. While we can not determine what content they are
serving, we can not say they are serving nothing, since they
may be using cloaking or ignoring our request since it does
not have a standard user agent. 27.9% of the orphans we
checked displayed the Apache welcome page. Although they
may be serving content on a URL somewhere other than
the root of their domain, but there is none at the root of
the domain. Although some web sites may be set up in this
manner, we have no good way of guessing which path may
be used in order to check it.

The remaining 29.2% of orphans in our sample had con-
tent at the root of their domain. We classify the type of
content on these orphans by performing keyword searches
on the returned pages and manual inspection. We find that
they primarily served advertisements or contained blogs or
scam sites. The latter included the well known “Canadian
Pharmacy”scam [19] shown in figure 5. The Canadian Phar-
macy scam is one instance of a popular type of scam which
claims to sell pharmaceuticals online but may be unlicensed,
may not ever deliver the ordered products, or may fill orders
incorrectly [5]. Such scams were on 1.4% of the orphans we
checked.

5.3 Domains with the Most Orphans
Some domains contain a high number of orphans. The ten

highest all contain more than 50 and the largest has 1,198.
Although we can not determine for sure what all of them
are doing, we do see one surprising activity.

A distinct behavior is seen among seven of the top ten
domains containing the most orphans. The domain names
of these tend to contain substrings like “delete” or “old”.
Such domains appear to contain name server records copied
from domains that have or will soon expire. For example, we
may see an orphan named ns1.example.com.deleted.info.
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Figure 5: Screenshot of Canadian Pharmacy scam
web site

Usually in this case, in addition to deleted.info not ex-
isting, the other domain implied in the host name, exam-

ple.com, does not exist either. However, if we send this
server DNS queries related to example.com, it responds as
if the domain existed, and as if it was a name server for the
domain. Checking IP addresses, if we ask this server for the
IP address of ns1.example.com we get an address matching
that of ns1.example.com.deleted.info.

Based on this behavior, we conjecture that registrars move
name servers from expired domains to another domain as
orphans to minimize disruption to other domains they ad-
minister. Other domains that use a server from the expired
domain for name resolution can then have their NS record
changed to point to the new orphan, perhaps automatically
by the registrar, minimizing disruption to the service of these
domains. This practice may help keep customers happy who
own multiple domains using the same infrastructure, ensur-
ing that the rest of their domains will still work after they
cancel one. Since these are orphan name servers, they have
the same resolution behavior as before the original domain
expired. If they were not orphans, then an additional query
would be needed to look up the authoritative name server
for the domain to which the name server was moved.

5.4 Malicious Uses of Orphans
Given that orphans are being used to host scam sites, as

we saw in Section 5.2, and the use of orphans by malicious
sites found in [17], the connection between orphans and ma-
licious activities deserves investigation. Orphan servers may
be attractive to miscreants for a few reasons. For exam-
ple, if they are using them for purposes other than DNS
servers, having records for them on the TLD DNS server
means the miscreants may not even have to run their own
DNS server. Orphans related to malicious activity may also
naturally arise from enforcement efforts by ISPs removing NS

records of domains found to be malicious. The DNS server
may already have been in use by other domains belonging
to the same miscreant, and may continue to be used as such
if the A record is left.

We look for malicious users of our orphan name servers in
multiple sources. We use the Google Safe Browsing phishing
and malware blacklists [6], three feeds of malware hosting
sites [4, 9, 15], two of phishing sites [2, 16], and a feed of

scam sites [22]. Results in this section are based on a longer
data window than our general results, 40 days instead of 31.

Table 3 shows how many domains using orphans as their
DNS server are involved in malicious activities. There are
212,850 total domains using orphans in our data. Of these
users, 2,250 (1.1%), using a total of 86 orphan name servers,
are in our phishing feeds. Similarly, 2,838 (1.3%), using a
total of 53 orphan name servers are in our malware feeds.
Other sources of malicious data also have orphans associated
with them, as seen in the table. A small fraction of domains
containing orphans appear in blacklists as well, the most sig-
nificant being 76 appearing in the Google malware blacklist.
We conclude that although miscreants are using orphans,
orphans themselves are not often blacklisted.

Data Source % of Orphan Users # Domains
Google malware 0.4% 897
Google phishing 0.0% 4
Phishing Feeds 1.1% 2,250
Malware Feeds 1.3% 2,838
Scam Feed 0.0% 22

Table 3: Domains using orphans appearing in
sources of malicious data

We additionally look for the IP addresses of orphans in the
Spamhaus SBL blacklist [20] which tracks IP addresses as-
sociated with sending spam, and the Spamhaus XBL black-
list [21] which tracks IP addresses with types of exploits
commonly used by spammers. 4% of IP addresses of or-
phans appear in the SBL and 0.4% in the XBL. When we
look only at the 500 IP addresses hosting the most orphans,
the SBL results are significantly different, 13.4% are black-
listed. We conclude that a significant fraction of orphans
send spam.

6. CONCLUSION
Our study identifies three reasons for the existence of or-

phan name servers. These are typographical errors and mis-
configuration in TLD zone files, malicious activity, and as
placeholders for deleted domains. We find that a signifi-
cant number of the orphans are being used to send spam,
and a smaller number of orphans are used for other mali-
cious activity including hosting scam sites and serving as
the DNS servers for phishing and malware sites. Although
these malicious uses are not widespread enough that use of
orphans can be taken as an indicator of maliciousness on
its own, they can certainly contribute to the determination
when combined with other factors.

Many orphan name servers are used in benign roles. Be-
cause of this, disallowing them from being created, and re-
moving all currently in existence, may do more harm than
good. However, since a large percentage of orphan name
servers were not serving any domains from the largest TLDs,
we hypothesize that many orphans could be removed with-
out any negative effects.

Finally, the disproportionate prevalence of orphan name
servers in some TLDs and ASes indicates that perhaps the
benign roles they serve are not necessary, or can be accom-
plished otherwise. Owing to this, we recommend that or-
phan DNS servers be better scrutinized to prevent misuse
and to ensure that they really are providing a benefit.
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