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ABSTRACT
In this paper we propose an analytical framework to exam-
ine the stability of various P2P overlay structures against
dynamic movement of peers. We model the behavior of
these peers using degree independent and degree dependent
random failure. As superpeer networks are currently most
widely used overlay structure, we perform stability analysis
of these networks as a case study.

1. INTRODUCTION
P2P networks have recently become a popular medium through
which huge amount of data can be shared. Peers in the P2P
networks are connected by some logical links forming over-
lay structures above the physical networks. These overlay
networks can be modeled using various random graphs [1].
However as peers in the P2P system join and leave network
randomly, overlay structures are highly dynamic in nature.
Frequently the network gets partitioned into different com-
ponents due to which communication among peers breaks
down. In this paper, we propose a generalized analytical
framework to assess the robustness of overlay structures.

2. STABILITY ANALYSIS OF OVERLAY NET-
WORKS

In this section, we formally model the overlay structures and
various kinds of failures and define the stability metric which
are the parameters of our analytical framework.
1. Topology of the Overlay Networks: The different
types of overlay structures can be modeled using probabil-
ity function pk where pk is the probability that a randomly
chosen vertex has degree k. The nature of pk determines the
topology of the overlay network which can be an E-R graph,
power law network, superpeer network etc. Superpeer net-
works can be modeled by bimodal degree distribution where

pk > 0 if k = kl, km; pk = 0 otherwise

kl & km are degree of peers and superpeers respectively.
2. Failure Models: We model the frequent movement of

peers by probability function qk where qk is the probability
that a vertex of degree k is present in the network after
removal of a fraction of nodes. Two types of node failures
are discussed here -
a. In degree independent failure, the probability of removal
of a node is constant and independent of degree of that node.
b. In degree dependent failure, the probability of failure of
a node (fk) having degree k is inversely proportional to kγ .
i.e. fk = 1/kγ where γ is a real number. Note fk = (1−qk).

Stability Metric: The stability of overlay networks are
measured in terms of a critical fraction (fc) of the total
nodes; removal of which disintegrates the network.

2.1 Analytical Framework
Generating function formalism [2] is used to model the sta-
bility of the network. Through use of generating function
we find out the formula to disintegrate network from one
giant component to smaller fragmented parts. pk.qk is the
probability of a node having degree k to be present in the
network after the process of removal of some portion of nodes
is completed. Hence

F0(x) =

∞X
k=0

pkqkxk

becomes the generating function for this distribution. Fol-
lowing the derivation explained in [2], we find the average
size of the components

H ′
0(1) = 〈s〉 = F0(1) +

F ′0(1)F1(1)

1− F ′1(1)

which diverges when 1 − F ′1(1) = 0. Size of the component
becoming infinite implies that the entire networks joins to-
gether forming one giant component.

F ′1(1) = 1 ⇒
∞X

k=0

kpk(kqk − qk − 1) = 0 (1)

The equation (1) states the critical condition for the forma-
tion of giant component for any type of graphs (character-
ized by pk) undergoing any type of failure (characterized by
1− qk )1.

3. STABILITY AT VARIOUS FAILURE SCE-
NARIO

1Proposing this formula is the most original contribution of
this work



1. Degree Independent Failure: The critical fraction fc

required to be removed can be obtained from equation (1)

fc = 1− 1

〈k2〉/〈k〉−1
(2)

This is the well known condition [2] (derived differently) for
the disappearance of the giant component due to random
failure.
2. Degree Dependent Failure: The following critical
condition for the stability of giant component is obtained
using equation (1)

〈k2−γ〉 − 〈k1−γ〉 = 〈k2〉 − 2〈k〉 (3)

where the critical fraction of nodes removed is

fc =

∞X
k=0

1

kγ
pk. (4)

Thus from the equation (3) and (4), we can determine the
value of fc for various networks due to degree dependent
random failure.

4. CASE STUDY: STABILITY OF SUPER-
PEER NETWORKS

1. Degree Independent Failure: We study the robust-
ness of the superpeer networks with the help of the analytical
model. Let r be the fraction of peers in the superpeer net-
works having degree kl and and rest are superpeers having
degree km where kl << km. According to our formalism,
the critical fraction for degree independent failure

fc = 1− 〈k〉r
〈k〉2 − 2〈k〉km + 2rkm〈k〉 − r〈k〉+ k2

m − rk2
m

.

Using the above equation, we study the variation of fc due
to the change in the fraction of peers(r)(Fig 1).
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Figure 1: Critical fraction (fc) Vs fraction of
peers(r) (For degree independent failure). Here we
keep the average degree 〈k〉 = 5 fixed and vary the
superpeer degree km = 25, 30, 40.

Observations: An interesting observation is that when the
percentage of superpeers is above 15% to 20% , the critical
threshold is quite high. But after that, there is a sharp fall
of fc indicating that when the percentage of superpeers is
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Figure 2: Change of γc with respect to superpeer de-
gree km (For degree dependent failure). Here mean
degree varies from 8 to 16.

below 10%, removal of a very small fraction of nodes breaks
the entire network into disconnected components and makes
peer to peer communication impossible.
2. Degree Dependent Failure: In the case of degree
dependent failure, removal of fc(=

P∞
k=0

1
kγc pk) fraction of

nodes breaks the giant component. The value of γc can be
derived from equation (3)

γc = 1−
ln 〈k〉(km+1)−km−2〈k〉

〈k〉−1

ln km

where kl = 1. We plot the variation of the γc with respect to
the superpeer degree km for various average degree 〈k〉(Fig
2).

Observations: It can be easily identified from figure 2 that
with the increase of superpeer degree, the value of γc de-
creases; the decrease follows a hyperbolic trajectory.

5. CONCLUSION AND FUTURE WORK
The basic contribution of this work is the development of
a general framework to analyze stability of P2P networks
under different types of failure. However we have to per-
form a detailed comparative study of the stability of various
possible overlay topologies like E-R graph, power law net-
work, various kinds of superpeer networks like mixed pois-
son, bimodal structure etc. In addition to the simple failure
models discussed here, we will consider different kinds of
attacks where nodes having more importance are been tar-
geted. Moreover, comparative stability analysis of all these
topologies with respect to combination of different attacks
and failures will bring completeness to the work.
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