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ABSTRACT

Through the rapid evaluation of spam, no fully @ssful solution
for filtering spam has been found. However, thansmers still
spread spam by using the same intentions suchvastiathg and
phishing. In this investigation, we propose a namitm of E-
mail Words Social Network (EWSN) for profiling usér
intentions related to interesting and uninterestnmails. An
EWSN is constructed from the information in an indiial user's
mailbox, and expands e-mail information from the riéddNide
Web (WWW) via the search engine.
information and association rules among the wowas,ds and
relations are expanded as a words’ social netwokka the
EWSN, both interested and uninterested EWSNs can
constructed to analyze user intentions. Additipnaln efficiency
detection mechanism based on the EWSN is propasetassify
e-mails. Finally, the adaptation algorithm of figial immune
system is applied to EWSN, which is thus adaptetbiow the
user’'s confirmed classification results. The ekpental results
indicate that the proposed system is very helpfuldassifying
spam e-mails by analyzing senders’ intentions. &duheas for
analyzing interested nature of people, and prdfilitheir
backgrounds, are also presented.

Categories and Subject Descriptors
H.4.3 [Communications Applications]: Electronic fnai

General Terms
Design, Security

Keywords
E-mail words social network, social network, acidfi immune
system, intention finding, spam classification

1. INTRODUCTION

Unsolicited bulk e-mail has become increasinglyioser on the
Internet recently [1, 2]. Although many anti-spaethniques
have been proposed recently [3-16, 20, 23, 35], fuity

successful solution for overcoming spam has beenddl]. The
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heterogeneity, definition and evolution make spansesious
problem. Restated, the rapid evolution of spanr@gghes and
the indistinct criteria of recognizing spam makarspdifficult to
counter. However, these issues can be resolvedinayng
senders’ intentions, because different techniqueesracognition
criteria still use the same intentions to spreaaimsp The spam
intentions such as advertising and phishing hagestitme surface
topics such as “click me” or “read me”. Therefofiading the
topics and intentions of e-mail senders is an @sémg issue [17-

Based on the web 22].

Two methods are available for combating spam, blecking the
sources of spam sources [8-13, 15] and filterirans@ccording

beto content [3-7, 14, 16, 20, 23, 35]. Spammers lmarblocked

according to various parameters, such as e-maileadds and e-
mail servers. The rule-based method is employethfe goal. It
can identify and block the spam e-mails by usingchllists,
white-lists and some heuristic rules [5]. The mdisadvantages
of rule-based filtering mechanism are that the suteed be
maintained manually, and are difficult to evaluat€he sender
reputation method is also extensively applied aneb e-mail
services. This method can classify e-mails by uating
reputations of users and e-mail servers based en fasdback.
Many web e-mail service providers apply reputationclassify
sending domains, such as Sender Policy Framewdik GMAIL
[12] and Yahoo Domain Key [13]. One problem is tificulty
of identifying untrustworthy senders, such as senétem zombie
networks. In this problem, spammers use viruses$ atmer
malicious programs to conscript vast networks ofmpoters
belonging to users, without their knowledge, to dsespam.
Reputation information of senders is very hard pplya to find
such spammers. However, the social relation between the
legitimate senders and spammers is shown thathténey different
network structures [8]. Therefore, the socialtielabetween the
senders can be inferred from the information ofadlsnsuch as
header and content.

Spam can be filtered according to the content ohads.

Content-based filtering is often applied to gereeratitomatic
filtering rules or classifying models via machineaining

approaches, such as Naive Bayes [3] and SuppotoMe@chine
[4]. These approaches usually analyze words amdsph from
their appearance and distributions of in the candére-mails. A
mathematical model is then built, and used torfilke incoming
e-mails. However, spammers often conceal the obutetheir e-
mails in pictures in order to bypass content-b&#eis such as
image-spam [23]. Therefore, spam classificationquires a
method of profiling spam effectively.

Social network analysis has emerged as a cruciahiethod for
profiling social relationships [8-10, 25-27, 32,,3%, 39, 40].



Different social networks represent different attites of network
structures, and can be utilized to quantify theoatmal behavior.
In anti-spam research, some social network analysshods
focus on analyzing the information in e-mail headesuch as
From, To and CC., and attempt to discover the toeiationships
from the information [8-10]. Boykin and Roychowaiiu[8]
proposed a concise method for applying personahiémetwork
to filter spam. O’Donnekt al. [9] utilized e-mail server log to
construct an e-mail social network for detectingauthorized
accounts. Konget al. [10] proposed a collaborative spam
filtering based on e-mail social network analysisirprove the
efficacy of use of e-mail networks’ topologicalrditites. These
methods focus on blocking the spammers, and faiglit
information sharing via pervasive social commusitién
cyberspace. However, they are only appropriateafayeneral
anti-spam solution, rather than for a specifiedrus&herefore,
existing social information can be combined wittdiudual
users’ intentions to alleviate both the rapid eatibn of spam
techniques and the indistinct properties of spanterd.

This investigation proposes a mechanism of E-maitdd Social
Network (EWSN) for profiling users’ intentions redd to
interesting and uninteresting e-mails. The processef
constructing EWSN are also described. At firsge firoposed
method expands the words of E-mail content by nginivords
information from Internet, forming the EWSN. They &pplying
the Social Network Analysis (SNA), our method caasily
distinguish non-spam e-mails and spam e-mails tirothe
network properties of different E-mail contents. Mdst, a
modified Resource-limited Artificial Immune Netwogkgorithm
(RAIN) [24] in artificial immune network (AIS) isdopted for
adapting user's feedback on mail classificationhroligh the
EWSN, both interested and uninterested EWSNs can
constructed to analyze user intentions. The ewxpsrial results
indicate that analyzing senders’ intentions is ahié for
classifying e-mails.

Section 2 introduces the social network of worasl describes in
detail the EWSN, which is proposed in this invedtign to

classify spam. Section 3 first introduces the esysbverview of
EWSN. Section 4 describes the experiments perfdrore the
proposed systems. Section 5 draws conclusions.

2. E-MAIL WORDS SOCIAL NETWORK

This section first introduces the social networknairds [25, 26].
The structure and properties of e-mail words aem timtroduced
and discussed. Finally, an e-mail words socialwogk is
introduced to profiling users’ interest or lackioterest.

2.1 Words social network

A Words Social Network (WSN) gives a possible erpton for
some coincidence. For example, two different peaple the
same comments when they see the specified pictW&N might
show an idea about analyzing association memohuofan [26].
WSN also reveals high clustering, which allows ekig by
association. Constructing social networks by wosdssfy the
power law as long as they agree with scale-freeiar&t[26, 27].

be

Motter et al. [26] described a network constructed from words in

an encyclopedia. They observed that the node-detjs¢ribution
follows a power law, and that most nodes are linketew other
nodes. Ferreiraet al. [25] found that a WSN is clustered

according to either events or persons. They ddvise
guestionnaire for two social groups. The questioeneomprised

three questions, each for a different topic. Theher recorded
the results, and created WSNs when they got resgomsth

synonyms about a topic. Some different feedbaghkvkeds were

found in the results of the two social groups, thg most of

words in the WSN were the sam&his finding indicates that the
topics and intentions have more effects on feedbaskvords

than different social groups. Therefore, the WSMs discover
the association words of a topic. Their surveyltssinspire us
that WSN can reveal the intentions and thoughfseople.

2.2 The structure of E-mail words

The words of e-mail content depend on users’ isteaad writing

intentions. However, spam and non-spam e-mailsataaasily
be distinguished without considering users’ intexes People
might define spam e-mails by their different intése Seckeet al.

[6, 7] differentiate e-mail as “interested and ueirsted” rather
than “spam or non-spam” from the mailbox. Thisaidierives
from the basic artificial immune system [28-30], exsh the
concept is “self and non-self’, and regards normsgamail as
interested e-mail, and spam e-mail as uninterestetil. Their

result demonstrates that two structures in e-mah de

discriminated by different words corresponding riteiested and
uninterested. Because e-mail can be classifi@dtimb structures,
WSN can be applied to extract the topics deterrginirnether
emails are interested or uninterested. Li and HEi&h noted that
similar groups of spammers send similar e-mail&is Bimilarity

increases the possibility of finding similar wrigirintentions or
writing purposes. Using this approach, this inigedton presents
an E-mail Words Social Network (EWSN) that can peothe

intentions of various e-mail structures.

2.3 E-mail words social network

EWSN attempts to extract profiles of user intendidnom content
information given by the e-mail inboxCompared with WSN, the
proposed EWSN has three different features. Ths fdature is
the linking method. Through the research of wordstial
network [25, 26], the link between each node isindef by
synonyms. Figure 1 illustrates synonyms definethods such as
dictionary, encyclopedia [26] and oral definitid2b]. In EWSN,
synonyms are defined from the specific words inagtineaders.
For instances, three words, “mouth”, “hygiene” dakdower”, are
extracted from an e-mail's subject. These wordsilccobe
synonyms based on the topic “clean”. The secoatlife is a web
mining method [31-34] that mines web information éxpanding
social relations in e-mails. Martin-Bautisthal. [31] proposed a
system to solve query expansion problems, usinguzzyf
association rule to measure the associations amamrgs for
query expansion. Based on the association rulegjardy results,
words and relations can be employed to construetBi#/SN.
The last feature is Resource-limited Artificial Iname Network
algorithm (RAIN) [24], which is modified to adapMEN. The
RAIN allocates the network size, and manages sttiarl on
each node. Because the nodes in EWSN are group&adking
synonyms, the stimulation method of nodes is chénoxo
groups, and added to RAIN.

An EWSN can profile interested and uninterestedineadf a user
through the attributes of WSN. Conversely, welninfation not
only enriches social relationships in EWSN, butoalgpdates



words associated with spam regularly. These updgiam words
allow EWSN to catch the trend of spam. The userda®eck the
classifying results and respond misclassificatiohemv testing
EWSN using a testing set. The modified RAIN adofite
received feedback of users to adapt the EWSN. wiaegly, the
EWSN can be applied to profile intentions of e-maEl
Furthermore, the EWSN can analyze interested natiipeople
to profile their backgrounds.

Area of synonyn

OA word definer

O—-O Link of synonyn

Figure 1: Words social network.

3. THE SYSTEM ARCHITECTURE OF
EWSN

This section presents the system architecture 0c8HWas shown
in Figure 2. The system is comprised of three rfexjunamely
the Word Social Network Constructor, the Concepseoa
Detector and the Immune-based Network Adaptation.
Additionally, the system utilizes three data sosrceamely
Labeled mail data, Web information and Backgroundvidedge.
These modules and data sources will be briefly rieest as
follows. The Word Social Network Constructor ispensible for
expanding the words of e-mail and constructingviioeds’ social
network. The network can be applied to representepts of e-
mail once it is constructed. The Concept-basecddet is used
to detect the similarities and the growth rate ofaepts. The
Immune-based Network Adaptation is used to adapSEWYy
combining user feedback. Labeled mail data addmsSpam-
Assassin dataset to train the model. It contapsmsand non-
spam, where the set of non-spam is also dividedl fatrd-non-
spam and easy-non-spam by hand-classifidteb information is
obtained from the Internet, which is considered &ge database
for expanding the novel and high relational worthted to the
words in e-mails. The Google search engine caruses to
expand the list of e-mail words by querying the atmvords
Background knowledge refers to the application ams
dictionary and heuristic knowledge as the backgdodatabase
for reducing the noise words.

Additionally, EWSN has three phases, namely theining,
Testing and Adapting phases. These phases cafsitfferent
modules, depending on their aims. The main roltheftraining
phase is to build the E-mail Words Social Networnétructor,
which is used to construct the word concept netwolk can
integrate the mail data labeled by users, and attoally extends
words from web information. Additionally, it adepbackground
knowledge to remove the noise words from the e-maihe
profiled concepts of spam and non-spam e-mailsererded in
the E-mail Words Social Network database. In #sing phase,
the Concept-based Detector is used to classify ynewived e-

generated from the training phases. Finally, exdtapting phase,
the EWSN is continually adjusted. The Immune-based
Conceptual adaptor can be used to handle the aideptan the
words network, and modifies the EWSN database basedser
response. The mechanism of each module is dedciibdetail
below.
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Figure 2: The system architecture of e-mail wordsocial
network.

3.1 E-mail words social networks constructor
The EWSN Constructor can profile the sender mailirigntions
from labeled e-mail, and generates both spam amdspam
EWSNSs. This module has four components, namely Néied
Extension, Word Association, Word Relational Linirand
Writing Intention Labeling, as shown in Figure Because an
EWSN is built from words, each labeled mail datedseto be
preprocessed first.

Web Backgroun
information || knowledge

vy
Novel Words |t . r
words |—plassociating-p| relational| ] intentions
expanding ! linking labeling

Preprocessin

—
Labelede-mail
data

Ref. Social networl

Words Writing

Figure 3: The architecture of e-mail words sociahetworks
constructor.

3.1.1 Preprocessing unit

A preprocessing unit is used to separate e-mailsages into
words as nodes of EWSN. It is based on two natmguage
processing approaches, stop-word filtering and vabedhming of
spam [14] and the concepts come from nature larguag
processing. E-mail messages are separated byStigett” and
“From” headers to reduce noise of words [6, 16¢ckret al.[6]
proposed a data coding that uses data from vaeienail headers,
such as “From”, “To” and “Subject”, because thesgadare
simple to encode for training. Noise words arageed from the
e-mail messages using stop-word filtering, and Haeic, or
uninflected, form of each word is obtained usingdvetemming

mail messages as spam or non-spam based on the EWSN



of spam [14]. Through our observation, the mosteshaining

normal words after removing stop-words and infleesi are nouns
and verbs, which can be used to define synonyma. thé

proposed approach, every e-mail input module néegserform

preprocessing.

Received: from munnari.OZ.AU (localhost 127.0.®g¢)delta.cs.mu.0OZ.A
(8.11.6/8.11.6) with ESMTP id g7LCU1W09629; Wed,Aug 2002

19:30:01 +0700 (ICT)

From: Robert Elz <kre@munnari.0Z.AU>

To: Chris Garrigues <cwg-dated-1030314468.7c7c85@bedy.com>

Cc: exmh-workers@spamassassin.taint.org

Subject: Re: New Sequences Window

i Feature selection, Ref. [6]

From: Robert Elz <kre@munnari.0Z.AUS
Subject: Re: New Sequences Window

Remove stop-words

v
Robert Elz kre munnari Sequences Winde

Words stemming, Ref. [14]

v
Robert New Sequence Window

- Words association, Ref. [31]

robert sequences window sequence scobleizer mitgesek
quot elz previous date comment terms informatioa i

Words stemming, Ref. [14]

v
Mail extended words |

Figure 4: An example of preprocessing unit and nal words
expansion.

3.1.2 Novel words expanding

This component separates the e-mail into spam anespam by
following the labels, and transforming them intevard group to
discover novel words from the web. The sliding daw is used
to slice the e-mail messages to a word group, wisiéimtered as a
query into a web search engin@he results of novel words are
obtained from the web search engine, and are sdlestcording
to query length and exponential operations. Fangle, if the
query consists of two words, then only the firsirfeesults are
chosen, because’=%. However, if the query consists of ten
words, then 1024 results have to be chosen. Tdreredn upper
bound is set on the number of results received.gurki 4
illustrates an example of preprocessing units, aodel words
expansion.

3.1.3 Words associating

When receiving novel words, the TFIDF [35] and asstion rule
[31] are applied to identify strongly related nowadrds. Martin-
Bautistaet al[31] presented the fuzzy association rule to cateul
the relationships among words. These related noveetls are
used to provide a web perspective synonym, enalginggils to
be extended through the web perspective. In tisponent, the
knowledge base database is also applied to ideth&fyvords that
belong to an idiom. Because an idiom is a gerterat in writing,
its effect in EWSN needs to be lowered. Therefaitee
weightings of words matching the idiom databaseevercreased.
The formula of association rule is shown in Equa{ib)-(3):

p(tij):‘{ﬂ S|‘5Ti T}‘ o

WhereT = {t;...t;} is a collection of extracted word sets from
querying results. S= {s;...s;} is a collection of feedback results

by search engine, and the text content of eactbétdresult, is
used to obtain a set of keywortis= {ty;...txrd- The support of
the wordt; defined as the probability of finding in a search
engine feedback result &f

SUIOF(ti,- ® tij+1) = p(tij E t; ) 2

t Et
Conf(t; ® t;,,) :M @)
p(t;)

Where the support and confidence of the tylé tj., noted by
Supitj ( tj+1) and Conft; ( tj. 1), respectively.

3.1.4 Words relational linking
To build EWSN,synonyms are applied to link words output from
the word association module. Because the synomymsiefined
from e-mails, each e-mail represents a clique inSB\W These
synonym links generate a graph, which can be apptie social
network analysis [36, 39, 40].

3.1.5 Writing intentions labeling

In this part, betweenness and cliques are calculateording to
social network analysis methods [36, 39, 40]. TDheéveenness
represents the number of times a node is passedgir The
variation of in-degree and out-degree varies adogrdto
betweenness. Therefore, a node with high betwesnindicates
the sender’s writing intentions. For example, ghhbetweenness
means that senders who have the same written ¢dmea good
possibility of the similar writing intentions. Aay of visualizing
the model is still required to identify writing eritions. A clique
can be represented as an e-mail, because the sya@mg defined
with e-mail. Calculating cliques also helps to ebse the
variation inside a network. The cliques in EWSNea the
number of e-mails defined within it. Additionallihe growth rate
of cliqgues shows the linking status of EWSN whempamding
novel words.

3.2 Concept-based detector

This module has two components, namely Conceptukdiion
measuring and Concept variant rate testing, as showigure 5.
In the proposed approach, the words are extracted €-mail,
and then applied as query input to the search engirretrieve
related words. Social network analysis is emplotediscover
the relative cliques’ density of two e-mails fronffetent sources.
Because the synonyms are defined in terms of e-seath e-malil
is represented in a clique.

The resus
New of spam o
received non-spam|
e-mail e

|

- Concep Concept
Preprocessin_| fstimulation|__,|variant ratd

measuring testing

Concep-basecdetecto
—

Figure 5: The architecture of concept-based deteat.



3.2.1 Concept stimulation measuring

Concept stimulation measuring involves first cadtinlg each
node’s centrality degree and centrality betweenrnesslescribed
in social network analysis [36, 39, 40]. The celity degree
measures the in-degree and out-degree of a nodetraQy
betweenness measures the number of times thateahasdpassed
between other two nodes on the shortest path. Nieteamputer
programs, such as UCINET [36], apply these two mnessents.
Each node has a weight value following measurememhe
weight can then be used for stimulation measurememhe
stimulation calculates the weighted sum of mapjipgit words.

The formula of centrality betweenness is shown gudtion (4),
for a graphG = (V, E), G consists of a finite nhonempty set of
verticesV, and a finite set of edg&s The Centrality betweenness
of vertexn is defined as follows:

C i S
CB(n):- M’nl jrklVv (4)

j<k ik

Where gy is defined as the number of geodesic paths between

vertexj and vertexk, and Count (g, n) be the number of these
geodesics pass through vertex

3.2.2 Concept variant rate testing

In concept variant rate testing, the growth rateclafues in the
network is measured. The high weight words of trgumail are
merged into the EWSN. Specifically, words thatrdi exist in
EWSN and have high betweenness are added to theNEWS
Because the words belonging to a cligue have welakionships,
the words obtained from the network are more likelhave weak
relationships than highly related words. Suchiguel is called a
weak clique in social network analysis. A hard &inhas low
stimulation in the EWSN. Therefore, only the harthails are
chosen for merging, because the time taken incthiisponent has
to be decreased. Finally, the module outputs tassification
results of the e-mail.

3.3 Immune-based conceptual adaptor

Figure 6 illustrates Immune-based conceptual adaptodule,
which has four components namely misclassified kingc word

adapting, stimulation word weighting and stimulaticoncept
weighting. The proposed adaptive method is basedrtficial

immune networks [24, 28-30]. First, in the missified

checking component, user feedback is combined watir

adaptive algorithm, in order to help update the’sdaterest and
adapt the EWSN. Then word adapting and stimulatiamd

weighting are then performed, using Resource-lidnifetificial

Immune Networks (RAIN) [24], to adapt the modelamatically.

RAIN simulates all nodes on the network with eathen For
example, if a network node A detects a pathogesm its weight
is increased, and those of other nodes, which ¢sarimhinate
node A, will decrease their own weights. The aifntls

procedure is to find nodes that can detect the mognhown
pathogen. The last component in this module meslifne RAIN
algorithm to fit EWSN. In stimulation concepts gleiing, our
concepts are defined as cliques in EWSN. Becaws@roposed
approach calculates the growth rate of cliques, NRAd also
applied to modify the weights of words in cliquetJsing the
above procedure, if the user reports some wortieiag correctly

classified, then modified RAIN is applied to emphaghe words
and related groups. Otherwise, the weight of theclassified
words is decreased. The modified RAIN receivesitieek, and
uses it to adapt EWSN, every time the users respond

misclassification.

The resultg

of spam off :I Misclassified checking |

nor-span = F————— -
I| Words adapting | :
|
| ! !
| Stimulation words I
I weighing |

— F-——— :

Stimulation concepts « » EWSN

weighting
- Immune-based conceptual adaptet

Based on RAIN- Resource-limited Artificial Immunetorks

Figure 6: The architecture of immune-based concepél
adaptor.

4. EXPERIMENTAL RESULTS

This section presents the experiment results of greposed
method. Two experiments were performed to anaB¥éSN.
The first experiment was to analyze the effect iffecent inputs

on EWSN. The second experiment compared EWSN with
Support Vector Machine (SVM) [4] and Naive Baye$BJN3],

and recorded accuracy, precision and recall. Taaset and
evaluation methods used herein are introduced. ekperimental
procedures and results are then discussed.

4.1 Dataset

The SpamAssassin (SA) corpus [42] and the Text iREtr
Conference (TREC) 2005 public spam corpus [43,wele used
for our experiments. The SA dataset contains mp@ms
(legitimate e-mail) and spam e-mails collected frahe SA
developer mailing list. The non-spam also comgriseo sets,
called easy-non-spam and hard-non-spam. This datssgesed
popularly in evaluations of publicly available spélters.

The TREC 2005 spam corpus contains 92189 messaiet w
consist of 52790 spam e-mails and 39399 ham e-mailkis
dataset also provide four subset index labels. ddtaset is also
extensively used to evaluate spam filtering apgreac

Our experiments adopted only two e-mail headeddiéSubject”

and “From” following [6, 16]. The corpora were precessed at
the beginning of the experiment by extracting thiislels. We

built three testing sets T1, T2 and T3 to simulatéalance
dataset [41]. T1 uses the messages from the Sfugg42], and
T2 and T3 use the messages from the TREC 2005 spgms

[43, 44]. A preliminary testing set T1 was genedaby mixing

100 randomly chosen e-mails from non-spam, and ¥36tails

from spam. The testing set T2 was generated byngi250

randomly chosen e-mails from non-spam, and 500@iésrfrom

spam. The last testing set T3 uses 5000 randohdgen non-
spam e-mails, and 1250 randomly chosen spam e-mails



4.2 Evaluation and tools

A confusion matrix [38] was applied to measure aacy, recall
and precision in our experiments. A confusion Ratontains
information about actual and classified result otd by a
classification system. The spam classification ltesan be
evaluated by using the accuracy and recall meastioecompare
with other methods, the open source WEKA [37] freuokk was
employed to test the classifiers. WEKA is a popwachine
Learning (ML) tool, which includes many featureesgion and
training algorithms. It is well-suited for develog new data
mining systems. The UCINET [36] software was asaployed
to visualize our EWSN. UCINET is a collection obcsal
network algorithms for social network analysis.

4.3 Experiment 1

The aims of Experiment 1 were to determine whet#meEWSN
built by different amount of e-mails works well, carwhether
different e-mail classifications affect EWSN. Thesults and
discussions are given below:
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Figure 7: The amount of mis-classified non-spam e-ails.
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Figure 8: The amount of mis-classified spam e-mails

4.3.1 The effect of different inputs

We use the SA corpus to make 10-fold cross vabdatnd
analyze the classified influence from the amoung-ofails. The
training e-mails are 0 to 1750 spam e-mails and 8500 non-
spam (ham) e-mails. Both of Figure 7 and Figush@w that the
amount of training e-mails are positive interredaggth error rate.
In addition, the accuracy of two networks in EWSNe a
significant affected by the noises of them. Furtepam and non-
spam were input individually to build the EWSN, ad€INET
was employed to visualize the EWSN. Two intergs8tructures
were observed in the EWSN. Figure 9 illustrates @inding.

The left of Figure 9 displays three closure networkith no
overlapping. The right of the picture displaysethrnetworks
expanded from the network on the left-hand sideostvbf the
structures in Figure 9 are built from spam. Figlieillustrates
structures consisting of mostly of non-spam e-maildoreover,
the results can be applied to verify other variamégde EWSN.

—_
-

Figure 9: Closure networks expanded from web.

Figure 10: Intersection networks expanded from web

4.3.2 The growth rate of cliques

Throughout the preliminary analysis, words wereuinfp EWSN

one by one, and the social network analysis metfroth

UCINET was employed to check variants inside. @rmwth rate
of cliques indicates significant differences betwe&vords

belonging to spam and words belonging to non-spaithe

cligues in EWSN are defined by synonyms. Due terlapping

of words, 50 e-mails were input to EWSN, so thatoihtained at
least 50 cliques. In this experiment, the EWSN B8 cliques
after training 50 spam e-mails, and 888 cliquesrdftaining 50
non-spam e-mails. Experimental results reveal #pmm and
non-spam create significantly different EWSN cligue The
growth rate of cliques is high when EWSN expangsitrwords

of non-spam. These words are often names, orgamnzar

specific terms. Conversely, EWSN built by spam doices
cligues with low growth rates, because spam woge tstrong
relations in the Web. In our observation, spamdsdrave strong
relations in the web because they are frequentid uis the same
concepts or topics. Based on this phenomenonjneong work

will be to enhance EWSN in increase the speed efkihg.

4.4 Experiment 2

In Experiment 2, EWSN was compared with SVM and NR/e
trained two models and used WEKA to obtain theltesaf SVM
and NB. The first training was performed with 1@€mails
comprising 50 spam and 50 non-spam, and the setraiming
was performed 600 e-mails comprising 300 spam &l r®n-
spam. Table 1 lists the results over the testirigTée EWSN
produced a higher accuracy than other two methadsmall
training set, because the number of features wastmall. The
SVM was found to have very good accuracy, precisiod recall
when 1000 e-mails were input to train SVM and NBowever,



the number of spam e-mails is much greater thamtmaber of

non-spam e-mails in the real world. Due to thibamance, Figure

11 and Figure 12 illustrate that EWSN is more ¢ifec at
overcoming this problem of small training exampthkan other
methods. Additionally, the non-spam (ham) recall @recision
must be considered in order to avoid losing nom¥sganails.

The results of calculating tifemeasure in non-spam (ham) from

Table 1 shows that EWSN has a better result, @9).than SVM
(0.177) and NB (0.14). In small training set, EWSHNI has to
enhance its non-spam-recall and precision.

Table 1: Experiments comparison with two major mehods

Training methocAccurac Spam- | Spam-| Ham- Ham-
(input examples 3precision recall | precision| recall
SVM (100 e-mails)| 37.58%| 98.6% | 33.2%| 9.8% 94%

NB (100 e-mails) | 12.03%| 99% 52%| 7.5% 99%
EWSN (100 e-mails) 87.72%| 94.34% |86.00% 15.28% 33%
SVM (1000e-mails) 99.72%| 99% | 99.8%| 96.9% 99%
NB (1000e-mails) | 98.99%| 99.8% | 99.1%| 89.1% 98%

T1 = 1400 e-mails (1300 spam, 100 non-spam)

Testing set T2 = 5000 spam and 1250 non-spam
Testing set T3 = 1250 spam and 5000 non-spam
Training set = 300 spam and 300 non-spam

100%
90%
80% — [—
70%
60%
50%
40%
30%
20%
10% —

0%

O error rate

M correct rate|

NB(T2) NB(T3) SVM SVM EWSN EWSN
(T2) (T3) (T2) (T3)

Figure 11: The accuracy comparison of three methods

Testing set T2 = 5000 spam and 1250 non-spam
Testing set T3 = 1250 spam and 5000 non-spam

Training set = 300 spam and 300 non-spam
100%

80% M O Spam-precisign

m Spam-recall

60%
B Ham-precisio

40% -
20% -’— }
0% [ : :
NB(T2) NB(T3) SVM SVM EWSN EWSN

(T2) (m3) (12) (13)

Figure 12: The precision and recall comparison ofttree
methods.

m Ham-recall

5. CONCLUSION AND FURTHER WORK

In this investigation, we propose an Email Word iSobletwork
(EWSN) for finding senders’ intentions. EWSN ispired by
social networks and Artificial Immune Systems (AlS)The
concept of social networks is applied to build aAWEN, which is
adapted by AIS. EWSN yields some interested resnle-mails.
Experiments 1-2 reveal several interesting issues:

Clique growth rate:The use of different classification of e-mails
to build EWSN reveals that cliques have differerdvgh rates.
This property can be exploited to enhance rectdl o non-spam
by nearly 40% upgrading.

Unbalance dataset suitabilityfEWSN can reduce the imbalance
found in many datasets by using information frone tWeb.
However, this approach raises system overheadaltietneed to
remove noise from training data. A method to daseesystem
overhead is thus required. Otherwise, becauseimfelmation
changes very rapidly, this method is dependentanch engines.

Extracting intentions from e-mail is an example fprofile
information. Analyzing interested nature of peogd® be used to
profile their backgrounds. Further work will test EWSN with
other corpora and try to create their backgrounfdrination.
This investigation can hopefully contribute towafidfiting spam,
and combining AIS with social network concepts tofie people.
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