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ABSTRACT

IP network operators face the challenge of making and magag
low-level device configuration changes to accommodatedpielly
evolving needs of IP networks. As a first step towards auter si2
ing this task, we explore a data-driven approach to audit-fégel
change activity in IP networks, by reverse engineering level
longitudinal configuration data. We demonstrate the wtiit our
approach in auditing changes for five operational networks.

Categories and Subject DescriptorsC.2.3 [Network Operations]
General Terms: Management, Measurement
Keywords: Configuration changes, Network auditing automation

1. INTRODUCTION

One of the most challenging tasks for IP network operators in
volves managing changes to device configurations that aeede
to reflect a change of network design, or as a response to trous
bleshooting problems in the enterprise network. This isntiag
considering the large size and geographical span of eigerpet-
works, the diversity of configuration options, and the Vigri de-
vices. A small but incorrectly applied change can have aasri
impact such as traffic being misclassified or blackholed]itento
adverse consequences such as SLA violations for the prpeide
service disruptions for the customer enterprise.

Configuration changes are ofteystem-wide in that they impact
several devices, anihtertwined in that executing a change may
impact multiple parts of a configuration. Existing audititapls
are inadequate for two reasons. First, typical tools areegeto-
wards managing and troubleshooting one device at a timan8ec
changes are tracked at a low level (e.g., command logs),ngatki
difficult to reason about the high-level semantics behintdange.

In this poster, we outline a methodology to reverse engineer
high-level change activity in operational networks fromter con-
figuration files across time. Employing our methodology, we-c
duct a preliminary study of configuration changes in entegvPNs
and demonstrate how the observed patterns enable charigegud
To our knowledge, this is one of the first works to study configu
rationsacross time. Our methodology employed a three-pronged
approach as follows. Distinct from priori work, e.g., [1, Zur
work focuses on developing longitudinal views of changemaia
combination of data mining and domain knowledge.

(i) Bottom-up Data Mining: We used data mining techniques to
uncover potentially important or anomalous change pagteimce
operator knowledge tends to be incomplete, and it is difffculan
operator to explicitly list all patterns of interest up4fito Further,
there may be hidden patterns that an operator is unaware of.
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Table 1: Enterprise informa-
tion. The number of CERs
ranges between 150 and 420.

Figure 1. An example
enterprise VPN topol-
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Figure 3: Fraction of routers
changed over time for E2 (top)
and E4 (bottom).

Figure 2: CDF of fraction of
routers changed per day.

(ii) Operator Domain Knowledge We corroborated uncovered
patterns with operators since we believe an automated ehaung
diting tools must evolve over time with operator-drivendback so

that only meaningful anomalies and correlations are Hidtéid.

(i) Logical Design Models To enable operators to better under-
stand and reason about changes, we develop a logical madel fo
Class of Service (CoS) configuration.

Enterprise VPN. Figure 1 shows an enterprise VPN spanning across
multiple sites. Each site has a customer edge router (CER) co
nected via a WAN link to a provider edge router (PER). End-to-
end CoS is provisioned by marking IP packets and treating-pac
ets differentially according to their markings, on the CBRR-
backbone-PER-CER path. We focus on changes to CERs, which
are typically more dynamic and heterogeneous compareatidar
routers. Our data set includes 11 months of daily archive3ER
configuration for 5 enterprises as shown in Table 1. The métsvo
exhibit diversity in size, geographic span, and growth.

2. GLOBAL SYSTEM-WIDE CHANGES

Configuration changes are sometirsggem-wide, impacting most
routers in a network. In this section, we seek to answer ttevfo
ing questions: (i) How frequently do changes have a systée-w
impact? (ii) What operator objectives typically result itolgal
changes? (iii) To what extent are anomalies present in titbizenge
events where a majority of routers, but not all, changed?



Change Frequency.Figure 2 depicts a CDF of the percentage of

figuration. Operators often want to know what routers or gunfi

routers changed per day for all 5 networks, and Figure 3 shows ration blocks tend to change frequently together to ensonsis-

the time series of the same metric for 2 of the networks. Axros
all networks, in 90% of the days, only 10% or fewer routersewver

tency with policy objectives. In particular, we aim to answlee
following questions: (i) How intertwined are changes withicon-

changed, and in 3% of the days the impact was widespread - with figuration file and what higher-level objectives trigger thanges?
more than 80% of the routers impacted. Note that some of these(ii) How frequently do correlated changes occur? (iii) Daotam

“global-event" days covered most, but not all, routers. sétan-
spection revealed that these days were followed by the shamge
affecting the remaining routers in the subsequent daysur&ig
also shows that many system-wide changes appear corrélateents
circled in each sub-figure) across networks. This is cossistith
the change practices, where the provider may schedule ekdng
several different enterprises in the same maintenanceowind
Change Characterization.We identified a total of 51 global events,

groups of routers exhibit similar change patterns?

Apriori Algorithm.  We employed thepriori algorithm, a pow-
erful data mining technique for association rule inductidnex-
presses an association betwdtsms within a transaction. We
leverage it to find what tend to change together in a netwonk. |
our case, an association rule would be “If some accessHésiges
in a router, then in 50% of the time, some interface of theeout
changes, too." or “If routerg and y change together on a day,

among which 15.4% and 84.6% were related to CoS and manage-routerz will always change on that day."

ment or security operations, respectively.

Global Anomalies. We also want to understand why one or more
outlier routers missed a global change. We divided the erstli
in each global event (i.e{router-evert pair) into persistent and
delayed. Persistent out-

Entl| Total Persistent Outliers  |Delayed

errorshon-erroreinknowiOutliers liers never received the
ET[T72(388) 0 [134(268) 33.2) B5(128) missed update before
E2 || 24(15,6)11(6,3) 7(7.1) | 5(5.3) | 1(2,1)
E3l 982)| 0 | 222) | 77| o the end of our data set
E4]/91(85,7) 0 |81(78,2) 6(6,2) | 4(4,3) whereas delayed out-
ES|| 16(3.6)| 0 [10110.1)] 0 |6@B4)] liers eventually saw the

Table 2: Global outliers. missed update. Table 2
summarizes the outliers. The numbers in parentheses déreote
number of unique routers appearing as a particular outtidrthe
number of events in which some indicated outlier occurred.

e Persistent Outliers: We classified persistent outliers ingrors
andnon-errors. In a few cases, we were not able to determine the
causes, and we classified thenmuaknown.

(i) Errors: These outliers were confirmed by the operators as need:
ing fixes. We found 11 such outliers, all in E2. They corresjmsh

to missed management updates, e.g., setting timeout foagean
ment sessions. The operators indicated that although bestiqe

is to correct them, they were not critical to essential ojjena.

(i) Non-Errors: These outliers were either confirmed or strongly
suspected by the operators as genuinely not needing théeugda
shown in Table 2, they constitute the majority of outliersedéed

in E1, E4, and E5. The 134 cases in E1 involve only 26 routers,
all are related to an intentional CoS design. Non-errorstieo
networks were management-related. For example, low-anténo

Correlated Changes. Our analysis uncovered syntactically unre-
lated relationships, such as updates to various servemiafion
due to management processes. Another interesting ressithea
correlations across routers located in geographic prayitoieach
other. For enterprise E5, our analysis revealed two grofifieo
quently changing configuration blocks corresponded to @nukg-
sign change, one related to BGP routing, and the other cHate-
moval of ISDN backup solutions. The two groups of updatesswer
performed by independent design teams spanning a few months
configuring 20-30 sites every 2-3 days. The operators found o
analysis useful in auditing that changes happened as iediend

4. LOGICAL-MODEL BASED ANALYSIS
o) To gain deeper insights on change

/\mm/;‘__j__ activi_ty, we alg,o consider domain-
' A specific analysis. We focus on CoS,

/ ‘\ el
/ , ) o a critical part of enterprise VPN

[ BN . . k
5‘ Eél 4( configuration, which must accurately
; . embed complex design choices, and

A’CL‘;’J 77ACL;
) misconfiguration can lead to SLA vi-

Flgu_re 4 I_ntertwmed CoS jlations. Figure 4 shows the inter-
configuration. twined nature of CoS configuration
in the Cisco 10S language. We built a change summarizatioh to
that detects semantic changes by abstracting the CoS cratfigu

as consisting of the number of supported classes, and théerem
ship, policing parameters, and queuing parameters of dasb.c
CoS Anomalies: We discovered two types of CoS anomalies: (i)
no-impact changes: intended changes shadowed by a preceding

IConfig Block

interface

policy-map

class-map

access-list

did not get the complete set of management ACL rules to reduce configuration line, which can potentially lead to miscléssiion

processing overhead. In addition, updates that increaseneter
values (e.g., logging buffer size) above a threshold didreath
routers which already had them above the threshold.

e Delayed Outliers: Table 2 shows that E1 had the most delayed
outliers, but on only 12 CERs. These routers used a speyialaft
CoS configuration which required manual updates and were-the
fore not amenable to bulk updates effected through autahtasds.

In addition, while E2-E5 allow fixes to be made on-demand, &1 h

a more stringent update process in that changes can be mide on

in pre-scheduled time windows. A combination of these twm fa
tors explains a large number of delayed outliers in E1. FGER?2
one major cause of delayed outliers was that misconfiguratfo
a management ACL inadvertently blocked global updateswast
later discovered and fixed.

3. CORRELATION ANALYSIS OF CHANGES
In order to reflect complex higher-level objectives, configion

changes are often intertwined in that executing the charayere

quire modifications to multiple routers or multiple blocksaocon-

of traffic; and (ii)incomplete changes: anomalies where two sepa-
rate but related segments of configuration (i.e., policimdj gueue-
ing rules) were not updated in a consistent fashion. Thesesare
usually fixed today in aeactive fashion, typically when they result
in discernible performance degradation. A logical-modeddd au-
diting system can help fix these errors in a more proactiieidas
before the errors result in perceptible performance proble

5. ONGOING WORK

The network operators have found our methodology to be very
useful for understanding, detecting problems in, and tiesiioot-
ing change activity. We are currently developing a systermdal-
time profiling and auditing of configuration changes.
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