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ABSTRACT 
HTTP has been a great success, used by many applications and 
provided a useful request / response paradigm. We set out to 
answer two questions: What kinds of purposes is HTTP used for? 
What is actually transmitted over HTTP? 

Using full-payload data we are able to give answers to the two 
questions and a historical context conducting analysis over a 
multi-year period. We show that huge increase in http for non-
browsing – notably web applications, news feeds and IM have 
occurred and give a quantitative analysis. 
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1. INTRODUCTION 
The Hyper-Text Transfer Protocol (HTTP) is perhaps the most 
significant protocol used on the Internet today. Traditionally, the 
HTTP has played a fundamental part in the web browsing 
activities (e.g. publishing, searching, advertising), however the 
growth of network computing, web applications and services have 
expanded its role beyond user-driven web browsers, while 
increasing the number of applications that use HTTP for a variety 
of functions. 
This is largely thanks to the request / response paradigm between 
a client and a server for which HTTP has defined. Such a 
paradigm is robust and flexible enough to allow most kinds of 
data transmission tasks besides the fundamental web browsing 
activities. Also, a HTTP client is handy to implement and can be 
easily embedded in any software to display advertisements or to 
send or retrieve data in a light-weighted way. Such dual property 
of HTTP has led to a rise of several phenomena, such as: 

Non-Web Activities over HTTP. HTTP has accommodated 
remarkably more different kinds of activities than web-browsing, 
for example sending and receiving email, file downloading and 
sharing, instant messengers and multimedia streaming, as long as 
they can follow the request / response paradigm. Some of them 
were using a web interface, while many others blend the traffic 

into HTTP traffic in order to gain market advantages, data 
transmission priority or at least to be allowed by firewall rules.  

Embedded HTTP Clients. Applications not related to web-based 
activities would also use HTTP for a secondary function, for 
example: advertiser sponsored software retrieving advertisements 
or an operating system automatically checking for updates. 
Unlike works that characterise an individual new component in 
the HTTP traffic such as [1], we are interested to explore the 
increasing variety of application activities over HTTP, such as 
advertising, crawlers, file downloads, web-based applications and 
news feeds, and analyse the evolution of the usage of HTTP. 
From these analyses, we aim to (1) understand the growth of the 
HTTP traffic, (2) illustrate in depth how HTTP is being used on 
the current Internet and (3) describe the use of payload indicators 
that can reveal the actual purpose of an HTTP connection. 
We consider this work as a contribution to the understanding of 
the Internet evolution through a measurement study. A conclusion 
in common with [1] is to do this work on a continual basis. A 
clear opportunity exists to spot the future trend in the traffic 
models, social network models and economic models of the next 
generation Internet.  

2. METHODOLOGY 
2.1 Data 
To analyse the application activities within the HTTP “traffic-
mix” as a whole, we collected a half-hour trace at around 11AM 
of a working day in late 2006 (referred to as Day3) from the edge 
of a research-institute network and compare it with a trace 
collected at a similar time from the same network in 2003 (called 
Day1). The research facility has about 1,000 users and is 
connected to the Internet via a full-duplex Gigabit Ethernet link. 
We monitored the bi-directional traffic on its link to the Internet.  
We study the connections over HTTP, excluding connections 
which use an extended HTTP protocol specific for some P2P file 
sharing applications. The HTTP traffic is identified based on 
packet content and host knowledge in a similar way to [2], 
regardless of port numbers. The traces are listed in Table 1. 

 Total web 
servers 

# Types of 
client app(1) 

HTTP 
connections 

Total bytes in 
HTTP 

Day3 2509 232 105,813 2,045,241,469 

Day1 2137 113 50,002 728,782,686 

Table 1 Number of connections and bytes in the traces. (1)- This is 
the number of different types of applications, estimated from the user-
agent field and excluding different versions of the same application. 

2.2 Classification 
Within the traces, we discovered many different applications and 
purposes over HTTP. We try to categorise the traffic into a 
number of classes based on its purpose.  
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There are several key fields in HTTP headers that can reveal the 
client and the activity information of a connection, including the 
request method, host name, URL of the target object (which often 
includes the file name of the object), content type, and the user-
agent [3]. An individual field may not be sufficient: for example, 
each different type of user-agents tells us of a different 
application, but there are many applications which tend to use 
default browser settings. However, through manual payload 
inspection, we are able to derive a number of heuristics to classify 
the majority of the traffic using a combination of the signatures in 
these fields. These signatures are manually derived from trace 
payload and online resources such as [6] and will have 
minimumfalse-positives but may contain some false-negatives for 
other categories than web-browsing. Table 2 describes the activity 
classes as well as the signatures we use to identify them. 
Class Activities Signatures from 
Web browsing visiting web pages using a web 

browser 
Method + Url + User 
Agent + Content Type

Web app applications via web interface: 
e.g. java applets, web gadgets, 
and a variety of software 

Url + User Agent 

Crawler bots crawling web pages User Agent 
File download file downloading over HTTP Url + Content Type + 

User Agent 
Webmail web-based e-mail service Hostname 
Advertising advertisements on a webpage 

or embedded in software 
Hostname + Content 
Type 

Multimedia streaming media or viewing 
media files on web pages 

Url + User Agent  

SW update software update over HTTP 
(both automated and manual) 

Content Type + User 
Agent 

News feeds RSS feeds Url + Content Type  
Link validator automated link validators User Agent 
Calendar calendar application based on 

web, e.g. ical, gcal 
User Agent, Hostname

Attack malicious traffic over HTTP User Agent + Url  
IM MSN messenger User Agent  
Monitoring network monitoring User Agent 

Table 2 Heuristics to identify different HTTP traffic classes. 

3. RESULTS 
We compared the total bytes in each HTTP traffic classes in the 
two traces, as shown in Table 3. While the whole HTTP traffic 
increased by 180%, Web browsing and Crawler both increased by 
about 108%. However, several classes have seen a sharp rise: 
Web apps, File download, Advertising, Web mail, Multimedia, 
News feeds and IM. Further, the Day3 HTTP traffic breakdown is 
shown in Figure 1, in which the Web browsing component only 
constitutes of no more than 53% of the HTTP traffic. 

4. CONCLUSIONS AND FUTURE WORK 
Based on analysis of the structural change of HTTP traffic from a 
research institute, we highlight a few characteristics of how the 
HTTP traffic has evolved. The study is unique: based on payload 
inspection, we analysed and classified the usage of HTTP in a 
much greater detail.  In comparison, current standard traffic filters 
and classification approaches such as L7-filter [4] are limited to 
identifying HTTP, irrespective of anything based on port numbers.  

Class Day1 KB (%) Day3 KB (%) Day1:Day3 
Web browsing 506,109  (71.11) 1,052,879(52.71) 1:2.08 
Web app 22,063  (3.10) 317,204  (15.88) 1:14.38 
Crawler 143,440  (20.15) 296,048  (14.82) 1:2.06 
File download 24,817  (3.49) 232,878  (11.66) 1:9.38 
Webmail 5,418  (0.76) 43,319  (2.17) 1:8.00 
Advertising 3,804  (0.53) 28,962  (1.45) 1:7.61 
Multimedia 1,949  (0.27) 10,627  (0.53) 1:5.45 
SW update 3,583  (0.50) 8,140  (0.41) 1:2.27 
News feeds 336  (0.05) 6,108  (0.31) 1:18.18 
Link validator 157  (0.04) 439  (0.02) 1:2.79 
Calendar 0  (0) 324  (0.02) 1:∞ 
Attack 0  (0) 232  (0.01) 1:∞ 
IM 1  (0.0001) 211  (0.01) 1:222.82 
Monitoring 24  (0.003) 26  (0.001) 1:0.92 

Table 3 Traffic size comparison between Day1 and Day3. The 
value in brackets is the proportion of bytes in that trace. 
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Figure 1 Day3 HTTP Traffic Breakdown 

 
Although intrusion detection systems such as Bro [5] are 
extensible and have such capability, we did not find any 
documented work with the similar purpose. 
Finally, our work is ongoing and we are working with more traces 
from different sites and keep on improving our classification 
database. 

5. REFERENCES 
[1] F. Schneider, S. Agarwal, T. Alpcan, and A. Feldmann. The 
New Web: Characterizing AJAX Traffic. In Proceedings of 
Passive and Active Measurement Conference 2008 (PAM 2008), 
April 2008, Cleveland, OH 
[2] A. Moore, K. Papagiannaki. Toward the Accurate Ident-
ification of Network Applications. In Proceedings of Sixth 
Passive and Active Measurement Workshop (PAM 2005), 
March/April 2005, Boston, MA 
[3] RFC 2616 - Hypertext Transfer Protocol -- HTTP/1.1  
[4] L7-filter. http://l7.sourceforge.net 
[5] V. Paxson: Bro intrusion detection system (2007). 
http://www.bro-ids.org. 
[6] http://www.user-agents.org/ 

 
 
 
 

 

480



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 2.33333
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /PDFX1a:2001
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


