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ABSTRACT
In this demonstration, we present Virtual MAN, a system which
addresses plethora of unique challenges network operators face in
managing Virtual Local Area Networks (VLANs) in enterprise net-
works. Despite their wide prevalence in enterprise networks, the
management process of VLANs is ad-hoc, error-prone, and has re-
ceived little systematic treatment in the research community. We
have identified the most commonly performed tasks by the network
operators when managing VLANs and developed a system to auto-
mate these tasks. From an operator standpoint, the system not only
provides a network wide view of how VLANs are organized in an
enterprise network but also assists them in performing actions like
extending current VLANs and configuring new VLANs. Network
managers can also use this toolkit to detect and diagnose subopti-
mal root bridge placements and misconfigurations such as missing
and redundant links. The system also provides an interactive graph-
ical interface for visualizing the effect and impact of various VLAN
design changes. The system already saw the first deployment of its
beta version on Purdue University campus network and is effective
in understanding VLANs design and in identifying VLANs with
misconfigurations or suboptimal designs.

1. INTRODUCTION
Recent empirical studies have shown most enterprise networks

surpass carrier networks in size and design complexity [5, 6]. While
the existing research highly focuses on designing abstractions and
tools for carrier networks, e.g. BGP [7, 4], very little attention
has been paid on developing systems for managing enterprise net-
works. In spite of their prevalence, complexity and striking differ-
ences compared to carrier networks, the design and management
of enterprise networks is ad-hoc, error prone and has received little
systematic treatment in the research community [3].

Virtual Local Area Networks (VLANs) are extensively used in
enterprise networks and are often used to ease management of hosts
spread over physically disparate locations [3]. Managing VLANs
is one of the unique challenges facing network operators of today’s
enterprise networks. There exists industry standards like Cisco’s
VLAN Trunking Protocol [1] to better manage VLANs, but are
very limited in functionality. To the best of our knowledge there are
no real world deployments of any such system or a comprehensive
toolkit to manage VLANs in enterprise networks.

In this demonstration, we present the design of Virtual MAN,
a VLAN visualization and management system for enterprise net-
works that can assist network operators in managing VLANs and in
identifying misconfigurations. The system provides an interactive
and flexible user interface to the network managers to specify top
level actions they wish to perform. The graphical interface turns out
to be the standout feature for its ability to visualize any enterprise

VLAN’s topological spread distinctly and clearly, while showing
the impact of performing various VLAN design changes.

2. DESIGN GOALS OF VIRTUAL MAN
Virtual MAN has been designed with the following goals in mind:

(i) support the most frequent tasks performed by a network man-
ager; (ii) independence from network structure and semantics; (iii)
scalability; and (iv) interactivity and flexibility of usage.

Based on our discussions with operators, we have identified vi-
sualizing a VLAN’s spread, extending a VLAN, configuring a new
VLAN, detecting suboptimal root bridge placements and identify-
ing misconfigurations to constitute the most frequently performed
VLAN management tasks. The primary goal while building such a
system involves designing reliable algorithms that can work with
any enterprise network configuration without assuming any net-
work structure and semantics. Moreover, the system should be scal-
able enough to handle large enterprise networks and produce out-
put in real time. We have invented unique, efficient algorithms and
incorporated them in the system to perform the afore mentioned
tasks.

Another primary objective is to design a system that is interactive
and offers flexibility of usage to the network managers. We achieve
this vision through the use of distinct graphical legends and nota-
tions to represent normal nodes, nodes that need reconfiguration
and links that are misconfigured e.g. redundant and missing links.
All the above goals contributed to the development of a system that
presents a comprehensive view of a VLAN’s topological spread to
the network operator, while showing the effect and impact of per-
forming various VLAN design changes.

3. INTERFACE OF VIRTUAL MAN
The entire application has been developed using the Java 2 En-

terprise Edition framework. The inputs to the system are, (i) a bulk
network configuration file, which has the running configurations of
all the switches and routers in the network appended together, (ii)
a network links file which has layer 2 topological connectivity in-
formation. While the configuration files are readily available on
routers and switches, it is not a trivial task to obtain the network
links file. In a network comprised of Cisco devices, one approach
to generate the links information is through the use of Cisco Dis-
covery Protocol.

3.1 Configuration Interface
The configuration interface presents a web interface to the net-

work operator to configure and choose a set of actions he wishes
to perform on a VLAN. A network manager can perform variety of
actions from viewing a VLAN’s spread to finding suboptimal root
bridge placements to detecting misconfigurations. It also provides
options to customize and anonymize the output views.



3.2 Visualization Interface
The visualization interface of the system is powered by the ZGR

Viewer, which is based upon the Zoomable Visual Transformation
Machine [2], to generate high quality network graphs. The sys-
tem primarily supports two output views, (i) a default view, which
shows the full topological spread of a VLAN, and (ii) a core view,
which only shows the set of nodes and links attached to the core of
the network and is particularly helpful when viewing the spread of
large VLANs. The rest of the section presents various actions that
can be performed on VLANs using the toolkit.

Viewing a VLAN Spread: The VLAN Spread feature helps the
network operator visualize how and where a VLAN is spread across
multiple sites via core and access switches, routers in the network.
Figure 1 shows the spread of an enterprise VLAN generated using
the toolkit. The leaves in the VLAN spread tree are the access
switches, which connect to the end hosts of the VLAN. The spread
also depicts the configured root bridge and the designated router of
the VLAN.

!"#$%&'(")*

+,-(".*

/&"*,0*(1"*233"##*

45$(31"#*,0*(1"**

6728*-&)".*#(-)9*

+,,(*:.$)%"*

Figure 1: A snapshot of the VLAN Spread

Extending an existing VLAN: More often than not, network op-
erators extend existing VLANs into new areas of an enterprise net-
work as network dynamics change by adding hosts to the access
switches. Extending VLANs manually into new locations may lead
to redundant or missing links because of manual misconfigurations
and automating the process eliminates the possibility of any such
potential errors. This particular feature identifies only the links
that need new configuration changes in order to permit the input
VLAN’s traffic after performing an extension.

Detecting misconfigurations: Manual configuration and manage-
ment of large networks is always error prone and leads to miscon-
figurations. Very often, we see VLANs being unnecessarily spec-
ified on trunk links, which we term as redundant links. The other
scenario is where a VLAN that should be permitted on a trunk link
is not. We call it a missing link. These configuration errors lead to
superfluous broadcast traffic in the network, unavailability of crit-
ical services etc. An interesting point to note here is that Cisco’s
VTP [1] has the ability to identify redundant links in a VTP do-
main. But there does not exist any industry standards to detect re-
dundant links across VTP domains or identify missing links. Figure
2 presents one such case (identifying missing links in a VLAN) of

how to use the system to detect and diagnose misconfigurations.
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Figure 2: Detecting misconfigurations using Virtual MAN

Apart from the above, Virtual MAN can also be used to identify
suboptimal root bridge placements, configure a new VLAN and
detect network wide misconfigurations.

4. EVALUATION ON PURDUE UNIVERSITY
NETWORK

We conducted a detailed analysis and evaluation of the system
using the Purdue University network, which is comprised of a few
hundred VLANs and thousands of switches and routers. We com-
pare the results of the toolkit to what is configured manually in real
network today. Our results indicate that (i) more than 70% of the
VLANs in the network under study have redundant links. In par-
ticular, almost 14% of the VLANs have atleast 50 redundant links
which highlights the fact that there is a lot of unnecessary traffic
in the network outside a VLAN, (ii) around 32% of the VLANs
have missing links, which could result in a group of hosts getting
disconnected from the rest of the VLAN resulting in unavailability
issues. While some of these missing links are a result of real mis-
configurations, a significant fraction are a result of configurations
that have not been removed even after the end hosts are removed or
moved to new VLAN, (iii) despite the significant misconfigurations
present in the network, our system showed that 68% of the VLANs
have optimal root bridge placements and only 0.7% of the VLANs
have 3 more links in their spanning trees than their corresponding
minimal spanning trees, which highlights the fact that most of the
current root bridge placements are already optimal. The ability to
handle most of the VLAN management tasks added with network
independence form the distinguishing features of this work.
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