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ABSTRACT
We present polynomial time algorithms that maximize the aggre-
gate throughput in single-source multicast networks that employ
random network coding and are subject to Byzantine attacks. Our
results are applicable to wireline and wireless networks, assume no
restrictions on size of min-cut from the source to the receivers and
are provably optimal.

Categories and Subject Descriptors: C.2.1 [Communication Net-
works]: Network Communications
General Terms: Performance, Reliability, Security, Theory

1. INTRODUCTION & MOTIVATION
Random network coding maximizes network throughput [2][5]

by randomly mixing the incoming packets at intermediate nodes
and is robust to packet losses and network failures. However, such
random mixing is highly susceptible to adversarial attacks and even
a single corrupt packet may render the whole transmission useless.
It has been established in [4][3] that if the capacity of the network
(minimum of the sizes of the min-cuts from the source to the re-
ceivers) isC and if an adversary that can inject up toz0 < C pack-
ets, then the maximum achievable information rate in the network
is (C − z0) under the assumption that the adversary can not eaves-
drop all transmissions in the network. In particular, if there are|T |
receivers in the network, the above result implies that the maximum
aggregate throughput of the network is no more than(C − z0)|T |.
We note that this result is under the assumption that all the receivers
must receive equal amount of information, or in other words under
max-min fairness model.

Consider an internet application where a source is transmitting
video simultaneously to different receivers. Depending on the net-
work topology or service pricing, different receivers might have
different connectivity from the source. Assuming that each receiver
pays a price that is proportional to the rate it receives, the applica-
tion would like to maximize the aggregate throughput rather than
following the fairness. This work deviates from the above results
in the following two major ways: (1) We consider the problem of
maximizing theaggregate throughput of the network and demon-
strate existence of large class of networks for which the maximum
aggregate throughput can be arbitrarily larger than(C − z0)|T |,
and (2) Our results also take into account the fact that not all re-
ceivers may have identical min-cut (referred to asC, the multicast
capacity of the network in above results) and exploit this fact to
achieve higher throughput.

∗A full version of this paper [1] is available on
www.ifp.illinois.edu/∼agarwa16/pubs/sigcomm.pdf

2. DEFINITIONS
We model the network as a directed graphG = (s ∪ V, E),

wheres is the source and a set of nodesT ⊆ V are the receivers.
We induce an ordering on the nodes fromv1, . . . , vn. When neces-
sary, we denotes by v0. We consider two adversarial models: (1)
Single Adversary (SA-model), (2) Multiple Adversaries that may
collaborate (MAC-model). In each model, we assume an adversary
as having access to a single node in the network and being able of
(collectively) injecting no more thanz0 packets. We assume that
the adversariesbehave optimally, i.e., they attack the (set of) nodes
so as to cause maximum disruption to information flow in the net-
work. Other assumptions are similar to those in [3].

We define three matrices: aCut-Matrix C of dimension(|V | +
1) × |T | and twocost matrices IS andIM of dimension|V | × 1
each. The entries inC are indexed by{i : vi ∈ s ∪ V } and{j :
vj ∈ T } and inIS andIM by {i : vi ∈ V }. An entryCij is
min-cut(s, vj) for i = 0 andmin{z0, min-cut(vi, vj)} otherwise.
Define, for some nodeva, Ti = {vj ∈ T : C0j − Caj ≥ C0i −
Cai}. Thek-th entries in the other two matrices are given byIS

k =
maxi{(C0i − Cki)|Ti|} andIM

k = minj{Ckj}.

3. MAXIMIZING THROUGHPUT
We first consider the case of a single adversary:

LEMMA 3.1. In SA-model, one of the nodes with the lowest
value in matrix IS is under attack.

This leads to the following strategy for the source to maximize
the aggregate throughput of the network:

MAT-SA-NC:
1. Compute MatrixC andIS

2. Finda = arg mink{I
S
k }

3. Findb = arg maxi{(C0i − Cai)|Ti|}
4. Transmit at rate(C0b − Cab)

When we say “transmit at rateR”, we allow using any of the coding
schemes proposed in literature to construct a network code of rate
R.

In the case of multiple adversaries, we need to consider the fact
that the adversaries can distribute the number of erroneous pack-
ets that each of them injects into the network among themselves.
Indeed, the only restriction is that the number of packets the adver-
saries collectively inject are no more thanz0. At each node, the
adversary’s strategy is to effect as many receivers as possible. To
characterize the strategy of the adversaries, we first give the follow-
ing two simple lemmas:

LEMMA 3.2. An optimally behaving adversary that can inject
1 packet chooses the node that can reach the maximum number of
receivers.
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Figure 1: A multicast network where maximum aggregate throughput can be made arbitrarily larger than (C − z0)|T |.

LEMMA 3.3. An adversary that can inject 2 packets is no more
powerful than two adversaries that can inject 1 packet each.

The above two lemma imply that if there are multiple adversaries
in the network, they will first choose those nodes (if any) in the
network that have a path to all of the receivers. This is indeed
the effect captured in the matrixIM . A non-zero entry inIM

k

gives a nodevk ∈ V that has a min-cut of at leastIM
k to all of

the receivers. Once all such nodes are chosen (exhausting error
injecting capability of the adversaries byzA say), they will pretend
to have an error injecting capability of1 each and choose the nodes
that allow them to cause maximum disruption to the network. As
discussed above, we again assume that the adversaries attacking the
network always behave optimally. The discussion above is captured
in the following construct:

MA -NODES:
1. Compute MatrixC andIM

2. LetNM
A = {j : IM

j 6= 0} andzA =
∑

{j : IM
j

6=0} I
M
j

3. For eachj ∈ NM
A

Let Cjt = Cjt − I
M
j

4. Compute matrixIS assumingz′
0 = 1

5. LetNS
A be thez0 − zA least valued nodes inIS

6.NA ← N
S
A ∪N

M
A

LEMMA 3.4. In MAC-model, nodes inNA are under attack.

This leads to the following strategy for the source to maximize
the aggregate throughput of the network:

MAT-MA-NC :
1. Run MA-NODES

3. Leta be the(z0 − zA)-th least value node inIS

4. Findb = arg maxi{(C0i − Cai)|Ti|}
5. Transmit at rate(C0b − Cab)

THEOREM 1. If the adversaries behave optimally, MAT-SA-
NC and MAT-MA-NC are optimal for SA and MAC models.

COROLLARY 1. Even if the adversaries do not behave opti-
mally, the throughputs of MAT-SA-NC and MAT-MA-NC are
always achievable for SA and MAC models respectively.

An example of a network where the maximum aggregate through-
put can be arbitrarily larger than(C − z0)|T | is shown in Fig. 1.
Each of the edges in blue have capacity2 and each edge in black
has capacity1. Each of the receivers (shown in violet) has min-cut
3 from source (shown in black).

Note that our results do not require any modification on part of
non-malicious nodes inside the network. Indeed, only the source

needs to be modified that also in the choice of the rate of the codes.
This in turn allow us to use the coding schemes proposed in litera-
ture to develop polynomial time algorithms that achieve maximum
aggregate throughput in any network.

4. CONTRIBUTIONS & ON GOING WORK
We presented algorithms that maximize the aggregate through-

put of networks in presence of adversary that can injectz0 pack-
ets. We demonstrated existence of networks for which the achiev-
able maximum aggregate throughput can be arbitrarily larger than
(C − z0)|T |. Our results are provably optimal under the assump-
tion that the adversaries choose the best attack strategy, and present
the best possible bounds otherwise. Another interesting aspect of
our results is that our results exploit the fact that different receivers
might have different connectivity to the source to achieve higher
throughput, if possible. Simulation results [1] show that even for
networks of moderate sizes, the maximum aggregate throughput
can be orders of magnitude larger than(C − z0)|T |.

A natural question that arises from this work is whether or not
one can achieve higher maximum aggregate throughput than using
MAT-MA -NC. The matrices constructed in Section 2 allow us to
assign costs to the nodes in the network which in turn allows to
formulate a minimum cost multicast approach to reduce the amount
of disruption caused by the adversaries in the network. Our ongoing
work is to investigate whether such a formulation can allow us to
achieve higher throughputs using distributed approach, and there
are reasons to believe that such a result is forthcoming [6].
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