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Why Study Failure

1 Fallure Is a reality for large network

1 Achieving high availability requires
engineering the network to be robust to
failure

1+ Designing mechanisms to effectively
mitigate failures requires deep
understanding of real failures
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Apple Transatlantic Cable Fault Disrupts Internet In UK
Ask Slashdot

Fosted by timothy on Wed Mowv 26, 2003 12:32 PM
Book Reviews from the electrify-the-atlantic dept.

Games _
- An anonymous reader submits

Hardware "Web traffic between the U.S. and Europe has been hit after an undersea
Idle cable developed a major fault on Tuesday. Because the TAT-14 cable
Interviews network is shaped like a ring, it should be able to cope with one such
Lirus failure — but unfortunately the consortium that owns it hadn't fixed an earlier
Vobile problem, just off the U.S. coast. Just shows how systems with build-in

redundancy can still go badly wrong._.."
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Fiber Cuts Slash Silicon Valleys '
Internet Arteries

By Stephen Lawson, IDG News & Print Digg Twitter [E] Facebook [ More

i
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Cuts in fiber-optic lines early Thursday at two locations near Silicon Valley shut down two
IBM facilities and affected an organization in charge of Internet domain names.




What do we Know

1 Big Fallures generate news stories

BRarely contain useful detalls

BMost networks failures are not
catastrophic
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Cuts in fiber-optic lines early Thursday at two locations near Silicon Valley shut down two
IBM facilities and affected an organization in charge of Internet domain names.
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Why do we know so little?

1 Collecting comprehensive failure data Is
difficult

BLightweight techniques are limited
BSpecial purpose monitoring Is expensive
1 Access to network data iIs limited data

BA few publicly available studies
1 [A. Markopoulou ToN 6 0 8[C. Cranor SIGMOD 03]

BMany networks consider data proprietary
rSome networ ks canot




Contributions

+ Methodology to reconstruct failure
history of a network

BUsIng only commonly available data
BNo need for additional instrumentation

1+ Analyze a production network




Network Failure History

1 A time series of Layer - 3 fallure events

Bl.e, for each link a set of state transitions
between up and down

+ And, where possible, annotated with:
BwWhat caused the failure?
BWhat was the impact of the failure?
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