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}Failure is a reality for large network

}Achieving high availability requires 
engineering the network to be robust to 
failure

}Designing mechanisms to effectively 
mitigate failures requires deep 
understanding of real failures
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}Collecting comprehensive failure data is 
difficult
ƁLightweight techniques are limited

ƁSpecial purpose monitoring is expensive 

}Access to network data is limited data
ƁA few publicly available studies
¶[A. Markopoulou ToN õ08]  [C. Cranor SIGMOD 03]

ƁMany networks consider data proprietary

}Some networks canõt invest time or capital



}Methodology to reconstruct failure 
history of a network
ƁUsing only commonly available data

ƁNo need for additional  instrumentation

}Analyze a production network



}A time series of Layer - 3 failure events
ƁI.e, for each link a set of state transitions 

between up and down

}And, where possible, annotated with:
ƁWhat caused the failure? 

ƁWhat was the impact of the failure?




