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Why carriers deploy middleboxes? 
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Problems with middleboxes 
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Challenges and solutions 

ÅPolicies can be complex and proprietary 

ãDesign a suite of end-to-end probes 

 

ÅCellular carriers are diverse 

ãPublicly available client Android app 

 

ÅImplications of policies are not obvious 

ãConduct controlled experiments 
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Related work 

ÅInternet middleboxes study 

ï[Allman, IMC 03], [Medina, IMC 04] 

ÅNAT characterization and traversal 

ïSTUN[MacDonald et al.], [Guha and Francis, IMC 05] 

ÅCellular network security  

ï[Serror et al., WiSe 06], [Traynor et al., Usenix Security 07] 

ÅCellular data network measurement 

ïWindRider, [Huang et al., MobiSys 10] 
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Goals 

ÅDevelop a tool that accurately infers the NAT and 
firewall policies in cellular networks  

 

 

ÅUnderstand the impact and implications  

ïApplication performance 

ïEnergy consumption 

ïNetwork security 
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The NetPiculet measurement system 
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Target policies in NetPiculet 

9 

Firewall 

IP spoofing 

TCP connection timeout 

Out-of-order packet buffering 

NAT 

NAT mapping type 

Endpoint filtering 

TCP state tracking 

Filtering response 

Packet mangling 

An untold story of middleboxes in cellular networks 8/18/2011 



Target policies in NetPiculet 

10 

Firewall 

IP spoofing 

TCP connection timeout 

Out-of-order packet buffering 

NAT 

NAT mapping type 

Endpoint filtering 

TCP state tracking 

Filtering response 

Packet mangling 

An untold story of middleboxes in cellular networks 8/18/2011 



Key findings 
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Firewall 

Some carriers allow IP spoofing 
Create network vulnerability 

Some carriers time out idle connections aggressively 
Drain batteries of smartphones 

Some firewalls buffer out-of-order packet 
Degrade TCP performance 

NAT 
One NAT mapping linearly increases port # with time 
Classified as random in previous work 



Diverse carriers studied 

ÅNetPiculet released in Jan. 2011 

ï393 users from 107 cellular carriers in two weeks 
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Outline 
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1 
ωIP spoofing 

2 
ωTCP connection timeout 

3 
ωTCP out-of-order buffering 

4 
ωNAT mapping 
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