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Background on cellular network
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Why carriers deploy middleboxes?
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Problems with middleboxes

Smartphone
energy cost

Application
performance
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Challenges and solutions

A Policies can be complex and proprietary |
a Design asuite of endto-end probes » »

-

A Cellular carriers are diverse
a Publicly available client Androapp *

A Implications of policies are not obvious Jum
a Conduct controlled experiments
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Related work

A Internet middleboxes study
I [Allman, IMC 03], [Medina, IMC 04]

A NAT characterization and traversal
I STUN[MacDonald et al.{;{ihaand Francis, IMC 05

A Cellular network security
I [Serroret al.,Wi15e06], [Traynoret al.,UsenixSecurity 07]

A Cellulardata network measurement
I WindRider[Huang et al.MobiSysl10]



Goals

A Develop a tool thaaccurately infershe NAT and
firewall policies in cellular networks

A Understand the impact and implications
I Application performance

I Energy consumption -9
I Network security "\T"‘
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TheNetPiculetmeasurement system
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Target policies iNetPiculet

IP spoofing

SEVELES TCP connectionmeout
Out-of-order packet buffering
NAT mapping type

Endpoint filtering

TCP state tracking

Filtering response

Packet mangling
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Key findings

Some carriers allow IP spoofing
Create network vulnerability

Some carriers time out idle connections aggressiv
Drainbatteries of smartphones

Firewall

Some firewall®uffer out-of-order packet
Degrade TCP performance

One NAT mapping linearly increases port # with tii
Classified as random in previous work
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Diverse carriers studied

A NetPiculeteleased inJan. 2011
T 393 userdrom 107 cellular carriem two weeks

2% 2%
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Technology Continent

m Europe

m Asia

= North America
m South Americe
m Australia

m Africa
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