Optimal best path reﬂection. RRs may not yield the
same route selection result as that of a full iBGP mesh,
thwarting the ability to achieve hot potato routing in the
perspective of the RRs clients –as the choice of exit point
is the closest to the RR [17]. With full route visibility
and OpenFlow control, the “optimal” route selection and
FIB ‘download’ can be done from each datapath’s perspective, with the ﬂexibility to calculate customized BGP best
paths for each ingress point and also per customer in case
of L3VPNs.
Path protection with preﬁx independent convergence. RFCP’s complete view of route state allows for
novel IP route protection schemes like per-edge computation of primary and secondary paths for each preﬁx, considering shared risk group inferences [5]. OpenFlow v1.1
group- and multi-tables allow for an implementation of hierarchical FIB organization [8] to quickly recover from edge
failures. Network-wide, loop-free alternate next hops can be
pre-calculated and maintained in the group tables, removing
the burden of one ﬂow-mod per preﬁx updates, and allowing
a fast local repair –provided an OAM extension is available,
for instance, triggered by a Bidirectional Forwarding Detection (BFD) state change. The common design principle is
moving away from dynamic route computation by decoupling failure recovery from path computation [2].
Data plane security. OpenFlow/SDN can help, ﬁrstly,
to identify attacks, e.g. interposing an OpenFlow switch
just to monitor the ﬂows and try to recognize abnormal
patterns. SDN can distribute ﬁrewall and IPS/IDS functionality along the path, potentially on a customer basis,
instead of either forcing all traﬃc to pass through or be
detoured to a specialized box. Once detected, a selective
DDoS blackholing strategy (akin [24]) can be deployed by
inserting higher priority ﬂow entries with drop action only
on the inports under attack. OpenFlow ﬁne granular rules
(inport,src,dst,tp − port) allow to blackhole traﬃc without
taking out of service the target IPs (as with today’s common
ﬁltering and BGP-based mechanisms). When supported,
RFCP can request upstream ASes to perform inbound ﬁltering by triggering BGP-based ﬂow ﬁltering [14]. Similar
ﬁltering capabilities can be employed to duplicate traﬃc for
legal intercept purposes.
Secure inter-domain routing. BGP central processing
empowers a single AS by greatly simplifying the enforcement of BGP origin validation and beneﬁts route selection
of those trustable ASes participating in address registries,
PKI, DNSSEC, or new security techniques beyond today’s
concepts. For instance, Morpheus [19] proposes algorithms
(e.g. history-based anomaly detection) to achieve ‘pretty
good’ BGP security without requiring massive S*BGP adoption [10]. An RFCP-like approach eliminates duplicate processing plus the non-trivial SW and HW upgrades of AS
border routers. Deployment gets easier due to plenty CPU
and crypto assistance on the controller, which centralizes
key management and reduces the signing overheads to once
per neighbor rather than per peering location.
Simplifying customer multi-homing and IPv6 migration. Enterprise networks lack of customer-friendly, effective multi-homing solutions, especially in the absence of
PI addresses or dual-stack IPv4/v6. RFCP could be used
as an upstream aﬃnity mechanism, only sending packets
sourced from ISP1 networks via ISP1 (and 2 via 2) by ﬂow
matching based on source IP subnet. Eﬀectively, it deliv-

Figure 3: Proof of concept prototype

ers a VRF per WAN link with source address-based VRF
selection for egress traﬃc. The OpenFlow API allows to
update ﬂows based on performance- and/or cost [15]. Simultaneously, edge migration to IPv6 could be accelerated
and cheaply rolled out with OpenFlow match plus encapsulate actions, potentially enabling new services that leverage
IPv6’s strengths and mitigate control plane weaknesses.

5. PROTOTYPE IMPLEMENTATION
Just like RRs act on the routes learned, RFCP-Services
play the role of a new processing layer in route computation. While the computation of both RRs and clients are essentially the same (just adjusted to wider topology views),
RFCP-Services are written as (C++) RF-Server modules,
which can virtually implement any routing logic. RF-Proxy
has been implemented for the NOX and POX OpenFlow
controllers (with Floodlight and Trema support planned).
The RF-Client component works with Quagga and XORP
as the Linux-based routing engines running in LXC containers. MongoDB is the NoSQL database of choice due to its
user-friendly JSON orientation and the scalability options.
It serves both as the backend for the main state storage and
as the IPC between the RFCP components.
The proof of concept prototype uses a conﬁguration grammar expressive enough to entail (i) a selection of parame-

route selection, aBGP installs in n a preﬁx-length-based prioritized ﬂow entry matching d with port-forwarding plus L2
re-writing actions. In every other DP, the installed ﬂow actions are forwarding to DP n over their respective paths (e.g.
IP/LSP tunnel). Hot potato can then be implemented by
inspecting the RIB for multiple path entries and changing
the IP preﬁx match action to inter-AS port-out interfaces.
Experimental results show correct BGP operations and forwarding through AS 1000.
We have demoed RouteFlow with commercial OpenFlow
devices from Pronto, NEC and IBM, and veriﬁed BGP and
OSPF interoperability with Juniper MX and Cisco devices.
A pilot instance of RouteFlow is used to control experimental traﬃc at Indiana University.5 The experimental deployment is researching whether very diﬀerent user interfaces
can be built with SDN backends, and how to make campus
network administration simpler to implement, more robust
and consistent, and easier to manage by means of OpenFlow/SDN automation and abstractions.

sion [18]. Alternatively, SW ﬂow oﬄoading decision engines
could be used to save the precious ﬂow space in HW [20].
High availability. Based on previously distributed implementations of RCPs [24, 26] and OpenFlow controllers [22],
we are conﬁdent that the datastore-centric RFCP design has
enough foundations to be fault-tolerant. Helpful techniques
include RR-like route distribution among RFCP instances
or maintaining multiple eBGP sessions with each CE. A
failure of the BGP controller application would result in
BGP session drops to CEs. To avoid service disruption,
BGP route engines are not only physically distributed within
each cluster, but moreover and completely transparent to
the CE routers, we advocate the introduction of multiple
RFCP clusters into the architecture by means of a newly
deﬁned BGP SHIM function in the OF edge switch. The
BGP SHIM intercepts CE sessions and mirrors them (without need for parsing update messages) to multiple BGP RC
clusters. That allows for very robust yet simple design which
is arguably more robust than traditional PE local processing
and RR advertisements.

6.

6.2 The Promises

DISCUSSION

We now discuss known challenges of the state of the art.
Once resolved, which we expect shortly, the proposed architecture promises many new beneﬁts.

There is a number of advantages to the proposed IP split
(hybrid) architecture, some applicable in general and inherent from OpenFlow/SDN, and some BGP-speciﬁc:
Simpliﬁed edge architecture. Relaxed requirements
for every edge device to be fully capable of handling any
new service or extension. Eliminated the need to process,
store and maintain eﬀectively the same set of control plane
data and perform the same tasks across large number of edge
platforms.
Lower cost and increased edge speed. Leveraging
commodity switches and remote open-source routing software7 decouples requirements for HW upgrades enforced by
vendors due to end-of-life of particular OS. Increase in edge
speed by closely following (with smaller CAPEX) the switching silicon latest technology curve, possibly optimized for
ﬂow switching.
Power of innovation leads to diﬀerentiation followed by new revenues. The ability to innovate in the
network either by internal dev/ops teams or by vendorindependent third party products allows to diﬀerentiate the
operator’s services portfolio –without the need to convince
vendors for support and practically sharing the innovations
with other operators. Diﬀerentiation via uniquely customized
network services allows much faster revenue opportunities
for service providers.
BGP security, stability, monitoring, and policy
management. As argued earlier, new ideas around BGP
security become viable and cost-eﬀective when executed in
high CPU systems. Control plane stability (reduction of
well-known BGP wave eﬀect) can be increased by elimination of intra-domain BGP path oscillations [23]. BGP monitoring and reporting interfaces can be easily implemented
since there is no need to collect all BGP “raw” feeds (aka
original intention of BMP) from all border routers. APIs
from the RFCP datastore enable view of entire BGP in an
AS. Centralization of BGP policy management is a major
gain in OPEX reduction and conﬁguration error avoidance.

6.1 Known Unknowns
Centralized BGP. Given the advances in (distributed)
computational power and considering performance results
of previous work [24, 26], RFCP-like systems shall be able
to scale to maintain 10,000s of eBGP sessions, perform routing decisions for 100s of PEs, and process updates and store
BGP routes from CEs. Further scalability can be achieved
by implementing recent ideas [3] on RR BGP distribution
based on chunks of address spaces rather than some fraction
of speakers.
OpenFlow processing in datapath. While CPU power
in the controller platform is abundant, cheap, and can be arbitrary scaled, CPUs of network devices limit the supported
rate of OpenFlow operations. Publicly discussed numbers
are in the order of few 100s of ﬂow-mod/sec, and decrease
with resource competing protocol tasks like ﬂow-stat processing. We believe these numbers are due to unoptimized
implementations. Nevertheless, they shall alert that large
FIB updates could be very costly and thus the importance
of PIC [8] implementations and pro-active backup ﬂow installations, as discussed earlier in Section 4.
OpenFlow table size. Many commercial OpenFlow devices re-use existing TCAM enough for only 1000s of ﬂow
entries. Considering that we need at least one entry per
destination subnet,6 current HW conﬁgurations would be
not enough for ISP production environments. Again, we believe this is a transient limitation and expect new OpenFlow
optimized devices with larger ﬂow capacity, potentially exposing existing L3 and L2 forwarding engines as tables in
OpenFlow v1.X pipeline. On the positive side, the RFCP
is in an excellent position to eliminate redundant state in
the RIB and FIB by executing overlapping preﬁx suppres5
Topology and an open-accessible UI are available here:
http://routeﬂow.incntre.iu.edu/
6
Conservative estimate assuming v.1.1 multiple tables that
reduce cross-product state and enable eﬃcient VRF.
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Customers may prefer solutions from major vendors instead
of open-source alternatives. Such VM appliances allow for
RIB events APIs that can feed the RFCP.
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In this paper, we discussed how centralized BGP-speaking
routing engines coupled with OpenFlow-based installation of
IP-oriented ﬂow rules leads to a new degree of control and
enables a number of applications that are a real challenge (if
not impossible) to realize in classic multi-vendor networks.
The proposed RFCP allows for an incrementally deployable strategy to roll-out OpenFlow-enabled devices following a “hybrid” controller-centric inter-networking approach.
We reckon that a more “clean” and eﬃcient replacement of
legacy routing control protocols shall be pursued, leveraging
the value of existing network conﬁgurations while addressing
the potential impedance of admin incumbents.
We are devoting eﬀorts on the proof of concept implementation of new BGP-based applications and the deployment of
pilots for the under-served mid-market (SMEs and regional
ISPs) for which we believe SDN technology may be very appealing. Already underway, enhancements to the platform
include a converged dashboard GUI, coupled with historic
data and a conﬁguration repository available in the MongoDB. New RFCP services include load-balancing in multihomed networks and feeding an ALTO server prototype.
Ongoing investigations around OSPF and IS-IS promise advantages to ease conﬁguration management and unlock protocol optimizations (e.g. IP Fast Reroute/LFA). Our roadmap
includes LDP support to deﬁne MPLS paths, in addition
to OAM considerations and OpenFlow v1.X advancements,
such as IPv6 and overall extensibility.
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