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TCP’' s knowtoerdlg e
path conditionsa priori

A 2?7
A 2?7
A 2?7
A ?22?

A ?22?
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But TCP has ¢

How fast can | send?
How much should | send at once?

Did the other end get my data?
A Was a piece lost?

A Was it in the right order?

A Was it errorfree?

D> >
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L..S 0 1t ma k e s

How fast can | send?
Congestion Control
How much should | send at onc

Did the other end get my data?

A Was a piece lost? . Sequence Numbers

A Was it in the right order? * Duplicate Acknowledgements
< : » Selective Acknowledgements
A Was it errorfree?

D> >
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One mor e

A Am | being misinterprete?
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“ A Cc ralbnetw/ork sizeghe
number of middleboxes
ISon parwith the

number of routers
nmanet wor k"

Sherryet al. SI GCOMM * 11
(from a survey oNANOG admins)




“A maj ority
administrators stated
misconfigurationas the

most common cause
of [middleboX failure”

Sherryet al. SI GCOMM * 11
(from a survey oNANOG admins)
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Example: ECN

v4 Header
Z . 48, . l . 32
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IP Options

TCP Header
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Example: ECRESETEE

IPvd H
| | :_
Varsion | |HL Gfﬂi.%ri';ts E Taotal Length
Identification R E‘ |'|~:"| Fragment Offset
A - 1 Tima-ta-Live (TTL) Pratocol Header Chacksum
A Switchwas copyin@ e

Source |P Address

Val U e to th eTO S:)ytel Destination |P Address

.rl’ IP Options ‘];

1Baueret al. “Measuring the State of ECN Readine-g'rspl'i'lﬁ?'d“r
Servers, Cl i elnRre.ofIMOROll1 Rout er sp— - L o

Source Port Destination Port

Sequence Number

Acknowledgement Number

Rawd .
Offset HWC E E 3 5 ﬁ i) Window Size
Checksum Urgent Poinber

{' TCP Options ,1’
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TCP/IPHeaders

Source: Alice
Dest Bob

Win. scale

Window Size 1024

Win. Scale 7
Bob

=P
)

Source: Alice r—
Dest Bob

Window Size 1024
Win. Scale 7




& NAVAL POSTGRADUATE SCHOOL

TCP/IPHeaders

Source: Alice
Dest Bob

Win. scale

Window Size 1024

Source: Alice

Dest Bob
Misconfigured
Wlnc,ilow Size 1024 Mlddlebo)a_
Win. Scale 7

lcorbet. “TCP window scaling and br n rout

http:/lwn.net/Articles/92727/
Data
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Alice thinks her window sizeli28k

Bob thinks her window sizelk

14
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Other Examples

A TCP SACK
A Artificial TCP flow control
A Path MTU discovery

A ICMP blocking

A ICMP misquoting

A TCP MSS alterations

A IP and TCP options stripped

A Extra problematic:
AAsymmetric (stripped on SYCK but not SYN)
AAllowed in handshake, then stripped
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MiddleboxMisconfiguration

A These are real problems

A Will continue to occur
A The network is not getting any less intelligent

A Are critical and timely right now
A Multipath TCP
A TCP Fast Open
A Gentle Aggression TCP (proactive/reactive/corrective)
A tcperypt
A ECN (still)
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Woul dn't 1t be
an easy way to detect these?

Could benefit—— (T EUGI NN

1 * New network
MR\ | measurement tols
TCP % y

 Performance

. Extensibility

 Endto-end

debugging
\ / - y
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Challenges

A Available and reliable communications channel
A Out-of-band ICMP?
A New IP or TCP option?
A Redefine a field?

A Capacity

A Incrementally deployable
A Middleboxcooperative

A Inform both endpoints
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HICCUPS

4 . | | .
HICCUPS is a lightweighCP extensmn\

that exposes iAflight packetheader
modification to endpoints

\_

A HICCUPSeeks to automate the question

oDid my packet arrive at the destination
with the same headers as sePd
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HICCUPS Methodology

AOverl oads three header f
ISN ISN, HICCUPS

IPID ) IPID, HICCUPS

Rwin Rwin HICCUPS

A.with a function of the

IPv4
,
DiffS; E
Ve HL | o Do | ¢ gth
dentfication W nt Offset
Time-lo-Live LTTLJl Protocol | Header Checksu m
‘Source IP Address
ssssssssssssssssss
s IP Options. )
F T T T 1 q 7 1
TCP Header X a
. o !
Source Port | Destination Port
‘Sequance Number
Acknowledgament Number
R G ETETETT
orset (R w FEREF T L] Window Size
chsum | urgent Pointer
CP Option
{ i ) {
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HICCUPS Methodology

A Spread over 3 fields in case one is changed

A Lightweight hash function
A Only have three sets of 13its
A Assume no shared secret available
A Preimageand hash sent together
A Primary goal is to reduce collisions

A Add randomness (salt) to ISN
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HICCUPS Methodology

A Creates an entb-endtamper-evidentseal over the
packet headers

A Different than a checksum
A If mods occurye still accept theacket

eeeeeeeeeeeeeeeeeeee
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Using HICCUPS

AOnce a host’'s TefiaBledst ack

HICCUPS can be used
without endpoint coordination

A Our longterm vision: all TCP stacks include HICCUPS

TCP Congestion Control TCP HICCUPS
Infers e2e Inferse2e packet header
congestion state modificationstate
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Implementation

A Patch written for Linux kernel v3.9.4 TCP stack

A Requires no action by applications

A However, we do provide optional features:
A Get HICCUPS status
A Manually specify fields to check
A EngageippSalimode Eee paper)

A Setof crossplatform userspaceools
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Performance

A Analyzed HICCUPS kernel overhead ftiftce

A Increases mean processing time by aboyi<0
A About 8.5% of the total SYN/ACK processing time

A If load gets too high, automatically mitigates with
SYN cookies
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Validation
A Controlled environment Simulates aniddleboxthat
A VMs overwrites different fields
~ ¢ inforwarded packets

A Range of tests

(Scapy

50,000trials
each run /

Host A Host B
HICCURE&nabled HICCURE8nabled
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Measurements

A Over 26k directed port/path pairs across 18%esand
48 countries

A Different ports: 22, 80, 443, and 34343

A Range of parameters

SACK  Win Time MP- Exp

Trial | MSS ECN Permit Secale stamp TCP

1] 1460 Y 7 Y Y

2 | 1460 Y 7 Y Y

3 | 1460 Y 7 Y

4 | 1460 Y

5 | 480

6 | 1460

7| 1600

& | None
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Meas. Summary

A Almost half of the nodes saw at least one

Nidth

header modification

A More than we expected to find

A Saw asymmetric cases
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I\/qus Detected

Change Both Fwd Rev Flows Affected
HICCUPS not capable 72 0 2 13044 0.57%
NAT 9818 0 0 12958  75.77%
ISN translation 024 226 0 12970  8.87%
[PID changed 0 0 0 12970  0.00%
RCVWIN changed 0 0 0 12970  0.00%
ECN IP added 28 0 0 12934 0.22%
ECN IP changed 27 1684 48 12958 13.57%
ECN TCP added 22 0 0 12931  0.17%
ECN TCP changed 35 46 0 12960  0.63%
MSS added 129 143 1176 12926 11.20%
MSS480 changed 26 0 1271 12955 10.01%
MSS1460 changed 1247 12 12 12953 981%
MSS1600 changed 1245 311 12 12966 12.09%
Timestamps added 21 0 0 12936 0.16%
Timestamps changed 36 2 0 12951  0.29%
Window Scaling added 54 0 0 12930  0.42%
Window Scaling changed 29 0 0 12948  0.22%
MPCAPABLE changed 32 837 0 12940  6.72%
Exp. option changed 33 884 0 12942 7.09%
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What can go wrong?

Change Both Fwd Rev Flows Affected
HICCUPS not capable 72 0 2 13044 0.57%
NAT 9818 0 0 12958 75.77%
ISN translation 0924 226 0 12970  8.87%
IPID changed 0 0 0 12970  0.00%
RCVWIN changed 0 0 0 12970  0.00%
ECN IP added 28 0 0 12934 0.22%

ECN IP changed 27 1684 48 12958 13.57%

ECN TCP added 20 0 12931  0.17% Potential SAC
ECN TCP changed 35 46 0 12960  0.63% disruption
MSS added 129 143 1176 12926 11.20%

MSS480 changed 26 0 1271 12955 10.01%

MSS1460 changed 1247 12 12 12953 981%

MSS1600 changed 1245 311 12 12966 12.09%

Timestamps added 21 0 0 12936 0.16%

Timestamps changed 36 2 0 12951  0.29%

Window Scaling added 54 0 0 12930  0.42%

Window Scaling changed 29 0 0 12948  0.22%

MPCAPABLE changed 32 837 0 12940  6.72%

Exp. option changed 33 884 0 12942 7.09%
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What can go wrong?

Change Both Fwd Rev Flows Affected

HICCUPS not capable 72 0 2 13044 0.57%

NAT 9818 0 0 12958  75.77%

ISN translation 024 226 0 12970  8.87%

IPID changed 0 0 0 12970  0.00%

RCVWIN changed 0 0 0 12970  0.00%

ECN IP added 28 0 0 12934  0.22%

ECN IP changed 27 1684 48 12958 13.57%

ECN TCP added 22 0 12931  0.17%

ECN TCP changed 35 46 0 298 0.63%

MSS added 129 143 1176 12926

MSS480 changed 26 0 1271 12955 10.01% Potential ToS
MSS1460 changed 1247 12 12 12953 9.81% byte semantics]
MSS1600 changed 1245 311 12 12966 12.09%

Timestamps added 21 0 0 12936 0.16%

Timestamps changed 36 2 0 12951  0.29%

Window Scaling added 54 0 0 12930  0.42%

Window Scaling changed 29 0 0 12948  0.22%

MPCAPABLE changed 32 837 0 12940  6.72%

Exp. option changed 33 884 0 12942 7.09%
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ECN IP bits

ECN Disabled

50 .
40 I Both Match
gg B Neither Match
10 H SYN Match
ol O S/A Match

0 H Timeout

num probes

100 150 200 250

IP codepoint with ECN Enabled

num probes
w
o

0 50 100 150 200 250
Hosts

ECN TCP flags with ECN Enabled

num probes

Hosts
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ECN IP bits

ECN Disabled

50 .

404 I Both Match

gg B Neither Match

1 H SYN Match

ol O S/A Match
O'mmm Timeout

num probes

100 150

IP codepoint with#ECN Enabled

num probes
w

50 ECN TCP flags with ECN Enabled

num probes
w
o

Hosts
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What can go wrong?

Change Both Fwd Rev Flows Affected
HICCUPS not capable 72 0 2 13044 0.57%
NAT 9818 0 0 12958  75.77%
ISN translation 024 226 0 12970  8.87%
IPID changed 0 0 0 12970  0.00%
RCVWIN changed 0 0 0 12970  0.00%
ECN IP added 28 0 0 12934 0.22%
ECN IP changed 27 1684 48 12958 13.57%
ECN TCP added 22 0 0 12931  0.17%
ECN TCP changed 35 46 0 12960  0.63%
MSS added 129 143 1176 12926 11.20%
MSS480 changed 26 0 1271 12955 10.01%
MSS1460 changed 1247 12 12 12953 981%
MSS1600 changed 1245 311 12 12966 12.09%
Timestamps added 21 0 0 12936 0.16%
Timestamps changed 36 2 0 12951 0.29% | Options Strippecﬂ
Window Scaling added 54 0 0
Window Scaling changed 29 0
MPCAPABLE changed 32

[ Exp. option changed 33
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What can go wrong?

Change Both Fwd Rev Flows Affected
HICCUPS not capable 72 0 2 13044 0.57%
NAT 9818 0 0 12958  75.77%
ISN translation 024 226 0 12970  8.87%
IPID changed 0 0 0 12970  0.00%
RCVWIN changed 0 0 0 12970  0.00%
ECN IP added 28 0 0 12934 0.22%
ECN IP changed 27 1684 48 12958 13.57%
ECN TCP added 22 0 0 12931  0.17%
ECN TCP changed 35 46 0 12960  0.63%
MSS added 129 143 1176 12926 11.20%
MSS480 changed 26 0 1271 12955 10.01%
[ New behavior 1247 12 12 12953  9.81%
1245 311 12 12966 12.09%
< 21 0 0 12936 0.16%
Timestamps chang 36 2 0 12951  0.29%
Window Scaling added 54 0 0 12930  0.42%
Window Scaling changed 29 0 0 12948  0.22%
MPCAPABLE changed 32 837 0 12940  6.72%
Exp. option changed 33 884 0 12942 7.09%
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Window Scaling

SYN

A Israeli PlanetLab node
planetlab2.mta.ac.ll

A Window scaling
option added

A Only when going to
ports 80 or 443

- Add WINSCL

| Remove WINSCL
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Window Scaling

SYN

Result: bulk transfer iIs
flow-controlled, doubles
when WINSCL ignored

- Add WINSCL

. Remove WINSCL
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Conclusions

A HICCUPS can help TCP infer whether it is being
misinterpreted

A Integrates nicely with TCP, incrementally deployable
A Endto-end
A Middleboxcooperative

A Demonstrated ease of deployment through mass
Internet measurements

http://tcphiccups.org
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