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OpenNF: Enabling Innovation in 
Network Function Control 



Network functions (NFs) 

ÅPerform sophisticated stateful  
actions on packets/flows 
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 Dynamic reallocation  
of packet processing 

 

3 

Xen/KVM 



Example: elastic NF scaling 
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To simultaneouslyΧ 

Problem: NFV+SDN is insufficient 

Cannot effectively implement  
new services  or abstractions! 
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SLAs + cost + accuracy:  
What do we need? 

ÅQuickly move, copy, or share internal NF state 
alongside updates to network forwarding state 
 
 

ÅGuarantees: loss-free, order-ǇǊŜǎŜǊǾƛƴƎΣ Χ 
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V V V Χ 1 2 3 Χ 

Also applies to other scenarios 



Outline 

ÅMotivation and requirements 

ÅChallenges 

ÅOpenNF architecture 

ïState export/import 

ïState operations 

ïGuarantees 

ÅEvaluation 
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1. Supporting many NFs with minimal changes 
 
 

2. Dealing with race conditions 
 
 

3. Bounding overhead 

 

Challenges 
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OpenNF overview 
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