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REAL	
  INTERNET	
  PATH	
  MISDIRECTION	
  

§  Limited	
  control	
  of	
  paths	
  à	
  hijacked	
  &	
  redirected	
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POTENTIAL	
  ATTACK	
  SURFACES	
  

§  Traffic	
  diversion	
  	
  
§  ARacker	
  eavesdrops	
  any	
  parts	
  of	
  packets	
  	
  
	
  	
  	
  	
  (e.g.,	
  	
  metadata)	
  with	
  poten(ally	
  sensi(ve	
  info	
  

§  FicPPous	
  premium	
  path	
  usage	
  
§  ISPs	
  use	
  inferior	
  path	
  but	
  charge	
  for	
  premium	
  path	
  

§  Packet	
  injecPon	
  with	
  spoofed	
  source	
  address	
  
§  Routers	
  inject	
  extra	
  packets	
  to	
  incriminate	
  source	
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CURRENT	
  INTERNET	
  DOESN’T	
  SUPPORT	
  

§  Path	
  validaPon	
  
§  Client	
  selects	
  an	
  intended	
  path	
  

§  Could	
  be	
  at	
  AS-­‐level	
  or	
  router-­‐level	
  
§  Endhosts	
  check	
  if	
  packet	
  followed	
  intended	
  path	
  in	
  the	
  
correct	
  order	
  

§  Source	
  authenPcaPon	
  
§  Routers	
  check	
  the	
  sender	
  of	
  received	
  packet	
  
§  To	
  mi(gate	
  address	
  spoofing	
  aRacks	
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HOW	
  SOURCE	
  CAN	
  BE	
  AUTHENTICATED	
  

§  Use	
  shared	
  secret	
  key	
  with	
  S	
  
§  R2	
  shares	
  secret	
  key	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  with	
  S	
  	
  
§  S	
  creates	
  an	
  authen(ca(on	
  field	
  (e.g.,	
  MAC)	
  using	
  
§  Correct	
  MAC	
  can	
  only	
  be	
  generated	
  by	
  S	
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HOW	
  PATH	
  CAN	
  BE	
  VALIDATED	
  

§  Set	
  up	
  shared	
  secret	
  keys	
  
§  Using	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  ,	
  R1	
  checks	
  path	
  has	
  been	
  followed	
  so	
  far	
  
§  Using	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  ,	
  R1	
  creates	
  a	
  proof	
  for	
  R2	
  that	
  it	
  has	
  seen	
  the	
  
packet	
  

§  Using	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  ,	
  R1	
  creates	
  a	
  proof	
  for	
  D	
  as	
  well	
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COWARD	
  ATTACKS	
  [1]	
  

§  Typical	
  source	
  authenPcaPon	
  &	
  path	
  validaPon	
  
§  Require	
  key	
  setup	
  in	
  advance	
  

§  AYacker’s	
  goal	
  is	
  not	
  to	
  get	
  caught	
  
§  If	
  malicious	
  routers	
  know	
  they	
  are	
  being	
  monitored	
  à	
  
a&ackers	
  start	
  obeying	
  protocol	
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  [1]	
  J.	
  Liu	
  et	
  al.	
  Coward	
  ARacks	
  in	
  Vehicular	
  Networks.	
  Mobile	
  Compu6ng	
  and	
  Communica6ons	
  Review,	
  2010.	
  	
  



Can	
  we	
  design	
  a	
  mechanism	
  for	
  source	
  
authenPcaPon	
  and	
  path	
  validaPon	
  that	
  is	
  
prac%cal	
  for	
  deployment?	
  

8	
  



OUR	
  DESIGN	
  DECISION	
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ARacker	
  strength	
  

Efficiency	
  on	
  routers	
  

S	
  &	
  D	
  obey	
  protocol	
  

S	
  is	
  malicious	
  

Coward	
  routers	
  

All	
  nodes	
  D	
   S	
  /	
  D	
  

Who	
  can	
  detect?	
  

Extended	
  
OPT	
  

OPT	
  

Retroac(ve	
  
OPT	
  



RETROACTIVE-­‐OPT	
  

§  No	
  key	
  setup	
  before	
  packet	
  forwarding	
  
§  Only	
  with	
  suspected	
  misbehavior,	
  S	
  and	
  D	
  set	
  up	
  keys	
  for	
  
previous	
  packets	
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Time
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Start coward
attack detection

Time
Retroactive OPT key setup
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RETROACTIVE-­‐OPT	
  

§  No	
  key	
  setup	
  before	
  packet	
  forwarding	
  
§  Only	
  with	
  suspected	
  misbehavior,	
  S	
  and	
  D	
  set	
  up	
  keys	
  for	
  
previous	
  packets	
  

§  Routers	
  commit	
  some	
  value	
  during	
  forwarding	
  
§  Reveal	
  keys	
  used	
  for	
  the	
  commitment	
  later	
  
§  Wrong	
  key	
  or	
  incorrect	
  commitment	
  à	
  misbehavior	
  detected	
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EFFICIENCY	
  ON	
  ROUTERS	
  

12	
  

§  Dynamically	
  re-­‐creatable	
  keys	
  on	
  the	
  fly	
  
§  S	
  selects	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  that	
  other	
  routers	
  use	
  for	
  key	
  setup	
  
§  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  in	
  packet	
  header	
  +	
  local	
  secret	
  in	
  memory	
  à	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
	
  

§  Constant	
  crypto	
  computaPon	
  during	
  forwarding	
  
§  Independent	
  of	
  path	
  length	
  
§  O(1)	
  Message	
  Authen(ca(on	
  Code	
  (MAC)	
  opera(on	
  per	
  
packet	
  

Parameters	
  

Parameters	
  



RETROACTIVE-­‐OPT	
  PROCESS	
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S	
   R1	
  
D	
  R2	
  

PVF	
   PVF	
  MAC	
   1	
  

Parameters	
  

§  Each	
  OPT	
  downstream	
  node	
  derives	
  a	
  key	
  
§  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  in	
  packet	
  header	
  +	
  local	
  secret	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  in	
  memory	
  

§  Commits	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  with	
  1	
  MAC	
  operaPon	
  

Parameters	
  

PVF	
  

1	
  1	
  

1	
  



RETROACTIVE-­‐OPT	
  PROCESS	
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S	
   R1	
  
D	
  R2	
  

§  Each	
  OPT	
  downstream	
  node	
  derives	
  a	
  key	
  
§  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  in	
  packet	
  header	
  +	
  local	
  secret	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  in	
  memory	
  

§  Commits	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  with	
  1	
  MAC	
  operaPon	
  

Parameters	
  

Parameters	
  

PVF	
  

PVF	
  MAC	
   1	
   PVF	
  MAC	
   1	
  MAC	
   2	
  

2	
  

2	
  



DYNAMICALLY	
  RECREATABLE	
  KEY	
  

§  Later	
  when	
  S	
  or	
  D	
  wants	
  to	
  validate	
  path	
  for	
  previous	
  
packets	
  
§  S	
  forwards	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  to	
  routers	
  
§  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  +	
  single	
  local	
  secret	
  	
  	
  	
  	
  	
  	
  à	
  Router	
  recomputes	
  key	
  
§  Forward	
  encrypted	
  &	
  signed	
  keys	
  	
  
§  To	
  detect	
  misbehavior,	
  D	
  recomputes	
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S	
   R1	
  
D	
  R2	
  

1	
  	
   D	
  	
  2	
  	
  

Parameters	
  

Parameters	
  

PVF	
  MAC	
   1	
  MAC	
   2	
  

1	
  	
   D	
  	
  2	
  	
  

Parameters	
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   2	
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LIGHTWEIGHT	
  ON	
  ROUTERS	
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ROUTER	
   SOURCE	
  /	
  DESTINATION	
  

MAC	
  operaPons	
   O(1)	
   O(n)	
  

Storage	
   local	
  secret	
   Parameters	
   PVF	
  MAC	
   1	
  MAC	
   2	
  

§  Pushes	
  complexity	
  to	
  end	
  hosts	
  

§  RetroacPve-­‐OPT	
  header	
  size	
  independent	
  of	
  path	
  
length	
  &	
  small	
  
§  Higher	
  goodput	
  



OPT	
  VARIATIONS	
  IN	
  PAPER	
  

§  Keys	
  are	
  set	
  up	
  before	
  protocol	
  starts	
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1.   RetroacPve-­‐OPT	
  

2.   OPT	
  
3.   Extended-­‐OPT	
  

Time

DRKey

OPT

Start coward
attack detection

Time



OPT	
  &	
  EXTENDED-­‐OPT	
  OVERVIEW	
  
§  S	
  selects	
  a	
  path	
  to	
  D	
  

§  Nodes	
  establish	
  shared	
  secret	
  key(s)	
  with	
  S	
  &	
  D	
  	
  

	
  
§  S	
  prepares	
  special	
  fields	
  for	
  each	
  node	
  in	
  the	
  packet	
  header	
  

§  Helps	
  each	
  router	
  derive	
  shared	
  key	
  &	
  authen6cate	
  source	
  

§  Each	
  node	
  updates	
  a	
  verificaPon	
  field	
  in	
  the	
  packet	
  header	
  
§  Helps	
  downstream	
  nodes	
  validate	
  path 	
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1	
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2	
  OTHER	
  VARIATIONS	
  OF	
  OPT	
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1	
  
2	
  

D	
  

S	
   R1	
  
D	
  R2	
  

§  OPT	
  
§  S	
  &	
  D	
  obey	
  the	
  protocol	
  
§  R	
  shares	
  1	
  key	
  with	
  S	
  &	
  D	
  
§  All	
  nodes	
  detect	
  

S	
  
D	
  

D	
  
S	
  

D	
  

S	
   R1	
  
D	
  R2	
  

§  Extended-­‐OPT	
  
§  S	
  may	
  be	
  malicious	
  
§  R	
  shares	
  2	
  keys	
  
§  Des(na(on	
  detects	
  



CAN	
  OPT	
  DEFEND	
  AGAINST	
  ATTACKS?	
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ATTACKER	
   DEFENSE	
  
Alters	
  packets	
   Cannot	
  compute	
  valid	
  PVF	
  without	
  

secret	
  keys	
  
Deviates	
  path	
   Cannot	
  compute	
  valid	
  PVF	
  
Coward	
  aRacks	
   Retroac6ve	
  version	
  mi(gates	
  
State-­‐exhaus(on	
  DoS	
  aRacks	
   Memory-­‐lookup	
  of	
  a	
  single	
  value	
  &	
  

O(1)	
  MAC	
  opera(on	
  
Collude	
  &	
  redirect	
  packets	
   Honest	
  router	
  or	
  des6na6on	
  drops	
  	
  

§  Proof-­‐based	
  (mechanized)	
  formal	
  verificaPon	
  [2]	
  

[2]	
  F.	
  Zhang,	
  et	
  al.	
  Mechanized	
  Network	
  Origin	
  and	
  Path	
  Authen(city	
  Proofs.	
  	
  To	
  appear	
  in	
  CCS	
  2014.	
  	
  



OPT	
  IMPLEMENTATION	
  

§  Router	
  performance	
  evaluaPon	
  goals	
  
1.  Per-­‐packet	
  processing	
  overhead	
  
2.  Scalability	
  w.r.t.	
  path	
  length	
  

§  Compare	
  generic	
  OPT	
  with	
  ICING	
  [3]	
  
§  Pairwise	
  key-­‐based	
  source	
  authen(ca(on	
  &	
  path	
  valida(on	
  
for	
  all	
  nodes	
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  [3]	
  J.	
  Naous	
  et	
  al.	
  Verifying	
  and	
  Enforcing	
  Network	
  Paths	
  with	
  ICING.	
  CoNEXT	
  2011	
  

Source	
   Router	
  1	
   Router	
  n-­‐1	
   Des(na(on	
  

Storage	
  overhead	
   n-­‐1	
  pairwise	
  keys	
  (16B	
  each)	
  

Computa(on	
  overhead	
   n-­‐1	
  MAC	
  computa(ons	
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  DESIGN	
  DECISION	
  

22	
  

ARacker	
  strength	
  

Efficiency	
  on	
  routers	
  

S	
  &	
  D	
  obey	
  protocol	
  

S	
  is	
  malicious	
  

Coward	
  routers	
  

Extended	
  
OPT	
  

OPT	
  

Retroac(ve	
  
OPT	
  

ICING	
  

All	
  nodes	
  D	
   S	
  /	
  D	
  

Who	
  can	
  detect?	
  



OPT	
  THROUGHPUT	
  &	
  GOODPUT	
  
§  Traffic	
  generated	
  for	
  10	
  sec	
  at	
  40	
  Gbps	
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2-­‐hop	
  

4-­‐hop	
  

8-­‐hop	
  

OPT	
  throughput	
  

ICING	
  throughput	
  
vs.	
  



OPT	
  THROUGHPUT	
  &	
  GOODPUT	
  
§  Traffic	
  generated	
  for	
  10	
  sec	
  at	
  40	
  Gbps	
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2-­‐hop	
  

4-­‐hop	
  

8-­‐hop	
  

OPT	
  goodput	
  

ICING	
  goodput	
  
vs.	
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(a) 2-hop path
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(b) 4-hop path
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(c) 8-hop path
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(d) 10-hop path

Figure 6: Throughput and goodput (i.e., throughput obtained
only for the payload part of the packet) of OPT and ICING
for different packet sizes expressed in bytes and path lengths
varying from 2 to 10 hops.

tional overhead, they would outperform ICING with an even larger
margin.

Figure 6 depicts the results for throughput and goodput for OPT
and ICING. We performed experiments for different path lengths
and packet sizes described in Section 7.3, and the numbers we ob-
tained show consistent results over all experiments, as explained in
the next paragraphs.

A first observation is that throughput registers higher values than
goodput, as expected, due to the OPT or ICING header overhead
that adds to the packet size, yet is not accounted for when mea-
suring goodput. We also notice that, for all path lengths, OPT’s
throughput is close to 40Gbps except for the smallest packet size
(i.e., 20B). We note that OPT’s throughput for small packets is
mainly limited by I/O Engine’s throughput as shown in Figure 5.
As the path length grows, I/O Engine’s bottleneck becomes re-
leased because of the reduced number of packet copies between the
NIC and the user-level packet processing engine5; and as a conse-
quence, OPT’s throughput becomes close to 40Gbps. This result is
consistent with Figure 5.

For each path length, the goodput of both OPT and ICING in-
crease as the packet size increases, because the protocol header rep-
resents a smaller fraction of the total packet size as the payload size
increases. Even though ICING’s throughput also increases with
the packet size, its value is much smaller than OPT’s throughput.
Given the choices for our ICING implementation, as explained ear-
lier, this result is mainly due to the key table lookup for the PoP
keys. Instead, OPT uses AESni operations to derive the keys shared
with the source, on the fly. This choice in protocol design therefore
proves to be decisive in obtaining a higher forwarding speed in OPT
as much as 10Gbps in comparison to ICING.

7.5 Path Length Scalability
In order to analyze the protocols’ scalability with respect to the

path length, we depict in Figure 7 the ratio between the goodput and
the throughput (named goodput ratio) for 256B and 1024B packets.
We vary the path length from 2 to 10 hops.

The goodput ratios of 256B packets are lower those of than 1024B
packets since small packets have higher header overhead (see previ-
ous section). Path length increase adds more overhead to the packet
header, resulting in goodput degradation for both OPT and ICING.

5The increased header size reduces the number of packets needed
to saturate the link bandwidth.
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Figure 7: The goodput ratio (i.e., goodput/throughput) of OPT
and ICING for small and large packets, in the context of path
lengths varying from 2 to 10 hops.

The figure shows that OPT has better path length scalability than
ICING since the goodput ratio of OPT decreases slower than that of
ICING as the path length increases. Specifically, when the 2-hop
path is used as a baseline, for 256B packets, OPT’s average per-

hop goodput degradation ratio is
(64.7−49.0)

64.7·8 = 3.03%, while IC-

ING’s is
(64.5−34.9)

64.5·8 = 5.74%; for 1024B packets, OPT’s goodput

degradation ratio per hop is
(88.1−79.3)

88.1·8 = 1.25%, while ICING’s is
(87.9−68.2)

87.9·8 = 2.80%.

8. DISCUSSION
Key lifetime. The keys associated with a session σ are valid as long
as (1) PATHσ between S and D in the session σ does not change,
and (2) S or D do not terminate the session due to application-driven
session lifetime requirement.

According to the first point, the maximum key lifetime is deter-
mined by route stability. Recent end-to-end route stability anal-
yses reveal that most of network routes are stable from tens of
minutes to days, even when ISPs apply traffic engineering tech-
niques [9, 18, 22]. Although many routes are still short-lived, en-
tities send packets over long-lived routes (longer than 6 hours) for
96% of the times [9]. In particular, considering the fact that the
load balancing within an ISP causes most route variations (i.e., up
to 82%), OPT running at AS-level uses more stable routes than
router-level OPT. Furthermore, when routers perform per-flow or
per-destination load balancing, paths used in OPT are not affected.

Yet an attacker could cause changes in network routes, as demon-
strated by numerous incidents such as Man-in-the-Middle BGP route
hijacking [8]. In this case, the network routes could flap as the
attacker wishes. Yet, some future Internet architecture proposals
(Nebula [2], Pathlets [12], SCION [40], XIA [14]) relieve this pain
point by having packets carry forwarding information in the packet
header, so that the source is always aware of the path and would set
up a new session if the path changes.

We expect paths to be stable on the order of at least tens of min-
utes. Similarly, we expect that applications re-key sessions at the
earliest at a granularity of tens of minutes. Thus, the key setup
overhead represents a tiny fraction of the total computation and
communication overhead of a long-lived high-bandwidth connec-
tion.
Efficient packet content authentication. As described in Sec-
tion 5.3, each intermediate router uses the DATAHASH field in the
OPT header when it verifies its OPV field. Such a verification does
not authenticate the packet content since a malicious intermediate
router could alter the data without changing DATAHASH. To mit-
igate such an attack, a router can verify the DATAHASH field in
parallel while the packet is being scheduled for transmission.

As an alternative, probabilistic verification schemes [16] can be

OPT	
  PATH	
  LENGTH	
  SCALABILITY	
  

§  RaPo	
  between	
  goodput	
  &	
  throughput	
  
§  Small	
  (256B)	
  and	
  large	
  (1024B)	
  packets	
  with	
  varying	
  path	
  
lengths	
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OPT	
  1024B	
  

OPT	
  256B	
  

ICING	
  1024B	
  

ICING	
  256B	
  



CONCLUSIONS	
  

§  OPT:	
  efficient	
  protocol	
  for	
  source	
  and	
  path	
  validaPon	
  
§  Without	
  burdening	
  routers	
  	
  
	
  

§  OPT	
  achieves	
  performance	
  improvements	
  
§  Minimal	
  storage	
  &	
  computa(onal	
  overhead	
  on	
  routers	
  	
  

§  Regardless	
  of	
  path	
  length	
  

§  RetroacPve-­‐OPT	
  to	
  defend	
  against	
  coward	
  a8acks	
  
	
  

Thank	
  you	
  
hyunjin@cmu.edu	
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