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Abstract

Crowd-sourcing measurements from the Internet, for the
Internet, and by the Internet, is naturally popular due to the
cost scaling that this approach offers. It appears to offer a
low barrier to entry to new researchers, when compared with
the difficulties in obtaining data about operational networks
from their owners.

In this talk I will outline some precautions that should be
taken by researchers, including:

e Sample Bias — Ground truth must be established about
your sample. The very fact that you are using people on
the internet prepared (assuming you have informed
consent — you do, don’t you?) to be part of an
experiment, means you have selection bias. Establish
what it is by old fashioned means.

e  Subject Privacy — You may get more buy-in from more
users, and in more ways, if you can offer assurances
about maintaining their privacy:

o “No, this app won’t (unlike 70% of smart phone
apps) leak lots of your Personal Data”,

o How you achieve this, best practice with
sandboxes and cryptography and security
processes,

o AAA applied to your logging databases,
o Long term fate, care and curation.

e Repeatability — as a data scientist, you have a duty to
share what data you can, so that others can verify, and
build on your work with confidence. As a social
scientist, you have a duty not to put users’ privacy in
double jeopardy.

There is a saying “Two’s a company, three is a crowd”.
The title of my talk reflects the fact that one can construct
a graph from a series of basic triangular graphs, but also
that one can triangulate nodes in a graph from data
associated with other nodes. Re-identification of nodes
(e.g. users) in the Internet is the source of many anecdotes
concerning loss of privacy. When crowd-sharing data that
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has been crowd-sourced from the Internet, we should all be
extremely aware of this non-trivial risk. In some areas of
studies (e.g. censorship, hacktivism,cybercrime), the risk
of such re-identification to some members of our crowds
may be extremely high. We are all social scientists, now.
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