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ABSTRACT
Existing OpenFlow based flow expiry mechanisms rely on
a fixed timeout after which the switch proactively removes
the flow entries from its flow table. Assigning an appropri-
ate value to this timeout presents a tradeoff between effi-
cient flow table utilization and controller overhead. We pro-
pose a simple addition of a zero flow entry expiration time-
out scheme to idle timeout mechanism on a P4 based switch
that identifies the last packet of a TCP flow, and removes the
corresponding flow entry from the flow table. It enables con-
nections to be deleted from the flow table right after it fin-
ishes, instead of waiting to expire after it reaches the time-
out threshold and causing unnecessary flow table occupa-
tion.
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1 INTRODUCTION
In order to build large scalable SDN networks, the Open-
Flow [4] switches have to support a large number of con-
current flows, which depend on the number of flow entries
in their flow tables. However, the flow table is limited due
to the constraints of Ternary Content Addressable Memory
(TCAM) [1]. The controller manages the switch flow table
by adding and removing flow entries based on two timeout
values: hard timeout and idle timeout. It presents a tradeoff
between efficient flow table utilization and controller over-
head. To reduce unnecessary TCAM occupation, the switch
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removes the corresponding flow entry after the timeout ex-
pires without matching traffic.
However, flow entries sometimes still unnecessarily oc-

cupy the flow table even after the end of the original flow.
In addition, assigning a smaller time out reduces the unnec-
essary occupation of the flow table, but introduces further
controller overhead as the controller may need to install
the same flow entry multiple times based on the packet-in
events generated by the switch [3].
In this paper, we propose the idea of detecting the FIN

and RST packet of a TCP flow and remove the correspond-
ing entry from the flow table when detected. Our work aims
to achieve optimal flow table utilization without extra work-
load for a controller.We implement a simple zero flow entry
expiration timeout scheme that leverages the potential of a
P4 based switch to detect the FIN and RST packet of a TCP
flow and remove the corresponding flow entry from the flow
table, eliminating unnecessary occupation of the flow table
to achieve almost zero timeout without overloading the con-
troller.
In the TCP Finite State Machine, TCP sessions can be

closed by sending combinations of FIN and RST packets.
In our work, connections are removed from the flow table
through the detection of FIN and RST packets, avoiding tak-
ing up flow table capacity after the connection is finished.
By adding the detection of FIN and RST packets to idle time-
out, our scheme achieves an improvement in flow table oc-
cupation compared to pure idle timeout. When there is a
high proportion of short connections, such as in data center
networks, our method, combined with idle timeout, will pre-
vent short connections from continuing to occupy the flow
table after the connection is closed.
As for UDP and half-closed TCP connections, by themeans

of including idle timeout, we can still assure that the con-
nections will eventually reach the timeout threshold and be
removed from the flow table.
We evaluate the performance of the proposed mechanism

using Barefoots Tofino switch and monitor its performance
in the number of packet-in events as well as flow table oc-
cupation. The remainder of this paper is organized as fol-
lows. Section 2. describes the architectural design, Section 3.
presents the experimental results, and Section 4. concludes
the paper.
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2 ARCHITECTURE DESIGN
We present the overview of our architecture of the proposed
in this section and describe the P4 program’s mechanism.

The P4 switch has two tables: Forward and Learn. The
Forward table is first applied for proper routing and match-
ing any static forwarding entries. Then the Learn table de-
tects whether the ongoing packet is a FIN or RST packet
right after the P4 program parses the TCP header. If so, a
message is sent to the controller (Open Networking Linux)
to give a message to delete the entry of that flow from the
flow table.

3 EXPERIMENTAL RESULTS
We now evaluate our proposed design using the Barefoot
Tofino hardware switch with two experiments [2] to com-
pare our scheme with the flow table usage and packet-in
events of hard and idle timeout. The traffic is generated by
Iperf with the flow duration chosen through a Normal distri-
bution, and the arrival time between each flow determined
through a Poisson process. The arrival rate of TCP flow is
=3(1/s), mean flowduration is 2.5s, and number of TCP flows
is 600 during the evaluation period. Evaluation tests are per-
formed on the Barefoot Tofino switch and monitor for 150
seconds.

Figure 1 shows the change of flow table entries over time.
The timeout values of all schemes are set to 2 seconds. As
shown in Figure 1, compared to idle timeout and hard time-
out, our scheme achieves much lower TCAM occupation, as
the curve of our scheme is always below the curve of the
hard timeout and idle timeout schemes.

In Figure 2, different timeout values ranging from 1s to 4s
are used to depict their packet-in rate and peak TCAM oc-
cupation. We can discover that our scheme achieves fewer
average packetin events than hard timeout, and has obvious
improvement in TCAM occupation compared to both time-
out schemes. Our scheme has improvement in peak TCAM
occupation compared to idle timeout, because besides ex-
ceeding the idle timeout threshold, it only removes entries
upon detecting FIN/RST packets, which ensures that a con-
nection is already terminated. Therefore, if entries are not
dropped by the idle timeout mechanism, there will only be
exactly one extra packet-in event due to the FIN/RST packet,
but on the other hand greatly reduces TCAM occupation
since the entries will be removed immediately after a con-
nection is finished. Overall, compared to the other schemes,
our work achieves a better tradeoff as having the advantage
of idle timeout schemes better packet-in rate and amuch bet-
ter TCAM occupation status compared with both idle and
hard timeout.
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Figure 1: Comparison of TCAM occupation with time.
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Figure 2: Comparison of TCAM occupation with pkt-
in rate.
4 CONCLUSION AND FUTUREWORKS
We proposed a design of a flow entry removal technique for
TCP flows on a simple P4 switch that detects the last packet
of a TCP flow and deletes the corresponding flow entry to
reduce unnecessary TCAM occupation. Experiments were
performed to evaluate its performances. Future works will
be to test and evaluate this scheme with larger scale realistic
workloads.
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