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ABSTRACT

Information sharing services have been provided via common
servers, which not only relay messages but also sometimes
moderate them. A peer can become a moderator and control
the distribution of messages belonging to his private message
group. However, the physical transfer of a message is usu-
ally out of the peer’s control. Originator-signed signatures
inherent in Information Centric Networking assure the in-
tegrity and provenance of messages exchanged among peers,
which makes it possible to realize moderator-controlled in-
formation sharing in which a peer can become a moderator
and control the distribution of his private message group as a
trustable server. However, moderated content requires mul-
tiple signatures, which increases the size of the exchanged
message and is inadequate, especially for short message ser-
vices. We propose the use of Identity-Based Aggregate Sig-
natures (IBAS) to decrease this overhead, and provide a
proof-of-concept IBAS implementation for Named Data Net-
working (NDN). We also compare the performance of the
proposed IBAS implementation with existing RSA signa-
tures. An overhead reduction of approximately 45% to 60%
compared to RSA signatures is achieved for an NDN packet
in the proposed configuration. Because of the properties
of the identity-based signature[24], this IBAS implementa-
tion is robust and works even during a disaster or when a
trustable centralized server is not online.
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1. INTRODUCTION

Information sharing through moderators has been com-
mon since the 1980’s. NetNews [15] and mailing lists such
as LISTSERV [16] and Majordomo [2] are typical examples.
They, as well as many modern social networking services
(SNSs) such as Facebook [11], have a functional division
of their operations between administrators and moderators.
The tasks of the administrator in these services are to change
list or newsgroup settings and to add moderators and sub-
scribers, whereas the tasks of the administrator in modern
social networking services (SNSs) such as Facebook [11] are
to, for example, adding/deleting peers, content storage of
uploaded messages, and time-stamping received messages.
The moderator’s role in NetNews is to supervise posted mes-
sages to the list or the newsgroup, and the posted message
will not be sent to the subscribers unless approved by the
moderator, whereas each SNS peer in the SNS controls the
circulation of the moderator’s messages by creating friend
lists or groups, which are lists of friends gathered based
on intention. Once created, each circulation is usually per-
formed without any human interventions. A server managed
by an administrator is considered to be a trustable message
exchange point among related peers or a kind of portal site
for this SNS that is known to everybody in the serving net-
work. In other words, the SNS administrator can observe
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any message sent to the public or to a specific friend group.
From a privacy point of view, a future SNS service should
give a peer the discretion to decide whether his messages are
physically transferred only within his own closed-user group
without the help of the SNS administrator’s server.

Originator-signed messaging introduced by Information-
Centric Networking (ICN) [28] makes it possible for each
peer to become not only a moderator but also a trustable
server for his friend lists by assuring the integrity and prove-
nance of the received content. We refer to this as moderator-
controlled information sharing (MIS). An MIS service is
served by several moderators, and this decentralized MIS
is robust in a disaster scenario, allowing safety confirma-
tions to be exchanged among family members [26]. Such
confirmations will be successful if (1) the moderator for
this family exists on a network in the disaster area and
(2) authentication can be performed without a trustable
server online. Condition (1) will be frequently satisfied be-
cause such a friendship relation is often geographically con-
strained. Thus, if condition (2) is satisfied, ICN-based MIS
can not only solve the privacy concerns of the current SNS
but can also increase the robustness of the service as a life-
line infrastructure.

However, at least two signatures are required to convince
the subscriber of the authenticities of the content publisher
and the moderator. Attaching multiple signatures to a sin-
gle short message increases the message size and may not
be suitable for human-generated content exchanges, such as
Facebook, from the point of view that the specification of
short message service (SMS) by GSM/W-CDMA requires
the number of message characters to be at most 140 [1].
Thus, in addition to condition (2), a method of minimiz-
ing the Data packet size in the above-mentioned moderator-
controlled short message sharing is needed. In order to
solve the above-mentioned problems, we propose the use of
Identity-Based Aggregate Signatures (IBAS) [13] as yet an-
other signature scheme for Named Data Networking (NDN),
while maintaining its compatibility with the normal version
of NDN. We implement this signature scheme on an existing
open-source NDN implementation ndn-cxx [18] and compare
its performance with the traditional Public Key Infrastruc-
ture RSA signatures. Although there have been proposals
for using IBS/IBE in NDN [29], [22], to the best of our
knowledge, our proposal is the first implementation of IBAS
in any kind of network.

The remainder of the present paper is organized as fol-
lows: Section 2 introduces NDN, Identity-Based Aggregate
Signatures, and research related to NDN security. Section 3
presents the definition of ICN-based MIS and discusses in-
herent problems, followed by the proposed solution in Sec-
tion 4, the implementation design for NDN in Section 5,
experiments in Section 6, and a discussions in Section 7.
Finally, we conclude the paper in Section 8.

2. RELATED RESEARCH

This section presents a brief overview of the technologies
related to our ICN-based MIS.

2.1 Named Data Networking (NDN)

Overview

Named Data Networking (NDN) [28] is a type of ICN in
which communication is based on named contents, rather

than host addresses, and every named content is identified,
addressed, and retrieved by its name instead of its physical
location (i.e., host address). In the conventional Internet,
security is achieved in end-to-end connections. On the other
hand, NDN routers cache contents and serve contents di-
rectly from themselves in order to achieve efficient content
delivery. Therefore, in NDN, security is built into contents,
rather than connections between end hosts. Consequently,
content publishers must sign all of their contents, i.e., any
content in NDN has a signature to prove its provenance and
integrity.

Packet Structure

As specified in [20], NDN’s packet encoding employs the
Type-Length-Value (TLV) format [21]. An NDN packet is
primarily a collection of TLVs inside a top TLV element
(either Interest or Data packet), and each sub-TLV can also
be further nested. Interest consists of five TLV elements,
i.e., Name, Selectors, Nonce, Scope, and InterestLifetime,
whereas Data consists of four TLV elements, i.e., Name,
Metalnfo, Content, and Signature. The NDN packet does
not have a fixed packet header.

Forwarding

In order to obtain content, a consumer placed the name
of the desired data into an Interest packet and sends it
out. Routers use this name to forward the Interest toward
the intended data producer(s). The forwarding decisions
at routers in this step are based on their Forwarding Infor-
mation Base (FIB). While forwarding the Interest packet,
the routers register it in their Pending Interest Table (PIT).
Once the interest reaches a node that has the requested data
in its Content Store (CS), the node will return a Data packet
that has the same name as the received Interest and contains
the requested content. This Data packet also contains a sig-
nature that proves that the data was indeed produced by
the intended producer and has the name requested by the
Interest. The returned Data packet follows in reverse the
path taken by the Interest. On the reverse path, routers
refer to their PIT to forward the returning Data packet to
the requesting consumer. Also, the routers cache the Data
into their CS so that they can serve it directly upon further
requests.

2.2 Existing Security Proposals in NDN

In this subsection, we introduce the current key manage-
ment models. Current NDN testbed key management [3]
uses a simple hierarchical trust model with a root key, which
signs the keys for each site. Then, the sites’ keys are used
to sign their users’ keys, and the users’ keys are used to
sign their devices (Fig. 1). This trust model is essentially
the same as the traditional Public Key Infrastructure (PKI)
model, in which the testbed root is equivalent to a widely
trusted global certification authority (CA), and the sites are
equivalent to middle layer CAs. In order to verify a Data
packet’s signature signed by the ordinary RSA or Elliptic
Curve Digital Signature Algorithm (ECDSA), the verifier
must trace all of the parents’ public keys and certificates
until reaching the NDN testbed root.

There is an approach to using a Web-of-Trust in conjunc-
tion with self-certifying names for a fragmented (mobile)
networks scenario [23], where connectivity to centralized en-
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Figure 1: Key trust model on the NDN testbed [3]

tities and authentication servers are not available. However,
the signature scheme itself is as described above.

2.3 Identity-based Aggregate Signatures (IBAS)

Boneh et al. proposed the concept of aggregate signatures
in [4], in which it is possible to aggregate n signatures on n
distinct messages from n distinct users into a single aggre-
gated signature of constant size. This single signature (and
the n original messages) will convince the verifier that the
n users did indeed sign the n original messages (i.e., user i
signed message m; for ¢ = 1,...,n). The main motivation
for using aggregate signatures is compactness. However, in
the case of a non-identity-based aggregate signature scheme,
such as that proposed in [4], verification of an aggregated
signature requires the verifier to obtain the public keys of
all participating signers. Furthermore, in order to verify the
public keys, the verifier may need to obtain their parent cer-
tificates. Since the sizes of public keys are as large as those of
signatures, the necessity for obtaining public keys and par-
ent certificates largely negates the advantage of aggregate
signatures.

Gentry et al. proposed an Identity-Based Aggregate Sig-
natures (IBAS) scheme [13] to solve the above shortcom-
ing of aggregate signatures. The IBAS scheme combines the
Identity-Based Signature (IBS) and the aggregate signature.
In the IBAS scheme, the verification information (apart from
the description of who signed which message, i.e., the list of
identities and their messages) consists only of a single ag-
gregate signature and the public parameters given by the
Private Key Generator (PKG). The following describes in
detail the construction of the IBAS scheme (using the same
notation as [13]). Compared to a normal non-aggregate IBS
scheme, such as CC-IBS [7], the IBAS scheme has an extra
Aggregation step.

Setup: The Private Key Generator (PKG)

(a) generates (elliptic curve) groups Gi and Gs of prime

order g and an admissible bilinear pairing é : G; XxG1 —
Ga;

(b) chooses an arbitrary generator element P € Gy;

(c¢) chooses a random s € Z/qZ and calculates Q = sP;

(d) chooses three cryptographic hash functions: Hi, H :

{0,1}* - G1 and Hs : {0,1}" —Z/qZ.
As a result, the system parameters are params=
(G1,Ga,é, P,Q, Hy, Hy, H3), and the PKG’s secret key is s €
Z/qZ.

Private Key Extraction: By authenticating itself to
the PKG, the client with identity ID; receives the values of
P;; = H1(ID;, j) for j € {0,1}.

Individual Signing: The first signer chooses a unique
string (state information) w that has never been used before.
In order to sign a message m;, the signer with identity 1D;:

(a) computes P, = Ha(w) € Gu;

(b) computes ¢; = Hs(m;,1D;, w) € Z/qZ;

(c) generates a random element r; € Z/qZ;

(d) calculates the signature tuple (w, S, T}), where S; =

riPu + sPio + ¢isPi1 and T = r; P.

Aggregation: Individual signatures (w, S}, T} )1<i<n are
aggregated into an aggregate signature
(w, Sp=>1 .5, Ta= 1.

Verlﬁcatlon The verifier checks the following equality.

QZPZOJ’_ZC’L zl (1)

(Sn7P)_eTn7Pw

3. ICN-BASED MODERATOR-CONTROLLED

INFORMATION SHARING SERVICE

In this section, we present an overview of our target ap-
plication, moderator-controlled information sharing (MIS),
and its implementation by ICN, and then discuss two prob-
lems involved in building such an application.

3.1 Overview of MIS

Our simplified model for an MIS service consists of at least
three different types of participants: moderators, peers, and
an administrator. Peers are content/message publishers as
well as subscribers within their preferred interest groups or
subscription lists. A peer can become a moderator for a
specific group and can supervise posted messages to this
group. In Fig. 2, the group supervised by Moderator, is
indicated by solid arrows to its subscribers. The modera-
tor can control the information released to this group. The
posted message will not be sent to the subscribers unless
approved by the moderator. A moderator can join a group
created by another moderator as a subscriber. In Fig. 2,
Moderators has joined the group of Moderatori. Another
role of the moderator is to relay posted messages to related
peers or subscribers if desired. In this case, moderators relay
messages, like traditional SNS servers managed by adminis-
trators. Of course, a moderator can delegate this function
to the administrator if desired. Thus, the administrator is a
moderator who supervises a special ‘public’ group, indicated
by the dashed arrows from the moderator to all of the peers.
This group is a kind of portal site for the MIS service, and
so MIS can be defined as a service that has evolved from the
current centralized information sharing services.

Administrator

Figure 2: Structure of the MIS service
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Messages in the MIS service can be relayed by a set of
moderators including an administrator. This distributed ap-
proach has two advantages that current information sharing
services in the Internet lack.

1. Privacy: Each moderator has the discretion to decide
whether messages are physically transferred to the ad-
ministrator or relayed by himself. In the latter case,
the moderator can physically relay messages indepen-
dent from the administrator.

2. Fault tolerance: All peers can communicate with
each other within their preferred group when their re-
laying moderator is reachable by them. Even if the
connection to the administrator is lost, it only pre-
vents information sharing through the ‘public’ group.
In such a case, Fig. 2 has three information exchange
groups: Group: = {Moderatom7 Peery, Peers,
Moderators}, Groups = {Moderators, Peers, Peers}
and Groups = {Moderatory,, Peers, Peery,}. Thus,
communications are possible via nodes in the intersec-
tions of these groups. For example, Peer,, can com-
municate even with Peer; if human interventions at
Peers and Peers exist. This advantage is very use-
ful for safety confirmation exchanges during a disaster
when the entire network is not well connected.

The requirements to achieve MIS are as follows.

1. Moderators must be trusted by their peers in any sit-
uation.

2. A peer can join a group managed by a moderator or
can even become a moderator at his convenience.
These requirements must be satisfied even in a fragmented

network just after a disaster.

3.2 ICN-based MIS

Information-centric networking is a promising technology
for realizing the above mentioned MIS, and we refer to the
result as ICN-based MIS. First, originator-signed signatures
in ICN assure integrity and provenance for messages ex-
changed by peers. Authentications and authorizations are
very easy when peers join moderators’ groups. Second, any
peer can be a moderator if the binding among his identifier
(ID), public key, and secret key is trustable. Third, the exis-
tence of ICN network caches can reduce the load of the peer
when the peer becomes a moderator. Finally, name-based
routing inherent in ICN makes it possible to deliver messages
from peers to their moderator even if global connections in
datalink and network layers are lost. In this case, although
routing is a concern for ICN, it is beyond the scope of the
present paper. We herein focus on ICN-based MIS from the
standpoint of message provenance, assuming routing issues
are not a concern.

Information-centric networking trustability is currently sup-

ported by a real-world agent according to the traditional
Public Key Infrastructure (PKI) model, consisting the hier-
archy from the widely trusted global certification authority
(CA) to the edge CAs. If a trustable online server is required
to verify the message, fault tolerance of the service cannot
be achieved. In the traditional PKI, the verification needs
to obtain the public keys of both the publisher and the mod-
erator, as well as all of the parent certificates. Fetching the
required public keys and certificates results in a long delay,
especially in high-latency networks, such as a fragmented
network in a disaster area [26].

Government
_— - — (Moderaton) || _ o = = .
1
el o ©) OH ()
1
14 1
1 1
1 1
©) I V@
Bob Alice

(Subscriber) (Publisher)

Figure 3: Information exchanges in the MIS service

Fig. 3 shows a scenario for using MIS for safety confirma-
tion exchanges, where one peer (Alice) publishes a message
and the other (Bob) receives the message or subscribes to
a message service via their moderator (Government). The
exchange sequence is as follows. (1) The subscriber (Bob)
declares his interest through his subscription request. (2)
A moderator (Government) polls the publisher. (3) If the
publisher (Alice) has content to publish, she sends it to the
moderator. Upon receiving the new content, the moderator
first checks the content, then adds some information, such
as the accepted date and the publisher’s rating. (4) The
subscriber requests to receive the message. (5) The moder-
ator sends the content to corresponding subscribers or peers
within his group.

In order to assure that the message is relayed via this mod-
erator, the subscriber should have the ability to verify the
authenticity of both the moderator and the publisher from
the received content. Sharing a symmetric subscription key
among the moderator and its peers requires additional state-
full procedures among the moderator and peers, and is not
suitable for use in disaster situations because connections
among the moderator and peers may not be stable and it is
not possible to know who will join which group beforehand.
Applying a group membership to this problem has the same
disadvantages.

In order to achieve this requirement using the ordinary
RSA or Elliptic Curve Digital Signature Algorithm (ECDSA)
signature, the moderator must attach two signatures: the
signature generated by the publisher on the original content
and the signature generated on the new moderated con-
tent. In the safety confirmation system [26], the content
size is usually small and does not exceed 100 bytes. Most
human-generated content such as that on Facebook consists
of short messages, and such applications fall into a group
called instant messengers. Short message transfers are also
important in many sensor networks such as smart metering
networks, in which the size of a message is usually small.
Apart from a signature value block, the Signature element
of a Data packet also contains a signature info block (Sec-
tion 5.3), which contains a description of the signature, the
signature algorithm used, and any other relevant informa-
tion in order to obtain parent certificate(s) (e.g., KeyLocator
([20])). Therefore, the overhead of transmitting two signa-
tures to deliver a single short message is huge compared to
the message’s size. Furthermore, if further information re-
trievals such as parent certificate(s) are required, received
packets cannot be verified until all of the required infor-
mation is received. When trustable servers are accessed in
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disaster situations, the connections to those servers may not
be guaranteed.

The above considerations indicate that there are four re-
quirements for message provenance in ICN-based MIS.

1. For the instantaneous reception of a message, the fetch-
ing overhead for public keys and their certificates must
be reduced.

2. Verification must be achieved without any trustable
servers online.

3. It is preferable to achieve a group membership using
only given public key/secret key pairs.

4. It is important to reduce the signature overhead for
short messages.

4. PROPOSED ICN-BASED MIS

The first and second requirements, as described for the
public key retrieval delay problem in Section 3.2, can be
solved using an identity-based signature scheme, such as CC-
IBS [7]. As shown in Fig. 4, the proposed ICN-based MIS
system adds a fourth entity, namely the Private Key Gen-
erator (PKG), to Fig. 3, which gives three other entities
their secret keys corresponding to the registered identifiers
(IDs) as well as the public parameters that are known to
all in the network. The binding between the ID (ID;) and
the corresponding secret key (SecretKey:) is assured by a
physical negotiation by the signer (Signerl) and the PKG
in our real-world activities. Once the message is known to
be signed by the private key corresponding to the identifier
in a received message, there is no need for the PKG to be
online and instantaneous verification is achieved.

[=————— Private Key ~ fm mm mm o o= - 1
1 Generator I
-_———— (PKG) I
'
Secretl T T I Public
Kevi Iy Secretl | b I Parameters
LI Key, | 1 2 1
(| o1 milim !
| 1(o,u0y)
m;, |l o Al t
Publisher ! | Moderator Subscriber ccept/
(Signer 1) (Signer 2) (Verifier) Reject

1 m |

Figure 4: IBAS signing process for a message relayed by the
moderator

The third and fourth requirements in Section 3.2 can be
satisfied using IBAS, which is an identity-based signature.
Either mi or m2 in Fig. 4 indicate the signed part in the
packet sent from a publisher or a moderator, which includes
Name, Metalnfo, Content, and Signaturelnfo. Here, o1 is
a signature created from m; and SecretKeyi. Moreover,
o1 U o2 is the aggregated signature created by o1, me, and
SecretKeys. In order to verify the message, a concatenation
m1||mz||lo1 U oz must be sent to the subscriber. If m; can
be reconstructed from ms in a formulated manner, sending
mal|o1 U o2 is sufficient for the verification process.

In IBS, the only information required for a verifier to check
data integrity is the identity of the data producer, i.e., the
publisher or the moderator, which in most cases is already
known to the verifier. In NDN, in particular, the content

producer’s identity can be obtained from the content name.
Therefore, we used IBAS, the combination of IBS and ag-
gregate signatures, to build our MIS. In the next section,
we present one implementation example for the proposed
concept using NDN.

5. IMPLEMENTATION OF IBAS FOR NDN

In order to verify the Data packet, two different message
parts signed by the publisher and the moderator are derived
from the original packet. This section presents a simple
example for such an implementation.

In order to measure the round trip time (RTT) in Section
6.2, the scenario of Fig. 3 is modified slightly as follows.
Two peers, Bob and Alice, join the list owned by a moder-
ator ‘Government’. Through this moderator, Alice informs
Bob that her new message is ready to send if requested.
Bob wants to obtain a safety confirmation from Alice, and
he sends an interest packet to the moderator (1). Since the
safety confirmation from Alice is not yet uploaded, ‘Gov-
ernment’ sends an interest packet to Alice (2). Then, Alice
replies to ‘Government’ by the Data packet with her infor-
mation (3). After adding a time stamp and the moderator’s
name to the content part of the Data packet, this moder-
ator returns the Data packet with the safety confirmation
from Alice to Bob (4). We refer to the above scenario as the
packet relay model.

Table 1 summarizes the processing performed by RSA and
IBAS for the packet at each step in Fig. 3.

Table 1: Details of processing by (a) Publisher, (b) Moder-
ator, and (c) Subscriber

RSA IBAS
(a) data creation & data creation &
signature signature
generation generation
(b) signature signature
verification & verification &
signature signature
creation & generation &
signature signature
concatenation aggregation
(c) signature aggregated
verification x 2 signature
verification

5.1 Naming

In NDN, naming is application-dependent, i.e., applica-
tions can design the naming system to be useful for their in-
tended purpose. Snippet 1 contains examples of the names
used in our application. Numbers (1) to (4) in Snippet 1
correspond to the numbers(1) to (3) and (5) shown in Fig.
3. (1) and (2) are the Interest packets sent from Bob to the
moderator, ‘Government’, and from the moderator to Alice,
and (3) and (4) are the corresponding Data packets gener-
ated by Alice and the moderator. In this case, ‘2’ in (3) and
‘9’ in (4) are the sequence numbers of the message at Alice
and at the moderator, respectively. In our application, the
two foremost name components of Name describe the con-
tent generator’s identity, e.g., /moderators/Government and
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/wonderland/Alice. The third name component is always
the application name: /safetyConfirmation.

Snippet 1 Names of the packets shown in Fig. 3

(1) /moderators/Government/safetyConfirmation/
wonderland/Alice

(2) /wonderland/Alice/safetyConfirmation

(3) /wonderland/Alice/safetyConfirmation/2

(4) /moderators/Government/safetyConfirmation/
wonderland/Alice/2/9

Using the above naming rule, it is possible to obtain the
original publisher’s name from data received from a moder-
ator, i.e., from name (4) we can derive name (3).

5.2 Message Reconstruction

Fig. 5 shows an example of the current IBAS signature for
an NDN Data packet by the moderator, which is compared
with the corresponding RSA signature. After modifying the
content name, the moderator adds the dashed parts to m1 to
make maz. In other words, two lines starting from ‘From’ and
‘Published’ are added by Alice, and two more starting from
‘Moderator’ and ‘Accepted’ are added by the moderator. In
the case of RSA, the signature by the publisher is moved into
the content part of the Data packet sent from the moderator.
This is a kind of layer violation, while the IBAS Data packet
has only one aggregated signature. Fig. 5 also shows the size
of each part in an NDN Data packet for RSA-2048 and IBAS
as discussed in Section 6.1.

1(DATA-TLV)+3(TLV-LENGTH) Bytes 1(DATA-TLV)+3(TLV-LENGTH) Bytes

/moderators/Government/safetyConfirmatio
n/wonderland/Alice/2/9

<META-INFO-TYPE TLV-LENGTH
ContentType>

/moderators/Government/safetyConfirmatio
n/wonderland/Alice/2/9

<META-INFO-TYPE TLV-LENGTH
ContentType>

74Byte,

Metalnfo Name

5,Bytes

ST o——————-—-=—-——-—-—=--===
iIModerator: Government -

g
iModerator: Government :

From: Alice
Published: Thu Oct 02 08:53:09 2014

From: Alice
Published: Thu Oct 02 08:53:09 2014

Content
452+x Bytes

I'am OK.

<Aggregation of individual signatures made

<Signature made by Alice>
by SMS_Server and Alice>

sahq /ST

<Signature made by SMS_Server>

Signature  Signature
347 bytes 342 bytes

(a) RSA-2048 (b) IBAS

Figure 5: Structure of a Data packet sent from a moderator
to a subscriber

5.3 Signature Structure for IBAS

The Signature element inside an NDN Data packet consists
of two consecutive blocks as described below|[20].

Snippet 2 Signature of NDN Data packet [20]

Signature ::= Signaturelnfo

SignatureBits
SignatureInfo ::= SIGNATURE-INFO-TYPE TLV-LENGTH

SignatureType
(SignatureType-specific TLVs)
SignatureValue ::= SIGNATURE-VALUE-TYPE TLV-LENGTH
(SignatureType-specific TLVs and BYTE+)

SignatureType ::= SIGNATURE-TYPE-TYPE TLV-LENGTH

nonNegativelnteger

The size of IBAS’s SignaturelInfo is fixed (5 bytes) just
to indicate the SignatureType in a non-negative integer,

sahg § sakg vL

20D Ul

sa1Ag X+0TT

awey

ainmeusis

whereas that of RSA’s is variable to tell the KeyLocator in-
formation. The nonNegativeInteger value in Signature-
Type represents the type of signature algorithm used in sign-
ing, as shown in Table 2. In order to implement our appli-
cation, we added a new type SignatureSha256Ibas Signa-
tureType, which represents the IBAS algorithm [13] with
SHA-256 as a hash function. The size of the Signature-
Sha2561bas signature value is 150 bytes, 20 bytes of which is
the state information w selected by the first signer, and the
remaining 130 bytes consist of two equal-sized compressed
elements S;,T; (Section 2.3).

Table 2: NDN Signature Algorithms

Value Signature Algorithm

0 DigestSha256
1 SignatureSha256 WithRsa
3 SignatureSha256 WithEcdsa
4 SignatureSha2561bas

5.4 1IBAS Control Flow for Signatures

Our IBAS implementation in NDN [19] is done by extend-
ing the ndn-cxx library [18]. The ndn-cxx library uses mod-
ules called KeyChain and Validator to sign and verify Data
packets respectively. Therefore, we added new sign(), sig-
nAndAggregate() and verifySignature() methods to the
ndn-cxx’s KeyChain and Validator modules respectively.
The two modules call IbasSigner to execute any IBAS re-
lated calculation. The IbasSigner module internally uses
PBC Library [17] to execute all pairing routines such as
pairing and elliptic curve generation, elliptic curve addition
and multiplication, and pairing computation. The imple-
mentation design is outlined in Fig.6. The library names
used at each step is displayed on the left side of the figure,
where “New” means newly tmplemented.

[ Application
New A (Moderator-Controlled
Information Sharing)
[ signAndS}g;g(l?e;gat erifySignature()
oo Key Chain Validator
New 4 IbasSigner
- {
PBC | Pairing & EllipticCurve
Library Computation

Figure 6: IBAS Implementation Design

6. EXPERIMENTS

We compare the performance of our IBAS implementa-
tion with the built-in RSA signatures in ndn-cxx. In our
experiments, only the overhead of Data packets (not In-
terest packets) is investigated. Technically, two alternative
methods are presented: using RSA and using IBAS for sig-
natures. For RSA signatures to be used in the PKI envi-
ronment, there are two cases. (1) The subscriber shall have
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all of the public keys and all of the required certificates in
the network. In this case, there is no need to use the Key-
Locator field. (2) Otherwise, extra handshakes are required
in order to obtain the necessary certificates using the Key-
Locater field. The throughput of the message exchanges is
measured in the case of (1).

6.1 Message Size Comparison

Table 3 shows the Data packet size comparison in our
application, where x is the size of the message published
by Alice in the scenario shown in Fig. 3. The phrases N.,
M.l.; Con., and Sig. are abbreviations of the TLV block
element names Name, Metalnfo, Content, and Signature, re-
spectively. Since each Data packet has DATA-TLV of one
byte and TLV-LENGTH of three bytes ahead, as ‘1(DATA-
TLV)+3(TLV-LENGTH)’ shown in Fig. 5, TLV shows this
size of 4 bytes. Snippet 2 shows that Data packet’s Sig-
nature consists of two TLV elements: SignatureType and
SignatureValue. Thus, the signature sizes in Table 3 are
expressed as a sum of the two numbers corresponding to
SignatureType and SignatureValue. The size of Signature-
Info for RSA is variable and in this case is 82 bytes because
it contains KeyLocator, while that for IBAS is fixed at 5
bytes. The size of each part is also shown in Fig. 5.

Table 3: Data packet size comparison (in bytes)

a: Publisher to Moderator (Fig. 3(3))

TLV N. M. Con. Sig. Total

RSA-2048 4 46 5 53+x 824260 450+
RSA-1024 4 46 5 53+x  82+132 322+x
ECDSA-521 4 46 5 53+z 824126 3l4+=z
IBAS 4 46 5 53+x 5+152 265+

b: Moderator to Subscriber (Fig. 3(4))

TLV N. M.  Con. Sig. Total

RSA-2048 4 74 5 4524x 87+260 8824z

RSA-1024 4 74 5 324+x 87+132 626+
ECDSA-521 4 74 5 3184z 87+126 6144z
IBAS 4 74 5 110+z 5+152  350+z

Table 3 shows that a message overhead reduction of 45%
or 60% is achieved by IBAS from RSA-1024 or RSA-2048 in
this case. If Alice sends out a 6-byte message “I'm OK” (z =
6), the size of the corresponding Data packet received by Bob
is 350 + 6 = 356 bytes in the case of IBAS, or 8824 6 = 888
bytes in the case of RSA-2048.

The size of the elliptic curve used by this IBAS is the
default 513 bits (rbits = 160, gbits = 512) of the PBC Li-
brary [17], which is implemented in 65 bytes. Although the
current ndn-cxx [18] does not implement ECDSA-521 [12],
Table 3 also shows its calculated overhead because it uses the
closest-sized elliptic curve to the above IBAS among three
ECDSA algorithms defined in RFC4754 [12]. This shows
that the overhead reduction of 43% from ECDSA-521 will
be achieved by IBAS.

6.2 Computational Overhead Comparison

In a high-delay, small-throughput network, the signature
verification delay can be significantly reduced by using IBAS

(Section 4) because there is no need to obtain further in-
formation such as certificates. However, if the network is
healthy and all necessary public keys and certificates needed
for RSA signature verification are present in the verifier’s
cache, the limiting bottleneck of communication throughput
is the computational complexity of the signature generation
and verification.

In order to make a computational comparison, we mea-
sured the average time for signature generation and verifi-
cation. In this experiment, we chose the message size to be
x = 100 bytes. The results are obtained by executing 100
operations and taking the average. The specifications of the
CPU of the machine on which the benchmark was run are
shown below. Although the machine has multiple cores, the
benchmark was run on a single core.

vendor_id : GenuinelIntel

cpu family : 6

model : 58

model name : Intel(R) Core(TM) i7-3520M CPU @ 2.90 GHz
cpu MHz :1,499.730

cache size : 4,096 KB

cpu cores 2

bogomips : 5,786.94

clflush size : 64
address sizes: 36 bits physical, 48 bits virtual

Thus far, we have largely ignored the encryption strength
of IBAS as compared with other signatures, and the size
of the elliptic curve used by IBAS is set to the default
513 bits (rbits=160, gbits=512) in the PBC Library [17],
which we hereinafter refer to as IBAS (512,160). Table 4
shows the computational costs of RSA signatures and those
of ECDSA signatures. According to RFC5656 [25], RSA-
1024 is comparable to the ECDSA of the key size from 160
to 223 bits, and RSA-2048 is comparable to the ECDSA of
the key size from 224 to 255 bits. Another investigation
on the computational costs by M. Yasuda et al[27] shows
that RSA-1024 and RSA-2048 are comparable to ECDSA-
133 and ECDSA-195, respectively. For the second IBAS im-
plementation IBAS(224,112), we choose a conservative 225-
bit key created by genaparam with rbits = 112 and gbits =
224 in the PBC Library [17].

Table 4: RSA vs. ECC

RSA | ECC Type 1[25] | ECC Type 1[27]
(NIST 800-57) | (M. Yasuda et al.)

1024 160-223 133

2048 224-255 195

2671 224

3072 256-383

3241 247

7680 384-511

15360 512+

Table 5 show the computation costs of IBAS, ECDSA,
and RSA for various key sizes. In RSA, signature genera-
tion is very expensive compared to verification. Therefore,
the publishing and moderating time is longer than the sub-
scription (verification) time. The difference in processing
cost for ECDSA between signature generation and verifica-
tion is not so large. This is why the processing time of the
subscriber is equal to almost twice that of the publisher.
Precisely speaking, the verification costs per signature of
ECDSA-256 and ECDSA-384 are observed to be 1.21 and
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1.25 times larger, respectively, than the signature generation
costs. The ECDSA cost of the moderator is approximately
an extra 2 ms consumed by processing other than the signing
and verifying processes.

In IBAS, verifying a signature requires executing an ex-
pensive pairing function three times (Equation (1) in Section
2.3). Thus, Table 5 shows that the time required for sub-
scription (verification) and moderating is longer than that
for publishing (generation), because moderating includes ver-
ification.

Table 5: Signature processing times (ms)

Publisher Moderator Subscriber
Alice Government Bob
IBAS(512,160) 7.53 21.5 21.5
IBAS(224,112) 2.6 4.95 4.10
ECDSA-384 2.15 7.04 5.38
ECDSA-256 1.05 4.33 2.55
RSA-4096 10.2 10.4 0.446
RSA-2048 2.08 2.04 0.307
RSA-1024 0.738 0.841 0.246

Although the time required for verification at Bob by
RSA-4096 does not increase significantly from that of RSA-
1024, the generation time increases significantly and the sig-
nature processing time at the publisher and the moderator
becomes more than 10 ms for RSA-4096. The processing
time at Alice (publisher) and Government (moderator) by
ECDSA-384 is less than that for RSA-4096. For signatures
stronger than RSA-4096, we should use ECDSA instead of
RSA. The encryption strength of IBAS(224, 112) may be
comparable to RSA-2048 according to Table 4. Assuming
that IBAS(224,112), ECDSA-224, and RSA-2048 have the
same encryption strength, we can investigate the through-
put comparisons. Since the processing time at the moder-
ator is the longest and the bottleneck of these three meth-
ods, we calculated the throughput of communications via
the moderator. According to Table 5, the throughputs of
the moderator are is 490, 231, and 202 packets/s for RSA-
2048, ECDSA-256, and IBAS(224,112), respectively. The
performance of IBAS(224,112) is similar to that of ECDSA-
256 but is 2.4 times slower than that of RSA-2048. In or-
der to achieve a throughput of 1Mbps by IBAS(224,112),
the message size = should be larger than 619bytes. Since
the maximum data size of IEEE802.3 (802.2LLC) is 1497,
IBAS(224,112) can easily provide a video streaming service
at 1 Mbps.

The above results do not take into account the time re-
quired for placing Data packets into Face and processing
Interests. In order to obtain the average round trip time
(RTT) between Bob and Alice in Fig. 3 in a delay-free net-
work (i.e., the time for placing Interest and Data into Face
is included, but the network has no delay), we set up the
configurations to reflect the packet relay model presented
in the second paragraph in Section 5. The RTT is mea-
sured 5 times by running the three different NDN clients
(Alice (publisher), Government (moderator), and Bob (sub-
scriber)) on one physical machine. The average RTT of 100-
byte messages by IBAS(224,112) is 37.6ms (standard devia-
tion: 2.8ms), whereas that of RSA-2048 is 22.7ms (standard
deviation: 1.6ms). The latency of IBAS is 1.7 times larger
than that of RSA-2048. In real life, the network has latency;

if we add 100ms (the average worldwide RTT to Google[14])
to both numbers, the difference may be negligible.

7. DISCUSSION AND FUTURE RESEARCH

After a disaster, even when Bob is evacuated to a shelter
with no internet connectivity but with a Wi-Fi network, he
can immediately confirm the safety of Alice using his smart-
phone via ICN-based MIS using IBAS if the corresponding
moderator and Alice happen to be in the same shelter. Fur-
thermore, Bob even knows the safety of his mother via this
moderator if his brother John carries his smartphone with
this information into the shelter.

IBAS can be used in other applications that require se-
quential signing. For example, the registration certificate of
our real estate lists the current owner as well as all the pre-
vious owners with deletion marks. In this case, a modified
registration certificate is signed by a new aggregated signa-
ture created from this modified registration certificate, the
previous aggregated signature, and the identity of the new
owner.

The following are important issues to solve in the future.

Smartphones of Different KGCs in a Shelter

Smartphones in a shelter may use different mobile carriers.
In this case, the KGCs may be different, and it is difficult to
set up communications among these smartphones. However,
when a disaster occurs, a new Incident Command System
(ICS) is launched as part of the emergency response proce-
dure [9]. Thus, one solution is to introduce a special KGC
managed by ICS, which relays other KGCs. The implemen-
tation should be investigated in detail in the future.

IBAS Key Size

The encryption strength of IBAS is beyond the scope of
the present paper. The size of the elliptic curve used by
IBAS(224,122) is within the range of NIST 800-57, which is
equivalent to RSA-2048. However, this may not mean that
the encryption strength is almost the same as that of RSA-
2048. Careful investigations on the encryption strength of
IBAS must be performed in the future for comparison with
RSA-2048.

Hashing onto Elliptic Curves

The IBAS signature scheme [13] uses hash functions Hi, Hs :
{0,1}* — G, where G; is a Gap Diffie-Hellman group.
Building a secure hash function with such a property is not
trivial. Thus, for ease of implementation, we simply used
the Crypto++ [8] library’s SHA-256 hash function and con-
verted the resulting hash value into the G; field. However,
note that a better hash function can be built by using the
MapToGroup method described in [5].

Distributing Secret Parameters and Key Revocation

In our application, we save the secret key of each partici-
pant in local storage beforehand, as in the Subscriber Iden-
tity Module (SIM) card according to the GSM [10]. The
IbasSigner module then loads the keys from storage when
signing packets.

Building an efficient key revocation system is difficult in
all IBC systems. In the proposed application, we do not
implement any key revocation mechanism.
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Other Issues

There are other issues to be solved for ICN-based MIS.

e A moderator can delegate the message relaying func-
tion to the administrator if he wishes because of the
processing power of his terminal or some other tempo-
ral reasons. If the KGC is the administrator, he can
be a delegate of any moderator because KGC has the
secret keys of all the peers. This is another advan-
tage of using the identity-based signature to construct
ICN-based MIS.

e Currently encryption is not implemented. Since the
BF-IBE scheme uses the same bilinear pairing and has
similar system parameters as IBAS, we believe that
the IBAS scheme can be used with BF-IBE to provide
fully functional IBC.

e The significant issue in routing is that messages can be
delivered from peers to their moderator even if global
connections are lost.

e Although the identity names publisher and subscriber
are used, the proposed application is not a pub/sub
system and its communication is driven by Interest
packets. However, this NDN’s default pull-based com-
munication model can also be extended to have push-
based multicast capability (pub/sub), as demonstrated
in COPSS [6].

8. CONCLUSION

We developed the ICN-based MIS, which is the first work-
ing application for Identity-Based Aggregate Signatures. The
ICN-based MIS is easy to implement in the information cen-
tric networking (ICN) framework but is difficult or inefficient
to implement in traditional Internet application frameworks.
The current IBAS extension for ndn-cxx [18] is not opti-
mized, and the throughput is slower than expected. Thus,
the source code is openly available through GitHub [19] for
use in further research on this scheme.

Moreover, we have shown that using IBAS in NDN sig-
nificantly reduces the overhead of the public key and signa-
ture. Since the verification of a Data packet is performed
without requesting additional information, it is especially
appealing in our example application of a disaster, where
the network delay is large, and the safety confirmation mes-
sages are small. Moreover, based on experiments using our
IBAS implementation, we estimated the throughput and la-
tency of our application in a real healthy network. Future
research includes finding and implementing proper solutions
for the workarounds described in Section 7. In particular,
finding a proper IBAS key size is indispensable for our IBAS
application to operate in the real world.
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