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Video Delivery in the Internet

* Global IP traffic to increase nearly three times over the next five years?
* The driving force behind this growth is on-demand access to video content
* Video-on-Demand (VoD) traffic is expected to double by 20211

e Content Producers (CPs): resort to Content Distribution Networks (CDNs)
* Third-party CDNs charge based on “number of bytes delivered to end-users”
* As their content gets more popular, CPs pay more
* CPs look for ways to reduce their reliance on third-party CDNs?

* CDNs: market is getting more competitive
e Large CDNs make most of their money from add-on services (e.g., cloud security services etc.)
* Smaller CDNs focus on content with different QoS needs (e.g., dynamic, interactive, delay-tolerant)

* Eyeballs: Increasing volumes of traffic and associated costs
* CDNs help lowering network costs for the Eyeballs
» Rapid traffic shifts caused by the dynamic server selection policies

I1Cisco Visual Networking Index: Global Mobile Data Traffic Forecast Update
2The scalability challenge for broadcasting on the Internet by BBC - https://commnet.ac.uk/wp-content/uploads/2017/06/Richard-Bradbury-The-scalability-

challenge-for-broadcasting-on-the-Internet.pdf




P2P Content Storage & Retrieval

* Retrieve cached content from the storage devices of nearby peers
* Can significantly reduce the load on the network
» Take advantage of locality of reference in accessed VoD content

* Self-scalable: the more popular the content, the more peers
* Transfer chunks in parallel from different peers faster

 Storage is becoming cheaper and ubiquitous
e Placed on “always-on devices” such as home routers

* Existing deployments:
e P2P protocols (e.g., BitTorrent) for large file downloads

* Why P2P is not used for the mass volumes of static VoD content?



P2P Content Storage & Retrieval — Challenges

* Providing incentives for good performance
* Users should be rewarded for dedicating resources
* Performance should match CDN
* Challenge: asymmetry of uplink and download bandwidths of end-users!

 Difficult to secure
 Sybil, Blackhole, DoS, etc.
* User privacy

* Discovery
* Need up-to-date pointers to content chunks

INetflix recommends 25 Mbps bandwidth for Ultra HD videos, which is higher than the upstream bandwidth capacity
provided by majority of fiber subscriptions in the United Kingdom



A

* Video delivery in the Internet
e P2P Storage and Retrieval of VoD

* Decentralisation of Storage and Retrieval

* IPFS
* Comparison of IP vs ICN for P2P Delivery

* Proposed Enhancements
* Adaptive Routing based on Satisfied Interest Table

e Evaluation



Decentralization of storage and retrieval

e “Cloudification” of services has been the trend for decades
* AWS going down impacts lots of services

* Comeback of decentralised P2P systems
* Web platforms: Mastodon, PeerTube, and Hubzilla
» Storage and retrieval of content: IPFS, Dat, Storj, Maidsafe, PPIO, etc.

* Novel protocols and mechanisms based on DLT and crypto
* Consensus mechanisms with crypto-economic incentives

e Users take part in a “verifiable” market

* Collectively reach consensus on proofs of useful resource contributions
 Reward verified contribution of resources with economic tokens, i.e., coins



IPFS — InterPlanetary File System

* Content-centric design similar to ICN
 Self-certifying content hashes for content identifiers or CIDs (flat namespace)
 All contents in a single swarm — not torrent-specific (per-content) swarms
* Supports human-readable names to be mapped to CIDs through DNSLink?

* Content-centric overlay over IP
» Resolution: maps CIDs of content blocks to hosts (providers of content)

* BitSwap Protocol — offered chunks and wanted chunks (blocks)
* Accounting of transfers are kept by each node in a local ledger

* Incentives through Filecoin — a system being built on top of IPFS
* Proof-of-Replication to cryptographically prove that given file was stored

Lhttps://docs.ipfs.io/guides/concepts/dnslink/
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Preliminary Comparison — Setup
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* Ten clients — one acting as a server

* Clients download a 10-minute 480p video
* A random gap of 5-10 seconds in start of downloads

* |PFS experiments: ns-3 in emulation (real-time) mode
* Running production code of IPFS (Go implementation)

* NDN experiments: ndnSIM
* Caching disabled at the router
* Clients publish the received chunks in the router
* Three forwarding strategies:
e ASF - Adaptive smoothed RTT-based forwarding

* NCC— CCNXx strategy
* Best route strategy
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Preliminary Comparison — Results

* |PFS DHT resolution: Slow, recursive lookup
 Large files are represented as collections (DAG)
* 1. Lookup the DAG using the root hash
2. Followed by the lookup for individual chunks e
* BitSwap protocol seems to deliver too many duplicates to /\
clients

* Load-balancing is slightly better with ASF and NCC strategies R
than IPFS.
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P2P VoD Storage & Retrieval using ICN — Challenges

* Privacy of users providing content
* Reveal as little as possible of who is caching what.

* Timely delivery to avoid playback interruptions
* Distributing load across peers/paths

* Publishing, i.e., advertising, content cached by untrusted users
* Need verification of possession before publishing is allowed

* Securing P2P delivery: all the users are potentially producers
e Content verification is needed with untrusted producers

* Scalable delivery
* Limit forwarding/routing state

* Incentives for storage and delivery
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Possible Solutions

* Privacy: resolution state as CID-to-region mapping
* Ephemeral forwarding state used for routing within the edges
e Core region to maintain content-level state, if necessary

* Timely delivery: applications to signal time sensitivity (e.g., deadline)
* Less time sensitive, more time for probing alternative next-hops.
* More time sensitive, stick with best next-hops for delivery.

e Securing delivery: all users are potentially producers
e Use self-certifying IPFS names
* Execution of trust policies to verify signatures is difficult

* Scalable delivery: Separation of edge/core regions and limit forwarding state



Satisfied Interest Table (SIT)

* A cache to store ephemeral forwarding state

* Satisfied Interest Table — same components as FIB
* Content_ID - {interfaces} mappings cache

* Collectively maintain breadcrumbs to producers of verified chunks

* Forwarding strategies to maintain/update SIT entries.
* Add entry upon delivery of verified Data

 Remove entry if content integrity check fails OR if repeated poor data plane
performance



Proposed Solution — Adaptive Delivery using SIT

Interest forwarding Data forwarding
* Within consumer-side region R * Within the edge regions
* Route using SIT, if possible * Verify integrity, update SIT
e Attach a fwd hint, otherwise e Advertise downloaded content

e Within the core region
* Route using fwd hint

* Within the producer-side region
* Use load-balancing strategies (SIT)
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Adaptive Delivery using SIT — producer-side region
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Adaptive Delivery using SIT— Data Path
TSR

Measurements F

Table SIT Table |
Name Fwd Hint RTT Name Next-hop RTT

[foo/bar R; 10.2 /foo/bar Face:1 X
[foo/bar ....Data...
| Measurements Table

SIT Tabll‘e Name  Fwd Hint RTT
Name Next-hop RTT|} e i R 12.1

/foo/bar Face:l1 X

.,
.,

.,
‘e
.
-------
-------------
.

L%
‘e
‘e
0
v, .
----
. .
......
.......
------------
............



A

* Video delivery in the Internet
e P2P Storage and Delivery of VoD

* Decentralisation of Storage and Delivery
* [IPFS

* Comparison of IP vs ICN for P2P Delivery

* Proposed Solutions
* Adaptive Routing based on Satisfied Interest Table

e Evaluation



Evaluation

e Simulations using Icarus — A Python-based simulator for cache networks

e Application: VoD player
e Rate: 24 frames per second, not adaptive rate
e Cache storage: at most two full videos in the cache
* Playback buffer: five seconds of video

e Content: 100 videos, each with 10K chunks
* Workload: Pick ten nodes per second
e Popularity distribution: Zipf, exponent 0.7
* Topology: ISP topology from Rocketfuel — 240 nodes, 790 end-points

* End-users can upload 20 chunks of video per sec
» A stable content producer (server) assigned to one of five border routers



Evaluation — Performance metrics

* Average number of playback disruptions per video viewing
* Initial buffering phase is not considered

* Overhead of traffic
* Average hop counts traveled within the ISP



Evaluation — Comparison of Approaches

* Adaptive SIT-based: Applications provide a hint for fwding strategies
* Time-sensitivity of Interests
* Fwd strategy explore alternative next-hops to observe performance

* Directory-based: Consumer lookups forwarding hints
 NDNS or IPFS DHT
* Selects one based on RTT observation and deadline
* Explore several hints at once, if deadline allows

* Shortest-path: Forwarders pick the closest destination
* No RTT measurements

e Optimal: up-to-date information on the load of all producers
* Select the closest producer that can meet the deadline



Evaluation — Results

* Playback buffer size
* In-network caching



Evaluation — Playback Buffer Size

e Shortest-path strategy

* Only 4% of the viewers do not experience
playback interruptions with
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* Less than 0.4% of users experience playback
interrupt for the largest buffer size.



Evaluation — Playback Buffer Size

* Shortest-path strategy

* Lowest overhead among all the strategies

* Directory-based:

* Incurs the highest overhead among all the

strategies

* Adaptive:

* Significantly less overhead than directory-

based approaches.

Overhead
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Number of Buffering Events

0.2
0.15
0.1
0.05

Evaluation — In-network Caching

e Cache budgets: 0.001 - 0.05

e Cache service rates are limited — 10 x rate of an end-user

* FIFO scheduling of requests
o ""#$%& '$H()*$+3$,-&lso limits the cache performance
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Conclusions

* An ICN underlay can be useful for P2P delivery
* Adaptive and stateful forwarding. [A case for stateful forwarding]
* Secure name-space mapping [SNAMP]
* Breadcrumb routing (SIT) to locate content within a region

* Incentive mechanisms and self-certified names of
Filecoin/IPFS are applicable for P2P over ICN

e Content hashes can be part of the hierarchical NDN names
e Useful for verification



Future Work

* Apply ideas from ICN to IPFS

o Stateful forwarding strategies to speed-up DHT traversal/discovery
* Use breadcrumb hints when searching for provider records

* Verifying timely delivery of content
* A summary of past SIT entries to track retrieval performance



