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Named Data Networking
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Motivation and Background

Relevant fines tracked by CMS.Law Recent Initiatives

ETID-118, Failure to Separate O—|?|—O

Personal Data ¥G DPR ¥ Retrofitting old Systems and
Assessing new technologies
ETID-226, Application Semantics QJJ)LQ 5 5

e |oT Networks
ETID-34, Failure to respond to data e Software Defined

erasure Networking API

ETID-422, Lost ability to track and * Storage Systems
access data e Access Control

Addressing Compliance via:
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Rights of Data Subject
Controller & Processor

NDN’s Relevant Features

Namin . di Trust Naming Articles Forwarding Trust
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Articles E 9 Articles: 12, ;r?.ralr l;l_g Art'rlus Is Articles: 5, 57 13 1425 Articles: 28, Articles: 5,
: 6, rticle: icles: -/, 13, 14,
15-18, 21 6, 29, 35 30, 32, 35 9, 32
’ 29, 30, 32-34

No. | Article Title

No. | Article Title

5 Principles of processing
6 Lawfulness of processing Lawfulness of processing
9 Processing of special data categories 7 Conditions for consent
12 | Transparent information communication 13 | Conditions for data collection
15 Right of access by the data subject 14 Conditions for indirect data collection
16 Right to rectification 25 Protection by design and by default
17 | Right to erasure 28 | Processor
- T - 29 Processing under controller’s authority
18 | Right to restriction of processing o : i
21 Right to object 30 Recur- S0 procesm-ng activity
32 Security of processing

33,34 | Data breach notification
35 Data protection impact assessment




Naming
Arts. 5, 6, 29, 35
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Caching
Arts. 5, 6,7,12, 13, 14, 15, 16, 17, 18, 21, 25, 29,
30, 32,33,34
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Stateful Forwarding
Arts. 15, 28, 30, 32, 35
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More than PIT and FIB operations, or
will access control/custom forwarding
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Can sensitive producers know who
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Built-in-Trust
59,15, 32
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Are users identifiable in the trust
schema?

—

Do trust schemas reveal sensitive
information?
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How can eviction of certificates
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trusts be evicted?
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Experimental Results on a per node basis.
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Fundamental Compliance Requirements:
Logging and Encryption




Logging Experimental Results
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Experimental Results of Encryption
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Concluding Discussion and Insights
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