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Our Design: ASAP
Goals:

Reduce latency

Retain security and deployability

Key idea 1: Piggyback connection setup on name 
resolution

Add connection information into name lookup message.

Key idea 2: Bypass handshaking

Servers respond to the request with data directly.
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• One PV is vulnerable to the attacker
• Two PVs reduce the attacker’s effectiveness dramatically
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Deployability

ASAP requires changes to some parts of the Internet

But only to devices under the client’s and server’s 
control

Auth. DNS,  End host clients, Server

This simplifies deployability
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• ASAP provides a significant reduction in latency over TCP
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• Client, PV, and server overheads are low
• A single PV server could handle tens of millions of clients
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26

ASAP TCP Fast Open

Similarities

DifferencesDifferences

Bypass three way handshake
Use a security proof verifying address ownership
Bypass three way handshake
Use a security proof verifying address ownership

Piggyback connection setup 
on name resolution
Require changes to Auth. DNS

Name resolution not 
involved

Certificates for security proof 
(can be used across domains)

Cookies for security 
proof (easier to 
compute)
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Conclusions
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ASAP merges functions of DNS and TCP, and eliminates 
3WH to reduce latency of interactive requests

Reduces latency by up to 2 RTTs

Retains protection against attacks

Implementation:

User-space and Kernel-space

Available at: http://www.cs.illinois.edu/~wzhou10/
asap.tar.gz
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