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ABSTRACT 

In this paper, our objective is to experimentally evaluate how the 
incoming and outgoing traffic patterns provided by the TCP 
protocol impact on the energy efficiency of a networked device 
under a number of realistic scenarios. To this purpose, we set up a 
complex testbed that allowed us to perform a huge number of 
measurements on energy- and network-performance indexes on a 
state-of-the-art PC with power management capabilities, and the 
Linux operating system. The performed measurements and 
collected results gave us the chance not only (i) to provide a 
complete energy profiling of TCP connections, but also (ii) to 
analyze into detail the role of underlying network protocols and 
(iii) to clearly identify specific situations where current network 
protocols may trigger high inefficiencies in networked hosts. 

Categories and Subject Descriptors 

C.2.1 [Computer-Communication Networks]: Network 
architecture and Design – Network communication; C.2.5 

[Computer-Communication Networks]: Local and Wide-Area 

Networks – Internet (TCP); C.4 [Performance of systems]: 
Performance attributes 

General Terms 

Measurement, Performance 

Keywords 

Green-networking, experimental testbed, Linux 

1. INTRODUCTION 
In the last few years, a number of studies have identified the 

eco-sustainability as one of the key aspects that may potentially 
constraint the Internet technology evolution, and its wide-
adoption as public telecommunication infrastructure.  

Today, telecom operators have enormous power requirements 
for supplying wire-line and wireless networking infrastructures, 
and appear to be among the major direct energy consumers in 
their nations. Estimates and projections from operators and third-
parties [1] clearly suggest that such energy requirements will 
rapidly become no more sustainable, if no radical changes in 
Internet technology design will be undertaken. Moreover, this 
figure becomes even more impressive if we consider not only 
“networking” devices (e.g., routers, switches, etc.) inside telecom 
and home networks, but also the “networked” ones [2][3].  

Consumer electronic is increasingly based on Internet 
technologies, and many appliances are becoming even smarter and 
“connected”. Despite the proliferation of tablets and mobile 
phones, many other Customer Premises Equipment (CPE) are 
going to massively appear in the user homes (e.g., VoIP phones, 
set-top boxes, smart household appliances, etc.). 

The number of Internet connected devices is forecasted to 
explode to over 15 billion by 2015 – twice the world's population 
[4]. Moreover, Cisco forecasts that by 2015 Internet traffic will 
get very close to the impressive threshold of 1 zettabytes a year, 
reaching approximately 966 exabytes a year. 

Starting from this scenario, the sustainability of the Internet 
strongly and clearly relies on the efficiency of technologies and 
protocols working at the network edge, and more specifically 
inside networked devices [5]. 

In order to build a more sustainable Internet, on one hand, 
hardware platform for networked devices should include 
advanced power management schemes, just like today’s PC 
technologies, which may allow certain proportionality between 
their energy consumption and actual workload. On the other hand, 
the network protocol stack and its implementation (often realized 
at software level of the networked devices) need to be optimized 
as much as possible, in order to best fit the dynamics and features 
of power management schemes. It is worth noting that 
optimization solutions, assuring just only very small power 
savings, may have a disruptive impact given the high density of 
networked hosts. However, the adoption of these power 
management capabilities in network devices affects the 
performance of the Internet traffic and therefore the device energy 
savings [6]. 

In this respect, we decided to focus on the Transmission 
Control Protocol (TCP), since we firmly believe that its 
optimization could have a key role in the future green Internet. 
This decision arises from a double-faced consideration:  

• The TCP protocol is and will be present and widely used 
in networked devices. Recent studies showed that it still 
carries more than 80% of the Internet traffic [7]. 
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• The TCP implements the flow and congestion control 
mechanisms, which directly manage the largest part of 
the packet-level traffic dynamics.  

Packet-level dynamics are a very important aspect, especially 
because the processing of incoming and outgoing packets is a no 
negligible part of networked device workload. Moreover, as 
already shown in [8], packet-level time scales roughly coincide 
with (or at least are very close to) the ones of hardware power 
management primitives. Different traffic arrival patterns may 
trigger hardware power management mechanisms, and result into 
quite different energy efficiency levels [9]. 

In this paper, our objective is to deeply and experimentally 
evaluate how the incoming and outgoing TCP traffic patterns may 
impact on the energy efficiency of a networked device under a 
number of realistic scenarios. To this purpose, we set up a 
complex and complete testbed that allowed us to perform a huge 
number of white- and black-box measurements on energy- and 
network-performance indexes on a state-of-the-art PC with power 
management capabilities, and the Linux operating system. The 
performed measurements and collected results gave us the chance 
not only (i) to provide a complete energy profiling of TCP 
connections, but also (ii) to analyze into detail the role of 
underlying network protocols and (iii) to clearly identify specific 
situations where current network protocols may trigger high 
inefficiencies in networked hosts. The achieved results my 
constitute a solid basis for driving future researches towards more 
energy-efficient TCP optimizations and networked device 
architectures. 

The paper is organized as follows. Section 2 discusses related 
work. The testbed and all its tools and components are described 
in section 3 Section 4 describes the power management primitives 
usually available in general-purpose PCs, and that are usually 
available in many consumer electronic devices. The collected 
results and their analysis are in section 5. Finally, the conclusions 
are drawn in section 6. 

2. RELATED WORK 
One of the earliest works on energy efficiency of TCP has 

been realized by Zorzi and Rao [10]. The authors analyzed the 
energy consumption performance of various TCP versions (Old 
Tahoe, Tahoe, Reno and New Reno); by selecting the right TCP 
version, the performance and the energy efficiency can be 
improved. The authors in [11], have conducted a similar work. 
They demonstrated that the performances of energy/throughput 
tradeoffs of varios TCP versions (Tahoe, Reno and New Reno) 
are fairly similar; with the Tahoe version the most energy 
conserving of the three. 

Other contributions analyze the computational energy cost of 
TCP [9]. The authors present a detailed study of the energy cost 
of different TCP functions. Their experimental results showed that 
the TCP processing cost accounts for 15%, of which 20% to 30% 
is used to compute TCP checksums. 

Considering the importance of a correct TCP performance on 
current greened networks, in [12] studied the behavior of various 
TCP versions (Tahoe, Reno, New Reno, Bic, Cubic, Vegas). 
Conducting several simulation tests, they demonstrated that is 
possible to achieve energy savings and maintaining good network 
performances by choosing the right TCP version.  

The purpose of our work is in line with the concern of the 
research community to know the energy consumption of the TCP, 
but from another point of view. Our interest is to know how the 
different network conditions (different end-to-end bandwidth, 
end-to-end delays, and additional packet loss probabilities) affect 

the behavior of the TCP traffic triggering high inefficiencies in 
networked hosts. 

3. THE TESTBED AND MEASUREMENT 

METHODOLOGY 
Estimating the energy consumption due to the networking 

protocol stack, and especially of the TCP, is not a simple task, 
given the huge number of factors that may have a significant role 
in energy- and network-performance. As first, the energy 
consumption of a device strictly depends on its hardware 
architecture, and the available power management primitives. As 
second, network performance and working dynamics may heavily 
depend on the software level (both on applications and the 
operating system). Under this line of reasoning, it can be deduced 
that an experimental evaluation performed only with “black box” 
performance indexes may result in a noisy data collection, whose 
interpretation, generalization, and exploitation could be really 
hard, or even impossible. 

A complete and general understanding of TCP impact on 
energy consumption can be clearly achieved only by a deep and 
careful characterization of the internal behaviors and dynamics of 
networked devices, too. Only in this way, it would be possible to 
map the measured aggregate/external performance to their real 
sources/causes (e.g., at hardware or software levels, due to 
features of network protocols, etc.). This approach may certainly 
allow generalizing the achieved results also to other hardware 
architecture, operating systems, etc. Thus, we set up a 
benchmarking environment (depicted in Fig. Figure 1) that allows 
collecting the largest possible set of internal performance indexes. 
All the used hardware devices, software and measurement tools 
were selected in order to ease the collection “white-box” 
measurements, and to provide enough flexibility for realizing 
different testing scenarios. 

The testbed is substantially composed by five main HW 
platforms and measurement tools:  

• The System and Test (SUT): a commercial off-the-shelf 
PC, based on the Intel i5 processor, and running the Debian Linux 
operating system. As described in details in the following sub-
section, the SUT has been provided of a number of 
Software/Hardware (SW/HW) probes to perform white-box 
measurements. 

• A high-end server: used for TCP traffic generation, 
network performance indexes collection, and network emulation.  

• A Gigabit Ethernet switch: used to separate the Ethernet 
links between the SUT and the server, and to allow Ethernet link 
speed changes only at the server, without involving the SUT (that 
is kept connected at 1 Gbps). 

• An AC watt-meter: to measure the entire energy 
consumption of the SUT. 

• A multi-channel Data AcQuisition (DAQ): used to collect 
a high number of DC power consumption probes, placed inside 

 

Figure 1. Experimental test-bed 

204



the SUT as described in subsection 3.3. 
The testing methodology is simple. A couple of applications 

for generating (server) and receiving (client) TCP traffic are 
placed on the SUT and on the server, respectively. Such 
applications generate continuously a number of TCP connections 
(upon completion of TCP connection, a new one with the same 
features is started), which are used to move traffic unidirectionally 
(from the “sender” to the “receiver”). Some network emulation 
tools are used to realize different network scenarios, by reducing 
the capacity between the sender and the receiver, to introduce a 
packet loss probability, and to increase the delay between the 
hosts. At the same time, all the SW and HW probes collect 
samples on energy consumption and on network performance. All 
the tests have been repeated 20 times, and their duration was fixed 
to 200 times the average connection life time. 

The rest of this section is devoted to introduce the testbed 
elements above mentioned into details. 

3.1 The System under Test 
The SUT is a Linux workstation equipped with an Intel i5 

processor running at 2.68GHz, with 4 physical cores and a 
maximum power consumption of 95W [12]. The workstation is 
equipped with 2 GB of DDR3 RAM, and an Intel PRO Gigabit 
Ethernet adapter. The Operating System (OS) is the Linux Debian 
5.0.6, and the kernel version is the “vanilla” 3.4, which supports 
symmetric multi-processor (SMP). In order to collect “clean” 
internal measurements and avoiding background dynamics from 
other SW services, the OS was configured with the essential SW 
packages to run the tests here reported. So, every 
service/application useless for our scopes was not installed (e.g., 
the graphical interface environment – X-server, Gnome, etc. – was 
not installed). 

All the configurations related to the networking stack and of 
the operative system have been kept as suggested in the Debian 
default settings. For instance, the TCP receive window has been 
kept fixed to 8 KB. Only, socket resource recycling option has 
been disabled, since, in the presence of cyclic TCP connection 
generations between the same pair of hosts (as in the next 
subsection), it can introduce not realistic behavior in the OS. The 
chosen TCP version is the CUBIC [14][15]1 (the default TCP 
version of the Linux kernel). 

3.2 Traffic Generation and Network 

Emulation 
In order to generate and receive TCP connections, we 

implemented a simple and very light-weight testing application, 
named “Tcptest” [16]. With respect to other well-known 
applications for generating TCP flows (e.g., TTCP, iPerf among 
the others), Tcptest allows more flexible flow generation 
(especially in the presence of multiple simultaneous connections), 
avoiding useless overhead operations (e.g., disk access, etc.).  

Tcptest can be used both as client (receiver) and server 
(sender) of connections. Once a connection is established, Tcptest 
sends a desired number of segments at the maximum MTU. When 
the last segment is successfully received by the client, the TCP 
connection is immediately closed. The segments of all the 
generated connections contain replicas of a same pre-allocated 
pattern.  

                                                                 
1 A number of tests were carried out also with all the other TCP 

versions available in the Linux kernel, but from the energy 
perspective we did not seen substantial difference. 

The amount of data sent, the number of simultaneous TCP 
connections, and other options are configurable through a simple 
command line interface. Tcptest is able to work in two modes:  

• One-shot: the chosen number of TCP connections is 
generated only once. 

• Continuous: the chosen number of TCP connections is 
generated in a persistent and cyclic way. 

In both the modes above, Tcptest provides the average 
duration time of connections and other monitoring parameters 
made available by the Linux kernel. Continuous mode also 
provides the number of running and completed connections every 
second. For our purposes, except for some preliminary tests, we 
used Tcptest in continuous mode. 

Regarding the network emulation, our objective was to act on 
the main network performance indexes that can heavily influence 
the TCP behavior: the available bandwidth capacity, the end-to-
end delay, the packet loss probability. In order to emulate 
different bandwidth capacities, we disabled the Ethernet auto-
negotiation at the server NIC, and made it working at 1 Gbps, 100 
Mbps, and 10 Mbps. We can note how 10 Mbps is a very 
interesting bandwidth capacity because it roughly correspond to 
the speed of common broadband residential accesses (e.g., 
ADSL), today provided by many Telecom operators. Regarding 
packet losses and end-to-end delay, we used the NetEm module 
[17], available in latest releases of the Netfilter framework in the 
Linux kernel. The NetEm module was applied at the server for 
both incoming and outgoing traffic. 

3.3 Power Consumption Probes 

As previously sketched, in order to provide a complete 
characterization of the energy absorption dynamics, we decided to 
collect two main kinds of data: 

• the energy absorption of the entire SUT on the AC plug; 
• the energy absorption of the most significant HW 

 
Figure 2. The SUT equipped with PCI-e, DDR3 and ATX 

risers connected to the DAQ system. 

 

Figure 3. the ATX riser board prototype specifically 

realized for this work. It can sense the current and the 

voltage of every rails in 24 and 8 ATX power connectors, 

and also the energy supplies of up to 4 fans. 
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subcomponents of the SUT (e.g., CPU, RAM, PCI network cards, 
etc.). 

On one hand, the measures on the AC plug were simply 
collected by means of a Raritan Dominion PX-5297 wattmeter 
[18]; on the other hand, the measures on the internal 
subcomponents required a certain effort. In fact, PC HW does not 
usually include power probes, and the power supply to HW 
subcomponents is generally carried within multiple heterogeneous 
interfaces (e.g., different sockets for CPUs, DIMM and SO-
DIMM slots for memories, PCI-e slots for network interface 
cards, etc.). In order to independently measure the absorption of 
HW sub-components, where possible, we used some special bus 
risers [19][20] equipped with current and voltage measurement 
probes. Unfortunately, this approach cannot be applied to all the 
physical interfaces in a PC, due to issues related to the much 
miniaturized physical connector dimensions, to the stability of 
electrical signals, etc. This last case applies for sure to CPU 
sockets. 

However, in order to measure the energy consumption of 
CPU, we exploited the ATX standard [21] that defines the internal 
power supply for general purpose computing systems. ATX 
motherboards are supplied by means of a 24 pin connector, which 
includes among the others three main voltage rails at 3.3, 5 and 12 
V, and a ground rail. The 12 V rail supplies many components of 
the motherboard and part of the CPU. An additional 6/8 pin ATX 
connector, carrying a second 12 V rail, is generally available on 
the motherboard to provide additional power to the CPU. In more 
detail, the 12 V rail on the 6/8 pin connector is commonly 
devoted to provide isolated power supply to the CPU cores only. 
Other subcomponents of the CPU (e.g., cache, bus and DDR 
controllers and other internal control units) are supplied by means 
of the 12 V rail on the 24 pin connector [12]. 

Owing the above mentioned standard characteristics of PC 
supplies, we decided to monitor the CPU energy consumption by 
sensing both the 12 V ATX rails. To this purpose, we designed 
and developed a riser board for ATX power connectors (see Fig. 
3), which allows putting some current and voltage probes on the 
available supply rails (mainly the two 12 V rails, and the 5 and 
3.3 V ones). Figure 4 shows the high-level architecture 
implemented by the ATX riser board. The current probes are 
realized by means of very small (10 mΩ) and precise Current 
Sensing Resistors (CSR). The voltage drop  across its CSR 

(where  denote the ATX voltage rail) is obviously 

proportional to the incoming current. To reduce the noise and 
eventual cross-talk on the measured  values, we decided to 

closely connect the CSRs to current-sense amplifiers. The 
amplified CSR voltage drops and the ATX rail voltages are finally 
measured by an external DAQ device. In our tests, we used An 
Agilent U2356A multifunction DAQ [22], which can sample 64 
channels at 500 Ksample/s with a 16 bit resolution 

3.4 Internal SW Probes 
The internal SW measurements have been carried out by using 

a specific tool (called profiler). This software tool can trace the 
percentage of CPU utilization for each source-code function of 
any SW application, service, kernel activity and module running 
on the PC. This powerful tool obviously allows us deeply 
analyzing the role and the computational efficiency of all the SW 
components, and it gives the chance of breaking down the energy 
consumption per SW functionality. 

From a general point of view, many tools for SW profiling 
may perturb the system performance, since they generally require 
a relevant computational effort. We have experimentally verified 

that one of the best is Oprofile [23], an open source tool that 
realizes a continuous monitoring of system dynamics with a 
frequent and quite regular sampling of CPU HW registers. 
Oprofile allows the effective evaluation of the CPU utilization of 
both Linux user- and kernel-space with a very low computational 
overhead. It is worth noting that Oprofile can collect HW register 
only during CPU activity periods, so that, when the CPU enters 
into low power idle modes (C-states – see section 4), no samples 
are collected. Thus, for evaluating the real CPU time utilization of 
SW functionalities, we measured also the CPU activity 
percentage. 

3.5 Network Performance Probes  

In order to evaluate TCP and network performance indexes, 
we enabled a packet sniffer (the well-known “tcpdump” 
application) on the server to collect entire traffic traces of 
performed testing sessions. Then, collected traffic traces have 
been analysed offline by means of the Linux “tcptrace” utility in 
order to find the number of packet losses, out-of-order packets, 
TCP retransmission due to timeout and fast retransmit, etc. 

4. ANATOMY OF PC POWER 

MANAGEMENT 
In general purpose computing systems, the Advanced 

Configuration and Power Interface (ACPI) [24] provides today a 
standardized interface between the hardware, where power 
management capabilities are realized, and the software. This 
standard interface completely hides the CPU internal techniques 
to reduce power consumption, which may differ depending on the 
processor, to the OSs and SW applications. The ACPI standard 

 
Figure 4. High-level scheme of the riser board for ATX voltage 

rails. 

Figure 5. Energy consumption of the CPU when receiving a 

burst of a variable number of packets. These results have been 

obtained with the ATX riser board in section 3.3. 
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introduces two main different power saving mechanisms, namely 
performance (P-) and power (C-) states, which can be 
independently employed and tuned for the largest part of today’s 
processors. However, due to the effectiveness and the simplicity 
of usage, the power management of modern OSs tends mainly to 
rely on C-states. 

Regarding the C-states, the  is the active power state where 

the CPU executes instructions, while  through  states 

corresponds to sleeping or idle modes, where the processor 
consumes less power and dissipates less heat. As the sleeping 
state ( , ..., ) becomes deeper, the transition between the 

active and the sleeping state (and vice versa) requires longer 
time and more energy [25]. C-states are usually very effective 
primitives (more than P-states), since they literally allow to 
quickly shut off a number of internal CPU components, avoiding 
intrinsic energy wasting due to leakage current. However, when 
components are re-turned on, they generally need a no negligible 
additional start-up power. For instance, Fig. 5 shows the 
instantaneous power consumption of an Intel Core i5 processor 
when receiving IP packet bursts with different lengths. Here, the 

first packet is signaled to the CPU after approximately 50 �s. 

Then, at about 250 �s, we have a first HW start-up consumption 
due to the re-activation of CPU memory controllers, and then a 
huge spike of energy due to the wake-up of CPU cores. Finally, 
the period where the CPU really processes the incoming packets 
is clearly visible, and changing according to the number of 
packets in the burst. 

C-state transitions are mainly driven by the OS and device 
I/O operations. When the CPU finishes serving its job backlog, 
the scheduler of the OS may decide to enter in a low power idle 
mode ( , ..., ). In such states, the CPU can wake only by 

some scheduled activities in the OS, or by an interrupt coming 
from a I/O component (like a NIC, a keyboard, etc.). In this 
respect, it is worth noting that network traffic dynamics (and then 
the TCP itself) can heavily influence interrupt generation from I/O 
hardware, and then the effectiveness of C-state transitions. 

In the  state, the ACPI allows the processor performance to 

be tuned by means of P-states. P-states modify the operating 
energy configuration by altering the working frequency and/or 
voltage, or throttling the clock of the processor. Thus, using P-
states, a CPU can provide different power consumption and 
performance when active. Given issues in silicon electrical 
stability, the transition time between different P-states is generally 
very slow (more than 1 ms), and for this reason their frequent 
automatic tuning is not enabled by default in many OSs. 

5. EXPERIMENTAL RESULTS 
As previously sketched, TCP traffic is well-known to provide 

different performance and working behavior depending on 
network parameters, like end-to-end bandwidth, delay and packet 
loss probability. Thus, by exploiting the testbed and the tools 
introduced in section 3), we decided to perform a number of test 
sessions under different simple network scenarios, which may 
represent some common cases in the today’s Internet. As shown in  
Table 1, the selected scenarios provide different end-to-end 
bandwidth (10, 100, and 1000 Mbps), end-to-end delays, and 
“additional” packet loss probabilities2. In more detail, the 10 
Mbps bandwidth bottlenecks can represent typical situations in 
today’s residential broadband network accesses (e.g., DSL); the 
100 Mbps and the 1 Gbps cases in enterprise networks and data-

                                                                 
2 Additional to the ones induced by the TCP congestion control. 

centers. In order to be able to deeply analyze the experimental 
results, and to precisely decompose the consumption sources in 
such a complex system, the testing scenarios have to remain as 
simple and deterministic as possible, avoiding the introduction of 
stochastic “disturbs” on network parameters (e.g., on bandwidth 
and delay, etc.). 

In every testing scenario, we performed a number of tests by 
changing the length of the TCP connections. The chosen length 
values correspond to 10, 100, 1000, and 10000 segments of the 
maximum TCP transfer unit, equal to 1460 B. Without losing of 
generality in our analysis, we will report the results obtained with 
only a single TCP connection between the SUT and the server. 
Moreover, we used the TCP connection for unidirectional data 
transfers, not only for sake of simplicity, but also because it is a 
common approach in many applications. 

The rest of this section is organized as follows. A first 
breakdown of the HW energy consumption sources of the SUT is 
in subsection 5.1. In subsection 5.2, the analysis of TCP 
performance and of energy consumption is discussed. In 
subsection 5.3, measures regarding the dynamics and the role of 
the various SW elements in the SUT are shown. Finally, 
Subsection 5.4 goes further into the details of TCP profiling 
trying to break down the CPU utilization on a per TCP 
functionality basis. 

5.1 Identifying the energy-proportional HW 

components 

The first measurements we collected were aimed at evaluating the 
power consumptions of different SUT HW components, and their 
proportionality to the actual workload. To this purpose, the power 
consumption of these internal elements were measured both when 

Table 1. Testing Scenarios 

Testing 

Scenario 

Bottleneck 

bandwidth 

[Mbps] 

Additional packet 

loss probability 

[%] 

Additional 

delay 

[ms] 

a 1000 0% 0 

b 1000 0.5% 0 

c 1000 0% 10 

d 10 0% 0 

e 100 0% 0 

f 10 0% 10 

g 100 0% 10 

 
Figure 6. Energy consumption of the different internal HW 

components of the SUT during idle (a) and active (b) periods 

(RAM: memory, NIC: network interface card; PS: AC/DC 

power supply; Other: all the other components in the SUT, from 

motherboard chips to disks). 
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the system is idle (turned on, but performing no operations), 
and when one core is active and performing operations at the 
maximum speed. The obtained results are in Fig. 6, and, as 
expected, outline how the CPU is the most energy-hungry 
component, exhibiting also a clear dependency on the workload 
since it passes from 20W (28% of the overall consumption) in 
idle mode to 41 W (40% of the overall consumption) when 
active. Except for the AC/DC power supply (whose efficiency 
depends on the electric load of internal SUT components), all 
the other components exhibit negligible energy absorption 
variations (below 200 mW). For this reason, in following we 
will focus only on the energy consumption of the CPU, omitting 
the contributions of the other HW components. 

5.2 The TCP Power Consumption and 

Performance 

This subsection introduces the network and energy 
performance measures of the TCP behavior in the testing 
scenarios in Table 1. Regarding network performance, the 
average lifetimes of the TCP connections are reported in Fig. 7, 
and the frequency of segment losses due to fast-retransmits and 
time-out expirations are in Fig. 8. As expected, the lifetime of 
TCP connections heavily depends on the bottleneck bandwidth, 
on the Round-Trip-Time (RTT), and on packet losses. We can 
note how the addition of 0.5% packet loss probability increases 

the TCP connection lifetime in a significant way (case b with 

respect to a). This effect is more visible in shorter connections 
(10 and 100 pkts). The addition of the 10 ms delay in the RTT 
introduces even more evident performance decays than in the 

previous case (see cases c, f, g with respect to the a, d, e ones). 
Moreover, the additional delay results to have an impact 
proportional to the bottleneck bandwidth (i.e., it is 
proportionally more evident for connection crossing the 1 Gbps 
bottleneck, than in the 10 Mbps case). Finally, also the 
bottleneck speed has obviously a key role in the TCP 
performance, due to both the increase of transmission times of 
TCP segments and inefficiency of TCP congestion control. In 
fact, as shown in Fig. 8, the number of retransmissions, due to 
the reception of duplicated Acknowledgements (ACKs) or to 
timeout expirations, increases significantly in the 10 and 100 
Mbps cases. This increase is a clear sign of the central role of 

TCP congestion control in the scenarios d, e, f, g. However, all 
the collected results are in line with many studies [14] on the 
TCP performance proposed in the past years. 

Passing to the energy consumption, Fig. 9 reports the 
energy consumed by a TCP connection in all the considered 
testing scenarios. In more detail, we collected the average 
power consumption of the SUT during TCP tests (the Tcptest 
application has been made running in “continuous” mode – see 
section 3.2, – and each measured value comes from averaging 
the results of 20 test sessions, each one with approximately 200 
TCP connections). The obtained power consumption values were 
then multiplied for the average TCP connection lifetimes in Fig. 7 
in order to find the energy absorbed by the SUT during a single 
TCP connection. Then, Fig. 9 shows the difference between such 
energy absorptions and the ones the SUT would have experienced 
while in idle mode for the same time period. In other words, the 
values in Fig. 9 are the energy delta consumed by the SUT for 
sending or receiving data from a TCP connection. 

Analyzing the data in Fig. 9, we can outline how, in presence 

of lower bottleneck speeds (cases d, e, f and g), the energy 
consumption increases in a significant way. This consumption 

increase is due to the C-state transition overheads, as discussed in 
section 4. In more detail, since the minimum packet inter-arrival 
time with the 10 Mbit bottleneck is approximately 1.2 ms, the 
CPU has enough time to wake up from the low power idle mode 
(i.e., the C3 one) upon packet reception, to completely process the 
received packet, and to return to the C3 state before the next 
packet arrives. So, a wake-up power peak (see Fig. 5) is spent for 
every packet. 

Also the RTT plays a similar role. In fact, TCP connections in 

testing scenarios c, f and g exhibit larger energy requirements than 

in the cases a, d and e, respectively. The main cause of this 
behavior is due to the well-known bandwidth-delay product effect 

in the TCP: when this product is high (as in c, f and g) the TCP 

 

 
Figure 7. Average life time of TCP connections when the SUT 

acts as “sender” and “receiver”. 

 
Figure 8. Frequency of TCP fast retransmits and timeout 

expirations (the SUT is acting as “sender”). 

 

 
Figure 9. Energy Consumption of TCP connections at the SUT 

when acting as “sender” and “receiver”. 
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throughput becomes more “bursty”, in the sense that groups of 
segments are sent every RTT, and among these groups there are 
some “silence” periods. Every time a new group of segments 
arrives or is sent, the CPU SUT has to move from the C3 state to 
the C0 one, causing the wake-up energy spike of Fig. 5. When the 

product is low (e.g., scenario a), the silence periods, and then the 
C3 - C0 transitions, are rarer. 

All these dynamics and the impact of both bottleneck 
bandwidth and the RTT are evident in the transitory 
measurements in Fig. Figure 10. As expected, in the testing 
scenario b, the average energy consumption is larger than in the 
case a: the loss of segments obviously causes the sender to wake-
up an additional number of times in order to retransmit the lost 
packets, or to receive it separately from the original burst. 
Moreover, after the packet loss, also the congestion window is 
decreased, and, consequently, the TCP transmission may become 
more “bursty” (it may happen to have some additional silence 
periods between two groups of segments, given the decrease of 
congestion window after loss events).  

Besides the considerations above, it is worth noting that the 
energy consumption for sending data through the TCP 
connection appears to be higher than the one needed to receive 
them in all the considered scenarios. 

5.3 Profiling CPU SW activities 

From the results in the previous section, it is clear that the 
energy consumption of the SUT mainly depends on two key 
aspects: (i) the number of transitions between CPU idle and 
active states, which can be caused by excessive inter-packet and 
inter-burst arrival times; and (ii) the CPU activity time. The 
latter certainly depends on the SW computational load, which 
directly impacts on the processing time of incoming and 
outgoing traffic. 

In this respect, Fig. 11 shows the average CPU uptime 
values (i.e., the time the CPU has spent in the C0 state, this 
parameter can be thought as an indirect estimation of SW 
computational complexity) as experimentally measured in all the 
testing scenarios for both SUT sender and receiver modes, but 
only for connection lengths equal to 1.4 and 1425.8 KB. 

As expected, the CPU uptime appears to be much lower as 
the network scenario allows higher TCP performance levels: 
increasing the efficiency of the TCP transfer, also the CPU SW 

obviously behaves in a more effective way. However, when the 
bottleneck bandwidth decreases, or the RTT increases, CPU 
uptimes may enlarge of almost two magnitude orders. Moreover, 
Fig. 11 clearly outlines how the TCP data reception operations 
appear to require more CPU uptime than the transmission ones. 

In order to understand insights of the computational 
complexity of SUT SW components (and then where a part of the 
energy consumption arises), we used the Oprofile tool. As 
introduced in section 5.3, this tool allows estimating which 
source-code function of the Linux kernel or of an application is 
utilizing the CPU, and which is its time share of the overall 
uptime. A selection of the results obtained is shown in Figs. 12 

  (a)   

(b)  

Figure 10. Energy consumption of the SUT CPU during a TCP connection in the testing scenarios c (a) and f (b). The SUT is 

acting as “receiver,” and the connection carries 100 pkt. 

 
Figure 11. Average value of CPU uptime for 10 pkt and 10 

Kpkt length TCP connections. 

 

Table 2. Oprofile Function Categories for the Entire SUT SW 

Name Description 

Scheduler the operating system scheduler 

ACPI the ACPI and especially the functions related to idle-
active transitions and vice versa 

Socket management of the TCP “socket” interface 

Driver the hardware driver of the NIC 

Packet Handling kernel processes related to the reception and 
transmission of traffic 

Kernel User 
Interface 

functions needed to copy data from the kernel to the 
user-space and vice versa 

Tcptest  the TCP testing application 

IRQ management of HW interrupts, mainly due to the NIC. 

IP traffic processing at the IP layer 

Memory management of kernel memory 

TCP traffic processing at the TCP layer 

Other other spurious sources of CPU activity 
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and 13. In order to make these results as intuitive as possible, we 
grouped together the source code functions into 12 categories, 
each one representing a different functional block of the SUT 
SW architecture. The selected categories are introduced in Table 
2. 

Figs. 12 and 13 exhibit that the processing of TCP protocol 
account for 10% - 17% of the CPU uptime. This value tends to 
be higher in sender mode, given the additional TCP processing 
to retransmit the lost segments (see the next-subsection). The 
Tcptest application appears to not significantly affect the CPU 
uptime (approximately 1-2%). The OS scheduler generally 
accounts for a major share, since it ranges between 10% and 
41%, which appears to be somehow dependent on the HW 
interrupts (2-8%). In fact, the OS is generally wakened up by 
HW interrupts generated by the NIC upon traffic reception. Once 
waken up, the OS scheduler decides for the next job to be 
executed (i.e., serving incoming traffic). The scheduler is also 
recalled when the CPU completes its job backlog, and then is 
ready to enter into the low power idle state (executing ACPI 
functions – ranging between 5% and 15%). For this reason, 
scheduler, IRQ, and ACPI functions tend to increase 
significantly in all the testing scenarios with high number of 
active-idle transitions. So, these three categories may be thought 
as sources of undesired CPU uptimes, and then of additional 
overhead in the energy consumption. 

5.4 Breakdown of TCP functionalities 

In order to analyze the TCP behavior under the different 
network scenarios in more detail, we decided to further refine the 
Oprofile results in the previous section. The functions related to 
the TCP were broken down into the new categories of Table 3, 

and the obtained results are in Figs. Figure 14 and Figure 15. 
From these figures, the difference between the sender and the 
receiver modes become manifest. 

In the sender mode, the most time-consuming part is the 
Tx_data, which ranges 25% and 45%. This percentage depends 
on both the amount of packets sent and the network scenario. In 

the cases b, d, e, f and g, where the bottleneck speed is lower 
and/or the RTT is relatively high, we can note also a significant 
weight of retransmissions (1-16%) due to fast re-transmissions 
and timeout expirations (see Fig. 8). 

The ACK management on the sender is much more 
consuming that at the sender (14-21%): the reason is that the 
sender must generate an ACK in each sent segment, while the 
receiver can exploit delayed ACKs in a more effective way. On 
this respect, we can also note that the Rx_data and Acknowledge 
categories are proportionally dependent, and they require almost 
the same percentage of TCP CPU cycles in the sender mode. The 
Open_Close and the State_Machine categories do not represent a 
significant part of the overall power consumption of the TCP, 
since they account for less than 7%. The relative weight of the 
Open_Close and the State_Machine categories is obviously 
larger in case of shorter TCP connections.  

The management of timeout counters and the estimation of 
RTT appear to be light-weight operations (less than 4%). When 
multiple packet losses occour, and the SACK recovering is 
applied, it consumes up to 9% of the TCP CPU uptime share. 

On the receiver side, the most consuming part of the TCP 
processing is the Rx_data; it spends between 40% and 60% of 
CPU cycles due to TCP elaboration. The ACK processing 
appears to be less consuming than on the sender, since this 
functionality accounts approximately for the same figure of 

 

 
Figure 12. Breakdown of the CPU usage of a TCP connection of 

10 pkt. 

 
Figure 13. Breakdown of the CPU usage of a TCP connection of 

10000 pkt. 

 

Table 3 Oprofile Function Categories for the TCP Module 

ID Name Description 

A Timer_RTT Estimation of RTT and management of 
timeouts 

B Rx_data Processing of received segments 

C Tx_data Processing of segments to be sent 

D Options Processing of TCP options (e.g., SACK) 

E Congestion_Control Calculation of congestion control window 

F Flow_Control Management of the flow control 
mechanism 

G Checksum Checksumming of Rx and Tx segments 

H Acknowledge Generation of the Acknowledgements 

I Open_Close Management of connetion starting and 
ending phases 

J State_Machine Management of TCP protocol state 
machine 

K Retransmission Operations to retransmit lost packets 
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Tx_data, 11% of the TCP process. They both represent the 
elements with higher percentage of CPU use, after Rx_data. We 
can also underline how the Flow Control mechanism only 
accounts for 5% of CPU usage. 

6. CONCLUSIONS 
In this paper, we conducted an extensive experimental 

evaluation to study the impact of TCP traffic on a networked 
device under a number of realistic scenarios. From the numerical 
results, we revealed that the power consumption of SUT 
performing TCP data transfers is strongly dependent on the 
network conditions, being the most power consuming when low 
speed bottleneck are present (e.g., 10Mbps).  

Analyzing into the detail the SUT behavior with a number of 
internal HW and SW probes, we noticed how this increased 
power consumption is due to (i) the arrival time of each packet, 
and how it may trigger the power saving mechanisms available in 
the SUT, and (ii) the packet loss rate, which may cause an 
additional TCP processing. Unfortunately, we also deduced that 
in network environments, similar to network residential accesses, 
for the reasons above, TCP connections may induce SUT 
consumption levels two orders of magnitude more than in high-
speed network scenarios. 

A complete SW profiling has been also reported with the aim 
of deeply understanding which SW modules and TCP 
functionalities are the main sources of energy consumption. 
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