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Example: BitTorrent Blocking
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Example: BitTorrent Blocking
http://broadband.mpi-sws.mpg.de/transparenccy
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Many Forms of Discrimination

Throttling and prioritizing based on destination 
or service

Target domains, applications, or content
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Many Forms of Discrimination

Throttling and prioritizing based on destination 
or service

Target domains, applications, or content

Discriminatory peering

Resist peering with certain content 
providers

...
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Problem Statement
Identify whether a degradation in a service 
performance is caused by discrimination by 
an ISP

Quantify the causal effect
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Problem Statement
Identify whether a degradation in a service 
performance is caused by discrimination by 
an ISP

Quantify the causal effect

Existing techniques detect specific ISP methods

TCP RST (Glasnost) 

ToS-bit based de-prioritization (NVLens)
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Problem Statement
Identify whether a degradation in a service 
performance is caused by discrimination by 
an ISP

Quantify the causal effect

Existing techniques detect specific ISP methods

TCP RST (Glasnost) 

ToS-bit based de-prioritization (NVLens)

Goal: Establish a causal relationship in the general 
case, without assuming anything about the ISP’s 
methods
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Causality:  An Analogy from Health

• Epidemiology: study causal relationships 
between risk factors and health outcome

• NANO: infer causal relationship between 
ISP and service performance
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Does Aspirin Make You Healthy?
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Does Aspirin Make You Healthy?
Sample of patients

Positive correlation in 
health and treatment

Aspirin No Aspirin

Healthy

Not Healthy

40% 15%
10% 35%
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Does Aspirin Make You Healthy?
Sample of patients

Positive correlation in 
health and treatment

Can we say that Aspirin
causes better health?
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Does Aspirin Make You Healthy?
Sample of patients

Positive correlation in 
health and treatment

Can we say that Aspirin
causes better health?

Confounding Variables:  correlate with 
both cause and outcome variables and 
confuse the causal inference

Aspirin No Aspirin

Healthy

Not Healthy

40% 15%
10% 35%

Sleep
Duration

Diet

Other
Drugs

Gender

Aspirin

Health

?
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Does an ISP Cause 
Service Degradation?
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Does an ISP Cause 
Service Degradation?

Comcast No Comcast

BitTorrent
Download Time 5 sec 2 sec

Sample of client 
performances

Some correlation in 
ISP and service 
performance  

8Tuesday, October 7, 2008



Does an ISP Cause 
Service Degradation?

Comcast No Comcast

BitTorrent
Download Time 5 sec 2 sec

Client
Setup

ToD

ContentLocation

Sample of client 
performances

Some correlation in 
ISP and service 
performance  

Can we say that Comcast is 
discriminating?

Many confounding variables can 
confuse the inference.

Comcast

BT
Download

Time

?
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Causation vs. Association (1)

Causal Effect = E(Real Download time using Comcast)   
                       E(Real Download time not using Comcast)
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Causation vs. Association (1)

Performance with the ISP
Causal Effect = E(Real Download time using Comcast)   
                       E(Real Download time not using Comcast)
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Causation vs. Association (1)

Baseline Performance

Performance with the ISP
Causal Effect = E(Real Download time using Comcast)   
                       E(Real Download time not using Comcast)
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Causation vs. Association (1)

Baseline Performance

Performance with the ISP
Causal Effect = E(Real Download time using Comcast)   
                       E(Real Download time not using Comcast)

2. Background and Problem Formulation
In this section, we formalize the definitions and basic con-

cepts used for establishing ISP discrimination as the cause
of service degradation. We describe the concept of service,
service performance, ISP, and discrimination; the inference
of causal effect, how it relates to association and correla-
tion; and finally, approaches for quantifying causal effect.
We also formalize the application of causality to detecting
ISP discrimination.

2.1 Definitions

Service and Performance. A service is the “atomic unit”
of discrimination. An ISP may discriminate against traffic
for a particular service, e.g., Web search, traffic for a par-
ticular domain, or particular type of media, such as video.
Such traffic may be identifiable using the URL or the pro-
tocol. Similarly, ISPs may target specific applications, e.g.,
VoIP, or peer-to-peer file transfers. Performance, the out-
come variable, is specific to the service. For example, we
use server response time for HTTP requests, loss, and jit-
ter for VoIP traffic, and average throughput for peer-to-peer
traffic.

ISP and Discrimination. Discrimination against a service
is a function of ISP policy. The performance for a service
depends on both the properties of the ISP’s network, e.g.,
its location, as well as the policy of treating the traffic dif-
ferently. Thus, an objective evaluation of ISP discrimination
must adjust for the ISP’s network as a confounding factor. To
differentiate an ISP’s network from its discrimination policy,
we use the ISP brand or name as the causal variable referring
to the ISP’s discrimination policy. In the rest of the paper,
when we use ISP as the cause, we are referring to the ISP
policy or the brand with which the policy is associated.

We aim to detect whether a certain practice of an ISP re-
sults in poorer performance for a service compared to other
similar services or performance for the same service through
other ISPs. If an ISP’s policy of treating traffic differently
does not result in degradation of performance, we do not
consider it as discrimination.

2.2 Background for Causal Inference
Statistical methods offer tools for causal inference that

have been used in observational and experimental studies [6,
7]. NANO draws heavily on these techniques. In this sec-
tion, we review basic concepts and approaches for causal in-
ference, and how they relate to inferring ISP discrimination.

Causal Effect. The statement “X causes Y” means that if
there is a change in the value of variable X , then we expect a
change in value of variable Y . We refer to X as the treatment
variable and Y as the outcome variable.

In the context of this paper, accessing a particular service
through an ISP is our treatment variable (X), and the ob-
served performance of a service (Y ) is our outcome variable.
Thus, treatment is a binary variable; X ! {0, 1}, X = 1
when we access the service through the ISP, and X = 0
when we do not (e.g., access the service through an alterna-
tive ISP). The value of outcome variable Y depends on the
performance metric and the service for which we are mea-

suring the performance.
The goal of causal inference is to estimate the effect of

the treatment variable (the ISP) on the outcome variable (the
service performance). Let’s define ground-truth value for
the outcome random variable as GX , so that G1 is the out-
come value for a client when X = 1, and G0 is the outcome
value when X = 0. We will refer to the outcome when not
using the ISP (X = 0) as the baseline—we can define base-
line in a number of ways, as we describe in more detail in
Section 3.1.2.

We can quantify the average causal effect of using an ISP
as the expected difference in the ground truth of service per-
formance between using the ISP and the baseline.

! = E(G1) " E(G0) (1)

Note that to compute the causal effect, !, we must observe
values of the outcome both under the treatment and without
the treatment.

Association vs. Causal Effect. In a typical in situ dataset,
each sample presents only the value of the outcome variable
either under the treatment, or under the lack of the treatment,
but not both; e.g., a dataset about users accessing a particular
service through one of the two possible ISPs, ISPa and ISPb,
will comprise data of the form where, for each client, we
have performance data for either ISPa or ISPb, but not both.
Such a dataset may thus be incomplete and therefore not suf-
ficient to compute the causal effect, as shown in Equation 1.

Instead, we can use such a dataset to compute correlation
or association. Let’s define association as simply the mea-
sure of observed effect on the outcome variable:

" = E(Y |X = 1) " E(Y |X = 0) (2)

It is well known that association is not a sufficient metric for
causal effect, and in general " #= !.

Example. Tables 1(a) and (b) illustrate the difference be-
tween association and causal effect using an example of
eight clients (a–h). The treatment variable X is binary; 1
if a user uses a particular ISP, and 0 otherwise. For simplic-
ity, the outcome (Y ) is also binary, 1 indicating that a client
observes good performance and 0 otherwise; both " and !
are in the range ["1, 1].

Table 1(a) shows an in situ dataset. In this dataset, clients
a–d do not use the ISP in question and clients e–h use the
ISP. Note that for each sample, only one or the other out-
come is observable. The association value in this dataset is
" = "3/4. If we use the association value as an indicator
of causal effect, we would infer that using the ISP causes a
significant negative impact on the performance.

Table 1(b), on the other hand, presents the ground-truth
performance values, G0 and G1, as the performance when
not using the ISP and performance when using the ISP for
the same client, respectively. These values could be obtained
by either subjecting the client to the two cases, or through an
oracle. For this set of clients, the true average causal effect
! = 1/8, which is quite small, implying that in reality, the
choice of ISP has no or little effect on the performance for
these clients. Although the in situ dataset is consistent with
the ground-truth, i.e., Y = GX , there is a clear discrepancy
between the observed association and the true causal effect.

G1, G0: Ground-truth values for performance
(aka. Counter-factual values)
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Causation vs. Association (1)

Baseline Performance

Performance with the ISP
Causal Effect = E(Real Download time using Comcast)   
                       E(Real Download time not using Comcast)

2. Background and Problem Formulation
In this section, we formalize the definitions and basic con-

cepts used for establishing ISP discrimination as the cause
of service degradation. We describe the concept of service,
service performance, ISP, and discrimination; the inference
of causal effect, how it relates to association and correla-
tion; and finally, approaches for quantifying causal effect.
We also formalize the application of causality to detecting
ISP discrimination.

2.1 Definitions

Service and Performance. A service is the “atomic unit”
of discrimination. An ISP may discriminate against traffic
for a particular service, e.g., Web search, traffic for a par-
ticular domain, or particular type of media, such as video.
Such traffic may be identifiable using the URL or the pro-
tocol. Similarly, ISPs may target specific applications, e.g.,
VoIP, or peer-to-peer file transfers. Performance, the out-
come variable, is specific to the service. For example, we
use server response time for HTTP requests, loss, and jit-
ter for VoIP traffic, and average throughput for peer-to-peer
traffic.

ISP and Discrimination. Discrimination against a service
is a function of ISP policy. The performance for a service
depends on both the properties of the ISP’s network, e.g.,
its location, as well as the policy of treating the traffic dif-
ferently. Thus, an objective evaluation of ISP discrimination
must adjust for the ISP’s network as a confounding factor. To
differentiate an ISP’s network from its discrimination policy,
we use the ISP brand or name as the causal variable referring
to the ISP’s discrimination policy. In the rest of the paper,
when we use ISP as the cause, we are referring to the ISP
policy or the brand with which the policy is associated.

We aim to detect whether a certain practice of an ISP re-
sults in poorer performance for a service compared to other
similar services or performance for the same service through
other ISPs. If an ISP’s policy of treating traffic differently
does not result in degradation of performance, we do not
consider it as discrimination.

2.2 Background for Causal Inference
Statistical methods offer tools for causal inference that

have been used in observational and experimental studies [6,
7]. NANO draws heavily on these techniques. In this sec-
tion, we review basic concepts and approaches for causal in-
ference, and how they relate to inferring ISP discrimination.

Causal Effect. The statement “X causes Y” means that if
there is a change in the value of variable X , then we expect a
change in value of variable Y . We refer to X as the treatment
variable and Y as the outcome variable.

In the context of this paper, accessing a particular service
through an ISP is our treatment variable (X), and the ob-
served performance of a service (Y ) is our outcome variable.
Thus, treatment is a binary variable; X ! {0, 1}, X = 1
when we access the service through the ISP, and X = 0
when we do not (e.g., access the service through an alterna-
tive ISP). The value of outcome variable Y depends on the
performance metric and the service for which we are mea-

suring the performance.
The goal of causal inference is to estimate the effect of

the treatment variable (the ISP) on the outcome variable (the
service performance). Let’s define ground-truth value for
the outcome random variable as GX , so that G1 is the out-
come value for a client when X = 1, and G0 is the outcome
value when X = 0. We will refer to the outcome when not
using the ISP (X = 0) as the baseline—we can define base-
line in a number of ways, as we describe in more detail in
Section 3.1.2.

We can quantify the average causal effect of using an ISP
as the expected difference in the ground truth of service per-
formance between using the ISP and the baseline.

! = E(G1) " E(G0) (1)

Note that to compute the causal effect, !, we must observe
values of the outcome both under the treatment and without
the treatment.

Association vs. Causal Effect. In a typical in situ dataset,
each sample presents only the value of the outcome variable
either under the treatment, or under the lack of the treatment,
but not both; e.g., a dataset about users accessing a particular
service through one of the two possible ISPs, ISPa and ISPb,
will comprise data of the form where, for each client, we
have performance data for either ISPa or ISPb, but not both.
Such a dataset may thus be incomplete and therefore not suf-
ficient to compute the causal effect, as shown in Equation 1.

Instead, we can use such a dataset to compute correlation
or association. Let’s define association as simply the mea-
sure of observed effect on the outcome variable:

" = E(Y |X = 1) " E(Y |X = 0) (2)

It is well known that association is not a sufficient metric for
causal effect, and in general " #= !.

Example. Tables 1(a) and (b) illustrate the difference be-
tween association and causal effect using an example of
eight clients (a–h). The treatment variable X is binary; 1
if a user uses a particular ISP, and 0 otherwise. For simplic-
ity, the outcome (Y ) is also binary, 1 indicating that a client
observes good performance and 0 otherwise; both " and !
are in the range ["1, 1].

Table 1(a) shows an in situ dataset. In this dataset, clients
a–d do not use the ISP in question and clients e–h use the
ISP. Note that for each sample, only one or the other out-
come is observable. The association value in this dataset is
" = "3/4. If we use the association value as an indicator
of causal effect, we would infer that using the ISP causes a
significant negative impact on the performance.

Table 1(b), on the other hand, presents the ground-truth
performance values, G0 and G1, as the performance when
not using the ISP and performance when using the ISP for
the same client, respectively. These values could be obtained
by either subjecting the client to the two cases, or through an
oracle. For this set of clients, the true average causal effect
! = 1/8, which is quite small, implying that in reality, the
choice of ISP has no or little effect on the performance for
these clients. Although the in situ dataset is consistent with
the ground-truth, i.e., Y = GX , there is a clear discrepancy
between the observed association and the true causal effect.

G1, G0: Ground-truth values for performance
(aka. Counter-factual values)

Problem: Generally, we do not observe both ground truth 
values for the same clients.

Consequently, in situ data sets are not sufficient to directly 
estimate causal effect.
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Causation vs. Association (2)
We can observe association in an 

in situ data set.
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Causation vs. Association (2)

Association = E(Download time using Comcast)   
                     E(Download time not using Comcast)

We can observe association in an 
in situ data set.
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Causation vs. Association (2)

Observed Performance with the ISP
Association = E(Download time using Comcast)   
                     E(Download time not using Comcast)

We can observe association in an 
in situ data set.
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Causation vs. Association (2)

Observed Baseline Performance

Observed Performance with the ISP
Association = E(Download time using Comcast)   
                     E(Download time not using Comcast)

We can observe association in an 
in situ data set.
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Causation vs. Association (2)

2. Background and Problem Formulation
In this section, we formalize the definitions and basic con-

cepts used for establishing ISP discrimination as the cause
of service degradation. We describe the concept of service,
service performance, ISP, and discrimination; the inference
of causal effect, how it relates to association and correla-
tion; and finally, approaches for quantifying causal effect.
We also formalize the application of causality to detecting
ISP discrimination.

2.1 Definitions

Service and Performance. A service is the “atomic unit”
of discrimination. An ISP may discriminate against traffic
for a particular service, e.g., Web search, traffic for a par-
ticular domain, or particular type of media, such as video.
Such traffic may be identifiable using the URL or the pro-
tocol. Similarly, ISPs may target specific applications, e.g.,
VoIP, or peer-to-peer file transfers. Performance, the out-
come variable, is specific to the service. For example, we
use server response time for HTTP requests, loss, and jit-
ter for VoIP traffic, and average throughput for peer-to-peer
traffic.

ISP and Discrimination. Discrimination against a service
is a function of ISP policy. The performance for a service
depends on both the properties of the ISP’s network, e.g.,
its location, as well as the policy of treating the traffic dif-
ferently. Thus, an objective evaluation of ISP discrimination
must adjust for the ISP’s network as a confounding factor. To
differentiate an ISP’s network from its discrimination policy,
we use the ISP brand or name as the causal variable referring
to the ISP’s discrimination policy. In the rest of the paper,
when we use ISP as the cause, we are referring to the ISP
policy or the brand with which the policy is associated.

We aim to detect whether a certain practice of an ISP re-
sults in poorer performance for a service compared to other
similar services or performance for the same service through
other ISPs. If an ISP’s policy of treating traffic differently
does not result in degradation of performance, we do not
consider it as discrimination.

2.2 Background for Causal Inference
Statistical methods offer tools for causal inference that

have been used in observational and experimental studies [6,
7]. NANO draws heavily on these techniques. In this sec-
tion, we review basic concepts and approaches for causal in-
ference, and how they relate to inferring ISP discrimination.

Causal Effect. The statement “X causes Y” means that if
there is a change in the value of variable X , then we expect a
change in value of variable Y . We refer to X as the treatment
variable and Y as the outcome variable.

In the context of this paper, accessing a particular service
through an ISP is our treatment variable (X), and the ob-
served performance of a service (Y ) is our outcome variable.
Thus, treatment is a binary variable; X ! {0, 1}, X = 1
when we access the service through the ISP, and X = 0
when we do not (e.g., access the service through an alterna-
tive ISP). The value of outcome variable Y depends on the
performance metric and the service for which we are mea-

suring the performance.
The goal of causal inference is to estimate the effect of

the treatment variable (the ISP) on the outcome variable (the
service performance). Let’s define ground-truth value for
the outcome random variable as GX , so that G1 is the out-
come value for a client when X = 1, and G0 is the outcome
value when X = 0. We will refer to the outcome when not
using the ISP (X = 0) as the baseline—we can define base-
line in a number of ways, as we describe in more detail in
Section 3.1.2.

We can quantify the average causal effect of using an ISP
as the expected difference in the ground truth of service per-
formance between using the ISP and the baseline.

! = E(G1) " E(G0) (1)

Note that to compute the causal effect, !, we must observe
values of the outcome both under the treatment and without
the treatment.

Association vs. Causal Effect. In a typical in situ dataset,
each sample presents only the value of the outcome variable
either under the treatment, or under the lack of the treatment,
but not both; e.g., a dataset about users accessing a particular
service through one of the two possible ISPs, ISPa and ISPb,
will comprise data of the form where, for each client, we
have performance data for either ISPa or ISPb, but not both.
Such a dataset may thus be incomplete and therefore not suf-
ficient to compute the causal effect, as shown in Equation 1.

Instead, we can use such a dataset to compute correlation
or association. Let’s define association as simply the mea-
sure of observed effect on the outcome variable:

" = E(Y |X = 1) " E(Y |X = 0) (2)

It is well known that association is not a sufficient metric for
causal effect, and in general " #= !.

Example. Tables 1(a) and (b) illustrate the difference be-
tween association and causal effect using an example of
eight clients (a–h). The treatment variable X is binary; 1
if a user uses a particular ISP, and 0 otherwise. For simplic-
ity, the outcome (Y ) is also binary, 1 indicating that a client
observes good performance and 0 otherwise; both " and !
are in the range ["1, 1].

Table 1(a) shows an in situ dataset. In this dataset, clients
a–d do not use the ISP in question and clients e–h use the
ISP. Note that for each sample, only one or the other out-
come is observable. The association value in this dataset is
" = "3/4. If we use the association value as an indicator
of causal effect, we would infer that using the ISP causes a
significant negative impact on the performance.

Table 1(b), on the other hand, presents the ground-truth
performance values, G0 and G1, as the performance when
not using the ISP and performance when using the ISP for
the same client, respectively. These values could be obtained
by either subjecting the client to the two cases, or through an
oracle. For this set of clients, the true average causal effect
! = 1/8, which is quite small, implying that in reality, the
choice of ISP has no or little effect on the performance for
these clients. Although the in situ dataset is consistent with
the ground-truth, i.e., Y = GX , there is a clear discrepancy
between the observed association and the true causal effect.

Observed Baseline Performance

Observed Performance with the ISP
Association = E(Download time using Comcast)   
                     E(Download time not using Comcast)

We can observe association in an 
in situ data set.
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Causation vs. Association (2)

2. Background and Problem Formulation
In this section, we formalize the definitions and basic con-

cepts used for establishing ISP discrimination as the cause
of service degradation. We describe the concept of service,
service performance, ISP, and discrimination; the inference
of causal effect, how it relates to association and correla-
tion; and finally, approaches for quantifying causal effect.
We also formalize the application of causality to detecting
ISP discrimination.

2.1 Definitions

Service and Performance. A service is the “atomic unit”
of discrimination. An ISP may discriminate against traffic
for a particular service, e.g., Web search, traffic for a par-
ticular domain, or particular type of media, such as video.
Such traffic may be identifiable using the URL or the pro-
tocol. Similarly, ISPs may target specific applications, e.g.,
VoIP, or peer-to-peer file transfers. Performance, the out-
come variable, is specific to the service. For example, we
use server response time for HTTP requests, loss, and jit-
ter for VoIP traffic, and average throughput for peer-to-peer
traffic.

ISP and Discrimination. Discrimination against a service
is a function of ISP policy. The performance for a service
depends on both the properties of the ISP’s network, e.g.,
its location, as well as the policy of treating the traffic dif-
ferently. Thus, an objective evaluation of ISP discrimination
must adjust for the ISP’s network as a confounding factor. To
differentiate an ISP’s network from its discrimination policy,
we use the ISP brand or name as the causal variable referring
to the ISP’s discrimination policy. In the rest of the paper,
when we use ISP as the cause, we are referring to the ISP
policy or the brand with which the policy is associated.

We aim to detect whether a certain practice of an ISP re-
sults in poorer performance for a service compared to other
similar services or performance for the same service through
other ISPs. If an ISP’s policy of treating traffic differently
does not result in degradation of performance, we do not
consider it as discrimination.

2.2 Background for Causal Inference
Statistical methods offer tools for causal inference that

have been used in observational and experimental studies [6,
7]. NANO draws heavily on these techniques. In this sec-
tion, we review basic concepts and approaches for causal in-
ference, and how they relate to inferring ISP discrimination.

Causal Effect. The statement “X causes Y” means that if
there is a change in the value of variable X , then we expect a
change in value of variable Y . We refer to X as the treatment
variable and Y as the outcome variable.

In the context of this paper, accessing a particular service
through an ISP is our treatment variable (X), and the ob-
served performance of a service (Y ) is our outcome variable.
Thus, treatment is a binary variable; X ! {0, 1}, X = 1
when we access the service through the ISP, and X = 0
when we do not (e.g., access the service through an alterna-
tive ISP). The value of outcome variable Y depends on the
performance metric and the service for which we are mea-

suring the performance.
The goal of causal inference is to estimate the effect of

the treatment variable (the ISP) on the outcome variable (the
service performance). Let’s define ground-truth value for
the outcome random variable as GX , so that G1 is the out-
come value for a client when X = 1, and G0 is the outcome
value when X = 0. We will refer to the outcome when not
using the ISP (X = 0) as the baseline—we can define base-
line in a number of ways, as we describe in more detail in
Section 3.1.2.

We can quantify the average causal effect of using an ISP
as the expected difference in the ground truth of service per-
formance between using the ISP and the baseline.

! = E(G1) " E(G0) (1)

Note that to compute the causal effect, !, we must observe
values of the outcome both under the treatment and without
the treatment.

Association vs. Causal Effect. In a typical in situ dataset,
each sample presents only the value of the outcome variable
either under the treatment, or under the lack of the treatment,
but not both; e.g., a dataset about users accessing a particular
service through one of the two possible ISPs, ISPa and ISPb,
will comprise data of the form where, for each client, we
have performance data for either ISPa or ISPb, but not both.
Such a dataset may thus be incomplete and therefore not suf-
ficient to compute the causal effect, as shown in Equation 1.

Instead, we can use such a dataset to compute correlation
or association. Let’s define association as simply the mea-
sure of observed effect on the outcome variable:

" = E(Y |X = 1) " E(Y |X = 0) (2)

It is well known that association is not a sufficient metric for
causal effect, and in general " #= !.

Example. Tables 1(a) and (b) illustrate the difference be-
tween association and causal effect using an example of
eight clients (a–h). The treatment variable X is binary; 1
if a user uses a particular ISP, and 0 otherwise. For simplic-
ity, the outcome (Y ) is also binary, 1 indicating that a client
observes good performance and 0 otherwise; both " and !
are in the range ["1, 1].

Table 1(a) shows an in situ dataset. In this dataset, clients
a–d do not use the ISP in question and clients e–h use the
ISP. Note that for each sample, only one or the other out-
come is observable. The association value in this dataset is
" = "3/4. If we use the association value as an indicator
of causal effect, we would infer that using the ISP causes a
significant negative impact on the performance.

Table 1(b), on the other hand, presents the ground-truth
performance values, G0 and G1, as the performance when
not using the ISP and performance when using the ISP for
the same client, respectively. These values could be obtained
by either subjecting the client to the two cases, or through an
oracle. For this set of clients, the true average causal effect
! = 1/8, which is quite small, implying that in reality, the
choice of ISP has no or little effect on the performance for
these clients. Although the in situ dataset is consistent with
the ground-truth, i.e., Y = GX , there is a clear discrepancy
between the observed association and the true causal effect.

Observed Baseline Performance

Observed Performance with the ISP
Association = E(Download time using Comcast)   
                     E(Download time not using Comcast)

We can observe association in an 
in situ data set.

In general,             .

2. Background and Problem Formulation
In this section, we formalize the definitions and basic con-

cepts used for establishing ISP discrimination as the cause
of service degradation. We describe the concept of service,
service performance, ISP, and discrimination; the inference
of causal effect, how it relates to association and correla-
tion; and finally, approaches for quantifying causal effect.
We also formalize the application of causality to detecting
ISP discrimination.

2.1 Definitions

Service and Performance. A service is the “atomic unit”
of discrimination. An ISP may discriminate against traffic
for a particular service, e.g., Web search, traffic for a par-
ticular domain, or particular type of media, such as video.
Such traffic may be identifiable using the URL or the pro-
tocol. Similarly, ISPs may target specific applications, e.g.,
VoIP, or peer-to-peer file transfers. Performance, the out-
come variable, is specific to the service. For example, we
use server response time for HTTP requests, loss, and jit-
ter for VoIP traffic, and average throughput for peer-to-peer
traffic.

ISP and Discrimination. Discrimination against a service
is a function of ISP policy. The performance for a service
depends on both the properties of the ISP’s network, e.g.,
its location, as well as the policy of treating the traffic dif-
ferently. Thus, an objective evaluation of ISP discrimination
must adjust for the ISP’s network as a confounding factor. To
differentiate an ISP’s network from its discrimination policy,
we use the ISP brand or name as the causal variable referring
to the ISP’s discrimination policy. In the rest of the paper,
when we use ISP as the cause, we are referring to the ISP
policy or the brand with which the policy is associated.

We aim to detect whether a certain practice of an ISP re-
sults in poorer performance for a service compared to other
similar services or performance for the same service through
other ISPs. If an ISP’s policy of treating traffic differently
does not result in degradation of performance, we do not
consider it as discrimination.

2.2 Background for Causal Inference
Statistical methods offer tools for causal inference that

have been used in observational and experimental studies [6,
7]. NANO draws heavily on these techniques. In this sec-
tion, we review basic concepts and approaches for causal in-
ference, and how they relate to inferring ISP discrimination.

Causal Effect. The statement “X causes Y” means that if
there is a change in the value of variable X , then we expect a
change in value of variable Y . We refer to X as the treatment
variable and Y as the outcome variable.

In the context of this paper, accessing a particular service
through an ISP is our treatment variable (X), and the ob-
served performance of a service (Y ) is our outcome variable.
Thus, treatment is a binary variable; X ! {0, 1}, X = 1
when we access the service through the ISP, and X = 0
when we do not (e.g., access the service through an alterna-
tive ISP). The value of outcome variable Y depends on the
performance metric and the service for which we are mea-

suring the performance.
The goal of causal inference is to estimate the effect of

the treatment variable (the ISP) on the outcome variable (the
service performance). Let’s define ground-truth value for
the outcome random variable as GX , so that G1 is the out-
come value for a client when X = 1, and G0 is the outcome
value when X = 0. We will refer to the outcome when not
using the ISP (X = 0) as the baseline—we can define base-
line in a number of ways, as we describe in more detail in
Section 3.1.2.

We can quantify the average causal effect of using an ISP
as the expected difference in the ground truth of service per-
formance between using the ISP and the baseline.

! = E(G1) " E(G0) (1)

Note that to compute the causal effect, !, we must observe
values of the outcome both under the treatment and without
the treatment.

Association vs. Causal Effect. In a typical in situ dataset,
each sample presents only the value of the outcome variable
either under the treatment, or under the lack of the treatment,
but not both; e.g., a dataset about users accessing a particular
service through one of the two possible ISPs, ISPa and ISPb,
will comprise data of the form where, for each client, we
have performance data for either ISPa or ISPb, but not both.
Such a dataset may thus be incomplete and therefore not suf-
ficient to compute the causal effect, as shown in Equation 1.

Instead, we can use such a dataset to compute correlation
or association. Let’s define association as simply the mea-
sure of observed effect on the outcome variable:

" = E(Y |X = 1) " E(Y |X = 0) (2)

It is well known that association is not a sufficient metric for
causal effect, and in general " #= !.

Example. Tables 1(a) and (b) illustrate the difference be-
tween association and causal effect using an example of
eight clients (a–h). The treatment variable X is binary; 1
if a user uses a particular ISP, and 0 otherwise. For simplic-
ity, the outcome (Y ) is also binary, 1 indicating that a client
observes good performance and 0 otherwise; both " and !
are in the range ["1, 1].

Table 1(a) shows an in situ dataset. In this dataset, clients
a–d do not use the ISP in question and clients e–h use the
ISP. Note that for each sample, only one or the other out-
come is observable. The association value in this dataset is
" = "3/4. If we use the association value as an indicator
of causal effect, we would infer that using the ISP causes a
significant negative impact on the performance.

Table 1(b), on the other hand, presents the ground-truth
performance values, G0 and G1, as the performance when
not using the ISP and performance when using the ISP for
the same client, respectively. These values could be obtained
by either subjecting the client to the two cases, or through an
oracle. For this set of clients, the true average causal effect
! = 1/8, which is quite small, implying that in reality, the
choice of ISP has no or little effect on the performance for
these clients. Although the in situ dataset is consistent with
the ground-truth, i.e., Y = GX , there is a clear discrepancy
between the observed association and the true causal effect.
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Causation vs. Association (2)

2. Background and Problem Formulation
In this section, we formalize the definitions and basic con-

cepts used for establishing ISP discrimination as the cause
of service degradation. We describe the concept of service,
service performance, ISP, and discrimination; the inference
of causal effect, how it relates to association and correla-
tion; and finally, approaches for quantifying causal effect.
We also formalize the application of causality to detecting
ISP discrimination.

2.1 Definitions

Service and Performance. A service is the “atomic unit”
of discrimination. An ISP may discriminate against traffic
for a particular service, e.g., Web search, traffic for a par-
ticular domain, or particular type of media, such as video.
Such traffic may be identifiable using the URL or the pro-
tocol. Similarly, ISPs may target specific applications, e.g.,
VoIP, or peer-to-peer file transfers. Performance, the out-
come variable, is specific to the service. For example, we
use server response time for HTTP requests, loss, and jit-
ter for VoIP traffic, and average throughput for peer-to-peer
traffic.

ISP and Discrimination. Discrimination against a service
is a function of ISP policy. The performance for a service
depends on both the properties of the ISP’s network, e.g.,
its location, as well as the policy of treating the traffic dif-
ferently. Thus, an objective evaluation of ISP discrimination
must adjust for the ISP’s network as a confounding factor. To
differentiate an ISP’s network from its discrimination policy,
we use the ISP brand or name as the causal variable referring
to the ISP’s discrimination policy. In the rest of the paper,
when we use ISP as the cause, we are referring to the ISP
policy or the brand with which the policy is associated.

We aim to detect whether a certain practice of an ISP re-
sults in poorer performance for a service compared to other
similar services or performance for the same service through
other ISPs. If an ISP’s policy of treating traffic differently
does not result in degradation of performance, we do not
consider it as discrimination.

2.2 Background for Causal Inference
Statistical methods offer tools for causal inference that

have been used in observational and experimental studies [6,
7]. NANO draws heavily on these techniques. In this sec-
tion, we review basic concepts and approaches for causal in-
ference, and how they relate to inferring ISP discrimination.

Causal Effect. The statement “X causes Y” means that if
there is a change in the value of variable X , then we expect a
change in value of variable Y . We refer to X as the treatment
variable and Y as the outcome variable.

In the context of this paper, accessing a particular service
through an ISP is our treatment variable (X), and the ob-
served performance of a service (Y ) is our outcome variable.
Thus, treatment is a binary variable; X ! {0, 1}, X = 1
when we access the service through the ISP, and X = 0
when we do not (e.g., access the service through an alterna-
tive ISP). The value of outcome variable Y depends on the
performance metric and the service for which we are mea-

suring the performance.
The goal of causal inference is to estimate the effect of

the treatment variable (the ISP) on the outcome variable (the
service performance). Let’s define ground-truth value for
the outcome random variable as GX , so that G1 is the out-
come value for a client when X = 1, and G0 is the outcome
value when X = 0. We will refer to the outcome when not
using the ISP (X = 0) as the baseline—we can define base-
line in a number of ways, as we describe in more detail in
Section 3.1.2.

We can quantify the average causal effect of using an ISP
as the expected difference in the ground truth of service per-
formance between using the ISP and the baseline.

! = E(G1) " E(G0) (1)

Note that to compute the causal effect, !, we must observe
values of the outcome both under the treatment and without
the treatment.

Association vs. Causal Effect. In a typical in situ dataset,
each sample presents only the value of the outcome variable
either under the treatment, or under the lack of the treatment,
but not both; e.g., a dataset about users accessing a particular
service through one of the two possible ISPs, ISPa and ISPb,
will comprise data of the form where, for each client, we
have performance data for either ISPa or ISPb, but not both.
Such a dataset may thus be incomplete and therefore not suf-
ficient to compute the causal effect, as shown in Equation 1.

Instead, we can use such a dataset to compute correlation
or association. Let’s define association as simply the mea-
sure of observed effect on the outcome variable:

" = E(Y |X = 1) " E(Y |X = 0) (2)

It is well known that association is not a sufficient metric for
causal effect, and in general " #= !.

Example. Tables 1(a) and (b) illustrate the difference be-
tween association and causal effect using an example of
eight clients (a–h). The treatment variable X is binary; 1
if a user uses a particular ISP, and 0 otherwise. For simplic-
ity, the outcome (Y ) is also binary, 1 indicating that a client
observes good performance and 0 otherwise; both " and !
are in the range ["1, 1].

Table 1(a) shows an in situ dataset. In this dataset, clients
a–d do not use the ISP in question and clients e–h use the
ISP. Note that for each sample, only one or the other out-
come is observable. The association value in this dataset is
" = "3/4. If we use the association value as an indicator
of causal effect, we would infer that using the ISP causes a
significant negative impact on the performance.

Table 1(b), on the other hand, presents the ground-truth
performance values, G0 and G1, as the performance when
not using the ISP and performance when using the ISP for
the same client, respectively. These values could be obtained
by either subjecting the client to the two cases, or through an
oracle. For this set of clients, the true average causal effect
! = 1/8, which is quite small, implying that in reality, the
choice of ISP has no or little effect on the performance for
these clients. Although the in situ dataset is consistent with
the ground-truth, i.e., Y = GX , there is a clear discrepancy
between the observed association and the true causal effect.

Observed Baseline Performance

Observed Performance with the ISP
Association = E(Download time using Comcast)   
                     E(Download time not using Comcast)

We can observe association in an 
in situ data set.

In general,             .
How to estimate causal effect (  ) ? 

2. Background and Problem Formulation
In this section, we formalize the definitions and basic con-

cepts used for establishing ISP discrimination as the cause
of service degradation. We describe the concept of service,
service performance, ISP, and discrimination; the inference
of causal effect, how it relates to association and correla-
tion; and finally, approaches for quantifying causal effect.
We also formalize the application of causality to detecting
ISP discrimination.

2.1 Definitions

Service and Performance. A service is the “atomic unit”
of discrimination. An ISP may discriminate against traffic
for a particular service, e.g., Web search, traffic for a par-
ticular domain, or particular type of media, such as video.
Such traffic may be identifiable using the URL or the pro-
tocol. Similarly, ISPs may target specific applications, e.g.,
VoIP, or peer-to-peer file transfers. Performance, the out-
come variable, is specific to the service. For example, we
use server response time for HTTP requests, loss, and jit-
ter for VoIP traffic, and average throughput for peer-to-peer
traffic.

ISP and Discrimination. Discrimination against a service
is a function of ISP policy. The performance for a service
depends on both the properties of the ISP’s network, e.g.,
its location, as well as the policy of treating the traffic dif-
ferently. Thus, an objective evaluation of ISP discrimination
must adjust for the ISP’s network as a confounding factor. To
differentiate an ISP’s network from its discrimination policy,
we use the ISP brand or name as the causal variable referring
to the ISP’s discrimination policy. In the rest of the paper,
when we use ISP as the cause, we are referring to the ISP
policy or the brand with which the policy is associated.

We aim to detect whether a certain practice of an ISP re-
sults in poorer performance for a service compared to other
similar services or performance for the same service through
other ISPs. If an ISP’s policy of treating traffic differently
does not result in degradation of performance, we do not
consider it as discrimination.

2.2 Background for Causal Inference
Statistical methods offer tools for causal inference that

have been used in observational and experimental studies [6,
7]. NANO draws heavily on these techniques. In this sec-
tion, we review basic concepts and approaches for causal in-
ference, and how they relate to inferring ISP discrimination.

Causal Effect. The statement “X causes Y” means that if
there is a change in the value of variable X , then we expect a
change in value of variable Y . We refer to X as the treatment
variable and Y as the outcome variable.

In the context of this paper, accessing a particular service
through an ISP is our treatment variable (X), and the ob-
served performance of a service (Y ) is our outcome variable.
Thus, treatment is a binary variable; X ! {0, 1}, X = 1
when we access the service through the ISP, and X = 0
when we do not (e.g., access the service through an alterna-
tive ISP). The value of outcome variable Y depends on the
performance metric and the service for which we are mea-

suring the performance.
The goal of causal inference is to estimate the effect of

the treatment variable (the ISP) on the outcome variable (the
service performance). Let’s define ground-truth value for
the outcome random variable as GX , so that G1 is the out-
come value for a client when X = 1, and G0 is the outcome
value when X = 0. We will refer to the outcome when not
using the ISP (X = 0) as the baseline—we can define base-
line in a number of ways, as we describe in more detail in
Section 3.1.2.

We can quantify the average causal effect of using an ISP
as the expected difference in the ground truth of service per-
formance between using the ISP and the baseline.

! = E(G1) " E(G0) (1)

Note that to compute the causal effect, !, we must observe
values of the outcome both under the treatment and without
the treatment.

Association vs. Causal Effect. In a typical in situ dataset,
each sample presents only the value of the outcome variable
either under the treatment, or under the lack of the treatment,
but not both; e.g., a dataset about users accessing a particular
service through one of the two possible ISPs, ISPa and ISPb,
will comprise data of the form where, for each client, we
have performance data for either ISPa or ISPb, but not both.
Such a dataset may thus be incomplete and therefore not suf-
ficient to compute the causal effect, as shown in Equation 1.

Instead, we can use such a dataset to compute correlation
or association. Let’s define association as simply the mea-
sure of observed effect on the outcome variable:

" = E(Y |X = 1) " E(Y |X = 0) (2)

It is well known that association is not a sufficient metric for
causal effect, and in general " #= !.

Example. Tables 1(a) and (b) illustrate the difference be-
tween association and causal effect using an example of
eight clients (a–h). The treatment variable X is binary; 1
if a user uses a particular ISP, and 0 otherwise. For simplic-
ity, the outcome (Y ) is also binary, 1 indicating that a client
observes good performance and 0 otherwise; both " and !
are in the range ["1, 1].

Table 1(a) shows an in situ dataset. In this dataset, clients
a–d do not use the ISP in question and clients e–h use the
ISP. Note that for each sample, only one or the other out-
come is observable. The association value in this dataset is
" = "3/4. If we use the association value as an indicator
of causal effect, we would infer that using the ISP causes a
significant negative impact on the performance.

Table 1(b), on the other hand, presents the ground-truth
performance values, G0 and G1, as the performance when
not using the ISP and performance when using the ISP for
the same client, respectively. These values could be obtained
by either subjecting the client to the two cases, or through an
oracle. For this set of clients, the true average causal effect
! = 1/8, which is quite small, implying that in reality, the
choice of ISP has no or little effect on the performance for
these clients. Although the in situ dataset is consistent with
the ground-truth, i.e., Y = GX , there is a clear discrepancy
between the observed association and the true causal effect.

2. Background and Problem Formulation
In this section, we formalize the definitions and basic con-

cepts used for establishing ISP discrimination as the cause
of service degradation. We describe the concept of service,
service performance, ISP, and discrimination; the inference
of causal effect, how it relates to association and correla-
tion; and finally, approaches for quantifying causal effect.
We also formalize the application of causality to detecting
ISP discrimination.

2.1 Definitions

Service and Performance. A service is the “atomic unit”
of discrimination. An ISP may discriminate against traffic
for a particular service, e.g., Web search, traffic for a par-
ticular domain, or particular type of media, such as video.
Such traffic may be identifiable using the URL or the pro-
tocol. Similarly, ISPs may target specific applications, e.g.,
VoIP, or peer-to-peer file transfers. Performance, the out-
come variable, is specific to the service. For example, we
use server response time for HTTP requests, loss, and jit-
ter for VoIP traffic, and average throughput for peer-to-peer
traffic.

ISP and Discrimination. Discrimination against a service
is a function of ISP policy. The performance for a service
depends on both the properties of the ISP’s network, e.g.,
its location, as well as the policy of treating the traffic dif-
ferently. Thus, an objective evaluation of ISP discrimination
must adjust for the ISP’s network as a confounding factor. To
differentiate an ISP’s network from its discrimination policy,
we use the ISP brand or name as the causal variable referring
to the ISP’s discrimination policy. In the rest of the paper,
when we use ISP as the cause, we are referring to the ISP
policy or the brand with which the policy is associated.

We aim to detect whether a certain practice of an ISP re-
sults in poorer performance for a service compared to other
similar services or performance for the same service through
other ISPs. If an ISP’s policy of treating traffic differently
does not result in degradation of performance, we do not
consider it as discrimination.

2.2 Background for Causal Inference
Statistical methods offer tools for causal inference that

have been used in observational and experimental studies [6,
7]. NANO draws heavily on these techniques. In this sec-
tion, we review basic concepts and approaches for causal in-
ference, and how they relate to inferring ISP discrimination.

Causal Effect. The statement “X causes Y” means that if
there is a change in the value of variable X , then we expect a
change in value of variable Y . We refer to X as the treatment
variable and Y as the outcome variable.

In the context of this paper, accessing a particular service
through an ISP is our treatment variable (X), and the ob-
served performance of a service (Y ) is our outcome variable.
Thus, treatment is a binary variable; X ! {0, 1}, X = 1
when we access the service through the ISP, and X = 0
when we do not (e.g., access the service through an alterna-
tive ISP). The value of outcome variable Y depends on the
performance metric and the service for which we are mea-

suring the performance.
The goal of causal inference is to estimate the effect of

the treatment variable (the ISP) on the outcome variable (the
service performance). Let’s define ground-truth value for
the outcome random variable as GX , so that G1 is the out-
come value for a client when X = 1, and G0 is the outcome
value when X = 0. We will refer to the outcome when not
using the ISP (X = 0) as the baseline—we can define base-
line in a number of ways, as we describe in more detail in
Section 3.1.2.

We can quantify the average causal effect of using an ISP
as the expected difference in the ground truth of service per-
formance between using the ISP and the baseline.

! = E(G1) " E(G0) (1)

Note that to compute the causal effect, !, we must observe
values of the outcome both under the treatment and without
the treatment.

Association vs. Causal Effect. In a typical in situ dataset,
each sample presents only the value of the outcome variable
either under the treatment, or under the lack of the treatment,
but not both; e.g., a dataset about users accessing a particular
service through one of the two possible ISPs, ISPa and ISPb,
will comprise data of the form where, for each client, we
have performance data for either ISPa or ISPb, but not both.
Such a dataset may thus be incomplete and therefore not suf-
ficient to compute the causal effect, as shown in Equation 1.

Instead, we can use such a dataset to compute correlation
or association. Let’s define association as simply the mea-
sure of observed effect on the outcome variable:

" = E(Y |X = 1) " E(Y |X = 0) (2)

It is well known that association is not a sufficient metric for
causal effect, and in general " #= !.

Example. Tables 1(a) and (b) illustrate the difference be-
tween association and causal effect using an example of
eight clients (a–h). The treatment variable X is binary; 1
if a user uses a particular ISP, and 0 otherwise. For simplic-
ity, the outcome (Y ) is also binary, 1 indicating that a client
observes good performance and 0 otherwise; both " and !
are in the range ["1, 1].

Table 1(a) shows an in situ dataset. In this dataset, clients
a–d do not use the ISP in question and clients e–h use the
ISP. Note that for each sample, only one or the other out-
come is observable. The association value in this dataset is
" = "3/4. If we use the association value as an indicator
of causal effect, we would infer that using the ISP causes a
significant negative impact on the performance.

Table 1(b), on the other hand, presents the ground-truth
performance values, G0 and G1, as the performance when
not using the ISP and performance when using the ISP for
the same client, respectively. These values could be obtained
by either subjecting the client to the two cases, or through an
oracle. For this set of clients, the true average causal effect
! = 1/8, which is quite small, implying that in reality, the
choice of ISP has no or little effect on the performance for
these clients. Although the in situ dataset is consistent with
the ground-truth, i.e., Y = GX , there is a clear discrepancy
between the observed association and the true causal effect.
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Estimating the Causal Effect

Two common approaches

a. Random Treatment

b. Adjusting for Confounding 
Variables
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Random Treatment
Given a population:

1. Treat subjects with Aspirin randomly, 
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Random Treatment
Given a population:

1. Treat subjects with Aspirin randomly, 
irrespective of their health

2. Observe new outcome and 
measure association

Aspirin
Treated 

Not Aspirin
Treated 
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= 0.8 - 0.25 = 0.55

2. Background and Problem Formulation
In this section, we formalize the definitions and basic con-

cepts used for establishing ISP discrimination as the cause
of service degradation. We describe the concept of service,
service performance, ISP, and discrimination; the inference
of causal effect, how it relates to association and correla-
tion; and finally, approaches for quantifying causal effect.
We also formalize the application of causality to detecting
ISP discrimination.

2.1 Definitions

Service and Performance. A service is the “atomic unit”
of discrimination. An ISP may discriminate against traffic
for a particular service, e.g., Web search, traffic for a par-
ticular domain, or particular type of media, such as video.
Such traffic may be identifiable using the URL or the pro-
tocol. Similarly, ISPs may target specific applications, e.g.,
VoIP, or peer-to-peer file transfers. Performance, the out-
come variable, is specific to the service. For example, we
use server response time for HTTP requests, loss, and jit-
ter for VoIP traffic, and average throughput for peer-to-peer
traffic.

ISP and Discrimination. Discrimination against a service
is a function of ISP policy. The performance for a service
depends on both the properties of the ISP’s network, e.g.,
its location, as well as the policy of treating the traffic dif-
ferently. Thus, an objective evaluation of ISP discrimination
must adjust for the ISP’s network as a confounding factor. To
differentiate an ISP’s network from its discrimination policy,
we use the ISP brand or name as the causal variable referring
to the ISP’s discrimination policy. In the rest of the paper,
when we use ISP as the cause, we are referring to the ISP
policy or the brand with which the policy is associated.

We aim to detect whether a certain practice of an ISP re-
sults in poorer performance for a service compared to other
similar services or performance for the same service through
other ISPs. If an ISP’s policy of treating traffic differently
does not result in degradation of performance, we do not
consider it as discrimination.

2.2 Background for Causal Inference
Statistical methods offer tools for causal inference that

have been used in observational and experimental studies [6,
7]. NANO draws heavily on these techniques. In this sec-
tion, we review basic concepts and approaches for causal in-
ference, and how they relate to inferring ISP discrimination.

Causal Effect. The statement “X causes Y” means that if
there is a change in the value of variable X , then we expect a
change in value of variable Y . We refer to X as the treatment
variable and Y as the outcome variable.

In the context of this paper, accessing a particular service
through an ISP is our treatment variable (X), and the ob-
served performance of a service (Y ) is our outcome variable.
Thus, treatment is a binary variable; X ! {0, 1}, X = 1
when we access the service through the ISP, and X = 0
when we do not (e.g., access the service through an alterna-
tive ISP). The value of outcome variable Y depends on the
performance metric and the service for which we are mea-

suring the performance.
The goal of causal inference is to estimate the effect of

the treatment variable (the ISP) on the outcome variable (the
service performance). Let’s define ground-truth value for
the outcome random variable as GX , so that G1 is the out-
come value for a client when X = 1, and G0 is the outcome
value when X = 0. We will refer to the outcome when not
using the ISP (X = 0) as the baseline—we can define base-
line in a number of ways, as we describe in more detail in
Section 3.1.2.

We can quantify the average causal effect of using an ISP
as the expected difference in the ground truth of service per-
formance between using the ISP and the baseline.

! = E(G1) " E(G0) (1)

Note that to compute the causal effect, !, we must observe
values of the outcome both under the treatment and without
the treatment.

Association vs. Causal Effect. In a typical in situ dataset,
each sample presents only the value of the outcome variable
either under the treatment, or under the lack of the treatment,
but not both; e.g., a dataset about users accessing a particular
service through one of the two possible ISPs, ISPa and ISPb,
will comprise data of the form where, for each client, we
have performance data for either ISPa or ISPb, but not both.
Such a dataset may thus be incomplete and therefore not suf-
ficient to compute the causal effect, as shown in Equation 1.

Instead, we can use such a dataset to compute correlation
or association. Let’s define association as simply the mea-
sure of observed effect on the outcome variable:

" = E(Y |X = 1) " E(Y |X = 0) (2)

It is well known that association is not a sufficient metric for
causal effect, and in general " #= !.

Example. Tables 1(a) and (b) illustrate the difference be-
tween association and causal effect using an example of
eight clients (a–h). The treatment variable X is binary; 1
if a user uses a particular ISP, and 0 otherwise. For simplic-
ity, the outcome (Y ) is also binary, 1 indicating that a client
observes good performance and 0 otherwise; both " and !
are in the range ["1, 1].

Table 1(a) shows an in situ dataset. In this dataset, clients
a–d do not use the ISP in question and clients e–h use the
ISP. Note that for each sample, only one or the other out-
come is observable. The association value in this dataset is
" = "3/4. If we use the association value as an indicator
of causal effect, we would infer that using the ISP causes a
significant negative impact on the performance.

Table 1(b), on the other hand, presents the ground-truth
performance values, G0 and G1, as the performance when
not using the ISP and performance when using the ISP for
the same client, respectively. These values could be obtained
by either subjecting the client to the two cases, or through an
oracle. For this set of clients, the true average causal effect
! = 1/8, which is quite small, implying that in reality, the
choice of ISP has no or little effect on the performance for
these clients. Although the in situ dataset is consistent with
the ground-truth, i.e., Y = GX , there is a clear discrepancy
between the observed association and the true causal effect.
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2. Background and Problem Formulation
In this section, we formalize the definitions and basic con-

cepts used for establishing ISP discrimination as the cause
of service degradation. We describe the concept of service,
service performance, ISP, and discrimination; the inference
of causal effect, how it relates to association and correla-
tion; and finally, approaches for quantifying causal effect.
We also formalize the application of causality to detecting
ISP discrimination.

2.1 Definitions

Service and Performance. A service is the “atomic unit”
of discrimination. An ISP may discriminate against traffic
for a particular service, e.g., Web search, traffic for a par-
ticular domain, or particular type of media, such as video.
Such traffic may be identifiable using the URL or the pro-
tocol. Similarly, ISPs may target specific applications, e.g.,
VoIP, or peer-to-peer file transfers. Performance, the out-
come variable, is specific to the service. For example, we
use server response time for HTTP requests, loss, and jit-
ter for VoIP traffic, and average throughput for peer-to-peer
traffic.

ISP and Discrimination. Discrimination against a service
is a function of ISP policy. The performance for a service
depends on both the properties of the ISP’s network, e.g.,
its location, as well as the policy of treating the traffic dif-
ferently. Thus, an objective evaluation of ISP discrimination
must adjust for the ISP’s network as a confounding factor. To
differentiate an ISP’s network from its discrimination policy,
we use the ISP brand or name as the causal variable referring
to the ISP’s discrimination policy. In the rest of the paper,
when we use ISP as the cause, we are referring to the ISP
policy or the brand with which the policy is associated.

We aim to detect whether a certain practice of an ISP re-
sults in poorer performance for a service compared to other
similar services or performance for the same service through
other ISPs. If an ISP’s policy of treating traffic differently
does not result in degradation of performance, we do not
consider it as discrimination.

2.2 Background for Causal Inference
Statistical methods offer tools for causal inference that

have been used in observational and experimental studies [6,
7]. NANO draws heavily on these techniques. In this sec-
tion, we review basic concepts and approaches for causal in-
ference, and how they relate to inferring ISP discrimination.

Causal Effect. The statement “X causes Y” means that if
there is a change in the value of variable X , then we expect a
change in value of variable Y . We refer to X as the treatment
variable and Y as the outcome variable.

In the context of this paper, accessing a particular service
through an ISP is our treatment variable (X), and the ob-
served performance of a service (Y ) is our outcome variable.
Thus, treatment is a binary variable; X ! {0, 1}, X = 1
when we access the service through the ISP, and X = 0
when we do not (e.g., access the service through an alterna-
tive ISP). The value of outcome variable Y depends on the
performance metric and the service for which we are mea-

suring the performance.
The goal of causal inference is to estimate the effect of

the treatment variable (the ISP) on the outcome variable (the
service performance). Let’s define ground-truth value for
the outcome random variable as GX , so that G1 is the out-
come value for a client when X = 1, and G0 is the outcome
value when X = 0. We will refer to the outcome when not
using the ISP (X = 0) as the baseline—we can define base-
line in a number of ways, as we describe in more detail in
Section 3.1.2.

We can quantify the average causal effect of using an ISP
as the expected difference in the ground truth of service per-
formance between using the ISP and the baseline.

! = E(G1) " E(G0) (1)

Note that to compute the causal effect, !, we must observe
values of the outcome both under the treatment and without
the treatment.

Association vs. Causal Effect. In a typical in situ dataset,
each sample presents only the value of the outcome variable
either under the treatment, or under the lack of the treatment,
but not both; e.g., a dataset about users accessing a particular
service through one of the two possible ISPs, ISPa and ISPb,
will comprise data of the form where, for each client, we
have performance data for either ISPa or ISPb, but not both.
Such a dataset may thus be incomplete and therefore not suf-
ficient to compute the causal effect, as shown in Equation 1.

Instead, we can use such a dataset to compute correlation
or association. Let’s define association as simply the mea-
sure of observed effect on the outcome variable:

" = E(Y |X = 1) " E(Y |X = 0) (2)

It is well known that association is not a sufficient metric for
causal effect, and in general " #= !.

Example. Tables 1(a) and (b) illustrate the difference be-
tween association and causal effect using an example of
eight clients (a–h). The treatment variable X is binary; 1
if a user uses a particular ISP, and 0 otherwise. For simplic-
ity, the outcome (Y ) is also binary, 1 indicating that a client
observes good performance and 0 otherwise; both " and !
are in the range ["1, 1].

Table 1(a) shows an in situ dataset. In this dataset, clients
a–d do not use the ISP in question and clients e–h use the
ISP. Note that for each sample, only one or the other out-
come is observable. The association value in this dataset is
" = "3/4. If we use the association value as an indicator
of causal effect, we would infer that using the ISP causes a
significant negative impact on the performance.

Table 1(b), on the other hand, presents the ground-truth
performance values, G0 and G1, as the performance when
not using the ISP and performance when using the ISP for
the same client, respectively. These values could be obtained
by either subjecting the client to the two cases, or through an
oracle. For this set of clients, the true average causal effect
! = 1/8, which is quite small, implying that in reality, the
choice of ISP has no or little effect on the performance for
these clients. Although the in situ dataset is consistent with
the ground-truth, i.e., Y = GX , there is a clear discrepancy
between the observed association and the true causal effect.
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Instead, we can use such a dataset to compute correlation
or association. Let’s define association as simply the mea-
sure of observed effect on the outcome variable:
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It is well known that association is not a sufficient metric for
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Example. Tables 1(a) and (b) illustrate the difference be-
tween association and causal effect using an example of
eight clients (a–h). The treatment variable X is binary; 1
if a user uses a particular ISP, and 0 otherwise. For simplic-
ity, the outcome (Y ) is also binary, 1 indicating that a client
observes good performance and 0 otherwise; both " and !
are in the range ["1, 1].

Table 1(a) shows an in situ dataset. In this dataset, clients
a–d do not use the ISP in question and clients e–h use the
ISP. Note that for each sample, only one or the other out-
come is observable. The association value in this dataset is
" = "3/4. If we use the association value as an indicator
of causal effect, we would infer that using the ISP causes a
significant negative impact on the performance.

Table 1(b), on the other hand, presents the ground-truth
performance values, G0 and G1, as the performance when
not using the ISP and performance when using the ISP for
the same client, respectively. These values could be obtained
by either subjecting the client to the two cases, or through an
oracle. For this set of clients, the true average causal effect
! = 1/8, which is quite small, implying that in reality, the
choice of ISP has no or little effect on the performance for
these clients. Although the in situ dataset is consistent with
the ground-truth, i.e., Y = GX , there is a clear discrepancy
between the observed association and the true causal effect.
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Random Treatment 
(How to apply to the ISP Case?)

• Ask clients to change their ISP to an 
arbitrary one

• Difficult to achieve on the Internet 
Changing ISP is cumbersome for the users 

Changing ISP may change other confounding 
variables, i.e., the ISP network
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Adjusting for Confounding 
Variables

1. List confounders
e.g., gender ={    ,     }
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Adjusting for Confounding 
Variables

1. List confounders
e.g., gender ={    ,     }

2. Collect a data set

An in situ data set
Treatment: 

Baseline: Border(     ,    )
Treated: No border

Outcome: 
Healthy (H), Not Healthy (!H)

Stratum: Type {Circle, Square}
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What is the Baseline?
Baseline: service performance when ISP is 
NOT used

We need to use some ISP for comparison 

What if the one we use is not neutral

Solutions:

a. Use average performance over all other ISPs

b. Use a lab model

c. Use service providers’ model
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Determine Confounding Variables
Using Domain Knowledge
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Client Side
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Resources (Memory, CPU, Utilization)
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Determine Confounding Variables

Client Side

Client setup (Network Setup)

Application (Browser, BT Client, VoIP client)

Resources (Memory, CPU, Utilization)

ISP Related

Not all ISPs are equal; e.g., location.

Temporal

Diurnal cycles, transient failures

Using Domain Knowledge
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Label data in two classes: 
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non-discriminated (+)
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•Clients use two applications:
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•App is confounding
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A Simple Simulation
•Clients use two applications:
   App1 and App2 to access services

•Service 1 is slower using App2

•App is confounding
•ISPB throttles access to Service 1

Association
Service 1 Service 2

Baseline 7.68 2.67
ISPB 8.60 2.7

Association 0.92 (10%) 0.04 (1%)

Causation
Service 1 Service 2

App1 App2 App1 App2

Baseline 9.90 2.77 2.61 2.59
ISPB 11.95 7.95 2.67 2.67

Causation 2.05 (20%) 5.18(187%) 0.06(2%) 0.12(4%)
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NANO: Black-box approach to infer and 
quantify discrimination; generically applicable.

Ongoing work, Open Issues:

Privacy: Can we do local inference?

Deployment: PlanetLab, CPR, Real Users

How much data?: Depends on variance

Contact: mmt@gatech.edu
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Variables
• Causal Variables (X)

The brand of an ISP

IP address to ISP name mapping

• Outcome Variables (Y)

Identify the Service

The performance of a service

Throughput, Delay, Jitter, Loss

• Confounding Variables (Z)

Those that correlate with both
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Adjusting for Confounding 
Variables

• Treatment ( whether using ISP i ): Xi

Outcome ( performance of service j ): Yj

Causal Effect:
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Adjusting for Confounding 
Variables

• Treatment ( whether using ISP i ): Xi

Outcome ( performance of service j ): Yj

Causal Effect:

(a) Original (b) Active (c) Random
Dataset Treatment Treatment

X Y C0 C1 X Y C0 C1 X Y
a 0 1 1 1! 0 1 1 1! 1 1
b 0 1 1 1! 0 1 1 1! 0 1
c 0 1 1 1! 0 1 1 1! 1 1
d 0 1 1 1! 0 1 1! 1 0 1
e 1 0 0! 0 0 0 0 0! 1 0
f 1 0 0! 0 0 0 0 0! 0 0
g 1 0 0! 0 0 0 0 0! 0 0
h 1 0 0! 0 1 0 0! 0 1 0

! = !1, " = 0 ! = !3/7, " = 0 ! = 0

Table 1: (a) Association (!) is not equal to causal effect ("). (b) Active
Treatment Results in significantly different association. (c) Association
estimates causal effect under random treatment assignment.

In Table 1a, the observed values of Y indicate an associ-
ation of !1, which, if taken as an indication of causal re-
lationship, would imply that the ISP is causing degradation
of performance. The values of (unobserved) counterfactu-
als on the other hand indicate that the performance values
for all the customers are agnostic of the choice of ISP; cus-
tomers a–d will have good performance, and customers e–h
will have poor performance, irrespective of the ISP. Such a
situation is easy to conceive; for example, all the users in
the first set might be using a better application, e.g., a better
Web-browser, which results in better performance, whereas
the users in the second set are using a browser that is not
well suited for that particular service.

Suppose now that we advise the customers e–h to switch to
a different ISP, that we believe is not discriminating, and all
customers, with exception of customer g, switch. Table 1b
shows the values after this active change of treatment. The
value of association has become significantly smaller (4/7 -
1 = -3/7), indicating that use of association from the initial
dataset to infer causation was wrong. Note that the causal
effect remains same, although it is not measurable from the
dataset because of the unobservability of the counterfactuals.

2.2.3 Random Treatment

Because counterfactuals (C0, C1) are not simultaneously
observable, we cannot estimate the true causal effect (eq. 2),
just from a passive dataset. Fortunately, if we assign the sub-
jects to the treatment in a way that is independent of the out-
come, then in certain conditions, association is an unbiased
estimator of the causal effect. This holds because when X is
independent of CX , then E(CX) = E(CX |X) = E(Y |X);
(a formal proof can be found in [9] pp. 254–255). In Table 1c
we randomly assign a treatment, 0 or 1, to the clients and we
see that ! approaches ".

For association to converge to causal effect with random
treatment, all other variables in the system that have a causal
association with the outcome variable must remain the same,
or change only as a result of the treatment. This requirement
can be difficult to satisfy in reality. In the above example, if
changing the ISP brand also means that the users must access
the content through a radically different network, we cannot
use the mere difference of performance seen from the two
ISPs as indication of interference: the association may not
converge to causal effect under these conditions because the
independence condition is not satisfied.

2.2.4 Adjusting for Confounding Variables without
Random Treatment

Because it is difficult to emulate random treatment on the

real Internet (e.g., we cannot ask users to change their ISPs,
and even if we could, a change in ISP is accompanied by
a change in network), we would like NANO to rely mainly
on passive measurements. Unfortunately, as we saw in the
example in Table 1, passive dataset can be biased and we
cannot use association for causal inference.

Fortunately, there is a way to address this problem. If we
can find strata within the dataset, such that within each stra-
tum all the samples are very similar, then X and CX are
independent, and random-treatment like conditions are cre-
ated. As a result the association value within the stratum
converges to causal effect. The catch is in defining similar.

Confounding variables are correlated with both the treat-
ment and the outcome variables. Although there is no auto-
mated way of selecting these variables for a particular prob-
lem, with sufficient domain knowledge, we can determine
the set of such confounding variables with reasonable confi-
dence. Once the confounding variables are known, we can
define the similarity based on the closeness in values for the
confounding variables. If samples have similar values for
confounding factors, and we still observe correlation with
the treatment, then we can deduce a causal relationship with
confidence.

Let Z denote the set of confounding variables and z a stra-
tum, such that within the stratum the samples are sufficiently
similar and the treatment variable is independent of the po-
tential outcome variable, then the association within a stra-
tum is unbiased estimate of causal effect in that stratum [9]:

"(x; z) = E(Y |X = x, Z = B(z)) (3)
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"(x; z) represents the causal effect within the stratum z,
when treatment variable X = x. B(z) represents the values
of confounding variables in the stratum z. Finally, the total
causal effect for a particular value of X , "(x), is simply the
sum across all the strata.

2.3 Formal Problem Statement
We wish to calculate the causal effect "ij that estimates

how much the of a service j, denoted by Yj changes, when
it is accessed through ISP i, versus when it is not accessed
through ISP i, while adjusting for all the plausible confound-
ing variables Z . Based on Eq. 3 and Eq. 4, overall causal

effect, "ij , and causal effect within each stratum, "(z)
ij is:
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"ij(x; z) = E(Yj |Xi = x, Z = B(z)) (7)

NANO should raise an alarm when it confidently infers a
sufficiently negative causal effect for a particular service or a
particular stratum of a service. The following section details
how NANO addresses the challenges in collecting the data
and computing this causal effect.

3. NANO Design
The key challenges that NANO addresses are: (1) present-

ing a plausible set of confounding variables for the prob-
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Boundaries of a stratum z with all-things equal

(a) Original (b) Active (c) Random
Dataset Treatment Treatment

X Y C0 C1 X Y C0 C1 X Y
a 0 1 1 1! 0 1 1 1! 1 1
b 0 1 1 1! 0 1 1 1! 0 1
c 0 1 1 1! 0 1 1 1! 1 1
d 0 1 1 1! 0 1 1! 1 0 1
e 1 0 0! 0 0 0 0 0! 1 0
f 1 0 0! 0 0 0 0 0! 0 0
g 1 0 0! 0 0 0 0 0! 0 0
h 1 0 0! 0 1 0 0! 0 1 0

! = !1, " = 0 ! = !3/7, " = 0 ! = 0

Table 1: (a) Association (!) is not equal to causal effect ("). (b) Active
Treatment Results in significantly different association. (c) Association
estimates causal effect under random treatment assignment.

In Table 1a, the observed values of Y indicate an associ-
ation of !1, which, if taken as an indication of causal re-
lationship, would imply that the ISP is causing degradation
of performance. The values of (unobserved) counterfactu-
als on the other hand indicate that the performance values
for all the customers are agnostic of the choice of ISP; cus-
tomers a–d will have good performance, and customers e–h
will have poor performance, irrespective of the ISP. Such a
situation is easy to conceive; for example, all the users in
the first set might be using a better application, e.g., a better
Web-browser, which results in better performance, whereas
the users in the second set are using a browser that is not
well suited for that particular service.

Suppose now that we advise the customers e–h to switch to
a different ISP, that we believe is not discriminating, and all
customers, with exception of customer g, switch. Table 1b
shows the values after this active change of treatment. The
value of association has become significantly smaller (4/7 -
1 = -3/7), indicating that use of association from the initial
dataset to infer causation was wrong. Note that the causal
effect remains same, although it is not measurable from the
dataset because of the unobservability of the counterfactuals.

2.2.3 Random Treatment

Because counterfactuals (C0, C1) are not simultaneously
observable, we cannot estimate the true causal effect (eq. 2),
just from a passive dataset. Fortunately, if we assign the sub-
jects to the treatment in a way that is independent of the out-
come, then in certain conditions, association is an unbiased
estimator of the causal effect. This holds because when X is
independent of CX , then E(CX) = E(CX |X) = E(Y |X);
(a formal proof can be found in [9] pp. 254–255). In Table 1c
we randomly assign a treatment, 0 or 1, to the clients and we
see that ! approaches ".

For association to converge to causal effect with random
treatment, all other variables in the system that have a causal
association with the outcome variable must remain the same,
or change only as a result of the treatment. This requirement
can be difficult to satisfy in reality. In the above example, if
changing the ISP brand also means that the users must access
the content through a radically different network, we cannot
use the mere difference of performance seen from the two
ISPs as indication of interference: the association may not
converge to causal effect under these conditions because the
independence condition is not satisfied.

2.2.4 Adjusting for Confounding Variables without
Random Treatment

Because it is difficult to emulate random treatment on the

real Internet (e.g., we cannot ask users to change their ISPs,
and even if we could, a change in ISP is accompanied by
a change in network), we would like NANO to rely mainly
on passive measurements. Unfortunately, as we saw in the
example in Table 1, passive dataset can be biased and we
cannot use association for causal inference.

Fortunately, there is a way to address this problem. If we
can find strata within the dataset, such that within each stra-
tum all the samples are very similar, then X and CX are
independent, and random-treatment like conditions are cre-
ated. As a result the association value within the stratum
converges to causal effect. The catch is in defining similar.

Confounding variables are correlated with both the treat-
ment and the outcome variables. Although there is no auto-
mated way of selecting these variables for a particular prob-
lem, with sufficient domain knowledge, we can determine
the set of such confounding variables with reasonable confi-
dence. Once the confounding variables are known, we can
define the similarity based on the closeness in values for the
confounding variables. If samples have similar values for
confounding factors, and we still observe correlation with
the treatment, then we can deduce a causal relationship with
confidence.

Let Z denote the set of confounding variables and z a stra-
tum, such that within the stratum the samples are sufficiently
similar and the treatment variable is independent of the po-
tential outcome variable, then the association within a stra-
tum is unbiased estimate of causal effect in that stratum [9]:
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"(x; z) represents the causal effect within the stratum z,
when treatment variable X = x. B(z) represents the values
of confounding variables in the stratum z. Finally, the total
causal effect for a particular value of X , "(x), is simply the
sum across all the strata.

2.3 Formal Problem Statement
We wish to calculate the causal effect "ij that estimates

how much the of a service j, denoted by Yj changes, when
it is accessed through ISP i, versus when it is not accessed
through ISP i, while adjusting for all the plausible confound-
ing variables Z . Based on Eq. 3 and Eq. 4, overall causal
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NANO should raise an alarm when it confidently infers a
sufficiently negative causal effect for a particular service or a
particular stratum of a service. The following section details
how NANO addresses the challenges in collecting the data
and computing this causal effect.
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The key challenges that NANO addresses are: (1) present-
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(a) Original (b) Active (c) Random
Dataset Treatment Treatment

X Y C0 C1 X Y C0 C1 X Y
a 0 1 1 1! 0 1 1 1! 1 1
b 0 1 1 1! 0 1 1 1! 0 1
c 0 1 1 1! 0 1 1 1! 1 1
d 0 1 1 1! 0 1 1! 1 0 1
e 1 0 0! 0 0 0 0 0! 1 0
f 1 0 0! 0 0 0 0 0! 0 0
g 1 0 0! 0 0 0 0 0! 0 0
h 1 0 0! 0 1 0 0! 0 1 0

! = !1, " = 0 ! = !3/7, " = 0 ! = 0

Table 1: (a) Association (!) is not equal to causal effect ("). (b) Active
Treatment Results in significantly different association. (c) Association
estimates causal effect under random treatment assignment.

In Table 1a, the observed values of Y indicate an associ-
ation of !1, which, if taken as an indication of causal re-
lationship, would imply that the ISP is causing degradation
of performance. The values of (unobserved) counterfactu-
als on the other hand indicate that the performance values
for all the customers are agnostic of the choice of ISP; cus-
tomers a–d will have good performance, and customers e–h
will have poor performance, irrespective of the ISP. Such a
situation is easy to conceive; for example, all the users in
the first set might be using a better application, e.g., a better
Web-browser, which results in better performance, whereas
the users in the second set are using a browser that is not
well suited for that particular service.

Suppose now that we advise the customers e–h to switch to
a different ISP, that we believe is not discriminating, and all
customers, with exception of customer g, switch. Table 1b
shows the values after this active change of treatment. The
value of association has become significantly smaller (4/7 -
1 = -3/7), indicating that use of association from the initial
dataset to infer causation was wrong. Note that the causal
effect remains same, although it is not measurable from the
dataset because of the unobservability of the counterfactuals.

2.2.3 Random Treatment

Because counterfactuals (C0, C1) are not simultaneously
observable, we cannot estimate the true causal effect (eq. 2),
just from a passive dataset. Fortunately, if we assign the sub-
jects to the treatment in a way that is independent of the out-
come, then in certain conditions, association is an unbiased
estimator of the causal effect. This holds because when X is
independent of CX , then E(CX) = E(CX |X) = E(Y |X);
(a formal proof can be found in [9] pp. 254–255). In Table 1c
we randomly assign a treatment, 0 or 1, to the clients and we
see that ! approaches ".

For association to converge to causal effect with random
treatment, all other variables in the system that have a causal
association with the outcome variable must remain the same,
or change only as a result of the treatment. This requirement
can be difficult to satisfy in reality. In the above example, if
changing the ISP brand also means that the users must access
the content through a radically different network, we cannot
use the mere difference of performance seen from the two
ISPs as indication of interference: the association may not
converge to causal effect under these conditions because the
independence condition is not satisfied.

2.2.4 Adjusting for Confounding Variables without
Random Treatment

Because it is difficult to emulate random treatment on the

real Internet (e.g., we cannot ask users to change their ISPs,
and even if we could, a change in ISP is accompanied by
a change in network), we would like NANO to rely mainly
on passive measurements. Unfortunately, as we saw in the
example in Table 1, passive dataset can be biased and we
cannot use association for causal inference.

Fortunately, there is a way to address this problem. If we
can find strata within the dataset, such that within each stra-
tum all the samples are very similar, then X and CX are
independent, and random-treatment like conditions are cre-
ated. As a result the association value within the stratum
converges to causal effect. The catch is in defining similar.

Confounding variables are correlated with both the treat-
ment and the outcome variables. Although there is no auto-
mated way of selecting these variables for a particular prob-
lem, with sufficient domain knowledge, we can determine
the set of such confounding variables with reasonable confi-
dence. Once the confounding variables are known, we can
define the similarity based on the closeness in values for the
confounding variables. If samples have similar values for
confounding factors, and we still observe correlation with
the treatment, then we can deduce a causal relationship with
confidence.

Let Z denote the set of confounding variables and z a stra-
tum, such that within the stratum the samples are sufficiently
similar and the treatment variable is independent of the po-
tential outcome variable, then the association within a stra-
tum is unbiased estimate of causal effect in that stratum [9]:

"(x; z) = E(Y |X = x, Z = B(z)) (3)

"(x) =
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"(x; z) represents the causal effect within the stratum z,
when treatment variable X = x. B(z) represents the values
of confounding variables in the stratum z. Finally, the total
causal effect for a particular value of X , "(x), is simply the
sum across all the strata.

2.3 Formal Problem Statement
We wish to calculate the causal effect "ij that estimates

how much the of a service j, denoted by Yj changes, when
it is accessed through ISP i, versus when it is not accessed
through ISP i, while adjusting for all the plausible confound-
ing variables Z . Based on Eq. 3 and Eq. 4, overall causal
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NANO should raise an alarm when it confidently infers a
sufficiently negative causal effect for a particular service or a
particular stratum of a service. The following section details
how NANO addresses the challenges in collecting the data
and computing this causal effect.

3. NANO Design
The key challenges that NANO addresses are: (1) present-

ing a plausible set of confounding variables for the prob-
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Dataset Treatment Treatment
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a 0 1 1 1! 0 1 1 1! 1 1
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e 1 0 0! 0 0 0 0 0! 1 0
f 1 0 0! 0 0 0 0 0! 0 0
g 1 0 0! 0 0 0 0 0! 0 0
h 1 0 0! 0 1 0 0! 0 1 0

! = !1, " = 0 ! = !3/7, " = 0 ! = 0

Table 1: (a) Association (!) is not equal to causal effect ("). (b) Active
Treatment Results in significantly different association. (c) Association
estimates causal effect under random treatment assignment.

In Table 1a, the observed values of Y indicate an associ-
ation of !1, which, if taken as an indication of causal re-
lationship, would imply that the ISP is causing degradation
of performance. The values of (unobserved) counterfactu-
als on the other hand indicate that the performance values
for all the customers are agnostic of the choice of ISP; cus-
tomers a–d will have good performance, and customers e–h
will have poor performance, irrespective of the ISP. Such a
situation is easy to conceive; for example, all the users in
the first set might be using a better application, e.g., a better
Web-browser, which results in better performance, whereas
the users in the second set are using a browser that is not
well suited for that particular service.

Suppose now that we advise the customers e–h to switch to
a different ISP, that we believe is not discriminating, and all
customers, with exception of customer g, switch. Table 1b
shows the values after this active change of treatment. The
value of association has become significantly smaller (4/7 -
1 = -3/7), indicating that use of association from the initial
dataset to infer causation was wrong. Note that the causal
effect remains same, although it is not measurable from the
dataset because of the unobservability of the counterfactuals.

2.2.3 Random Treatment

Because counterfactuals (C0, C1) are not simultaneously
observable, we cannot estimate the true causal effect (eq. 2),
just from a passive dataset. Fortunately, if we assign the sub-
jects to the treatment in a way that is independent of the out-
come, then in certain conditions, association is an unbiased
estimator of the causal effect. This holds because when X is
independent of CX , then E(CX) = E(CX |X) = E(Y |X);
(a formal proof can be found in [9] pp. 254–255). In Table 1c
we randomly assign a treatment, 0 or 1, to the clients and we
see that ! approaches ".

For association to converge to causal effect with random
treatment, all other variables in the system that have a causal
association with the outcome variable must remain the same,
or change only as a result of the treatment. This requirement
can be difficult to satisfy in reality. In the above example, if
changing the ISP brand also means that the users must access
the content through a radically different network, we cannot
use the mere difference of performance seen from the two
ISPs as indication of interference: the association may not
converge to causal effect under these conditions because the
independence condition is not satisfied.

2.2.4 Adjusting for Confounding Variables without
Random Treatment

Because it is difficult to emulate random treatment on the

real Internet (e.g., we cannot ask users to change their ISPs,
and even if we could, a change in ISP is accompanied by
a change in network), we would like NANO to rely mainly
on passive measurements. Unfortunately, as we saw in the
example in Table 1, passive dataset can be biased and we
cannot use association for causal inference.

Fortunately, there is a way to address this problem. If we
can find strata within the dataset, such that within each stra-
tum all the samples are very similar, then X and CX are
independent, and random-treatment like conditions are cre-
ated. As a result the association value within the stratum
converges to causal effect. The catch is in defining similar.

Confounding variables are correlated with both the treat-
ment and the outcome variables. Although there is no auto-
mated way of selecting these variables for a particular prob-
lem, with sufficient domain knowledge, we can determine
the set of such confounding variables with reasonable confi-
dence. Once the confounding variables are known, we can
define the similarity based on the closeness in values for the
confounding variables. If samples have similar values for
confounding factors, and we still observe correlation with
the treatment, then we can deduce a causal relationship with
confidence.

Let Z denote the set of confounding variables and z a stra-
tum, such that within the stratum the samples are sufficiently
similar and the treatment variable is independent of the po-
tential outcome variable, then the association within a stra-
tum is unbiased estimate of causal effect in that stratum [9]:

"(x; z) = E(Y |X = x, Z = B(z)) (3)
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"(x; z) represents the causal effect within the stratum z,
when treatment variable X = x. B(z) represents the values
of confounding variables in the stratum z. Finally, the total
causal effect for a particular value of X , "(x), is simply the
sum across all the strata.

2.3 Formal Problem Statement
We wish to calculate the causal effect "ij that estimates

how much the of a service j, denoted by Yj changes, when
it is accessed through ISP i, versus when it is not accessed
through ISP i, while adjusting for all the plausible confound-
ing variables Z . Based on Eq. 3 and Eq. 4, overall causal
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NANO should raise an alarm when it confidently infers a
sufficiently negative causal effect for a particular service or a
particular stratum of a service. The following section details
how NANO addresses the challenges in collecting the data
and computing this causal effect.

3. NANO Design
The key challenges that NANO addresses are: (1) present-
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Sufficient Confounders? 

If we have enough variables, then we should 
be able to predict the performance

Suppose: Confounding Var (Z), Treatment (X), 
Outcome ( y )

Predict: 

Test for prediction error: 

(a) (b) (c)
Original Dataset Ground Truth (Oracle) Random Treatment
X Y G0 G1 X Y

a 0 1 1 1 1 1
b 0 1 1 1 0 1
c 0 1 1 1 1 1
d 0 1 1 1 0 1
e 1 0 0 0 1 0
f 1 0 0 0 0 0
g 1 0 0 0 0 0
h 1 1 0 1 1 1

! = !3/4 " = 1/8 ! = 0

Table 1: (a) Observed Association (!) in a passive dataset (b) True
causal effect (") in an example dataset: ! != ". (c) Association con-
verges to causal effect under random treatment assignment: ! " ".

2.3 Approaches for Estimating Causal Effect
This section presents two techniques for estimating the

causal effect, !. The first, random treatment, involves an ac-
tive experiment, where we randomly assign the treatment to
the clients and observe the association. The second, adjust-
ing for confounding variables, is a passive technique, where
we work with only an in situ dataset and estimate the overall
causal effect by aggregating the causal effect across several
small strata.

1. Random Treatment. Because the ground-truth values
(G0, G1) are not simultaneously observable, we cannot es-
timate the true causal effect (Eq. 1) from an in situ dataset
alone. Fortunately, if we assign the clients to the treatment in
a way that is independent of the outcome, then under certain
conditions, association is an unbiased estimator of causal ef-
fect. This property holds because when X is independent of
GX , then E(GX) = E(GX |X) = E(Y |X); see [9, pp. 254–
255] for a proof. In Table 1(c) we randomly assign a treat-
ment, 0 or 1, to the clients and see that association, ", con-
verges to the true causal effect, !.

For association to converge to causal effect with random
treatment, all other variables in the system that have a causal
association with the outcome variable must remain the as
we change the treatment. In the case of the example above,
association will converge to true causal effect under random
treatment, if and only if the original ISP and the alternative
ISP are both similar except for their discrimination policy.

Random treatment is difficult to emulate in the Internet for
two reasons. First, it is difficult to make users switch to an
arbitrary ISP, because not all ISPs may offer services in all
geographical areas, the users may be contractually bound to
a particular ISP, and asking users to switch ISPs is incon-
venient for users. Second, if changing the ISP brand also
means that the users must access the content through a rad-
ically different network which could affect the service per-
formance, then we cannot use the mere difference of per-
formance seen from the two ISPs as indication of interfer-
ence: the association may not converge to causal effect un-
der these conditions because the independence condition is
not satisfied. This situation is called operational confound-
ing: changing the treatment inadvertently or unavoidably
changes a confounding variable.

2. Adjusting for Confounding Variables. Because it is
difficult to emulate random treatment on the real Internet and
control operational confounding, we need to find a way to

adjust for the effects of confounding variables. NANO uses
the well-known stratification technique for this purpose [6].

Confounding variables are the extraneous variables in the
inference process that are correlated with both the treatment
and the outcome variables. As a result, if we simply ob-
serve the association between the treatment and the outcome
variables, we cannot infer causation or lack of it, because
we cannot be certain whether the change is due to change
in the treatment variable or a change in one or more of the
confounding variables.

With stratification, all samples in a stratum are similar in
terms of values for the confounding variables. As a result,
X and GX are independent of the confounding variables
within the stratum, essentially creating conditions that re-
semble random treatment. Thus, the association value within
the stratum converges to causal effect, and we can use asso-
ciation as a metric of causal effect within a strata.

2a. Challenges. This approach presents several challenges.
First, we must enumerate the confounding variables and col-
lect sufficient data to help disambiguate the true causal ef-
fect from the confounding effects. Second, we must define
the stratum boundaries in a way that satisfies the above con-
ditions. Unfortunately, there is no automated way to enu-
merate all the confounding variables for a given problem;
instead, we must rely on domain knowledge. Section 3 ad-
dresses these challenges.

2b. Formulation. In the context of NANO, we have multi-
ple ISPs and services; we wish to calculate the causal effect
!i,j that estimates how much the performance of a service j,
denoted by Yj , changes when it is accessed through ISP i,
versus when it is not accessed through ISP i. Let Z denote
the set of confounding variables, and s a stratum as described
above. The causal effect !i,j is formulated as:

!i,j(s; x) = E(Yj |Xi = x, Z ! B(s)) (3)

!i,j(s) = !i,j(s; 1) " !i,j(s; 0) (4)

!i,j =
!

s

!i,j(s) (5)

B(s) represents the range of values of confounding variables
in the stratum s. !i,j(s) represents the causal effect within
the stratum s. A key aspect is the term !i,j(s; 0) in Equa-
tion 4: it represents the baseline service performance, or the
service performance when the ISP is not used; we define this
concept in more detail in Section 3.1.2. Note that the units
for causal effect are same as for service performance, so we
can apply simple thresholds to detect discrimination.

2c. Sufficiency of Confounding Variables. Although there
is no simple or automatic way to enumerate all the confound-
ing variables for a problem, we can test whether a given list
is sufficient in the realm of a given dataset. To do so, we pre-
dict the value of the outcome variable using a non-parametric
regression function, f(), of the treatment variable, X , and
the confounding variables, Z , as ŷ = f(X ; Z). We then
compare the predicted value with the value of outcome vari-
able observed in the given dataset, y, using relative error,
|y " ŷ|/y. If X and Z are sufficient to define the outcome
Y , then the prediction error should be small.

(a) (b) (c)
Original Dataset Ground Truth (Oracle) Random Treatment
X Y G0 G1 X Y

a 0 1 1 1 1 1
b 0 1 1 1 0 1
c 0 1 1 1 1 1
d 0 1 1 1 0 1
e 1 0 0 0 1 0
f 1 0 0 0 0 0
g 1 0 0 0 0 0
h 1 1 0 1 1 1

! = !3/4 " = 1/8 ! = 0

Table 1: (a) Observed Association (!) in a passive dataset (b) True
causal effect (") in an example dataset: ! != ". (c) Association con-
verges to causal effect under random treatment assignment: ! " ".

2.3 Approaches for Estimating Causal Effect
This section presents two techniques for estimating the

causal effect, !. The first, random treatment, involves an ac-
tive experiment, where we randomly assign the treatment to
the clients and observe the association. The second, adjust-
ing for confounding variables, is a passive technique, where
we work with only an in situ dataset and estimate the overall
causal effect by aggregating the causal effect across several
small strata.

1. Random Treatment. Because the ground-truth values
(G0, G1) are not simultaneously observable, we cannot es-
timate the true causal effect (Eq. 1) from an in situ dataset
alone. Fortunately, if we assign the clients to the treatment in
a way that is independent of the outcome, then under certain
conditions, association is an unbiased estimator of causal ef-
fect. This property holds because when X is independent of
GX , then E(GX) = E(GX |X) = E(Y |X); see [9, pp. 254–
255] for a proof. In Table 1(c) we randomly assign a treat-
ment, 0 or 1, to the clients and see that association, ", con-
verges to the true causal effect, !.

For association to converge to causal effect with random
treatment, all other variables in the system that have a causal
association with the outcome variable must remain the as
we change the treatment. In the case of the example above,
association will converge to true causal effect under random
treatment, if and only if the original ISP and the alternative
ISP are both similar except for their discrimination policy.

Random treatment is difficult to emulate in the Internet for
two reasons. First, it is difficult to make users switch to an
arbitrary ISP, because not all ISPs may offer services in all
geographical areas, the users may be contractually bound to
a particular ISP, and asking users to switch ISPs is incon-
venient for users. Second, if changing the ISP brand also
means that the users must access the content through a rad-
ically different network which could affect the service per-
formance, then we cannot use the mere difference of per-
formance seen from the two ISPs as indication of interfer-
ence: the association may not converge to causal effect un-
der these conditions because the independence condition is
not satisfied. This situation is called operational confound-
ing: changing the treatment inadvertently or unavoidably
changes a confounding variable.

2. Adjusting for Confounding Variables. Because it is
difficult to emulate random treatment on the real Internet and
control operational confounding, we need to find a way to

adjust for the effects of confounding variables. NANO uses
the well-known stratification technique for this purpose [6].

Confounding variables are the extraneous variables in the
inference process that are correlated with both the treatment
and the outcome variables. As a result, if we simply ob-
serve the association between the treatment and the outcome
variables, we cannot infer causation or lack of it, because
we cannot be certain whether the change is due to change
in the treatment variable or a change in one or more of the
confounding variables.

With stratification, all samples in a stratum are similar in
terms of values for the confounding variables. As a result,
X and GX are independent of the confounding variables
within the stratum, essentially creating conditions that re-
semble random treatment. Thus, the association value within
the stratum converges to causal effect, and we can use asso-
ciation as a metric of causal effect within a strata.

2a. Challenges. This approach presents several challenges.
First, we must enumerate the confounding variables and col-
lect sufficient data to help disambiguate the true causal ef-
fect from the confounding effects. Second, we must define
the stratum boundaries in a way that satisfies the above con-
ditions. Unfortunately, there is no automated way to enu-
merate all the confounding variables for a given problem;
instead, we must rely on domain knowledge. Section 3 ad-
dresses these challenges.

2b. Formulation. In the context of NANO, we have multi-
ple ISPs and services; we wish to calculate the causal effect
!i,j that estimates how much the performance of a service j,
denoted by Yj , changes when it is accessed through ISP i,
versus when it is not accessed through ISP i. Let Z denote
the set of confounding variables, and s a stratum as described
above. The causal effect !i,j is formulated as:

!i,j(s; x) = E(Yj |Xi = x, Z ! B(s)) (3)

!i,j(s) = !i,j(s; 1) " !i,j(s; 0) (4)

!i,j =
!

s

!i,j(s) (5)

B(s) represents the range of values of confounding variables
in the stratum s. !i,j(s) represents the causal effect within
the stratum s. A key aspect is the term !i,j(s; 0) in Equa-
tion 4: it represents the baseline service performance, or the
service performance when the ISP is not used; we define this
concept in more detail in Section 3.1.2. Note that the units
for causal effect are same as for service performance, so we
can apply simple thresholds to detect discrimination.

2c. Sufficiency of Confounding Variables. Although there
is no simple or automatic way to enumerate all the confound-
ing variables for a problem, we can test whether a given list
is sufficient in the realm of a given dataset. To do so, we pre-
dict the value of the outcome variable using a non-parametric
regression function, f(), of the treatment variable, X , and
the confounding variables, Z , as ŷ = f(X ; Z). We then
compare the predicted value with the value of outcome vari-
able observed in the given dataset, y, using relative error,
|y " ŷ|/y. If X and Z are sufficient to define the outcome
Y , then the prediction error should be small.
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Incentivizing

• Useful Diagnostics get a piggybacked ride

NANO will identify transient failures in 
the elimination process

Useful diagnostics dashboard for the 
users
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P2P-ized Architecture

• Coordination to speed up inference and 
active learning
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