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Abstract
In this paper, we consider the problem of supporting modern
financial exchange services on the cloud premises. Important
exchange services rely on predictable, equal latency from the
servers to the participants for fair competition. Existing cloud
networks, however, are unable to offer such property, as they
were not originally designed for this purpose. We attempt to
tackle the problem of unfairness that stems from the lack of
determinism in cloud networks. We argue that predictable or
bounded latency is not necessary to achieve fairness. Inspired
by the use of logical clocks in distributed systems, we propose
a new approach that instead corrects for differences in latency
to the participants for fairness. We evaluate our approach in
simulation and show that it is feasible to achieve fairness under
highly variable network latency. Our approach is deployable
in contemporary cloud environments; it avoids limitations of
state-of-the-art and outperforms it.
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• Networks → Network protocol design; Network architec-
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1 Introduction
Cloud providers are continuously improving their datacenters
to provide better computing, networking and storage resources
to end customers. These innovations have helped many indus-
tries to forego the cumbersome task of building and maintain-
ing their own on-premise data centers and move to the cloud.
Despite all the investment and innovation from cloud providers,
cloud environments today are still not well suited for many
industries.

Major financial exchanges such as NASDAQ, CME, and
NYSE run their Central Exchange Server (CES) in on-premise
data centers. At a high level, the CES generates market data and
distributes it to various market participants (MPs) in real time.
Certain MPs (commonly known as high-frequency traders),
rapidly react to new market data issuing a high volume of
transactions: their profit is highly dependent on winning the
‘race for speed’, aiming to submit their trade orders before
other competitors. High frequency traders are very aggressive
in reducing latency: they often use smartNICs to shave off just
`𝑠 of latency on their end to gain competitive edge. To accom-
modate fair competition based on speed of trading, modern
financial exchanges offer simultaneous delivery of market data
to the interested MPs, as well as ordered processing of the
trade transactions based on their submission time (measured
at the MP). Such fairness is only provided to a fraction of the
MPs, and comes at a premium cost: financial exchanges offer
colocation services for MPs’ servers at the same datacenter as
the exchange’s CES, where they are able to provably guaran-
tee equal bidirectional latency from the CES to all colocated
MPs. Exchanges go to a great extent to ensure fairness for their
colocated MP customers; it is not uncommon, for example, to
use layer-1 fan-out switches for market data stream replication
and equal-length cables to all colocated MPs. For the rest of
the MPs – who either do not profit from such trading strate-
gies or cannot afford the colocation services – fairness of such
kind is not available. Such MPs typically receive the market
data stream and submit orders over variable-latency private or
shared WAN links, or through intermediate brokers.

Moving the CES to the cloud presents a huge business oppor-
tunity for major cloud providers such as Amazon, Google, and
Microsoft [11, 12]. Financial exchanges also have a strong in-
centive to move their business to the cloud: they could rapidly
increase market access to more participants, and also bene-
fit from modern cloud’s elastic resource scaling. To achieve
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smooth migration to the cloud, however, all of modern ex-
changes’ services need to be accommodated, including fair-
ness on speed trading which presents unique challenges. In
particular, ensuring fairness by providing deterministic equal
latency to the MPs similar to the on-premise datacenters, would
be quite challenging in the cloud. Cloud datacenters have orig-
inally been designed for a heterogeneous, multi-tenant envi-
ronment, aiming to accommodate diverse workloads. Even
if the MPs are located within the same cloud region as the
CES, it is hard to guarantee that the latency between CES and
various MPs will be the same. Copper and fiber optics cables
are not necessarily of equal length, network traffic is not evenly
balanced among the different paths, multiple vendors’ network
elements have different performance characteristics, network
oversubscription is still common in datacenters, and network
quality of service mechanisms for concurrent workloads are
only best effort.

Over the recent years, this problem has received some at-
tention from both the financial and computer science research
communities. CloudEx [3] proposes using high-precision clock
synchronization to ensure that the market data is released to
MPs simultaneously. In the event of latency spikes beyond a
certain threshold, however, CloudEx incurs unfairness. Un-
fortunately, production datacenters do not guarantee bounded
latency. Latency spikes – up to a few orders of magnitude in-
crease than average – are quite frequent [10]. Libra [9] orders
incoming trade requests based on their contents while Budish
et al. [1] propose aggregating real-time market data and deliv-
ering it in batches to the MPs along with aggregating incoming
trades corresponding to a batch. These approaches, however,
impose significant restrictions as they require changes to how
trades are processed at the CES [3].

In this paper, we set out to tackle the problem of providing
fairness for financial exchange systems that operate in modern
cloud datacenters. We observe that provably equal latency be-
tween CES and MPs is a useful property that helps ensuring
equal opportunity for market participants, but it is both hard
to achieve and not strictly essential for the purpose. Instead,
for our solution we adopt a radically different approach: we
choose to relax any assumptions for tight clock synchroniza-
tion among cloud nodes or predictable bounded latency in
datacenter networks. Further, our approach is general since
it does not require any changes to the core central exchange
algorithms. Our key premise is that, simultaneous delivery of
market data is only essential for reactive trades that are gen-
erated directly and quickly in response to specific real-time
market data points [9]. For all other trades, minor differences
in delivery times are not critical. For such reactive trades, we
do not need to ensure simultaneous delivery of market data.
We can alternatively achieve fairness by enforcing ordering on
incoming trade requests based on the duration it took for each
participant to react, i.e, time taken to submit a trade since the
reception of some particular market data (response time).

The challenge in ordering trades this way is that it is hard
to measure response times since the cloud-provider does not
know how the MP generated a specific trade (i.e., which data
triggered the trade). Inspired by the use of logical clocks for
ordering events in distributed systems [6, 7], we introduce the
notion of “Delivery Clocks” to overcome this issue. Corre-
sponding to each MP, we maintain a delivery clock that tracks
the progress of market data delivery to the MP. We show that
ordering trades from the MP based on its delivery clock (DBO)
coupled with controlling how these delivery clocks advance
can help account for delay variations in delivery of market data
to MPs and enable the CES to achieve response time fairness.

To this end, in §3, we first show how DBO on its own can
help improve fairness. Next, we establish some fundamental
requirements on pacing of market data delivery for achieving
perfect fairness. We show that if these requirements are met,
DBO can indeed provide perfect fairness. In §5, we use DBO
and the constraints on pacing as our guiding principles to
propose a few simple schemes and evaluate their performance.

Contrary to the current modus operandi of financial ex-
changes, where fairness has limited scalability and comes at a
premium, our solution does not rely on equal latency between
the CES and MPs and hence scales to arbitrarily sized data-
centers or even across datacenters and regions. This property
could be the building block for democratizing fairness in finan-
cial exchanges, with all MPs getting equal opportunities when
trading.

2 Background
2.1 High-level Architecture
Fig. 1 shows the main components of our system. This archi-
tecture is roughly in line with earlier works [3, 9].
Outgoing market data: The CES generates a stream of real-
time market data. There are multiple MPs, all located within
the cloud. For each MP there is an associated Release Buffer
(RB) that is controlled by the cloud-provider. Each RB receives
market data directly from the CES; then it decides when the
market data should be released to the corresponding MP.
Incoming trade orders: Each MP generates trades based on
the market data stream and submits it to the corresponding
RB. The RB tags the incoming trade with any additional infor-
mation necessary for fair ordering and forwards it to the CES.
At the CES, the ordering buffer (OB) orders incoming trades
based on the tagged information (§4.1) and forwards it to the
matching engine (ME).The ME, matches buy orders against
selling orders, and executes matched trade orders.
Notation: We refer to the 𝑥𝑡ℎ market data point as 𝑥 . (𝑖,𝑘)
refers to the 𝑘𝑡ℎ trade from MP𝑖 . Table 1 lists the notations
used in this paper.
Assumptions:
Proximity of RB to MP: Each RB is located sufficiently close to
its MP (e.g., colocated in the same VM as the MP, §4.2) and the
latency between a RB and MP pair does not impact fairness.
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Figure 1: Basic components. RBs and OB are controlled by the
cloud provider.

Notation Definition
𝐺 (𝑥) Real Time at which 𝑥 was generated at the CES.
𝑅𝑖 (𝑥) Real Time at which 𝑥 was received at RB𝑖 .
𝐷𝑖 (𝑥) Real Time at which 𝑥 was delivered by RB𝑖 to MP𝑖 .
𝐴𝑖 (𝑘) Real Time at which (𝑖,𝑘) was submitted by MP𝑖 to RB𝑖 .
𝑓𝑖 (𝑘) Market data point used to generate (𝑖,𝑘). This function

is not known to anyone besides MP𝑖 .
𝑟𝑡𝑖 (𝑘) Response time of (𝑖,𝑘). 𝑟𝑡𝑖 (𝑘)=𝐴𝑖 (𝑘)−𝐷𝑖 (𝑓𝑖 (𝑘)).
𝑂 (𝑖,𝑘) The order in which OB forwards trades to the ME. If

𝑂 (𝑖,𝑘)<𝑂 ( 𝑗,𝑙) then (𝑖,𝑘) is ordered before ( 𝑗,𝑙).
Table 1: Notation.

Communication model: Messages between a RB and the CES
are delivered in-order using a reliable transport (such as TCP).
Connection disruptions can be handled using timeouts (§5).We
focus on trades generated directly in response to the real-time
market data. 1

No failures: We do not consider scenarios where the MPs or
the CES fail. Existing solutions for replicating state machines
can potentially be used to handle such failures [6]. In the event
of a failure, our approach will likely incur unfairness.
2.2 Related Work
CloudEx [3] leverages clock synchronization for fairness. Mar-
ket data 𝑥 is delivered simultaneously to all MPs at a pre-
specified threshold (𝑇ℎ) from generation time (i.e., 𝐷𝑖 (𝑥) =
max(𝑅𝑖 (𝑥),𝐺 (𝑥)+𝑇ℎ). Incoming trades are simply processed
in the order of submission time (𝑂 (𝑖,𝑘)=𝐴𝑖 (𝑘)). An MP expe-
riences unfairness if the latency between the CES and the MP
goes beyond 𝑇ℎ and market data is delivered to it later than
intended. Our approach does not require synchronized clocks.
This is because, our approach only requires measuring time
intervals locally at each RB. For such purposes, each RB can
use its own local clock as long as the clock drift rate is small
(<0.02% in practice under a wide range of scenarios [8]).

3 Requirements for Achieving Fairness
In this section, we will establish fundamental requirements for
achieving fairness. We consider different variants of fairness.
At a high level, each variant argues that trades generated by

1MPs can also have access to external streams of data such as financial news
streams. Compared to real-time market data, such external streams are not
latency-critical and important for fairness.
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Figure 2: DBO can help correct for late delivery of data. Delivery
of market data to MP𝑖 is lagging behind MP𝑗 . There are two
trades (𝑖,𝑘) and ( 𝑗,𝑙) generated in response to the same market
data 𝑥 . ( 𝑗, 𝑙) was submitted before (𝑖, 𝑘) but response time of
(𝑖,𝑘) is less than ( 𝑗,𝑙). With DBO,𝑂 (𝑖,𝑘) (= ⟨𝑥,𝑟𝑡𝑖 (𝑘)⟩) <𝑂 ( 𝑗,𝑙) (=
⟨𝑥,𝑟𝑡 𝑗 (𝑙)⟩) and trade (𝑖,𝑘) is correctly ordered ahead of ( 𝑗,𝑙). Or-
dering based on the submission time leads to incorrect ordering.

different market participants based on the same market data in-
formation should be ordered based on the response time of the
market participants (i.e., faster MP’s trades should be ordered
ahead of other MPs). Note that, in this section our goal is not to
provide exact schemes for the delivery and ordering processes;
rather we only aim to establish the minimum constraints on
them to achieve perfect fairness. We will use these constraints
as guiding principles to propose concrete schemes in the next
section and show that these schemes can provide fairness with a
high probability. We begin by introducing delivery-time-based
ordering (DBO) and showing how it can be used to improve
fairness.
Delivery Clock: Competing MPs make trade decisions directly
in response to the same market data stream. Events correspond-
ing to the delivery of the same market data point to different
MPs, thus, relate to the same conceptual event. Each RB main-
tains a separate delivery clock to track these conceptual events.
Delivery clock is represented by a lexicographical tuple and
it increases monotonically with time. Formally, delivery clock
at RB𝑖 at time 𝑡 is given by,

𝐷𝐶𝑖 (𝑡)= ⟨𝑥𝑙 (𝑡),𝑡−𝐷𝑖 (𝑥𝑙 (𝑡))⟩. (1)
where 𝑥𝑙 (𝑡) is the latest data point that was delivered to MP𝑖

(i.e., 𝐷𝑖 (𝑥𝑙 (𝑡)) ≤ 𝑡 <𝐷𝑖 (𝑥𝑙 (𝑡)+1)). Interval, 𝑡−𝐷𝑖 (𝑥𝑙 (𝑡)), cor-
responds to the time that has elapsed since the latest delivery.2
This tuple tracks the progress of market data delivery to the
corresponding MP.

DEFINITION 1. DBO satisfies the following condition,
𝑂 (𝑖,𝑘)=𝐷𝐶𝑖 (𝐴𝑖 (𝑘)) . (2)

With DBO, trades are ordered based on the RB delivery clock
time at trade submission.3 In other words, DBO is ordering
trades from MPs relative to when they received the market
data. Intuitively, DBO can be thought of as a post hoc way of
correcting for time differences in delivery of market data to
MPs. For example, if market data delivery to a particular MP
lags behind other MPs (e.g., due to a latency spike), then its
2𝑡 −𝐷𝑖 (𝑥𝑙 (𝑡 ) ) can be computed based on the local clock of RB𝑖 .
3For DBO, each RB can tag this delivery clock time in trades before
forwarding them to the CES.
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delivery clock also lags behind. Compared to ordering trades
based on the submission time, with DBO, trades from this MP
receive a boost in ordering that can correct for the late delivery
(example in Fig. 2).

DBO alone is capable of partially correcting differences in
market data delivery across MPs. Perfect correction, would
require measuring the response time of a trade. The challenge,
however, is that a trade could have been generated in response
to any of the market data points delivered to the MP (and not
just the latest data point 𝑥𝑙 ). The RB/OB cannot trust the MP to
truthfully offer this information. We show that we can alleviate
this issue by enforcing certain restrictions on how the delivery
clocks advance across RBs (i.e., restrictions on the pace of
market data delivery to the MPs).

We will now derive the minimum requirements on the deliv-
ery processes for achieving fairness for arbitrary trade orders
for any ordering process.4 Further, if these delivery require-
ments are met, DBO ensures perfect ordering for fairness.
3.1 Strong Fairness

DEFINITION 2. An ordering process𝑂 is strongly fair if it
satisfies the following conditions,
𝐶1 : If𝐴𝑖 (𝑘)<𝐴𝑖 (𝑙), then,𝑂 (𝑖,𝑘)<𝑂 (𝑖,𝑙).
𝐶2 : If 𝑓𝑖 (𝑘)= 𝑓𝑗 (𝑙)∧𝑟𝑡𝑖 (𝑘)<𝑟𝑡 𝑗 (𝑙), then,𝑂 (𝑖,𝑘)<𝑂 ( 𝑗,𝑙).
Condition𝐶1 states that a MP is always better-off submit-

ting the trade order as early as possible. 𝐶2 states that trade
orders generated based on the same market data point should
be ordered based on the response time of the MPs.

THEOREM 1. The necessary and sufficient conditions on
the delivery processes for strongly fair ordering are given by,

𝐷𝑖 (𝑥+1)−𝐷𝑖 (𝑥)=𝐷 𝑗 (𝑥+1)−𝐷 𝑗 (𝑥), ∀𝑖, 𝑗,𝑥 .
The theorem states that for strong fairness the inter-delivery

times should be the same across all MPs. In other words, the
delivery clocks at all RBs (at any given delivery clock time)
must advance at the same rate. Please see [5] for details of the
proof. We also show that if the above conditions are met then
DBO satisfies the fairness properties.
On impossibility of strong fairness: It is possible to show that
if communication latency is not bounded then RBs cannot
achieve the same inter-delivery times always. In the inter-
est of space we skip this proof. The high-level idea is that
if two RBs can achieve the same inter-delivery times then
they can also agree to execute some task (not known at the
start) simultaneously. From earlier work on the folklore two-
generals-problem [4], it is well known that such simultaneous
execution is impossible if the communication latency is not
bounded. While it might not be possible to achieve the same
inter-delivery times all the time, we can achieve it with high
probability at the cost of some additional latency at the RB [3].

Next, we consider two weaker variants of fairness. We give
the necessary and sufficient conditions for the delivery pro-
cesses in each case. The proofs in each case are similar to

4We assume 𝑓𝑖 is not known to the ordering process.

that of Theorem 1. Again, if the conditions are met then DBO
satisfies the fairness properties. Depending on the needs of
the application one can also consider alternate definitions of
fairness, derive the desired properties and construct schemes
that try to ensure these properties for fairness.
3.2 Limited Fairness

DEFINITION 3. An ordering process𝑂 ensures limited fair-
ness if it satisfies𝐶1 and the following condition,

𝐶3 : If 𝑓𝑖 (𝑘)= 𝑓𝑗 (𝑙)∧𝑟𝑡𝑖 (𝑘)<𝑟𝑡 𝑗 (𝑙)∧𝑟𝑡𝑖 (𝑘)<𝛿, then,
𝑂 (𝑖,𝑘)<𝑂 ( 𝑗,𝑙).

where 𝛿 is a positive constant.
Intuitively, 𝐶3 states that if the response time of a MP is

bounded, then its trades will be ordered ahead of correspond-
ing trades from other MPs as long as it is faster than other
MPs. This definition is most relevant in the high frequency
trading world where the response time is in the order of a few
microseconds.

COROLLARY 1. The necessary and sufficient conditions on
the delivery processes for limited fairness are given by,

If 𝐷𝑖 (𝑥+1)−𝐷𝑖 (𝑥)<𝛿, then,
𝐷 𝑗 (𝑥+1)−𝐷 𝑗 (𝑥)=𝐷𝑖 (𝑥+1)−𝐷𝑖 (𝑥), ∀𝑗 .

Compared to strong fairness, the above condition offers
some leeway for how the delivery clocks can advance. In §5,
we will consider a simple scheme for data delivery that meets
the above condition at all times regardless of the variations in
latency.
3.3 Approximate Fairness

DEFINITION 4. An ordering process 𝑂 is approximately
fair if it satisfies𝐶1 and the following condition,

𝐶4 : If 𝑓𝑖 (𝑘)= 𝑓𝑗 (𝑙)∧𝑟𝑡𝑖 (𝑘) · (1+𝜖)<𝑟𝑡 𝑗 (𝑙), then,
𝑂 (𝑖,𝑘)<𝑂 ( 𝑗,𝑙),

where 𝜖 is a positive constant.
Intuitively,𝐶4 states that as long as a MP is faster than other

MPs by a certain margin, it’s trades will be ordered ahead.
COROLLARY 2. The necessary and sufficient conditions

on the delivery processes for approximately fair ordering are
given by,

𝐷𝑖 (𝑥+1)−𝐷𝑖 (𝑥) ≤ (𝐷 𝑗 (𝑥+1)−𝐷 𝑗 (𝑥)) · (1+𝜖), ∀𝑖, 𝑗,𝑥 .
The above condition also offers some leeway for inter-

delivery times to differ. This leeway can be useful for masking
fluctuations in latency (§5).

4 Discussion
4.1 Enforcing DBO at the Ordering Buffer
The latency from the MPs to the CES could also be variable.
Such variations do not affect fairness as long as the OB only
forwards a trade (𝑖,𝑘) to the ME once it has (received and)
forwarded all other trades ( 𝑗,𝑙) that should be ordered ahead
of (𝑖,𝑘) (i.e., 𝑂 ( 𝑗,𝑙) <𝑂 (𝑖,𝑘)). This requirement means that
the OB might need to delay received trades for a certain du-
ration (buffering) before forwarding them to the ME. There
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are multiple ways to achieve this requirement; we describe a
simple one here. Each RB sends an acknowledgement (ACK)
for every market data point it delivers to the MP. We assume
that ACKs and trades from each RB are delivered to the OB
in-order. An ACK from RB𝑗 for data 𝑥 thus tells the OB that
it has received all trades ( 𝑗,𝑙) from 𝑀𝑃 𝑗 s.t., 𝑂 ( 𝑗,𝑙) ≤ ⟨𝑥,0⟩.
The OB uses a priority-queue to buffer trades. The OB uses
the ACK information to forward trades respecting the above
requirement. In the event of RB failures, the OB could stall
indefinitely waiting for ACKs from a failed RB; we can protect
against such scenarios by introducing a timeout threshold.
4.2 DBO Cloud Architecture
In a typical on-premise deployment, the CES servers and phys-
ical network are part of the trusted infrastructure of the ex-
change: the exchange operators have exclusive access to the
physical machines, and network cables. On the other end, the
MPs own the physical servers that connect to the exchange net-
work. Migrating such components to the public cloud seems
intuitive: CES servers and MPs could correspond to virtual
machines owned by the different parties.

Compared to on-premise deployments one important dif-
ferentiation is that our solution requires the use of Release
Buffer components for correctness, hence those need to be
part of the trusted infrastructure (i.e., the MPs should have no
control over the RBs). As we have discussed, the RBs should
be close enough to the MPs, so that the latency between them
does not impact fairness. The Release Buffer components need
to pace the delivery of data to MPs. The cloud operator could
provide the facilities required for the RB functionality. We
believe that such functionality, could potentially be embed-
ded in many places such as the hypervisor of cloud nodes
that host MPs, or better the programmable NIC of such cloud
hosts (most operators already have their own programmable
smartNICs [2] deployed). There are several challenges that
need to be considered such as performance isolation, but the
cloud operator already has fine-grained control over the cloud
hardware/software stack and can address this problem easily.

5 Achieving Fairness
In §3, we derived the minimum constraints on the delivery
processes for achieving different variants of fairness. In each
case, we also showed that if these constraints are met, then,
DBO achieves fairness. Which property/properties for the de-
livery process should the cloud-provider aim for and what is
the best way to achieve them (with low latency and high proba-
bility) depends on many things, including the requirements for
fairness of the financial exchange and the nature of latency vari-
ations in the cloud-provider. In this paper, we do not attempt
to provide any verdict on this question. Instead, in this section
we only aim to show that DBO coupled with controlling how
delivery clocks advance can indeed provide fairness with high
probability in scenarios where the network latency is highly
variable. To this end, we propose two simple schemes (with
very different trade-offs for fairness) for delivering market data
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that both use DBO for ordering trades. We also compare these
schemes against CloudEx.

To help understand these two schemes, we consider a simple
scenario where the latency from the CES to a single MP is
mostly constant except a transient spike. Fig. 3 depicts the de-
livery times of each of the two schemes for this particular MP.
Scheme 1 (S1): The inter-delivery times respect the constraints
in Corollary 1 and S1 provides limited fairness regardless of
the variations in network latency. In S1, the CES splits the
market data points into batches. At the RB, all the market data
points corresponding to the same batch are delivered simul-
taneously (i.e., the inter-delivery time for market data points
within a batch is zero). The time interval between delivery
of two batches is greater than or equal to 𝛿 . Note that, as per
Corollary 1, the inter-batch time at a MP can differ from other
MPs. As a result, S1 can handle arbitrary latency spikes with-
out violating the inter-delivery constraints. Formally, delivery
time of a batch 𝑏, (𝐷𝑖 (𝑏)), is given by,

𝐷𝑖 (𝑏)=max(𝑅𝑖 (𝑏),𝐷𝑖 (𝑏−1)+𝛿),
where 𝑅𝑖 (𝑏) is the time at which the last market data point in
𝑏 is received by RB𝑖 . The CES chooses the batch boundaries
based on the generation time of the market data. Market data
𝑥 corresponds to batch number (𝑏 (𝑥)) given by 𝑏 (𝑥)= ⌊ 𝐺 (𝑥 )

𝐶𝑆1 ·𝛿 ⌋
or equivalently𝐶𝑆1 ·𝛿 ·𝑏 (𝑥) ≤𝐺 (𝑥) <𝐶𝑆1 ·𝛿 · (𝑏 (𝑥)+1), where
𝐶𝑆1 (>1) is a constant. With S1 batches can be arbitrarily small
and multiple batches can be outstanding within a round trip.
Scheme 2 (S2): For this scheme, we assume clock synchroniza-
tion between RBs. The mechanism for data delivery is an ex-
tension over CloudEx based on the constraints in §3. Formally,

𝐷𝑖 (𝑥)=max
(
𝑅𝑖 (𝑥),𝐺 (𝑥)+𝑇ℎ,𝐷𝑖 (𝑥−1)+

𝐺 (𝑥)−𝐺 (𝑥−1)
𝐶𝑆2

)
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Figure 5: Fraction of trades that were ordered fairly for different values of response time. Closer to 1 (white) is better.

where𝐶𝑆2 (>1) is a constant. Intuitively, if the network laten-
cies for all the MPs are below𝑇ℎ consistently (region 1 and
4 in Fig. 3), then, the inter-delivery time at each MP is the

same (equal to the inter-generation time, i.e., 𝐷𝑖 (𝑥)−𝐷𝑖 (𝑥−
1) =𝐺 (𝑥) −𝐺 (𝑥 −1),∀𝑖). The delivery times thus respect the
constraints in Theorem 1 and S2 provides strong fairness at
such times. Compared to CloudEx, the main differentiation
of the scheme above is how data delivery is handled after a
latency spike between the CES and a particular MP (third term
in the equation). In such cases (region 3 ), the inter-delivery
time differs from the inter-generation time by a relative factor
(𝐶𝑆2) and 𝐷𝑖 (𝑥) −𝐷𝑖 (𝑥 −1) = 𝐺 (𝑥 )−𝐺 (𝑥−1)

𝐶𝑆2
. At such times, if

the network latency to other MPs remains consistently low,
then the inter-delivery time gaps respect the constraints listed
in Corollary 2 (with 𝜖 =𝐶𝑆2−1) and 𝑆2 provides approximate
fairness.The inter-delivery time gaps at MPs, however, can
differ significantly when latency spikes happen (region 2 ),
hence leading to reduced fairness by S2. Despite this, since S2
uses DBO, it can still correct for late delivery of market data
and provide better fairness than CloudEx in such cases.

Note that, it is equally possible to achieve the above inter-
delivery properties without clock-sync. We chose S2 specif-
ically to show incremental benefits over CloudEx from incor-
porating DBO and pacing of market data.
5.1 Simulation Results
To evaluate the proposed schemes, we run a simulation ex-
periment using two dummy MPs with highly variable latency
between the CES and each RB (generated by a random-walk-
like process); see Fig. 4. In CloudEx, latency on the reverse
path can cause additional unfairness (which can be alleviated
using the buffering process we describe earlier). For simplicity,
the latency between each RB and the CES is assumed to be
fixed (100 `𝑠). The CES generates market data continuously
every 2`𝑠. We assume that both MPs submit a trade in response
to every market data point. We do several runs of the exper-
iment with different values of response times for each MP
(fixed across data points within a run). For MP2, we vary the
response time (𝑟𝑡2) from 2 to 32 `𝑠. For each value of 𝑟𝑡2, we
run the experiment such that response time of MP1 (𝑟𝑡1) is
higher than from 𝑟𝑡2 by some multiplicative factor (𝑟𝑡1= 𝑓 ·𝑟𝑡2).
We vary 𝑓 from 1.1 to 2.

CloudEx S1 S2 S3
Latency (`𝑠) 403 382 408 406

Table 2: End-to-end latency for different schemes.

To measure fairness, we calculate the fraction of MP2’s
trades that were executed before the corresponding ones (based
on the same market data) from MP1. Fig. 5, shows the results
for the three schemes. Table 2 compares the average end-to-end
latency5 (measured across trades) for these schemes.

In CloudEx,𝑇ℎ governs the trade-off between fairness and
latency. Here, we set 𝑇ℎ = 300`𝑠: the network latency from
CES to the MP is below this threshold most of the time. For S1,
we use a small value of 𝛿 =14`𝑠. We chose𝐶𝑆1 ·𝛿 =16 s.t., the
latency is similar/lower to CloudEx. For S2, we use𝐶𝑆2=1.095
(< 1.1) to try to ensure the constraint from Corollary 2 for
𝜖 =0.0956. We use the same𝑇ℎ as CloudEx to equalize latency.

S1 achieves perfect fairness when 𝑟𝑡2 < 𝛿 . When the re-
sponse time is higher, S1 achieves the worst fairness. It is possi-
ble to improve fairness for such trades by additionally trying to
ensure that inter-batch delivery times are similar across MPs.

S2 provides close to ideal fairness at the cost of some addi-
tional latency. As explained earlier, this is because the combi-
nation of DBO and controlling how delivery clocks advance
enables S2 to handle latency spikes better than CloudEx. To
understand where the wins in S2 are coming from, we consider
another scheme. S3 uses DBO and market data delivery is same
as CloudEx. DBO on its own helps correct for differences in
latency to the MPs and provides better fairness than CloudEx.
By controlling the delivery clocks, S2 can further improve
fairness.
6 Conclusion
This paper proposes a new approach for achieving response-
time fairness in cloud-hosted financial exchanges. We intro-
duce the concept of logical "Delivery Clocks" and show how it
can be used to order trades fairly in the presence of highly vari-
able network latency, without requiring clock synchronization.
Further, we note that our approach is general and suitable for
providing fairness in other settings such as multi-player cloud
gaming and advertisement exchanges.

5The round trip latency between market data generation and trade handling
excluding the response time.
6If this constraint is met at all times, then, S2 will achieve ideal fairness when
𝑟𝑡1>𝑟𝑡2∗1.095
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