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The Internet in Cuba



Unsanctioned Alternatives

El Paquete WiFi Sharing Isolated Networks

How to survive your first 48 hours in cubaEl Paquete Update

https://www.whereintheworldisnico.com/assemblage/havana-cuba-travel-tips
http://laredcubana.blogspot.co.uk/2015/09/el-paquete-update-cubas-largest-private.html


The Street Network in Havana



Our Study

Collaboration between U.S. academics and 
Cuban SNET community members.

First systematic characterization of SNET’s:

● Network infrastructure and topology
● Available content and services
● Usage and user-base

Our goals:

● Document this unique deployment
● Encourage international collaboration 

Alex Halderman and Eduardo Pujol



Methodologies

● Snowball sampling of Administrators.
● Observations of hardware and physical deployments.

● Ping-scan to discover reachable prefixes.
● Traceroute to discover topology.

● ZMap on reachable prefixes for common service ports.
● DNS AXFR to learn host names.
● wget crawling of seeded HTTP servers for content.



Regional Pillar
Connects tens of nodes by 
long-range directional WiFi

SNET Organization

Local Node
Up to 200 nearby users
Typically wired Ethernet

e.g., RoG, WifiNet

Peering with
at least two 
other Pillars

Other nodes 
within Pillar



Topology

Router interconnections measured via MTR



Services Category Hosts

Gaming 73

Social Network 68

Internet Mirror 37

Technology 27

FTP 23

Commerce 23

Other 45

Service Hosts

tcp/80 (HTTP) 2,986

tcp/21 (FTP) 2,052

udp/53 (DNS) 48

ZMap Scan Results

Community Categorization



Experience



SNET Rules



Users & Community

WifiNet Forums

       Users: 56,000

Women: 30%

   Active: 500+



Pain Points

● Infrastructure Costs
○ No equipment we saw cost more than $100

● Identity
○ No internal email or centralized identity

● Software Updates
○ Many instances of software 8 years out of date

● Interpersonal Conflicts & Community Organization
○ Some communities which could technically connect are not because of administrator disputes

● Uncertain Future
○ The network is currently unregulated, and there are occasional crackdowns



Cuba is networking, even as 
official Internet access lags.

Havana’s SNET may be 
world’s largest isolated 
community network.

Would the Internet look more 
like the SNET if history had 
taken a different course?

SNET has unique problems, 
and some original solutions.  
International collaboration 
can enrich everyone.

Take Aways
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