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Widely-used Online Scanning Engine: VirusTotal

* Research usage: data labeling, system evaluation
* Malware scanning: IMC’18, CCS’18, USENIX Security’18, etc.
* |IP and URL scanning: IMC’14, IMC’18, WWW’18, etc.

* Industry and government usage: threat alerts
:2RTINET. I McAfee M Trustwave _;

Together is power. Google Safe Browsing

(o)) USCYBERCOM Malware Alert & - 4
& @CNMF_VirusAlert

U.S. Cyber Command

(Depa rtment of Defense) #CNMF has posted multiple new malware samples:
virustotal.com/en/user/CYBERC...

Q 155 11:42 AM - Sep 8, 2019 il




The Challenge of the “Blackbox”

New VirusTotal hash causes drop in
antivirus detection rates

Questions were raised about how antivirus vendors use the VirusTotal database after a
researcher highlighted a significant drop in malware detection rates following an upload
of a new VirusTotal hash.

Michael Heller, Senior Reporte)

Better Malware Ground Truth:
Techniques for Weighting Anti-Virus Vendor Labels
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Need a better understanding of how VirusTotal works




Research Questions

* Preliminary exploration
* Investigating the workflow of VirusTotal and its 60+ security vendors
e Using phishing and URL scanning engine for the case study

* Aspects interested
* Detection accuracy
* Label update delay
* Result inconsistency
e Reaction to phishing take-down




Experiment Settings 18 out of 68 vendors

Detailed ethical considerations discussed in the paperclERa A FNEE
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Using “Google Safe Browsing” as an example third-party vendor

Phishing page URL submitted to Phishing page URL submitted to 3rd-party scanner
Time (Week)
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“Submit URL to VirusTotal Scanning twice a week”
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Avg. malicious labels per site
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Result of 1st scan gets
updated after 2nd scan
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page during the first week

—PayPal

r——— --IRS



Detection Accuracy

18 PayPal sites + 18 IRS sites (36 sites in total)
e Only 15 (out of 68) VirusTotal vendors have flagged one or more sites

Vendor Detected Detected Detected
Total PayPaI IRS

Netcraft
Emsisoft

Fortinet

Sophos 23 14 9
CRDF 17 14 3

Highly synchronized actions: need further research 8
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Forcepoint
Fortinet
Netcraft

5 more vendors

Label Inconsistency

Between VirusTotal scan and the Vendors’ own API scan
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IRS
IRS

PayPal

VirusTotal Vendor Snapshot VirusTotal

Before Week 2 | Results (week 2) After Week 2
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Vendors scan results different from

VirusTotal results (of the same vendor)



Reaction to Phishing Take-down

15 vendors detected at least phishing sites
* Only 4 vendors have some “reaction” to phishing site take-down
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Additional Experiments

* Robots.txt
* Most scanners would ignore robots.txt

* Impact of Obfuscation
* Redirection: URL shortener
* Image-based: overlay the login form on top of the webpage screenshot
* PHP obfuscation: replace variable names and output ASCII encoding

Obfuscation Method Redirection Image PHP Code | None

Avg. # Vendors Detected the Site 12 4.5 2 12.1
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Discussion

* Takeaways of using VirusTotal for phishing scanning
e Accuracy is not high on “fresh” phishing sites
e Scan the URL twice to force the VirusTotal database to update the scan result
* Cross-check the labels with the vendors’ own APIs

e Future Work

* Correlation of labels from different scanners
* Aggregation strategies to improve label quality
e Scanner performance on different phishing brands

Experiment data available: https://github.com/whyisyoung/virustotal
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Thank You

Please kindly forward your questions to the author

pengpl7@vt.edu



Backup Slides



creenshots for Phishing Sites
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Having trouble logging in?

sign Up

¥IRS

Safari users on iOS and macOS may experience problems when creating an account. If you encounter an error, please try a different browser.

Sign Up LogIn
Don't have an account? Create one now. Already have a username? Welcome back!
EMail Address

LOGIN >

Forgot Username

PTIN and FIRE users need a separate account in this system

WARNING! By accessing and using this government computer system, you are consenting to system monitoring for law enforcement and other
purposes. Unauthorized use of, or access to, this computer system may subject you to criminal prosecution and penalties.

IRS Privacy Policy | Security Code Terms and Conditions | Accessibility.
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