
• As a typical complex network, the Internet is

now composed of more than 70000

Autonomous Systems (ASes).

• Routing information is then exchanged between

ASes through Border Gateway Protocol (BGP)

to achieve global reachability. Meanwhile,

routing information can be effectively used to

construct the topological graph of the AS

interconnection and thus can implement

strategic decisions at the AS-level.

• In AS-level topology, the business relationships

between connected ASes are broadly classified

into (1) Customer-Provider (C2P), (2) Peer-Peer

(P2P), and (3) Sibling relationship (S2S).

• A series of studies on these relationships include

topology flattening, Internet security check,

network congestion detection, etc.
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In response to the challenges faced by multi-

classification, we analyzed many features and 

proposed a GCN framework, AS-GCN, to solve 

the binary classification and multi-classification 

problem. The convolution process of AS-GCN on 

the Internet topology is a good simulation of the 

valley-free path characteristic, and the 

framework also takes into account the global 

network structure and local link features 

simultaneously. Finally, the neural network 

achieves good performance on the problem by 

virtue of its important and comprehensive 

features and its excellent ability to learn 

inductively.

Precisely understanding the business relationships 

between ASes is essential for studying the Internet 

structure. So far, many inference algorithms have 

been proposed to classify the AS relationships, 

which mainly focus on P2P and P2C binary 

classification and have achieved excellent results. 

However, there are other types of AS relationships 

in actual scenarios, i.e., the business-based sibling 

(S2S) and structure-based exchange (X2X) 

relationships, which were neglected in the 

previous studies. We use strong correlation 

features and advanced methods to ensure the 

accuracy of binary classification and achieve 

multiple relational classification. 
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Table 1: Experimental Accuracy of Binary Classification

Table 2: Experimental Accuracy, Precision, Recall of Multi-Classification

We have proved the superiority of AS-GCN in 

the following three aspects:

• Under snapshots at different times, the 

accuracy of AS-GCN  on  binary classification 

can be maintained above 97%, which is 

comparable with many superior algorithms, 

such as AS-Rank, ProbLink and TopoScope;

• The overall accuracy of multi-classification 

tasks evaluated on balanced datasets can even 

reach higher than 95%. Precision and recall 

also show a general advantage.

• Through the parameter feature importance 

analysis of the model, the performance of the 

model can be explained to a certain extent.

Feature importance analysis.
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In particular, the main contributions of this paper

are summarized as follows:

(1) We focus on the multi-classification of the

multiple relationships between ASes for the first

time. Meanwhile, we aggregate multiple superior

algorithms based on the idea of hard voting to

obtain the more comprehensive dataset, which

well solves the deviation and limitation of the

training data of the previous research just from a

single platform (Part. 1).

(2) By synthesizing and analyzing the important

features, we found the similarities and differences

between P2P, P2C, S2S and X2X (Part. 2).

(3) We developed a new framework AS-GCN to

solve the multiple relationships inference problem

under complex scene. As far as we know, this is

the first trial to use GCN (Part. 3).

(4) Comprehensive experiments show the

outstanding performance of our AS-GCN, by

comparing with a series of baselines, especially

on the more challenging multi-classification

task.(Part. 4).

CONTRIBUTION

The default classification of S2S and X2X in binary 

classification without a priori knowledge.
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Features: Distance to Clique, Assign VP, Common 

Neighbor Ratio, Distance to VP mean, AS Type.

In a word

S2S is similar to P2C

X2X is similar to P2P

P2C, S2S, and P2P, X2X are significantly defferent


