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ABSTRACT

Hot-potatoroutingis amechanisnemplo/edwhentherearemulti-
ple (equallygood)interdomairroutesavailablefor agivendestina-
tion. In this scenariothe BorderGatavay Protocol(BGP) selects
theinterdomairrouteassociatedvith the closesegresgointbased
upon intradomainpath costs. Consequentlyintradomainrouting
changeganimpactinterdomairroutingandcauseabruptswingsof
externalroutes which we call hot-potatodisruptions Recentwvork
hasshavn thathot-potatadisruptionscanhave a substantiaimpact
onlargelSPbackbonesandtherebyjeopardizehe network robust-
ness.As aresult,thereis aneedfor guidelinesandtoolsto assisin
the designof networksthatminimize hot-potatodisruptions.How-
ever, developingthesetoolsis challengingdueto the complex and
subtlenatureof theinteractionsbetweerexterior andinterior rout-
ing. In this paper we addresshesechallengeausing an analytic
model of hot-potatorouting that incorporatesnetricsto evaluate
network sensitvity to hot-potatodisruptions. We then presenta
methodologyfor computingthesemetricsusingmeasurementsf
real ISP networks. We demonstratehe utility of our modelby an-
alyzingthesensitvity of alarge AS in atier 1 ISP network.

Categoriesand Subject Descriptors

C.2.2[Network Protocolg: RoutingProtocolsC.2.3[Computer-
Communication Networks]: Network Operations

General Terms
Design,Reliability, ManagementPerformance

Keywords

Network robustnesssensitvity analysis,hot-potatorouting, BGP,
IGP, OSPF

1. INTRODUCTION

InternetServiceProviders (ISPs)seekto build robust networks
so that small perturbationsin the ervironmentor internal condi-
tions do not significantlyimpactnetwork performance.However,
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in practicerobustnesss not so easilyachieved. In fact, robustness
is not even an easything to measure.A network canseemto be

runningsmoothlyonly to crashunexpectedlyaftersomeseemingly
“small” event.

A robust network shouldhave low sensitvity to routing beha-
ior andtraffic load variations. To understandhe robustnesf an
IP network, it is importantto understandhe robustnes®f boththe
control anddata planes. For example,a small routing changein-
sidea network may have significantimpactin the controlplaneby
causingan extremelylarge numberof routing messages— which
in turn may overloadandcrashrouters,eventhoughthe routesini-
tially in play were carrying no traffic. On the other hand, small
routing shifts of popularroutescanimpactthe dataplaneby caus-
ing alarge swingin traffic, perhapdeadingto congestionjosses,
delay andjitter.

Eventhoughunderstanding network’s sensitvity to achanges
acrucialstepin designingof arobustnetwork, currenttraffic engi-
neeringtechniqguesandtools for network designand management
have limited capabilityto analyzethis sensitvity. In fact, thereis
even little terminologyto describeand measurenetwork sensity-
ity. In this paper we addresshis problemby definingmetricsfor
characterizingnetwork sensitvity to routingchangesnsideanau-
tonomoussystems (AS) network.

Routingin an AS is performedby the interplay of interdomain
routing, which in the Internettoday is BGP [1], andthe intrado-
mainroutingprotocol(suchasOSPH2] andIS-1S[3]). Routerson
theborderof anAS exchangereachabilityinformationusingBGP,
whichis responsibldor determininghe AS-level forwardingpath.
InsideeachAS, interior gatevay protocols(IGPs)determineshort-
estpathsbetweerevery routerin the network. BGPdetermineshe
setof bestegresspointsfor a destinationprefix. Whenthereare
multiple equally good egresspointsin termsof BGP-specificat-
tributes,|GP providesa ranking of theseegresspointsfor a given
ingresspoint in termsof closenessWhenthe egresspoint selec-
tion is decidedby comparing GP costs,it is commonlycalledhot-
potatorouting

In previous work [4], we have usedmeasurementsf one ISP
network to shav thathot-potatorouting canhave a significantim-
pacton BGProuteselection.For example,onelGP routingchange
wasmeasuredio change52% of arouters BGPtable.We call such
abruptBGProuteshiftscausedy IGP costchange$ot-potatodis-
ruptions Motivated by thesefindings, in this paperwe propose
metricsthatcapturetheimpactof intradomainchangeonthecon-
trol anddataplanes.

We modelthe controlplaneasaroutingmatrix RM thatmapsa
nodeandadestinatiorto a setof potentialegresspoints-. Thisma-

! A nodehasa setof potentialegresspointsfor eachdestination,
becauseve do not considerthe tie-breakafter the comparisorof



trix is afunction of theroutessentto an AS andthelocally imple-

mentedrouting policies. Theroutingmatrix storesthe setof egress
pointsthatarebestaccordingto BGP andthathave equallGP dis-

tancesfrom the node. Changesn both IGP and BGP may affect

a network routing matrix. We expressthis dependencenformally

in the following relation,where@ representshe combinationof

informationfrom thetwo protocols:

RM « IGP @ BGP

The dataplaneis often modeledasa traffic matrix. The traffic
matrixT' M representthevolumeof traffic from aningresspointto
anegresspoint. We adoptthis abstractiorbecausewhencombined
with theroutingmatrix, it is easietto determinemetricssuchasthe
overall network load or individual link loads.

We definethe traffic demandasa matrix M, which determines
the volume of traffic enteringthe network at a given ingresspoint
to a givendestinationprefix. The actualegresspoint thatthe traf-
fic usesto exit the network is determinedby the routing matrix.
Thus,changesn traffic demand®r routingdecisiongnayresultin
changesn thetraffic matrix. We representhis combinationas
in thefollowing relation.

TM <+ RM Q@ M

Informally, we cannow talk aboutmeasuringobustnessor put
anothemvay, thesensitvity of anetwork (or element®of anetwork)
to perturbations We areinterestedn the contmol plane sensitivity
to anIGP changeATG P. We cancapturethis as

ARM « AIGP @ BGP

and say that the network is robust if for all “small” AIGP we

producea“small” ARM . Thisnaturallyextendsto aquantification
of dataplanesensitivity which capturegerturbationgo thetraffic

matrix

ATM + ARM @ M

andcanbederived from the control planeperturbations.

Notethatcontrolplaneanddataplanesensitvities arenotneces-
sarily related. For example,a smallrouting changecan producea
largesshiftin traffic, andalargeroutingchangecanleave traffic un-
changedThereis aninterestinganalogyto seismicscalesn these
definitions. The Richter Scaleis a familiar quantificationof the
magnitudeof seismicevents.A lessfamiliar scale calledthe Mod-
ified Mercalli Scaleis usedto ranktheintensityof a seismicevent
— thatis, theimpactthatanearthquak hason humansociety The
magnitudescalecapturesan intrinsic propertyof a seismicevent,
while valueson the intensity scalevary with locationandmay de-
pendon local conditionssuchasthe structuralintegrity of build-
ings. So our “control planesensitvity scale”is analogoudo the
Richterscale while the “dataplanesensitvity scale”is analogous
to the Modified Mercalli Scale.

In this paper we malke thefollowing contrikutionsto the under
standingof network sensitvity to internalevents:

1. An analyticmodelof anIP network control planeand data
plane,andtheirinteractions;

2. A terminologyfor network sensitvity analysis;
3. A methodologyfor computinga network’s sensitvity using

datatypically collectedby large ISPsfor managemenpur
posesand

IGP distances.

4. A casestudyof applyingour modelto alarge AS of atier 1
ISP network.

Therestof the paperis organizedasfollows. We discusgelated
work in Section2. In Section3, we presenbackgroundnaterialon
routingfrom anISP perspectie anddiscusghechallenge®f mod-
elingit. In Section4, we modelthe routing matrix while focusing
on a single destinationprefix. We thenextendthe modelin Sec-
tion 5 to capturecontrol planeanddataplanesensitvity. Section6
presentour methodologyto computecontrol planesensitvity in
real networks andanalyzescontrol planesensitvity of atier 1 AS
to link androuterfailures. We concludeand presentfuture direc-
tionsin Section?.

2. RELATED WORK

Traffic engineerindoolsevaluatetheimpactof differentnetwork
configurationon thetraffic matrix. For example,Netscopg5] is a
tool from AT&T Labsthatallows network operatorgo experiment
with differentlGP configurationgo determineheloaddistribution
acrosslinks. Although Netscopencorporatesnodelsof intrado-
mainroutingandhot-potatorouting, thesemodelsarenot formally
described.The algorithm presentedn [6] searchedor the setof
OSPFweightsthatleadsto anoptimallink loaddistribution. Sub-
sequentvork [7] considerswveight settingthat are morerobustto
link failuresandchangesn traffic demandsMore recentwork [8]
modelsthe BGP routing decisionin detailandallows the study of
changedo BGP configurationon the egresspoint selection.None
of thesetoolsfocusen the network sensitvity to routingchanges
specifically They evaluateroute selection(RM) andtraffic dis-
tribution (T'M) consideringdifferentnetwork settings,but not the
impactof thechangg(AIGP or ABGP) onthenetwork (AT M
or ARM).

The impactof intradomainrouting changegAIGP) on inter-
domainrouting (A RM) andthatof egresspoint changeARM)
ontraffic (AT M) have beenquantifiedusingmeasurementsf ISP
networks. A studyof the Sprintnetwork [9] characterizethe im-
pactof BGP changeon the traffic matrix. This studyfound that
changesn the traffic matrix do not correlatewith BGP routing
changesin [4], we measuredheimpactof intradomairchangesn
BGProuteselectionandfind thatsomeintradomainchangesause
alarge churnof BGP routes. This studyidentifiedthe seriousness
of theimpactof routinginteractionon ISP networks andmotivated
usto developthe modelandanalysispresentedh this paper

3. MODELING ROUTING BEHAVIOR

We startthis sectionwith anoverview of routingin atypical In-
ternetServiceProvider (ISP) network. Then,we outline the chal-
lengesof modelingthe routing behaior andthe impactof inter-
nal routing changeson the selectionof externalroutesand conse-
quentlyontraffic.

3.1 Routing within an ISP Network

Thelnternetis aninterconnectiommf AutonomousSystems (AS)
networks, which areadministeredy ISPsandtheir customersin
orderfor customer®f onelSPto beableto communicatevith cus-
tomersof anotherevery routerin thelSP hasto learnhow to reach
destinatiorprefixesthatbelongto its customerandthoseof other
ISPs. Typically, BGPis usedfor exchangingreachabilityinforma-
tion of externaldestinatiorprefixes. In particular routersatthe pe-
ripheryof thelSP speakexternalBGP (eBGP)with routersoutside
(from customeror otherISPs)to learnaboutdestinationprefixes
reachablesia theseoutsiderouters.If arouteratthe peripheryse-
lectsone of the routeslearnedexternally asthe bestto reachthe



p

A

raffic to p
i
Announcement of l l
route to p

C uses egress point A
to route to p

Figure 1. Hot-potato routing determines that C' usesroute
through A to forward packetsto the destination prefix p.

destinatiorprefix, it distributesthis routeto all otherroutersinside
thenetwork usinginternalBGP (iBGP).

In additionto runningBGP (iBGP andeBGP),an AS alsoruns
anlinterior Gatavay Protocol(IGP)thatis responsibldor determin-
ing the path betweenroutersinside the network. The mostcom-
monly usediGPsare OSPF[2] andIS-IS[3], which arelink-state
protocols. With link-stateprotocols,eachrouterlearnsthe entire
topologyof thenetwork andusesDijkstra’s shortespathalgorithm
to computethe shortespathto all otherroutersin the network.

An ISP often connectgo a customeror anothedSP at multiple
physicallocations. This leadsto scenariosvherea BGP routefor
the sameprefix is learnedoy morethanonerouterat the periphery
of the ISP network. For example,considerthe scenarioshawvn in
Figurel, whereroutersA and B bothlearnhow to reachprefix p
via eBGP Both routerspropagatehis routevia iBGP to routerC
(asindicatedby the solid arrons). From C’s point-of-view, both
routesareequallygoodin termsof their BGPattributes.Therefore,
C canchooseeither A or B asthe egresspoint out of the ISP for
sendingthe traffic destinedto p. To breakthe tie, C' selectsthe
routerthatis closerin termsof theIGP distanceo theegresspoint.
In this example,C picks A asthe egresspoint for all the traffic to
destinatiorprefix p (asshavn by thedottedline in Figurel).

Whenthe BGP bestrouteselectionis basedntheGP distance,
it is calledhot-potatorouting In fact, hot-potatorouting happens
becausehe IGP distanceto the BGP “next-hop” (the egresspoint)
is oneof the stepsin the decisionprocesausedby a routerlike C
to selectthe bestBGP routefor a given prefix. Table 1 presents
the stepsin the BGP decisionprocess.A routerusesthe decision
proceson aperprefix basis,i.e., it appliesthe eightstepsoutlined
in the tablefor every prefix to selecta route out of multiple BGP
routesthe router learnsfor that prefix. As the table shaws, first
the routerusesthe IGP informationto ensurethatit canreachthe
egresspoint of arouteusinganIGP pathwithin thenetwork. Then
it considersvariousBGP attributesof routes.At the endof step5,
if two or moreroutessurvive asequallygoodroutes thentherouter
compareshelGP distanceo the egresspointsof theseroutes,and
selectgheroutewith thelowestIGP distanceto the egresspoint.

In transitAS in the core of the Interneta significantfraction of
theroutesareselectechasedon hot-potatorouting. Theseinclude
all routedearnedrom peemetworksandfrom customershatcon-
nectto the AS in multiple locations.Hot-potatorouting cancause
arouterto changats routingdecisionbecause¢he IGP distanceso
egresspointshave changediueto afailure,aplannedmaintenance
or atraffic engineeringventinsidethenetwork. We call suchBGP
routing changegueto the hot-potatorule in the decisionprocess
hot-potatochanges

0. Ignoreif exit point unreachable

1. Highestlocal preference

2. LowestAS pathlength

3. Lowestorigin type

4. LowestMED (with samenext-hop AS)

5. eBGP-learnedveriBGP-learned

6. LowestIGP path costto exit point (“Hot potato”)
7. Configuration-specifitie-breaking
(e.g.,olderrouteor lowestrouterid of BGPspeakr)

Table 1: Principle stepsin the BGP decisionprocess

ConsiderFigure1 againandassumehata failure in oneof the
links in the pathfrom C to A causests costto becomell. This
smallchangén theGP distancemakesegresspoint B closerto C'
than A, promptingit to sendtraffic destinedo p via B. Indeed,as
obseredin [4], in somecasedot-potatoroutingcancausea large
fractionof BGProutesata givenrouterto switchegresspointsdue
to asinglelGP changeansidethe network. Thus,abrupthot-potato
routing changesan have a significantimpacton both the control
planeandthe dataplane. The goal of this paperis to understand
whenandwhy suchchangesapperthroughan analyticmodel of
the BGP/IGPinteractionand sensitvity metricsthat characterize
network sensitvity to IGP changes.

3.2 Challenges

Modeling the sensitvity of routing and traffic to IGP changes
inside an ISP network requiresa good understandingf how the
network useslGP andBGP for routing, the resultingrouting ma-
trix, thetraffic demandsandhow thetraffic demandsandrouting
matrix combineto generateéhetraffic matrix. Below we outlinethe
mainchallenge®f modelingthis complex system:

IGP. EachAS hasthe freedomto designits internalroutingin-
frastructureandselectthe appropriatd GP to route pacletswithin
the network. For scalability reasonspoth OSPFand|S-IS allow
hierarchicalrouting by dividing a network into areag2, 3]. When
areasare employed, paclets are forwarded along shortestpaths
within anarea,but may deviate from the shortesipathswhenthey
traversemultiple areas.As a result,a modelof hot-potatorouting
needsto incorporatethe link weightsand the division of routers
into areasandaccuratelymodelthe IGP pathcostcomputation.

BGP. Modelingthecompletesetof egresgointsperprefix within
an ISP canbecomecomplicateddueto the iBGP architectureof a
network. The BGP standardequiresa full meshof iBGP connec-
tionsbetweerall BGPspeakingoutersin thenetwork [1]. Thisen-
suresthatall theroutersknon aboutthe bestrouteslearnedby ev-
ery otherroutervia eBGP To overcometheresultingscalabilityis-
suesnetworkswith alargenumberof BGP speakrsusuallystruc-
ture theminto someform of iBGP hierarchy; “router-reflectors”
and“confederations’aretwo popularwaysof forming this hierar
chy [10]. An unfortunateside-efect is that someBGP routesare
availableto only asubsebf BGProutersinsideanetwork. Thiscan
leadto scenariosvheredifferentroutersin anetwork have different
setsof egresspoints.

Routing matrix. After we have an abstractmodelof both IGP
and BGP decisions,we still needto combinethem to form the
routing matrix, which dependson the interactionof the two pro-
tocols. Somepartsof thisinteractionarestandardizeduchassteps
0through6 of theBGPdecisionprocesswhereasomelik e thetie-
breakingrule afterthe comparisorof IGP costsarenot. This im-
pliesthattheinteractionbetweenGPsandBGP depend®nrouter
implementatioror specificnetwork configuration.

Traffic demandsand traffic matrix. Thetraffic demandplaced
on a network dependon the traffic sentandreceved by the end-



usersattachedo customerndpeernetworks, andthe locationsin
which they connectto the network. Consequenthtraffic demands
vary considerablyover time. In generaljt is hardto obtaina rep-
resentatie snapshoof thetraffic demandsindtheresultingtraffic
matrix. Eventhoughmeasuremergndestimatiorof thetraffic ma-
trix have receved considerablgesearchattentionof late [11, 12,
13], measurement@reaggr@atedor sampledandnotall routersin
thenetwork arecapableof collectingtherequireddata[13].

3.3 Assumptionsof the Model

To reducethe compleity of modelingall thesedetails,we make
thefollowing simplifying assumptions:

1. All routers know all routesto reach a destination pre-
fix. As mentionecearlier thisassumptiorns valid whenBGP
speakrsareorganizedn afull iBGP mesh.In ASesthatuse
aniBGP hierarchythis assumptiomo longer holds. How-
ever, even in the caseof an iBGP hierarchy the following
condition is enoughfor our model to capturethe network
sensitvity correctly: every routerat the very leastlearnsthe
routethatit would have pickedasthebestroutehadit learned
all theeBGP-learnedoutesfor a given prefix.

2. Well-configured iBGP. Griffin and Wilfong [14] describe
scenario$n which iBGP misconfigurationganleadto route
deflections. This meansthat routersin the forwarding path
to anegresspointfor a prefix disagreenthe selectiorof the
egresspoint leadingto deflectionsandloopsin an extreme
case.We assumehatthe network configurationsatisfieshe
conditionsspecifiedin [14] for avoiding suchloopsandde-
flections.

3. Stable BGP routing snapshots We assumehatBGP poli-
ciesandeBGProutesarestable.Our modelworkswith snap-
shotsof BGProutesandanalyzegheimpactof intradomain
routingchange®n snapshobf routes.

4. Stablesnapshotsof traffic demands Similarly, our model
takesasinputsnapshotsf thetraffic demandgo analyzethe
impactof intradomainroutingchange®on traffic.

Theseassumptionsallow usto modelthe stateof routingsystem
and snapshot®f traffic. Our modeldoesnot capturethe routing
dynamicsor traffic load variationsdirectly. A single underlying
event may causea seriesof routing messagesandroutersin the
network may take sometime to corverge to a consistenstate.We
donotmodelthesequencef messageexchangedo reachastable
routing state. Instead we modela routing changefrom onestable
stateto anotherstablestatereachedafterthe convergencephase.

4. REGIONS AND REGION SHIFTS

Thissectiorfirstintroducesonceptérom multidimensionatata
analysisthatinspiredusin our network sensitvity analysis.Then,
it describesa graphmodelandthe conceptsf graphregionsand
region shifts thattogetherform the basisof our network modelof
hot-potataouting. Thesetof definitionspresentedherecapturethe
interactionbetweerBGP andIGP whenconsideringa singledesti-
nationprefix. In Section5, we build on this terminologyto define
control planeand dataplanesensitvity metrics. Table2 summa-
rizesthe notationintroducedin this sectionandthe following one,
andusedin theremaindeof the paper

Basic

Universeof vertices u
Undirectedweightgraph G=(V,E,w,d),VClU
Rootsetor egressset LCcu
v'srankfor rootvertex { d(v,1)

Region of arootvertex [ Ri(G,L)CV
Regionindex setof avertex v RI(G,L,v) C L
Classof graphtransformations AG

Probability function for

graphtransformations P

Regional

Region-shiftfunction H(G, L,v,9)
Vertex sensitvity n(G, L, AG,P,v)
Impactof agraphtransformation | (G, L, )
Graphsensitvity o(G,L,AG,P)
Control Plane Sensitvity

Setof destinatiorprefixes P

Mappingof prefixesto egresssets | 8 : P — 24

Routing-shiftfunction
Noderouting sensitvity
Routing impact of a graph
transformation
Controlplanesensitvity

HEM (G, P, v, )
n®M(G, P,AG,P,v)
4EM (@G, P, )

oM (@, P,AG,P)

Data Plane Sensitiity

Setof ingressnodes
Ingress-to-prefixraffic matrix
Totaltraffic volumeenteringu
Traffic-shift function
Ingressnodetraffic sensitvity

Traffic impact of a graph
transformation

Dataplanesensitvity

Z
M

T(v)

HTM (@, P, M,v,d)
nTM(G, P,AG,P,M,v)
0TM (G, P, M, 6)

oM (@, P,AG,P,M)

Table 2: Summary of definitions and metrics.

4.1 Multidimensional Data Analysis

Extractingusefulinformationfrom a network configurationis a
very difficult task. We areinterestedn the sensitvity of a network
to hot-potatadisruptionswhich depend®n anumberof factorsin-
cludingnetwork topology routingpolicies,locationin thenetwork,
the specific network changesconsideredetc. To make matters
worse,thereseemso be no “one sizefits all” metricthatcancap-
ture the routing sensitvity in a meaningfulway. Our approacho
managinghiscompleity is inspiredby theareaof databasewhere
similarchallengesrise— OnlineAnalyticProcessindOLAP) [15,
16, 17]. Thekey to OLAP designis to arrangedatain a multidi-
mensionakube,andthenprovide naturalwaysto “slice anddice”
thedataalongmultiple dimensions.

For instance jmaginea three-dimensionaDLAP datacubein
which eachcell containssalestotalsindexed by productsold, city
of sales,andday of sales. It is possibleto explore the salesdata
by dicing it into one, two, or three-dimensionaslices,and then
aggr@atinganddisplayingaslicein variousways. For example,if
wefix aproductandcity, thenwe obtainaone-dimensionadlice of
the cubethat captureghe salesover time of the choserproductin
thechosertity. Thisslicecouldbeusedo computeanaverageover
all days,or to find the daysof maximumsales. In a similar way;,
if we fix a city, we canobtaina two-dimensionaklice of the cube
thatcaptureghe salesof all productsin thatcity over all days.An



interestingcharacteristiof mostdatacubess thatthedimensional
datahassomenaturalhierarchicabtructure For example we could
generatanew datacubeby “rolling-up” thetime dimensiorto the
level of month the locationdimensionto the level of country, and
the productdimensiorto thelevel of category.

Figure2 presentshe OLAP datacubewe definefor the purpose
of exploring the impactof hot-potatorouting on a network. Our
dimensionsarelocation (routers),networkchange (representing
fixedclassof changesuchas“all singlelink failures”or “all single
nodefailures”), and IP prefixes. We find that a large numberof
interestinghot-potatosensitvity queriescanbe computedwith a
very simpledata cube— eachdatacell containsonly a singlebit!
This bit is setif theassociatedouterchangesgresspointsfor the
associategrefix whenthe associatedetwork changeis applied.
In this paperwe will notexplorethefine-grainecdhierarchyof our
dimensionaldata(for example,routersare naturally groupedinto
PoPs,which can be groupedinto regions, which in turn canbe
groupednto countries) pbut the utility of this shouldbeclear

IP prefixes

network
changes

locations

Figure2: Data cubefor network sensitvity analysis.

In this section,we studyslicesof the datacubethat correspond
to anIP prefix suchasthe onerepresentedy the shadedsurface
in Figure2. We definemetricsof region-shiftsensitvity computed
over this surface.

4.2 Definitions

Letl betheuniversesetof vertices.Givenanundirectedveighted
graphG = (V, E,w,d), whereV C U, anda non-emptysetof
verticesL C U, we saythat L is the setof root vertices’ These
rootverticesrepresenthe setof egresspointsfor adestinatiorpre-
fix.

Every vertex v € U hasa local ranking of root vertices. The
functiond(v, !) returnsv’s rankfor rootvertex . Wheneitherv or
1€ V,d(v,1)=oo. If d(v,1) < d(v,1"), thenv is closerto ! than
to I'. Therankingfunctiond representshe IGP distancebetween
routersin anetwork, andconsequentljts computatiordepend®n
specificdetailsof theintradomairroutingprotocolandthe network
configuration. In a network with no IGP hierarchy d(v, ) is the
sumof theweightsof the edgesn a shortespathbetweerv andl.
If the network hasa morecomplex IGP structure thend(v,1) can
be computedusinga modelof thelGP hierarchy(5, 18].

GivenagraphG with rankingfunctiond andaroot setL, each
rootvertex | € L inducesaregion R C V suchthat:

Ri(G,L) = {v|Vv € V andd(v,1) < d(v,'),Vl' € L, L £1'}.

This constructiondivides G into |L| regions, and eachregion
R,(G, L) is ashortesdistancetreerootedin . Note, though,that
thedivision of G into regionsis not a partition of theverticesin G
becauseegionsarenotnecessarilynutuallydisjoint. For instance,
if d(v,1) =d(v,l')forl,l' € L,thenv € R;(G,L)N Ry (G, L).
We allow verticesto bein morethanoneregionto modelthepoten-
tial of the tie-breakdecision(after the hot-potatostepin the BGP

*We considerV a subsebf a greateruniverseof verticesbecause
we wantto studycasesn whichverticesaredeletedor addedo the
graphG.

decisionprocess}o useary of the associatedegions. Note thatif
1 ¢V, thenR/(G,L)=0.

WedefineRI(G, L,v) C L astheregionindex setof avertex v
in agraphG dividedinto regionsaccordingo theroot setL.

RI(G, L,v) = {lVl € L,v € Ry(G,L)}.

The region index setof a vertex v is the setof root nodesthat
areclosestto v. If L is the egresssetfor a destinationprefix p,
then RI(G, L, v) represents’s entryin the routing matrix when
consideringp. If v is disconnectedrom the graph,thenVi €
L,d(v,1) = co andRI(G, L,v) = 0.

For example thegraphG in Figure3 presentsheinternaltopol-
ogy of the AS shawn in Figure 1. Thefigure shavs the division of
thistopologyinto regionsfor the destinatiorprefix p from our pre-
viousexample.Therootsetis theegresssetfor p, soL = {4, B}.
All othernodesareinternalnodes An arrow from vertex i to vertex
j representshatvertex j is the successoof vertex i in the short-
estpathto aroot!. Thedistancedrom C to A and B are9 and
10, respectiely; thereforeC is in theregionof A (i.e.,it forwards
pacletsusingegresspoint A). Theregion R4 = {A,C, D, F, J}
representall routersthatforwardpacletsto p using A astheegress
point,andtheregion Rg = {G, J} similarly representtherouters
thatuseB astheegress.NotethatrouterJ isin bothR4 andRpg,
henceRI(G,L,J) = {A, B}.

Region of B

Region of A

Figure 3: Example of the division of G into regions.

A graph transformationof G is afunctioné : (V, E,w,d) —
(V', E',w',d) thatdeletesoneor moreedgesor vertices,changes
the weight of one or more edges,or addsone or more edgesor
vertices.Let AG betheclassof graphtransformation®f G, such
asthe setof single edgedeletions. Every graphtransformationy
hasa probabilityP(d) associateavith it suchthat) ;o P(d) =
1.

For eachd € AG andv € V, we cancomputethe region-shift
function(G, L, v, §) asfollows:

1, if RI(G,L,v) # RI(6(@), L,v
H(G, L,v,0) = { 0, ( )# R (ot%erwis?e

Intuitively, the function  determinesvhethera vertex experi-
ences hot-potatoroutingchangej.e., whethera vertex v changes
regions after a transformatiory is appliedto G, therebyshifting
region boundaries.Note that RI is a setof root vertices,hence
theremoval or additionof anelementis considereda region shift.
Whenaroot! € L is deletedfrom G, it nolongerbelongsto ary
region and consequentlyhe value of the region-shift function for
1 is one. For all otherpossibletypesof graphtransformations, a
root vertex | cannotchangeregions, thereforeH (G, L,1,§) = 0
foralll € L.

Let usre-examinethe examplepresentedn Figure3. Suppose
that AG is the setof singleedgedeletions.Now considerthe sce-
nariowhered = deleteedge C'F. In anIP network, the deletion
of anedgerepresentsi link failure. Figure4 presentsheresulting



graphd(G) with the new division into regions. The distanceof C
to A changedrom 9 to 11 while the distanceof C to B remained
10. HenceC change$rom R4 to Rg andH(G, L,C,é) = 1. All
the otherverticesarenot affectedby the changesoVv € V,v #
C,H(G, L,v,8) =0.

Region of A Region of B

Figure 4: Example of the division of verticesinto regionsafter
deletingthe edgeCF'.

4.3 Regional Sensitvity

To analyzea graphs sensitvity to graphtransformationswith
respectto a setof root vertices,we constructa two-dimensional
surfacewherethereis apointfor eachpair (v, 4). Thevalueof each
point(v, d) issetto H(G, L, v, d). Then,weintroducemetricsthat
capturethesensitvity of avertex to region shiftsandtheimpactof
agraphtransformatioronall theverticesin thegraphby computing
averagesand maximaover one-dimensionaslicesof this planeas
represente¢h Figure5.

vertex sensitivity
v

0 ' Y

P H(G,Lv,3)

52

[ I :

o5 g impact of a
“g graph transformation
8 (%)

\ .
vertices

Figure5: Regionalsensitvity metrics are computedover atwo-
dimensionalsurface of verticesand graph transformations.

\ertex Sensitivity

The vertex sensitivity(n € [0, 1]) describeghe expectedregional
sensitvity of avertex v € V' giventhesetof graphtransformations
AG with probability P.

n(G,L,AG,Pw) = > H(G,L,v,5).P()

SEAG

Vertex sensitvity capturesthe likelihood of a vertex to change
regionswhen applying the classof graphtransformationsAG in
G. In this section,we discusssensitvity for a given setof param-
etersfor agraphG, classof graphtransformation®AG, andgraph
transformatiorprobabilityfunctionP. For concisenessf notation,
we omit theseparametershencen(G, L, AG,P,v) = n(L,v).
We alsodefinethe averagevertex sensitvity (1), which is useful
for evaluatingthe sensitvity of agraph.

1

#(G,L,AG,P) = T2k

> n(G,L,AG,P,v)
vEV

Considerthe graph G presentedn Figure 6. Assumethat all
edgeshave the sameweight, Ly = {4, B}, AG is the classof
singleedgedeletions,andall § € AG areindependenandhave

Region of A / Region of B
Figure 6: Example of a graph with verticesdivided into regions
asinducedby L, = {A, B}.

equalprobabilities. In this scenariothe four verticesare divided
into two regionsasillustratedin thefigure.

Table3 presentsicross-tahlationoverthevaluesof H (L1, v, d)
for all verticesin Figure6. Eachcolumné; correspondso thedele-
tion of the edgel;. Thelastcolumnpresentghe vertex sensitvity
n(L1,v) for eachvertex. VerticesA and B areroots,thereforeno
edgedeletioncancausehemto changeegionsandbothn(L;, A)
andn(L1, B) equal0. Outof thethreepossiblegraphtransforma-
tion, only the deletionof edgel; causesrertex C' to changefrom
R4 to Rp. Hencen(L1, C) = 3. Thecomputatiorof D's sensi-
tivity is similar. We will describethelastrow of thetablewhenwe
definetheimpactof agraphtransformatiorandgraphsensitvity.

01 02 03 | n(L1,v)
A 0 0 0 |0
B 0 0 0|0
c 1 0 o0 |1
D o o 1|43
0L1,0) |2 0 < [o@n=2

Table 3: Sensitivity metrics usingroot setL; (Figure6.

In general,valuesof n(L,v) vary from 0 to 1. Whenn(L, v)
is closeto 0, v is not sensitve to the classof graphtransforma-
tions AG, i.e., it is unlikely thatv changegegionsgiven the di-
vision inducedby L. By definition, n(L,l) = 0 for ary root
1 € L whenconsideringary classof graphtransformationghat
doesnot includethe deletionof root vertices. Routersthatarein
thesetof egresspointsfor adestinatiorprefix alwayspreferroutes
learnedfrom eBGPR Therefore nointradomainchangegexcluding
theroutercrashing)canhave animpacton routeselectiorfor such
routers.

A valueof n(L,v) = 1 meansthatw is sensitve to ary graph
transformatiord € AG. Considerthe graphpresentedn Figure6
with only B asroot (Ly = {B}). Figure7 shavs the divisionin
regionsfor this new scenarioand Table4 shavs the valuesof the
sensitvity metrics. In this example, A just hasonerouteto reach
thedestinatiorprefix p, thusary edgedeletiondisconnectsA from
p. Sincethedeletionof ary edgein the graphdisconnectsd from
theroot B, (L2, A) = 1.

Region of B

Figure 7: Example of a graph with rootsetL,; = {B}.

Impactof a Graph Transformation

Theimpactof a graph transformation(@ € [0, 1]) determineghe
fraction of the verticesin V' that experienceregion shifts after a



01 42 03 | n(L2,v)
A 1 1 1 |1
B 0 0 o010
c 0 1 1 |2
D 0 0 1 |3
0(L2,0:) | T L 2 1o(L1)=1

Table 4: Sensitivity metrics usingroot setL, (Figure 7.

givengraphtransformation.

1

oG L0 =

> H(G,L,v,0)

veEV

We definea metric that captureghe expectedimpact (9) of the
classof graphtransformation\ G with probability functionP:

0(G,L,AG,P) = > 6(G,L,8).P(6)

SEAG

Let usrevisit the examplein Figure 6 to analyzethe impactof
edgedeletions.Thelastrow of Table3 presentshevaluesd (L1, §)
for eachedgedeletion. The deletionof edgel, doesnot causeary
vertex to changeregions. This graphtransformatiorhasthe least
impact. Both the deletionof I; andls impactoneof theverticesin
thegraph thusthesetransformationfiave a highervalueof 8. The
lastrow of Table4 present®)(Ls, §) for the scenariodepictedin
Figure7. Whenonly B is in theroot set,the deletionof I3 causes
all otherverticesto changeregions,makingé(Lz, s) = 2.

As with vertex sensitvity, for ary root set L and graphtrans-
formationd, valuesof §(L, §) vary betweer) and1. 6(L,d) = 0
representatransformatiorthatcausesoregionshiftsin thegraph,
whereasf(L,d) = 1 happenswhend is a transformationthat
causesll the verticesin the graphto changeregions. Whenthe
rootsetis composeaf all verticesin thegraph(i.e., L = V), then
no graphtransformation(with the exceptionof vertex deletions)
causesa vertex to changeregions. This configurationis not sensi-
tive to changesn the graphandé(L, §) = 0. Note, however, that
this scenarids extremelyunlikely in anIP network. First, peering
is not available everywhere. Second the setof egresspointsfor
a prefix is usuallymuchsmallerthanthe numberof routersin the
network. Onthe otherhand,if ¢ is thedeletionof all I € L, then
all verticesv € V' changeegionsandf(L, §) = 1. Thisotherex-
tremeis alsounlikely for prefixeswith morethanoneegresspoint.

Graph Sensitivity
Both the averagevertex sensitvity 7 andthe expectedimpactof a

graphtransformatiorﬁ allow usto compareheoverall region-shift
sensitvity for (G, L, AG,P).

LEMMA 4.1.

(@G, L, AG,P) = (G, L, AG,P)

PROOF.

(G, L,AG,P) = —.> n(G,L,AG,P,v)

veEV

vEV EAG
1
= 62 m.ZH(G,L,u,&).P((s)
EAG veEV

= Y 6(G,L,5).P(5)
SEAG

= #G,L,AG,P)
O

Therefore we definegraph sensitivityas

o(G,L,AG,P)

(G, L, AG,P)
= §(G,L,AG,P).

We cannow computethe graphsensitvity for the examplepre-
sentedn Figure6. Over all thetwelve possiblev, § combinations
only two experienceregion changesandthey have the sameprob-
ability, soo(L1) = . The scenariopresentedn Figure 7 is
more likely to have region changesafter an edgedeletion. The
graphsensitvity metricreflectsthis increasedsensitvity. For Lo,
O'(Lz) = é anda(L2) > O'(L1).

Wheno (L) = 0, thegraphG with rootsetL is extremelyrobust
to the graphtransformationsiefinedin AG. This happensvhen
L = V and AG doesnot include vertex deletions. Valuesof o
closeto onearisewhenary graphtransformatiorin AG causesll
verticesto changeregions. The only scenarian which o is oneis
whenAG containsonly onetransformatiorthatis the deletionof
all therootstogether In generalwe expectthe graphsensitvity to
be0 < o(L) < 1.

5. NETWORK SENSITIVITY

We now usethe terminologyintroducedin the previous section
to modelhot-potatorouting. Then,we presenmetricsthatcapture
both controlanddatasensitvity to hot-potatochanges.

5.1 From Regionsto Hot Potatoes

We modelanAS asagraphG, whereverticesrepresentouters,
edgesarelP-level links, edgeweightsarethe IGP costassociated
with a link interface,and the IGP path costs(computedwith or
without IGP hierarchy)areincorporatedy therankingfunctiond.
The setof egresspoints for a destinationprefix p is represented
asarootsetL,. We assumehat all routers! € L, announce
equally-goodroutesto reachp. This assumptiorimplies thatour
modelconsiderghe setof bestBGP routesafterapplyingpolicies.
In otherwords,we areonly consideringoutesthataretied through
step5in theBGP decisionprocesgseeTablel).

A region R; is the setof routersthat usethe route announced
by egresspoint ! to forward traffic to destinationprefix p. A hot-
potato changeis a result of one or more intradomainpath cost
changesausedyy someunderlyingevent (suchasa fiber cut, in-
terfacedown, router crash,IGP weight changefor maintenance,
etc.). We modelintradomainrouting changesasa graphtransfor
mation. In this scenario,the region-shift function 4 determines
whethera routerexperiences hot-potatochangefor a destination
prefixwhena particularintradomainrouting changehappens.



Onecanthink of vertex sensitvity asa metricthat, givena net-
work andasetof intradomairroutingchangesgetermineshelike-
lihood of arouterto changéts selectiorof egresgointfor apartic-
ular prefix. Theimpactof agraphtransformatiorcanbeusedto de-
terminethe fraction of routersthat experiencea hot-potatochange
afteranintradomairroutingchange Thegraphsensitvity metrico
reflectsthe overallimpactof internalroutingchange®nthe egress
pointthatrouterschooseo forward pacletsto a destinatiorprefix.

By the definition of regions, whena routeris equidistantfrom
two egresgoints,we consideiit to bein two differentregionsatthe
sameime. In practice arouterbreakshistie usingaconfiguration-
specificrule. For instancepy default Ciscoroutersprefertheolder
route[19], which leadsto differentdecisionsdependingon the or-
derof routingchangesA modelthatcaptureghistie-breakingule
would have to simulaterouting dynamics. Eventhoughthereare
somedeterministicoptionsfor breakingthistie (suchascomparing
the ID of the egresspoints)that could potentially be incorporated
into our model, the choiceof the tie breakis particularfor each
network configuration.

Instead,a network shouldbe robustindependenof routing dy-
namics(otherwisethenetwork designwould becountingonluck!).
The definition of region-shift function introducedin the previous
sectioncapturesheworst-casesensitvity, becausét considerghat
if thereis ary chancethata vertex v might changeregions, then
H(G, L,v,d) = 1. Wereferto this definition of region-shiftfunc-
tion asHworst-

1, if RI(G,L,v) # RI()(G), L,v
Huworst (G7 L,v, 6) = { 0, ( ) 75 ( (ot%erwis)e

Becausef thetie-breakingule,whenanodeis in morethanone
region at the sametime, somegraphtransformationsnay change
the region index RI andyet causeno hot-potatochangein prac-
tice. We defineH,.s+ asthebestcasescenaridor the region-shift
function. If thereis ary root vertex that belongsto RI(G, L, v)
andRI(4(G), L, v), thenwe considerthatv doesnotexperiencea
hot-potatochange.

1, if RI(G,L,v) N RI(6(G),L,v) =0

Hbest(Gvavv 6) = { 0, otherwise

By computingthe sensitvity metricsusing Hyorst, We deter
mineanupperboundfor regionalsensitvity. Similarly, usingHpe s:
determinesilowerbound.In practice thesensitvity metricsshould
lie betweenthesetwo valuesdependingon the tie-breakingrule
adoptedandtheorderof routingchanges.

For clarity of notation,we definecontrol planeand dataplane
sensitvity metricsusingtheregion-shiftfunction? insteadf defin-
ing upperandlower boundshasedn Hyorst aNdHpes:. Our case
studyof thelSPnetwork in Section6 useghesedefinitionsto com-
puteupperandlower boundsof network sensitvity.

5.2 Control Plane Sensitvity

Sofar, ourmodelhasfocusedon theanalysisof sensitvity when
consideringonly onedestinationprefix. However, hot-potatodis-
ruptionsresultfrom alarge numberof routeschangingsimultane-
ously becauseof an intradomainrouting change. Thus, we add
anotherdimensiorto the datacubeto capturethe setof destination
prefixes P and analyzethe network stateas a three-dimensional
datacube(asthe onepresentedn Figure?2) to understandheim-
pact of a graphtransformationon all the prefixesin the routing
matrix.

Eachdestinatiorprefix p hasa setof egresspointsL,. The set
of egresspoints, however, is not uniqueper prefix. It is oftenthe
casethat a numberof destinationprefixes sharethe sameset of
egresspoints. For example thetwo networks presentedh Figurel
peerinto two locations(peeringroutersA andB). In this example,
all destinationprefixesof customerf the neighborAS sharethe
egressset{ A4, B}. Let P beasetof destinatiorprefixes,andg the
mappingof prefixesto egresssets(3 : P — 2¥.

Therouting-shiffunction(# % (G, P, v, §)) representthefrac-
tion of destinationprefixesin P for which thereis a changein
egresspointsafteragraphtransformatiord.

HEM (@, P,v,d) = ZH(Gﬁ ,8)

peEP

Routingsensitvity metricsarecomputedsimilarly to theregion-
shift metricsby replacingheregion-shiftfunction?{ with therouting-
shift function . Onecanview the routing-shiftfunctionasa
transformationof the one-dimensionatlice of the datacubefor
a pair (v, ). After applyingthe transformatiort{® (G, P, v, §)
for every pair (v, §), we obtaina two-dimensionaprojectionthat
is equivalentto the planepresentedn Figure5.

NodeRoutingSensitivity

Thenoderoutingsensitivity(n®™ € [0, 1]) describeshe expected
fractionof routeshiftsfrom arouters perspectie. It representthe
fractionof arouters BGPtablethatchangeggresspoints.

M@, P,AGPw) = Y HEM(G, P,v,6).P(s)
6€AG

Y n*M(G, P,AG,P,v)
veEV

MG, P,AG,P) =
IV\

Noderouting sensitvity is usefulfor determiningthe routersin
the network thataremore susceptibldéo hot-potatochanges.This
metric doesnot differentiatebetweena router that experiencesa
few route shifts for mostd € AG andanotherthat experiences
rarebut large route shifts. To differentiatebetweenthe two cases,
we introducenX to representhe worstcaserouteshift for each
nodev € V.

nias (G, P,AG,v) = Jrgg)&HRM(G, P,v,0)

Noderoutingsensitvity n* canalsoberepresentedsthe av-
eragevertex sensitvity acrossall prefixesasdemonstratedby the
following lemma.

LEMMA 5.1.

M(G,P,AG,Pv) = —. > n(G,B(p), AG,P,v)

|P| pEP

PROOF.

n"M(G,P,AG,Pw) = Y HEM(G,P,v,8).P(5)

SEAG

= X T ZMGﬁ

JEAG pEP

- ﬁ.z > G, B(),,8)P()

pEPSEAG

= Z (G, B(p), AG,P,v)

IPI o=y

,v,0).P(9)



Consideragainthegraphpresentednh Figure6. Assumethatthe
numberof prefixes|P| = 10 andthatsix prefixesuseegresssetL:
(Figure6) andremainingfour useegresssetL» (Figure7). Table5
presentshe noderouting sensitiity % (v) for eachvertex in G
computedusingthevaluesn(L1, v) andn(L2, v) presentedn Ta-
bles3 and4, respectiely. SinceB isin both L, andL», nosingle
edgedeletioncausest to changeregionswith respecto L1 or Ls.
Hence,it is theleastsensitve vertex in G; in fact,n2M (B) = 0.
Vertex A changesegionsafterary edgedeletionwhentheroot set
is Lo, but never changesegionswhentherootsetis L;. Hencewe
computen™ (A4) = 2x641x4 — ( 4. Eventhoughby examining
™M vertex D is lesssensitve than A and B, n2 indicatesthat
thereis atleastonegraphtransformatior(in this casejs) for which
all its routeschangeegresses.

n"Mv)  nfeh(v)
A 04 0.6
B 0 0
c| 047 0.6
D| 033 1

Table 5: Node routing sensitiity for the graph presentedin
Figure 6 with root setsL; and L.

Routinglmpactof a Graph Transformation

Theroutingimpactof a graphtransformation(8®** ¢ [0, 1]) rep-
resentghe averagefraction of BGP route shifts acrossall routers
afteranintradomainroutingchange.

1

6EM (G, P,8) = Tk

> HEM(G, Pv,0)
veEV

> oRM(G, P,6).P(5)
SEAG

6RM (@, P,AG,P)

Theroutingimpactof a graphtransformatiorrepresentshe av-
eragenumberof entriesin the routing matrix thatarechangede-
causeof agraphtransformationSimilarto noderoutingsensitvity,
we definea metric to representhe nodethatis mostimpactedby
eachgraphtransformatior(§2M).

02%(G7 Pé) = maXHRM(G,P,’U,(S)
vEV

As with noderouting sensitvity, the routing impactof a graph
transformatiorcanalsobedefinedin termsof theimpactof agraph
transformatioron eachroot setequivalenceclass.

LEMMA 5.2
1

oM (G, P, §) =
|P|

> 0(G, B(p), 5)

pPEP

Weomittheproofbecaus¢hestepsaresimilarto thatof Lemma5s.1.

Table 6 shaws the routing impact of the deletionof eachedge
in G. Thedeletionof edgels is the transformatiorwith greatest
impact. Eventhoughit only impactsonevertex whenconsidering
root set L1, it impactsall verticesfor L,. Indeed,we seefrom
Table6 thatbothd®M (§3) andd 22 (§5) arehigherthantheimpact
of §; andds.

eRM(J) 9RM (5)

max

01 0.25 0.6
P 0.2 0.4
03 0.45 1

Table 6: Routing impact of single edgedeletionson the graph
presentedn Figure 6 with root setsL; and Ls.

Overnall Control PlaneSensitivity

Theoverall contol planesensitivity(e®™ € [0, 1]) is theaverage
noderouting sensitvity or the expectedrouting impactof a class
of graphtransformations.Control planesensitvity representshe
averagefraction of the routing matrix that shiftsin responseo in-

ternalperturbations.

oM (@, P,AG,P) ARM (G, P, AG,P)

= 6FM(G,P,AG,P)

The overall control plane sensitvity for the examplein Figure 6
with root setsL; and L is ¢®¥ (G, P, AG,P) = 0.3. Overall
control planesensitvity providesan aggreatedview of network
sensitvity to IGP changesand canbe usedasone metric of com-
paringthe robustnesof the control planeof differentnetwork de-
signs.

Perhapsnoreusefulfor determiningherobustnes®f anetwork

arethe worstcasenoderouting sensitvity (M) androutingim-

pactof graphtransformationg62,). High valuesof 72, mean
thatthereis atleastonerouterin thenetwork thathasa high proba-
bility of experiencinghot-potatodisruptionswhich maythenlead
to routeroverload. Similarly, graphtransformationsvith a high
routing impactmay leadto the overloadof the control plane. A

robustnetwork shouldminimize o 23 .

Timas(Gy P AG,P) = maxngii(G, P,AG,v)
= mg)((; Omac(G, P, 0)

By identifying the mostdisruptive graphtransformationsnpetwork
operatorganplanfor thembeforemaintenancectvities or, longer
term,addextralinks or routersto reduceor avoid the mostdisrup-
tive events.Practicalconstraintanay preventanetwork from being
free of hot-potatodisruptions.Knowledgeof the areasof the net-
work thataremostvulnerableto hot-potatadisruptionscanbeused
whenselectingthe locationto connectcustomers For instancejt

maybeeconomicallynoreadwantageouso connecttustomershat
useinteractize applicationssuchasvoice andgamingin locations
thatarelesssusceptiblao disruptions.

5.3 Data Plane Sensitvity

The previous sectionpresentednetricsto studyvariationsin the
routingmatrix causedy IGP changesi,e.,theimpactof hot-potato
routing on the control plane. In this section,we combinerouting
with traffic demandsand introducemetricsthat measurethe im-
pactof hot-potatorouting changeson the ingress-to-gresstraffic
matrix.

Let P bethesetof destinatiorprefixesandZ C V bethe setof
ingressrouters. M is an|Z| x |P| matrix, representingheingress
pointto destinatiorprefix traffic demandmatrix. An elemen{(v, p)



of M representshevolumeof traffic from aningressrouterv € 7
to adestinatiorprefixp € P. Weredefinethe datacubefrom Fig-
ure 2 to studydataplanesensitvity, eachcell of the datacubepre-
sentedn (v, 4, p) now containghevalueH (G, 3(p), v, 8).M(v, p),
which representshe volumeof traffic from a nodew to a prefix p
if v changesegionswhend is appliedto G. Giventheingress-to-
prefix demandmatrix, thetotal inboundtraffic ataningressnodev

(T(v))is:
T(w)= Y M(v,p)

PEP

The traffic-shift function (KT (G, P, M, v, §)) representshe
fraction of the traffic enteringthe network at ingressnodew that
switchesegresspointsafterthe graphtransformatiord.

HIM(G, P, M, 0,0) = ——. 3 H(G, B(p), v,6).M(v, p)
T(v) =y

Thefractionof traffic thatchangesgressesnayexperienceran-
sientperformancelegradationduring convergenceandchangesn
forwarding path characteristicgsuchas congestionJongerRTTs,
or pacletfilters).

We now definedataplanesensitvity metricsasa functionof the
traffic-shift function.

IngressNodeTraffic Sensitivity

The ingressnodetraffic sensitivity(n™ € [0, 1]) describeghe
expectedfraction of the traffic originating at ingressnodewv that
switchesegresspointswhenconsideringhe setof graphtransfor
mationsin AG with probability P. This metric capturesthe ex-
pectedvariationonv’sentryof thetraffic matrix for all graphtrans-
formationsin AG. We alsodefinenZ, to representhe largest
traffic shift experiencedoy eachnodev whenconsideringthe set
of graphtransformations\G.
n"M(G,P,AG,P,M,v) = > H™(G,P,M,v,5).P(5)
seAG

M (G, P,AG,M,v) = Ergg%?{TM(G,P,M,v,J)

nmam
1

PG PAGEM) = o

D n™(G,P,AG,P,M,v)
veEL

n™™™ canalsobecomputedy averagingthetotal volumeof traf-
fic shiftsacrossall root setsandall possiblegraphtransformations
over thetotal traffic originatedatv. As discussedvith routingsen-
sitivity metrics,traffic sensitvity rangedrom zero(indicatingthat
traffic from aningresspoint doesnot shift egresspointswhencon-
sideringAG) to one(the otherextreme,whereary transformation
in AG causesll thetraffic originatedat» to switchegresspoints).

Traffic Impactof a Graph Transformation

The traffic impactof a graph transformation(§”* ¢ [0, 1]) rep-
resentshe averageacrossall ingresspoints of the fraction of the
traffic that shifts becausef a graphtransformatiory. It captures
thevariationin thetraffic matrix afterthe graphtransformatiory.

1

0TM (@, P, M, 6) D OHIM(G, P, M, v, 0)

7l =%
gr,z;LJc\z/[m(Gs P,M,5) = rréa‘)/(’HTM(G,P,M,v, )
v

6T™(G, P,AG,P,M) > 6TM(G, P, M, 5).P(9)

SEAG

Thesemetricsrepresenthefraction of the volumeof traffic that
shifts egresspointsdueto an intradomainrouting change. 8.2,
representthenodethatexperienceshelargesttraffic shift because
of agraphtransformationBy computingthis metric,network oper
atorscanmale statementsuchas,“no singlelink failurewill shift

morethan1% of thetraffic”.

Overnll Data PlaneSensitivity

Theoverall dataplanesensitivity(e™™ € [0, 1]) describeghe av-
erageingressnodetraffic sensitvity or the expectedtraffic impact
of a graphtransformation. It capturesthe averagechangein the
traffic matrix.

oT™M (@, P,AG,P,M) 6T™(G, P,AG,P,M)
= 7"M(G,P,AG,P,M)

Themaximumdataplanesensitiity (o2~ ) representtheworst

casetraffic shift experiencedy anodeconsideringall graphtrans-
formationsin AG.

oM (G, P,AG,M) = max nEM (G, P,AG, M, v)

TM
J0ax Oy (G, P, M, 9)

Togetherthe averageand the maximum data plane sensitvity
metricsallow usto compareifferentnetworkswith respecto their
robustnessn theflow of traffic underintradomairroutingchanges.
Network operatoramay alsoconsideranalyzingtraffic for specific
customersor applicationsseparately For customerausing inter-
active applicationsary traffic shift may causeperformancedegra-
dation. By studyingdataplanesensitvity for the subsebf the ad-
dressesorrespondingo thosecustomerseitherthenetwork canbe
reprovisionedor thecustomerconnectiity locationcanbechanged
to minimizedisruptionsdueto internalevents.

6. APPLYING THE MODEL

This sectiondemonstratethe utility of our modeland metrics
by analyzingthe sensitvity of alarge AS of atier 1 ISP network to
link androuterfailures. First, we give a brief explanationof how
to obtainthe input parameterdgor the modelfrom measurements
collectedfrom operationahetworks. Then,we analyzethe control
plane sensitvity of the tier 1 AS. An analysisof the dataplane
sensitvity of the network remainsfuturework.

6.1 Obtaining Inputs for the Model

Most large ISPsroutinely collect routing and traffic measure-
mentdatafor network managemenpurposes.One can leverage
this datato extracttheinput parameter$or our modelasfollows:

e Thenetwork topology (G) andtheranking function (d) can
bederivedeitherfrom snapshotsf arouters IGP configura-
tion or from archivesof IGP routingmessagesollectedby a
routemonitor.

e The set of destination prefixes (P) and prefix-to-egress-
setmapping (8) canbe computeddy joining a collectionof
BGPtablesor from archivesof BGProutingmessages.

e Snapshotsf thetraffic demandsM caneitherbeestimated
from link load statistic§12, 13] or canbemeasuredirectly
atingressrouters[11, 20].



The ISP usesOSPFasits intradomainprotocolandthe network
hasbeenpartitionedinto severalareag2]. An OSPFmonitor[18]
deployedin thelSPnetwork collectslink-stateadvertisementfrom
the network. The monitoris locatedin a Point of Presenc€PoP)
andhasa directphysicalconnectiorto arouterin area0.2 Thus, it
recevesdetailedinformationaboutall links androutersin area0,
but only summarizednformationaboutroutersin otherareasThe
summarizednformation consistsof the distanceto eachrouterin
the non-zeroareafrom the borderroutersbetweenarea0 andthe
non-zeraareain question We usethearea0 topologyandthesum-
marizedinformationto constructsnapshot®f the network topol-
ogy andto extractthe rankingfunctiond for eachrouterin area0.
Note that even thoughwe do not have detailedtopologyinforma-
tion for non-zeroareasthe area0 topology and summarizedn-
formationallow usto computethe exact OSPFdistancefrom ary
routerin area0 to ary otherrouterin the network.

The ISP usesan iBGP route-reflectotierarchy[10] inside the
network for scalabilityreasons A BGP monitor establishesBGP
sessiongrunningover TCP)to atleastoneroutereflectorper PoP
(all theseroute reflectorsbelongto OSPFarea0). The monitor
timestampsand archives all the BGP updateseceved over these
sessiongnddumpsthe routingtableoncea dayto provide a peri-
odic snapshobf thebestroutefor eachprefix. For eachdestination
prefix p, we computeL,, asthe union of all egresspointsselected
by eachof the routereflectorsmonitored* Sincewe do not model
theroute-reflectohierarchy we usethe samemappingfrom prefix
to egresssetg for all routersin the network.

6.2 CaseStudy: An ISP Network

This sectionanalyzeghe control sensitvity of anAS in anISP
network. First, we presentan in-depthanalysisof control plane
sensitvity that focuseson a recentsnapshobf the AS collected
on Junel, 2004. Then,we evaluatehow control planesensitvity
evolvesovertime.

6.2.1 Contwol PlaneSensitivityAnalysis

Weillustratehow a network operatorcould useour modelto an-
alyzethecontrolplanesensitvity of thenetwork to internalrouting
changesln theabsencef accuratdailure modelsfor the network,
network operatorsusually considersimple failure scenariossuch
aslink androuterfailures. We considertwo setsof graphtrans-
formations: A1, G is the setof all singlelink failuresandArG is
the setof all singlerouterfailures(excludingfailuresof the egress
points).Assumethatall failureswithin eachsethapperwith equal
probability Becausewe only have detailedtopologyinformation
for areaO of the AS, we only considerfailuresin area0 links and
routers. Furthermorewe focusonly on area0 routersto compute
controlplanesensitvity.

We proceedwith anexercisethatshavs howv a hypotheticahet-
work operatorcould useour modelto answerqueriesof different
aspect®f the network sensitvity to link androuterfailures.

How sensitiveis the networkto singlelink and single
routerfailures?

Table7 presentsheoverall controlplanesensitvity of the network
to singlelink andsinglerouterfailures. We computelower bound
of control planesensitiity (c#™) by usingthe bestcaserouting

3 0SPFareadorm ahub-and-spoktopologysuchthataread forms
thehubandnon-zercareasform the spoles.

4Theremay be routeslearnedat someborderroutersthat are not
announcednternally In this situationno otherrouterin the net-
work canusetheseborderroutersas egresspoints, so it will not
impactour sensitvity measurements.

shift function (M) asdefinedin Section5.1. Similarly, the up-
perboundis computedusingthe worst caserouting shift function
(HEM ). For concisenessf notation,we denotecontrol plane
sensitvity to link failuresasa ™ (A1 G) andto routerfailuresas
oM (ARG). Botha®M(ALG) ande™ (ARG) arevery close
to zero,indicatingthatoverall the network is quite robustto single
link androuterfailures. The network is relatively more sensitve
to routerfailuresthanlink failures(e®™ (AL G) < oM (ArG)).

This matchesthe intuition that the failure of a router shouldim-

pactmore pathsthanthe failure of a singlelink. Note that o

representsontrol planesensitvity thatis averagedover all routers
andall failures;having a low valuefor bothsinglelink androuter
failuresmeanghatthe network on averageis robustto thesesetof

failures. However, theremay be some“outliers” from the average
thatcouldstill perturbthenetwork. Thenext questionexploresthis
issuefurther

Overall sensitvity (M)
LowerBound UpperBound
0.00002 0.00010
0.01001 0.01165

Singlelink failures(Ar G)
Singlerouterfailures(A g G)

Table 7: Overall control plane sensitvity of the AS.

Whatis the largestdisruptionthat can happenin the
network?

Table8 presentsheworstcasecontrol planesensitiity oY, . Re-
callthato 22 representthepair (v, §) thathasthemaximumrout-

ing sensitvity in the network. The upperboundsensitvity to both

ArG and ARG is almostl. This indicatesthat thereis at least
onerouterthatis extremelysensitve to at leastoneof thelink and
routerfailures. Assumethatv,,q. , dmaez representsheworstcase
scenarioValuesof o ZM = 1 meanghatvma. shiftsegressegor

all destinationprefixesasa consequencef the graphtransforma-
tion d.mqz. Thisleadsto the conclusionthat, althoughon average
the network is robustto singlelink androuterfailures,thereexists
asetof routersthatareextremelysensitve to certainfailures.

Worstcasesensitity (o 21,
LowerBound UpperBound
0.5586 0.9974

0.9974 0.9974

Singlelink failures(Ar, G)
Singlerouterfailures(A g G)

Table 8: Overall control plane sensitvity of the AS.

Our hypotheticaloperatordigs deeperby slicing the datacube
per failure and computingthe impact of individual failures, and
thenslicing it perrouterandcomputingeachrouters routing sen-
sitivity.

Whidh failuresare mostdisruptive?

Figure 8 shaws the routing impact(§%*) of link androuterfail-
ures. Thetop of the barin the plot is the upperboundsensitvity
computedusing# 2, asdefinedin Section5.1,thebottomis the
lower boundcomputecusingH M , andthemiddle pointis the av-
erageof thetwo (we usethis notationon all theremainingplotsin
this casestudy). Thex-axisis thefractionof graphtransformations
sortedaccordingto the upperboundrouting impact. The average
routingimpactof bothlink androuterfailuresis low. For instance,
67M < 0.01 for 93% of link failuresand59% of routerfailures. It
is clearfrom this plot thatthereareafew failuresthathave aconsid-
erableimpacton somerouters. In particular somerouterfailures



have %M > 0.2, whichmeanghatthey impactanaverageof 20%
of the destinatiornprefixesacrossall routers. Althoughthe impact
of link failuresis lower, theremay be someroutersthatexperience
large route shifts becaus@f somelink failures. After determining
the mostdisruptive failures,the operatorcanusethis information
while makingdecisionson traffic engineeringandnetwork provi-
sioning. The next stepis to understandvhich routersaresensitve
to hot-potatadisruptions.

o
N
a

router failures (AR G) JRA—
link failures (A G) v-----
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. . . . . .
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fraction of graph transformations (3)

Figure 8: Routing impact of router and link failur es.

Whidh routers are mostsensitive?

Figure 9 shavs the upperandlower boundsfor noderouting sen-
sitivity to link androuterfailures. The x-axisis the fraction of all
routersin area0 sortedaccordingo theirupperboundroutingsen-
sitivity. Almostall theroutersexperiencevery few routingchanges
on average.The averagesensitvity may not be the bestindicator:
arouterthatexperiencesmallrouteshiftsfor anumberof failures
mayhave thesamenoderoutingsensitvity (%) asanotherouter
thatexperiences very largerouteshift for only oneof thefailures.
Thelattercaseis arguablymoredisruptive thantheformer.

It is alsointerestingto notethatthereis a high varianceamong
routers. A routers sensitvity to internal changesdependson its
locationrelative to the closestandsecond-closesgresspointsfor
mostdestinatiorprefixes. Thisvarianceof routingsensitvity across
routersis consistentvith theempiricalfindingspresentedh [4]. In-
deedf we rankroutersbasednthe numberof hot-potatochanges
asmeasuredy the algorithmpresentedn [4], andrankthe same
routersaccordingo theirnoderoutingsensitvity to singlelink fail-
ures,we find that the rankingis the same. For single routerfail-
ures,however, the ranksdo not agree.Although this might sound
counterintuitive, our metricsdependon the failure modelwe use.
Giventhatrouterfailuresarerareeventsin practice,it is not sur
prising that the empirical resultsare more consistentwith single
link failure sensitvity metrics.

We obsenre thatnoderouting sensitvity on averageis very low,
which is not surprisingsincewe considerall failuresto be equally
probableandn® representthe averagesensitvity overall possi-
ble failures.Next, the operatotinvestigatesoderoutingsensitvity
furtherby analyzingthe worstcaserouting shift for eachrouter

Whatis the largestrouting shift experiencedoy each

router?

Figures10 and 11 presentthe worst casenoderouting sensitvity

nEM for singlerouterfailuresandfor singlelink failures,respec-

tively. Over30% of theroutersexperienceconsiderabléot-potato
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Figure 9: Noderouting sensitiity to router and link failur es.

disruptiondfor atleastoneof therouterfailures® However, theim-

pactof a particularrouterfailureis usuallylimited to afew routers
(usuallylocatedin the samePoP).Fewer routersexperiencehot-
potatodisruptionscausedyy link failureswhencomparedo those
causedy routerfailures.
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Figure 10: Worst casenode routing sensitiity to router fail-
ures.

It is importantto note the wide gap betweenlower and upper
boundsfor somenodesin Figures10 and11. This suggestshata
substantiafraction of routing shiftsfor eachrouterdepend®nthe
non-deterministicie breakingstepin the BGP decisionprocess.

Note that the orderof the routersin Figure 10 is differentthan
that presentedn Figure 11. Comparingnoderouting sensitvity
to router failureswith that of link failuresfor eachrouterv, we
find that49% of theroutersaremoresensitve to link failuresthan
routerfailures. Although counterintuitive at first, suchscenarios
may arisein practicebecausenot-potatochangeonly occurwhen
a graphtransformatior(link or routerfailure) changeghe relative
distancefrom the routerto the closestand second-closestgress
points. Considerthe example presentedn Figure 12, wherewe
assumehat A and B areegresspointsfor all destinatiorprefixes.
NodeE will shift all its routesfrom egressA to B uponthefailure
of link AC, whereaghefailureof nodeC doesnotcauseary shift.
This indicatesthat optimizing the network topology or configura-
tion to minimize sensitvity to onetype of graphtransformations
may resultin anincreasen the sensitvity to someothertype of
transformation.

5Note that mary of theserouting changesmay be unavoidable
without overloadingthe links leadingto the old egresspoints. We
discusghesetrade-ofs in Section6.2.3.



09 |
08 |
0.7 |
06 [
05 -

04 - B

03 4
(ITATATEE

02 | B
0.1 H B

0 .
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
fraction of routers (v)

Worst Case Node Routing Sensitivity (nmaxRM)

Figure 11: Worst casenoderouting sensitwity to link failur es.

Figure 12: Example shawing higher sensitiity to a singlelink
failur ethan a singlerouter failur e.

We analyzethe mostsensitve routersfurther We call therouter
with highestnZ2 (ArG) (rightmostrouterin Figure 10) router
A andthe routerwith highestp22 (A G) router B. Figures13
and 14 presentthe distribution of route shifts (H %) for routers
A and B, respectrely. Only a very small fraction of the failures
causethe worst casehot-potatodisruption. Overall, eventhe most
sensitve routersarerobustto mostchangesn the network; only a

smallfractionof failurescausdargeroutingshifts.
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Figure 13: Distrib ution of control plane sensitvity of router A.

Network operatorscanusethe knowvledgeof which routersare
more sensitve to hot-potatodisruptionswhen decidingin which
locationto connecttustomersFor instancecustomershatusein-
teractive applicationssuchasVolP or gamingaremoresensitie to
the forwardinginstabilitiescausedy a hot-potatochange An ISP
may decidethat connectinga customerin a lesssensitve location
may beworth the costof along-haullink.

6.2.2 Tempoal Variation of Sensitivity
Thesensitvity analysigpresentedh theprevioussectiorfocused
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Figure 14: Distrib ution of control plane sensitvity of router B.

on one snapshoif the network state. A large tier 1 ISP, how-
ever, hashundred=f routersandlinks andconsequentlyhe state
of network is in constanfflux dueto failuresandmaintenancec-
tivities. This makesthe selectionof a representatie snapshobf
the network particularly challenging.We now studyonesnapshot
of (G, P, 8) per monthfrom February2003to June2004to de-
terminethe sensitvity of our analysisto the choiceof the network
snapshoaindthe variationof controlplanesensitvity overtime.
Figure 15 presentghe overall control planesensitiity o to
both AL G and ArG for onesnapshoper monthduring this 17-
month period. The network’s overall control plane sensitvity to
both typesof failuresis low. As seenearlietr the network is rela-
tively moresensitve to routerfailures(from 0.012 to 0.021) than
link failures(from 0.00003 to 0.0001). We alsoobsere thatthere
is nodramaticvariationof o ®* duringthis 17-monthperiod,justa
smalldecreasbetweemmonthsoneandtwo, anothebetweereight
andnine,andadecreasé thelastmonth. This decreasé overall
control planesensitvity indicatesthaton averagethe network has
becomemorerobustto routerandlink failuresovertime.
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Figure 15: Overall sensitvity to router and link failur esover
time.

6.2.3 Discussion

Our analysisof the control planesensitvity shavs that, on av-
erage,the ISP network is very robustto link androuterfailures.
Neverthelessthereis roomfor improvement:somelink androuter
failurescancauseroutersto shift egresspointsfor a large number
of destinatiorprefixes. After identifying the mostsensitve routers
andthe mostdisruptive failures,network operatorsand designers
canusethis informationto improve network robustness.n doing



so,therearesomedesignguidelinesandoperationabracticeshat
should be consideredo minimize the impact of internal routing
changes:

Link and noderedundancy Oneapproacho minimize sensi-
tivity is to replicateall pathsin the network. Clearly, this approach
istooexpensvein practice.However, ouranalysisshavsthatthere
areafew critical links androuters.Replicatingthesenetwork com-
ponentscanhelp minimize hot-potatodisruptions.Our modelcan
be usediteratively to determinethe network sensitvity after the
additionof new components.

Selectionof peering locations. Anotherapproacho minimize
overall sensitvity isto have only oneegrespointor to have peering
atevery router Neitherof thesesolutionsis desirablefor practical
reasons:(i) peeringlocationsdependon businesgelationsandit
is not feasiblefor an ISP to peerwith all otherISPsin every loca-
tion; and (ii) selectingonly onepeeringlocationfor eachdestina-
tion prefixis notdesirablefrom areliability andtraffic engineering
perspectie. ISPscanusethe knowledgeof which locationsof the
network aremoresensitve to disruptionsandprioritize addingcon-
nectionsto peersatthesdocations.

Reconfiguring the network. Selectinghe bestconfigurationof
link weightsto reducenetwork sensitvity addsanextra dimension
to the problemof optimizing link weightsfor traffic engineering.
Although optimizing link weightsfor onetype of graphtransfor
mationsmay increasesensitvity for other types, more accurate
failure modelscan help guide our analysis. Reconfigurationof
link weightscan be usedto avoiding hot-potatodisruptionsdur
ing plannedmaintenancectiities. In this case pperatorknow in
adwancewhich graphtransformatiornwill be appliedto the graph
andwhen. They canuseour modelto identify a lessdisruptive
configurationof thelink weightsto be deplo/ed beforethe event.

It shouldbe clearfrom this discussiorthat all of thesefactors
represent trade-of thatnetwork designersand operatorsneedto
considerwhenmanagingtheir networks. Our sensitvity analysis
canassisin makingthesetrade-ofs.

7. CONCLUSIONS

In this paper we develop methodsfor characterizingnetwork
sensitvity to intradomainrouting changespor hot-potatodisrup-
tions to ultimatelyimprove network robustnessFirst, we propose
anddescribeananalyticmodelof theinteractionbetweerintraand
interdomainrouting and its impact on both the control and data
planesof anISP network. Basedon this model,we definea setof
metricsfor describinga network’s sensitvity to intradomainrout-
ing perturbationsWe studycontrol planesensitvity of alarge AS
of atier 1 ISP to link androuterfailures. This analysisdemon-
stratesthe utility of our model for identifying which routersare
particularly sensitve to internal perturbationsand which failures
would causemostdisruptions.

As future work, we planto improve the accurag of the model
by incorporatingBGP hierarchiesWe alsoplanto derive realistic
failure modelsandstudyboth controlanddataplanesensitvity for
thesemodels.Finally, we would lik e to usethe modelasa basisof
atool thatnetwork operatoranusefor improving the robustness
of their networks.

Our approacHor building morerobustnetworks hasfocusedon
improving network designgivenrouting protocolsasthey exist to-
day Network robustnessproblemsareintrinsic in the way BGP
reactsto small IGP costchangesNewer routing protocolsshould
be designedvith the goal of network-wide robustnessn mind.
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