
Network Sensitivity to Hot-Potato Disruptions

Renata Teixeira Aman Shaikh Tim Griffin Geoffrey M. Voelker
UC San Diego AT&T Labs–Research Intel Research UC San Diego
La Jolla, CA Florham Park, NJ Cambridge, UK La Jolla, CA

teixeira@cs.ucsd.edu ashaikh@research.att.com tim.griffin@intel.com voelker@cs.ucsd.edu

ABSTRACT
Hot-potatoroutingis amechanismemployedwhentherearemulti-
ple (equallygood)interdomainroutesavailablefor agivendestina-
tion. In this scenario,theBorderGateway Protocol(BGP)selects
theinterdomainrouteassociatedwith theclosestegresspointbased
upon intradomainpath costs. Consequently, intradomainrouting
changescanimpactinterdomainroutingandcauseabruptswingsof
externalroutes,whichwecall hot-potatodisruptions. Recentwork
hasshown thathot-potatodisruptionscanhaveasubstantialimpact
on largeISPbackbonesandtherebyjeopardizethenetwork robust-
ness.As aresult,thereis aneedfor guidelinesandtoolsto assistin
thedesignof networksthatminimizehot-potatodisruptions.How-
ever, developingthesetoolsis challengingdueto thecomplex and
subtlenatureof theinteractionsbetweenexterior andinterior rout-
ing. In this paper, we addressthesechallengesusingan analytic
model of hot-potatorouting that incorporatesmetricsto evaluate
network sensitivity to hot-potatodisruptions. We then presenta
methodologyfor computingthesemetricsusingmeasurementsof
real ISPnetworks. We demonstratetheutility of our modelby an-
alyzingthesensitivity of a largeAS in a tier 1 ISPnetwork.

Categoriesand SubjectDescriptors
C.2.2[Network Protocols]: RoutingProtocols;C.2.3[Computer-
Communication Networks]: Network Operations

GeneralTerms
Design,Reliability, Management,Performance

Keywords
Network robustness,sensitivity analysis,hot-potatorouting,BGP,
IGP, OSPF

1. INTRODUCTION
InternetServiceProviders(ISPs)seekto build robust networks

so that small perturbationsin the environmentor internal condi-
tions do not significantlyimpactnetwork performance.However,
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in practicerobustnessis not soeasilyachieved. In fact,robustness
is not even an easything to measure.A network canseemto be
runningsmoothlyonly to crashunexpectedlyaftersomeseemingly
“small” event.

A robustnetwork shouldhave low sensitivity to routing behav-
ior andtraffic load variations.To understandthe robustnessof an
IP network, it is importantto understandtherobustnessof boththe
control anddata planes.For example,a small routing changein-
sidea network mayhave significantimpactin thecontrolplaneby
causinganextremelylargenumberof routingmessages— which
in turn mayoverloadandcrashrouters,eventhoughtheroutesini-
tially in play werecarrying no traffic. On the other hand,small
routingshiftsof popularroutescanimpactthedataplaneby caus-
ing a largeswing in traffic, perhapsleadingto congestion,losses,
delay, andjitter.

Eventhoughunderstandinganetwork’ssensitivity to achangeis
a crucialstepin designingof a robustnetwork, currenttraffic engi-
neeringtechniquesandtools for network designandmanagement
have limited capabilityto analyzethis sensitivity. In fact, thereis
even little terminologyto describeandmeasurenetwork sensitiv-
ity. In this paper, we addressthis problemby definingmetricsfor
characterizingnetwork sensitivity to routingchangesinsideanau-
tonomoussystem’s (AS) network.

Routingin an AS is performedby the interplayof interdomain
routing, which in the Internettoday is BGP [1], and the intrado-
mainroutingprotocol(suchasOSPF[2] andIS-IS[3]). Routerson
theborderof anAS exchangereachabilityinformationusingBGP,
which is responsiblefor determiningtheAS-level forwardingpath.
InsideeachAS, interiorgatewayprotocols(IGPs)determineshort-
estpathsbetweenevery routerin thenetwork. BGPdeterminesthe
setof bestegresspoints for a destinationprefix. Whenthereare
multiple equallygoodegresspoints in termsof BGP-specificat-
tributes,IGP providesa rankingof theseegresspointsfor a given
ingresspoint in termsof closeness.Whenthe egresspoint selec-
tion is decidedby comparingIGPcosts,it is commonlycalledhot-
potatorouting.

In previous work [4], we have usedmeasurementsof one ISP
network to show thathot-potatoroutingcanhave a significantim-
pactonBGProuteselection.For example,oneIGProutingchange
wasmeasuredto change

�����
of arouter’sBGPtable.Wecall such

abruptBGProuteshiftscausedby IGPcostchangeshot-potatodis-
ruptions. Motivatedby thesefindings, in this paperwe propose
metricsthatcapturetheimpactof intradomainchangeson thecon-
trol anddataplanes.

Wemodelthecontrolplaneasa routingmatrix ��� thatmapsa
nodeandadestinationto asetof potentialegresspoints1. Thisma-�
A nodehasa setof potentialegresspoints for eachdestination,

becausewe do not considerthe tie-breakafter the comparisonof



trix is a functionof theroutessentto anAS andthelocally imple-
mented� routingpolicies.Theroutingmatrixstoresthesetof egress
pointsthatarebestaccordingto BGPand thathave equalIGP dis-
tancesfrom the node. Changesin both IGP andBGP may affect
a network routingmatrix. We expressthis dependenceinformally
in the following relation,where 	 representsthe combinationof
informationfrom thetwo protocols:

����

������	
�����
The dataplaneis often modeledasa traffic matrix. The traffic

matrix ��� representsthevolumeof traffic from aningresspointto
anegresspoint. Weadoptthisabstractionbecause,whencombined
with theroutingmatrix, it is easierto determinemetricssuchasthe
overall network loador individual link loads.

We definethe traffic demandasa matrix � , which determines
thevolumeof traffic enteringthenetwork at a given ingresspoint
to a givendestinationprefix. Theactualegresspoint that the traf-
fic usesto exit the network is determinedby the routing matrix.
Thus,changesin traffic demandsor routingdecisionsmayresultin
changesin thetraffic matrix. We representthis combinationas �
in thefollowing relation.

����
���� � �
Informally, we cannow talk aboutmeasuringrobustness,or put

anotherway, thesensitivity of anetwork (or elementsof anetwork)
to perturbations.We areinterestedin thecontrol planesensitivity
to anIGPchange������� . Wecancapturethis as

������
���������	
�����
and say that the network is robust if for all “small” ������� we
producea“small” ����� . Thisnaturallyextendsto aquantification
of dataplanesensitivity, whichcapturesperturbationsto thetraffic
matrix

������
������ � �
andcanbederivedfrom thecontrolplaneperturbations.

Notethatcontrolplaneanddataplanesensitivitiesarenotneces-
sarily related.For example,a small routingchangecanproducea
largeshift in traffic, andalargeroutingchangecanleavetraffic un-
changed.Thereis aninterestinganalogyto seismicscalesin these
definitions. The Richter Scaleis a familiar quantificationof the
magnitudeof seismicevents.A lessfamiliarscale,calledtheMod-
ified Mercalli Scale,is usedto ranktheintensityof aseismicevent
— thatis, theimpactthatanearthquake hasonhumansociety. The
magnitudescalecapturesan intrinsic propertyof a seismicevent,
while valueson theintensityscalevary with locationandmayde-
pendon local conditionssuchasthe structuralintegrity of build-
ings. So our “control planesensitivity scale” is analogousto the
Richterscale,while the“dataplanesensitivity scale”is analogous
to theModified Mercalli Scale.

In this paper, we make thefollowing contributionsto theunder-
standingof network sensitivity to internalevents:

1. An analyticmodelof an IP network control planeanddata
plane,andtheir interactions;

2. A terminologyfor network sensitivity analysis;

3. A methodologyfor computinga network’s sensitivity using
datatypically collectedby large ISPsfor managementpur-
poses;and

IGPdistances.

4. A casestudyof applyingour modelto a largeAS of a tier 1
ISPnetwork.

Therestof thepaperis organizedasfollows. We discussrelated
work in Section2. In Section3, wepresentbackgroundmaterialon
routingfrom anISPperspectiveanddiscussthechallengesof mod-
eling it. In Section4, we modeltheroutingmatrix while focusing
on a singledestinationprefix. We thenextendthe model in Sec-
tion 5 to capturecontrolplaneanddataplanesensitivity. Section6
presentsour methodologyto computecontrol planesensitivity in
realnetworksandanalyzescontrolplanesensitivity of a tier 1 AS
to link androuterfailures. We concludeandpresentfuturedirec-
tionsin Section7.

2. RELATED WORK
Traffic engineeringtoolsevaluatetheimpactof differentnetwork

configurationson thetraffic matrix. For example,Netscope[5] is a
tool from AT&T Labsthatallows network operatorsto experiment
with differentIGPconfigurationsto determinetheloaddistribution
acrosslinks. Although Netscopeincorporatesmodelsof intrado-
mainroutingandhot-potatorouting,thesemodelsarenot formally
described.The algorithmpresentedin [6] searchesfor the setof
OSPFweightsthat leadsto anoptimal link loaddistribution. Sub-
sequentwork [7] considersweight settingthat aremorerobust to
link failuresandchangesin traffic demands.More recentwork [8]
modelstheBGProutingdecisionin detailandallows thestudyof
changesto BGPconfigurationon theegresspoint selection.None
of thesetoolsfocuseson thenetwork sensitivity to routingchanges
specifically. They evaluaterouteselection( ��� ) and traffic dis-
tribution ( ��� ) consideringdifferentnetwork settings,but not the
impactof thechange( ������� or ������� ) on thenetwork ( �����
or ����� ).

The impactof intradomainrouting changes( ������� ) on inter-
domainrouting( ����� ) andthatof egresspoint changes( ����� )
on traffic ( ����� ) havebeenquantifiedusingmeasurementsof ISP
networks. A studyof theSprintnetwork [9] characterizesthe im-
pactof BGP changeson the traffic matrix. This studyfound that
changesin the traffic matrix do not correlatewith BGP routing
changes.In [4], wemeasuredtheimpactof intradomainchangeson
BGProuteselectionandfind thatsomeintradomainchangescause
a largechurnof BGProutes.This studyidentifiedtheseriousness
of theimpactof routinginteractionon ISPnetworksandmotivated
usto developthemodelandanalysispresentedin thispaper.

3. MODELING ROUTING BEHAVIOR
We startthis sectionwith anoverview of routingin a typical In-

ternetServiceProvider (ISP)network. Then,we outline thechal-
lengesof modelingthe routing behavior and the impactof inter-
nal routingchangeson theselectionof externalroutesandconse-
quentlyon traffic.

3.1 Routing within an ISP Network
TheInternetisaninterconnectionof AutonomousSystem’s(AS)

networks,which areadministeredby ISPsandtheir customers.In
orderfor customersof oneISPto beableto communicatewith cus-
tomersof another, every routerin theISPhasto learnhow to reach
destinationprefixesthatbelongto its customersandthoseof other
ISPs.Typically, BGPis usedfor exchangingreachabilityinforma-
tion of externaldestinationprefixes.In particular, routersat thepe-
ripheryof theISPspeakexternalBGP(eBGP)with routersoutside
(from customersor otherISPs)to learnaboutdestinationprefixes
reachablevia theseoutsiderouters.If a routerat theperipheryse-
lectsoneof the routeslearnedexternally as the bestto reachthe
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Figure 1: Hot-potato routing determines that  usesroute
thr ough ! to forward packetsto the destination prefix " .

destinationprefix, it distributesthis routeto all otherroutersinside
thenetwork usinginternalBGP(iBGP).

In additionto runningBGP(iBGP andeBGP),anAS alsoruns
anInteriorGatewayProtocol(IGP)thatis responsiblefor determin-
ing the pathbetweenroutersinside the network. The mostcom-
monly usedIGPsareOSPF[2] andIS-IS [3], which arelink-state
protocols. With link-stateprotocols,eachrouter learnsthe entire
topologyof thenetwork andusesDijkstra’sshortestpathalgorithm
to computetheshortestpathto all otherroutersin thenetwork.

An ISPoftenconnectsto a customeror anotherISPat multiple
physicallocations.This leadsto scenarioswherea BGProutefor
thesameprefix is learnedby morethanonerouterat theperiphery
of the ISP network. For example,considerthe scenarioshown in
Figure1, whererouters! and � both learnhow to reachprefix "
via eBGP. Both routerspropagatethis routevia iBGP to router  
(as indicatedby the solid arrows). From  ’s point-of-view, both
routesareequallygoodin termsof theirBGPattributes.Therefore, canchooseeither ! or � astheegresspoint out of the ISPfor
sendingthe traffic destinedto " . To breakthe tie,  selectsthe
routerthatis closerin termsof theIGPdistanceto theegresspoint.
In this example,  picks ! astheegresspoint for all thetraffic to
destinationprefix " (asshown by thedottedline in Figure1).

WhentheBGPbestrouteselectionis basedontheIGPdistance,
it is calledhot-potatorouting. In fact,hot-potatoroutinghappens
becausetheIGP distanceto theBGP“next-hop” (theegresspoint)
is oneof thestepsin thedecisionprocessusedby a routerlike  
to selectthe bestBGP route for a given prefix. Table1 presents
thestepsin theBGPdecisionprocess.A routerusesthedecision
processon aperprefixbasis,i.e., it appliestheeightstepsoutlined
in the tablefor every prefix to selecta routeout of multiple BGP
routesthe router learnsfor that prefix. As the table shows, first
the routerusesthe IGP informationto ensurethat it canreachthe
egresspointof a routeusinganIGPpathwithin thenetwork. Then
it considersvariousBGPattributesof routes.At theendof step5,
if two or moreroutessurviveasequallygoodroutes,thentherouter
comparestheIGPdistanceto theegresspointsof theseroutes,and
selectstheroutewith thelowestIGPdistanceto theegresspoint.

In transitAS in thecoreof the Interneta significantfractionof
theroutesareselectedbasedon hot-potatorouting. Theseinclude
all routeslearnedfrom peernetworksandfrom customersthatcon-
nectto theAS in multiple locations.Hot-potatoroutingcancause
arouterto changeits routingdecisionbecausetheIGPdistancesto
egresspointshavechangeddueto a failure,aplannedmaintenance
or atraffic engineeringeventinsidethenetwork. Wecall suchBGP
routing changesdueto the hot-potatorule in thedecisionprocess
hot-potatochanges.

0. Ignore if exit point unreachable
1. Highestlocal preference
2. LowestAS pathlength
3. Lowestorigin type
4. LowestMED (with samenext-hopAS)
5. eBGP-learnedover iBGP-learned
6. LowestIGP path costto exit point (“Hot potato”)
7. Configuration-specifictie-breaking
(e.g.,olderrouteor lowestrouter-id of BGPspeaker)

Table 1: Principle stepsin the BGP decisionprocess

ConsiderFigure1 againandassumethata failure in oneof the
links in thepathfrom  to ! causesits costto become#�# . This
smallchangein theIGPdistancemakesegresspoint � closerto  
than ! , promptingit to sendtraffic destinedto " via � . Indeed,as
observedin [4], in somecaseshot-potatoroutingcancausea large
fractionof BGProutesatagivenrouterto switchegresspointsdue
to a singleIGPchangeinsidethenetwork. Thus,abrupthot-potato
routing changescanhave a significantimpacton both the control
planeandthe dataplane. The goal of this paperis to understand
whenandwhysuchchangeshappenthroughananalyticmodelof
the BGP/IGPinteractionandsensitivity metricsthat characterize
network sensitivity to IGPchanges.

3.2 Challenges
Modeling the sensitivity of routing and traffic to IGP changes

insidean ISP network requiresa goodunderstandingof how the
network usesIGP andBGP for routing, the resultingrouting ma-
trix, the traffic demands,andhow the traffic demandsandrouting
matrixcombineto generatethetraffic matrix. Below weoutlinethe
mainchallengesof modelingthis complex system:

IGP. EachAS hasthe freedomto designits internalrouting in-
frastructureandselecttheappropriateIGP to routepacketswithin
the network. For scalability reasons,both OSPFandIS-IS allow
hierarchicalroutingby dividing a network into areas[2, 3]. When
areasare employed, packets are forwardedalong shortestpaths
within anarea,but maydeviate from theshortestpathswhenthey
traversemultiple areas.As a result,a modelof hot-potatorouting
needsto incorporatethe link weightsand the division of routers
into areasandaccuratelymodeltheIGPpathcostcomputation.

BGP. Modelingthecompletesetof egresspointsperprefixwithin
an ISPcanbecomecomplicateddueto the iBGP architectureof a
network. TheBGPstandardrequiresa full meshof iBGP connec-
tionsbetweenall BGPspeakingroutersin thenetwork [1]. Thisen-
suresthatall theroutersknow aboutthebestrouteslearnedby ev-
eryotherroutervia eBGP. To overcometheresultingscalabilityis-
sues,networkswith a largenumberof BGPspeakersusuallystruc-
ture them into someform of iBGP hierarchy;“router-reflectors”
and“confederations”aretwo popularwaysof forming this hierar-
chy [10]. An unfortunateside-effect is that someBGP routesare
availableto only asubsetof BGProutersinsideanetwork. Thiscan
leadto scenarioswheredifferentroutersin anetwork havedifferent
setsof egresspoints.

Routing matrix. After we have anabstractmodelof both IGP
and BGP decisions,we still needto combinethem to form the
routing matrix, which dependson the interactionof the two pro-
tocols.Somepartsof this interactionarestandardizedsuchassteps
0 through6 of theBGPdecisionprocess,whereassomelikethetie-
breakingrule after thecomparisonof IGP costsarenot. This im-
pliesthattheinteractionbetweenIGPsandBGPdependsonrouter
implementationor specificnetwork configuration.

Traffic demandsand traffic matrix. Thetraffic demandplaced
on a network dependson the traffic sentandreceived by theend-



usersattachedto customerandpeernetworks,andthelocationsin
which$ they connectto thenetwork. Consequently, traffic demands
vary considerablyover time. In general,it is hardto obtaina rep-
resentative snapshotof thetraffic demandsandtheresultingtraffic
matrix. Eventhoughmeasurementandestimationof thetraffic ma-
trix have received considerableresearchattentionof late [11, 12,
13], measurementsareaggregatedor sampledandnotall routersin
thenetwork arecapableof collectingtherequireddata[13].

3.3 Assumptionsof the Model
To reducethecomplexity of modelingall thesedetails,wemake

thefollowing simplifying assumptions:

1. All routers know all routes to reach a destination pre-
fix. As mentionedearlier, thisassumptionis valid whenBGP
speakersareorganizedin a full iBGPmesh.In ASesthatuse
an iBGP hierarchythis assumptionno longerholds. How-
ever, even in the caseof an iBGP hierarchy, the following
condition is enoughfor our model to capturethe network
sensitivity correctly:every routerat thevery leastlearnsthe
routethatit wouldhavepickedasthebestroutehadit learned
all theeBGP-learnedroutesfor agivenprefix.

2. Well-configured iBGP. Griffin and Wilfong [14] describe
scenariosin which iBGP misconfigurationscanleadto route
deflections.This meansthat routersin the forwardingpath
to anegresspoint for aprefixdisagreeontheselectionof the
egresspoint leadingto deflectionsandloops in an extreme
case.We assumethatthenetwork configurationsatisfiesthe
conditionsspecifiedin [14] for avoiding suchloopsandde-
flections.

3. StableBGP routing snapshots. We assumethatBGPpoli-
ciesandeBGProutesarestable.Ourmodelworkswith snap-
shotsof BGProutesandanalyzestheimpactof intradomain
routingchangesonsnapshotof routes.

4. Stablesnapshotsof traffic demands. Similarly, our model
takesasinputsnapshotsof thetraffic demandsto analyzethe
impactof intradomainroutingchangeson traffic.

Theseassumptionsallow usto modelthestateof routingsystem
andsnapshotsof traffic. Our modeldoesnot capturethe routing
dynamicsor traffic load variationsdirectly. A single underlying
event may causea seriesof routing messages,androutersin the
network maytake sometime to convergeto a consistentstate.We
donotmodelthesequenceof messagesexchangedto reachastable
routingstate.Instead,we modela routingchangefrom onestable
stateto anotherstablestatereachedaftertheconvergencephase.

4. REGIONS AND REGION SHIFTS
Thissectionfirst introducesconceptsfrommultidimensionaldata

analysisthat inspiredusin our network sensitivity analysis.Then,
it describesa graphmodelandthe conceptsof graphregionsand
region shifts that togetherform thebasisof our network modelof
hot-potatorouting.Thesetof definitionspresentedherecapturethe
interactionbetweenBGPandIGPwhenconsideringasingledesti-
nationprefix. In Section5, we build on this terminologyto define
control planeanddataplanesensitivity metrics. Table2 summa-
rizesthenotationintroducedin this sectionandthefollowing one,
andusedin theremainderof thepaper.

Basic
Universeof vertices %
Undirectedweightgraph &('*),+.-0/�-213-24657-8+:9;%
Rootsetor egressset <=9;%> ’s rankfor rootvertex ? 4@) > -7?A5
Region of a root vertex ? BDCE)F&G-0<H5HIJ+
Region index setof avertex > BDKL),&G-0<D- > 5MIN<
Classof graphtransformations O�&
Probability function for
graphtransformations P
Regional
Region-shiftfunction QR),&G-7<M- > -0ST5
Vertex sensitivity UV)F&G-7<D-EO�&G- P - > 5
Impactof agraphtransformation W�),&G-7<M-EST5
Graphsensitivity XY)F&G-0<D-0O�&G- P 5
Control PlaneSensitivity
Setof destinationprefixes Z
Mappingof prefixesto egresssets [;\]Z(^`_ba
Routing-shiftfunction Q�ced=),&G-EZM- > -fSg5
Noderoutingsensitivity U ced ),&G-7Zh-EO�&G- P - > 5
Routing impact of a graph
transformation

W ced )F&G-0ZM-ESg5
Controlplanesensitivity X ced ),&G-7Zh-EO�&G- P 5
Data PlaneSensitivity
Setof ingressnodes i
Ingress-to-prefixtraffic matrix j
Total traffic volumeentering> k ) > 5
Traffic-shift function Q�l d )F&G-0Zh-2jm- > -0ST5
Ingressnodetraffic sensitivity U l d ),&G-EZM-0O�&G- P -njm- > 5
Traffic impact of a graph
transformation

W l do)F&G-0Zh-2jm-0Sg5
Dataplanesensitivity X l d ),&G-EZM-EO�&G- P -njp5

Table 2: Summary of definitions and metrics.

4.1 Multidimensional Data Analysis
Extractingusefulinformationfrom a network configurationis a

very difficult task.We areinterestedin thesensitivity of a network
to hot-potatodisruptions,whichdependsonanumberof factorsin-
cludingnetwork topology, routingpolicies,locationin thenetwork,
the specificnetwork changesconsidered,etc. To make matters
worse,thereseemsto beno “one sizefits all” metric thatcancap-
ture the routing sensitivity in a meaningfulway. Our approachto
managingthiscomplexity is inspiredby theareaof databaseswhere
similarchallengesarise— OnlineAnalyticProcessing(OLAP) [15,
16, 17]. The key to OLAP designis to arrangedatain a multidi-
mensionalcube,andthenprovide naturalwaysto “slice anddice”
thedataalongmultiple dimensions.

For instance,imaginea three-dimensionalOLAP datacubein
which eachcell containssalestotalsindexedby productsold,city
of sales,andday of sales. It is possibleto explore the salesdata
by dicing it into one, two, or three-dimensionalslices,and then
aggregatinganddisplayingaslicein variousways.For example,if
wefix aproductandcity, thenweobtainaone-dimensionalsliceof
thecubethatcapturesthesalesover time of thechosenproductin
thechosencity. Thisslicecouldbeusedto computeanaverageover
all days,or to find the daysof maximumsales. In a similar way,
if we fix a city, we canobtaina two-dimensionalsliceof thecube
thatcapturesthesalesof all productsin thatcity over all days.An



interestingcharacteristicof mostdatacubesis thatthedimensional
datahas$ somenaturalhierarchicalstructure.For example,wecould
generateanew datacubeby “rolling-up” thetimedimensionto the
level of month, the locationdimensionto thelevel of country, and
theproductdimensionto thelevel of category.

Figure2 presentstheOLAP datacubewe definefor thepurpose
of exploring the impactof hot-potatorouting on a network. Our
dimensionsare location (routers),networkchange (representinga
fixedclassof changessuchas“all singlelink failures”or “all single
nodefailures”), and IP prefixes. We find that a large numberof
interestinghot-potatosensitivity queriescanbe computedwith a
verysimpledatacube— eachdatacell containsonly a singlebit!
This bit is setif theassociatedrouterchangesegresspointsfor the
associatedprefix whenthe associatednetwork changeis applied.
In this paper, we will not explorethefine-grainedhierarchyof our
dimensionaldata(for example,routersarenaturallygroupedinto
PoPs,which can be groupedinto regions, which in turn can be
groupedinto countries),but theutility of thisshouldbeclear.

locations
changes

network

IP prefixes

Figure2: Data cubefor network sensitivity analysis.

In this section,we studyslicesof thedatacubethatcorrespond
to an IP prefix suchasthe onerepresentedby the shadedsurface
in Figure2. We definemetricsof region-shiftsensitivity computed
over thissurface.

4.2 Definitions
Let q betheuniversesetof vertices.Givenanundirectedweighted

graph �srut2vDw8xRwfy�wfz�{ , where v}|~q , anda non-emptysetof
vertices �p|�q , we saythat � is the setof root vertices.2 These
rootverticesrepresentthesetof egresspointsfor adestinationpre-
fix.

Every vertex ����q hasa local rankingof root vertices. The
function zYtF��w8�F{ returns� ’s rankfor root vertex � . Wheneither � or����ov , zYtF��w8�F{Mr�� . If zYtF��w8�F{��*zYtF��w8�A�F{ , then � is closerto � than
to � � . Therankingfunction z representsthe IGP distancebetween
routersin anetwork, andconsequentlyits computationdependson
specificdetailsof theintradomainroutingprotocolandthenetwork
configuration. In a network with no IGP hierarchy, zYtF��w8�F{ is the
sumof theweightsof theedgesin a shortestpathbetween� and � .
If thenetwork hasa morecomplex IGP structure,then zYtF��wf�F{ can
becomputedusingamodelof theIGPhierarchy[5, 18].

Givena graph � with rankingfunction z anda root set � , each
root vertex ���o� inducesa region ���:v suchthat:

B�CE),&G-0<H5�':� >�� ��>�� + and 4L) > -f?�5h�o4L) > -f? � 57- � ? � � <D-E?H�'J? �E�D�
This constructiondivides � into � �3� regions, and eachregion� C t2��w8��{ is a shortestdistancetreerootedin � . Note,though,that

thedivision of � into regionsis not a partitionof theverticesin �
becauseregionsarenotnecessarilymutuallydisjoint. For instance,
if zYtF��wf�F{�r�zYtF��wf�A�,{ for �Ew��A�H��� , then ����� C t2��w8��{��;��C��8t2��w8��{ .
Weallow verticesto bein morethanoneregionto modelthepoten-
tial of the tie-breakdecision(after thehot-potatostepin the BGP 
We considerv a subsetof a greateruniverseof verticesbecause

wewantto studycasesin whichverticesaredeletedor addedto the
graph � .

decisionprocess)to useany of theassociatedregions.Notethat if����ov , then � C t2��w8�¡{Dr£¢ .
Wedefine���Yt2��wf�¤w8��{¡�¥� astheregion index setof avertex �

in a graph � dividedinto regionsaccordingto theroot set � .

B�K@),&G-f<D- > 5�'§¦¨? � � ? � <D- >�� B C )F&G-0<H5E© �
The region index setof a vertex � is the setof root nodesthat

areclosestto � . If � is the egressset for a destinationprefix " ,
then �G�Yt2��wf�¤wf��{ represents� ’s entry in the routing matrix when
considering" . If � is disconnectedfrom the graph, then ªe�=��¤wfzYtF��w8�F{Dr�� and ���Yt2��w7�«w7��{Dr�¢ .

For example,thegraph � in Figure3 presentstheinternaltopol-
ogy of theAS shown in Figure1. Thefigureshows thedivision of
this topologyinto regionsfor thedestinationprefix " from ourpre-
viousexample.Therootsetis theegresssetfor " , so �(r­¬]!�w8��® .
All othernodesareinternalnodes.An arrow from vertex ¯ to vertex°

representsthat vertex
°

is thesuccessorof vertex ¯ in theshort-
estpathto a root � . The distancesfrom  to ! and � are ± and#¨² , respectively; therefore, is in theregionof ! (i.e., it forwards
packetsusingegresspoint ! ). Theregion �G³(rp¬´!�w� �w8µ¶w8·�wg¸H®
representsall routersthatforwardpacketsto " using ! astheegress
point,andtheregion ��¹§r­¬6��wg¸�® similarly representstherouters
thatuse � astheegress.Notethatrouter ¸ is in both �G³ and � ¹ ,
hence�G�Yt2��wf�¤wg¸�{Mr�¬]!�w8��® .
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Figure3: Exampleof the division of � into regions.

A graph transformationof � is a function ºN»�t2vDw8xRwfy�wfz�{�¼t2v � w8x � w8y � wfz�{ thatdeletesoneor moreedgesor vertices,changes
the weight of one or more edges,or addsone or more edgesor
vertices.Let ��� betheclassof graphtransformationsof � , such
asthe setof singleedgedeletions.Every graphtransformationº
hasa probability ½¤tFº@{ associatedwith it suchthat ¾£¿TÀ@ÁhÂ�½¤tFº�{�r# .

For eachº��Ã�R� and �=�*v , we cancomputethe region-shift
function Äot2��w8�¤w8��wfº�{ asfollows:

QR),&G-0<D- > -7Sg5�'£ÅÇÆ - if B�K@)F&G-0<D- > 5��'(BDK@),S])F&¤57-f<M- > 5È - otherwise

Intuitively, the function Ä determineswhethera vertex experi-
encesa hot-potatoroutingchange,i.e.,whethera vertex � changes
regionsafter a transformationº is appliedto � , therebyshifting
region boundaries.Note that ��� is a set of root vertices,hence
theremoval or additionof anelementis considereda region shift.
Whena root �«�§� is deletedfrom � , it no longerbelongsto any
region andconsequentlythe valueof the region-shift function for� is one. For all otherpossibletypesof graphtransformationsº , a
root vertex � cannotchangeregions, thereforeÄot2��w8�¤w��Ewfº�{RrÉ²
for all �H�¶� .

Let us re-examinethe examplepresentedin Figure3. Suppose
that ��� is thesetof singleedgedeletions.Now considerthesce-
nario where º�r deleteedge  �· . In an IP network, the deletion
of anedgerepresentsa link failure. Figure4 presentstheresulting



graph º�t2��{ with thenew division into regions. Thedistanceof  
to ! changedfrom ± to #6# while thedistanceof  to � remained#T² . Hence, changesfrom �G³ to � ¹ andÄot2��w��«w8 �w7º@{Mr�# . All
theotherverticesarenot affectedby thechange,so ª��Ê�*vDw8�*�r �wfÄot2��w��¤wf��wfº�{Dr�² .
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Figure 4: Example of the division of vertices into regionsafter
deleting the edge �· .

4.3 RegionalSensitivity
To analyzea graph’s sensitivity to graphtransformationswith

respectto a set of root vertices,we constructa two-dimensional
surfacewherethereis apointfor eachpair tF��wfº�{ . Thevalueof each
point tF��w7º@{ is setto Äot2��w��¤wf��wfº�{ . Then,weintroducemetricsthat
capturethesensitivity of a vertex to regionshiftsandtheimpactof
agraphtransformationonall theverticesin thegraphbycomputing
averagesandmaximaover one-dimensionalslicesof this planeas
representedin Figure5.
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Figure5: Regionalsensitivity metrics arecomputedover a two-
dimensionalsurfaceof verticesand graph transformations.

Vertex Sensitivity
The vertex sensitivity( Ë(��Ì ²Vw¨#gÍ ) describestheexpectedregional
sensitivity of avertex �Î�ov giventhesetof graphtransformations��� with probability ½ .

UV)F&G-7<D-EO�&G- P - > 5�' Ï¿TÀLÁhÂ QR)F&G-0<D- > -7Sg5 � P )AST5
Vertex sensitivity capturesthe likelihoodof a vertex to change

regionswhenapplyingthe classof graphtransformations��� in� . In this section,we discusssensitivity for a givensetof param-
etersfor a graph � , classof graphtransformations�R� , andgraph
transformationprobabilityfunction ½ . For concisenessof notation,
we omit theseparameters,hence Ëet2��w8�¤wb�R��w7½�w2��{oÐÑËetÒ�«w7��{ .
We alsodefinethe averagevertex sensitivity ( ÓË ), which is useful
for evaluatingthesensitivity of a graph.

ÔU�)F&G-E<M-7O�&G- P 5}' Æ� + � � ÏÕ]ÀLÖ UV)F&G-7<D-EO�&G- P - > 5
Considerthe graph � presentedin Figure 6. Assumethat all

edgeshave the sameweight, � � r�¬´!�wf�R® , �R� is the classof
singleedgedeletions,andall ºJ�­�R� areindependentandhave
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Region of A Region of B

Figure6: Exampleof a graph with verticesdivided into regions
asinducedby � � r­¬]!�w8��® .
equalprobabilities. In this scenario,the four verticesaredivided
into two regionsasillustratedin thefigure.

Table3 presentsacross-tabulationoverthevaluesof ÄotÒ� � w7��wfº@{
for all verticesin Figure6. Eachcolumn º¨× correspondsto thedele-
tion of theedge� × . Thelastcolumnpresentsthevertex sensitivityËetÒ� � w7��{ for eachvertex. Vertices! and � areroots,thereforeno
edgedeletioncancausethemto changeregionsandboth ËetÒ� � w8!�{
and ËetÒ� � w���{ equal ² . Out of thethreepossiblegraphtransforma-
tion, only thedeletionof edge� � causesvertex  to changefrom� ³ to ��¹ . HenceËetÒ� � w� �{¤r �Ø . Thecomputationof µ ’s sensi-
tivity is similar. Wewill describethelastrow of thetablewhenwe
definetheimpactof a graphtransformationandgraphsensitivity.

S � S   S Ø UV)A< � - > 5Ù
0 0 0 0Ú
0 0 0 0Û
1 0 0

�ØÜ
0 0 1

�ØW�)A< � -0S × 5 �Ý È �Ý XY)A< � 5�' �Þ
Table3: Sensitivity metrics using root set � � (Figure6.

In general,valuesof Ë�tÒ�¤wf��{ vary from ² to # . When ËetÒ�«wf��{
is closeto ² , � is not sensitive to the classof graphtransforma-
tions �R� , i.e., it is unlikely that � changesregionsgiven the di-
vision inducedby � . By definition, ËetÒ�«w��F{Ãrß² for any root�R�~� whenconsideringany classof graphtransformationsthat
doesnot includethe deletionof root vertices. Routersthat arein
thesetof egresspointsfor adestinationprefixalwayspreferroutes
learnedfrom eBGP. Therefore,no intradomainchanges(excluding
theroutercrashing)canhave animpacton routeselectionfor such
routers.

A valueof ËetÒ�¤wf��{�rà# meansthat � is sensitive to any graph
transformationºR�J�R� . Considerthegraphpresentedin Figure6
with only � asroot ( �   rá¬´��® ). Figure7 shows thedivision in
regionsfor this new scenarioandTable4 shows the valuesof the
sensitivity metrics. In this example, ! just hasonerouteto reach
thedestinationprefix " , thusany edgedeletiondisconnects! from" . Sincethedeletionof any edgein thegraphdisconnects! from
theroot � , ËetÒ�   w8!�{Mr�# .
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Figure7: Exampleof a graph with root set �   r­¬´��® .
Impactof a GraphTransformation
The impactof a graph transformation( â=��Ì ²�w¨#bÍ ) determinesthe
fraction of the verticesin v that experienceregion shifts after a



S � S   S Ø U�)A<   - > 5Ù
1 1 1 1Ú
0 0 0 0Û
0 1 1

 ØÜ
0 0 1

�Ø
W�)A<   -0S × 5 �Ý �  ØÝ Xe)A< � 5�' � 

Table4: Sensitivity metrics using root set �   (Figure7.

givengraphtransformation.

W�),&G-7<M-0Sg5ã' Æ� + � � ÏÕ´À@Ö QR)F&G-0<D- > -7Sg5

We definea metric that capturestheexpectedimpact( Óâ ) of the
classof graphtransformations�R� with probabilityfunction ½ :

ÔW´)F&G-0<D-0O�&G- P 5�' Ï¿TÀ@ÁhÂ W�),&G-E<D-0ST5 � P )AST5

Let us revisit the examplein Figure6 to analyzethe impactof
edgedeletions.Thelastrow of Table3 presentsthevaluesâätÒ� � wfº�{
for eachedgedeletion.Thedeletionof edge�   doesnot causeany
vertex to changeregions. This graphtransformationhasthe least
impact.Both thedeletionof � � and � Ø impactoneof theverticesin
thegraph,thusthesetransformationshave ahighervalueof â . The
last row of Table4 presentsâ�tÒ�   w7º@{ for the scenariodepictedin
Figure7. Whenonly � is in theroot set,thedeletionof � Ø causes
all otherverticesto changeregions,making âätÒ�   wfº Ø {Mr ØÝ .

As with vertex sensitivity, for any root set � andgraphtrans-
formation º , valuesof â�tÒ�«w8º�{ vary between² and # . âätÒ�¤wfº�{¤rå²
representsatransformationthatcausesnoregionshiftsin thegraph,
whereasâätÒ�¤wfº�{¥ræ# happenswhen º is a transformationthat
causesall the verticesin the graphto changeregions. When the
root setis composedof all verticesin thegraph(i.e., �§r­v ), then
no graphtransformation(with the exceptionof vertex deletions)
causesa vertex to changeregions. This configurationis not sensi-
tive to changesin thegraphand âätÒ�¤wfº@{«r~² . Note,however, that
this scenariois extremelyunlikely in anIP network. First, peering
is not availableeverywhere. Second,the setof egresspoints for
a prefix is usuallymuchsmallerthanthenumberof routersin the
network. On theotherhand,if º is thedeletionof all �¤�(� , then
all vertices�;�Nv changeregionsand âätÒ�¤w8º�{¡rp# . This otherex-
tremeis alsounlikely for prefixeswith morethanoneegresspoint.

GraphSensitivity
Both theaveragevertex sensitivity ÓË andtheexpectedimpactof a
graphtransformationÓâ allow usto comparetheoverall region-shift
sensitivity for t2��wf�«wb�R��w0½D{ .

LEMMA 4.1.

ÔUä),&G-0<D-EO�&G- P 5ä' ÔW�),&G-0<D-EO�&G- P 5

PROOF.ÔUä),&G-E<D-0O�&G- P 5�' Æ� + � � ÏÕ´À@Ö U�),&G-f<M-EO�&G- P - > 5
' Æ� + � � ÏÕ´À@Ö Ï¿TÀLÁhÂ QR)F&G-E<D- > -7Sg5 � P )AST5
' Ï¿TÀ@ÁhÂ Æ� + � � ÏÕ´À@Ö QR)F&G-E<D- > -7Sg5 � P )AST5
' Ï¿TÀ@ÁhÂ W�),&G-E<D-0ST5 � P )AST5
' ÔW�),&G-0<D-EO�&G- P 5

Therefore,we definegraphsensitivityas

XY)F&G-7<D-EO�&G- P 5�' ÔUV),&G-7<M-7O�&G- P 5' ÔW�),&G-E<D-0O�&G- P 5 �
We cannow computethegraphsensitivity for theexamplepre-

sentedin Figure6. Over all thetwelve possible��w7º combinations
only two experienceregion changesandthey have thesameprob-
ability, so ç�tÒ� � {(r �Þ . The scenariopresentedin Figure 7 is
more likely to have region changesafter an edgedeletion. The
graphsensitivity metric reflectsthis increasedsensitivity. For �   ,çDtÒ�   {Dr �  and ç�tÒ�   {¡è*ç�tÒ� � { .

When çDtÒ�¡{Mr£² , thegraph� with rootset � is extremelyrobust
to the graphtransformationsdefinedin ��� . This happenswhen�`ruv and �R� doesnot includevertex deletions. Valuesof ç
closeto onearisewhenany graphtransformationin �R� causesall
verticesto changeregions. Theonly scenarioin which ç is oneis
when �R� containsonly onetransformationthat is thedeletionof
all therootstogether. In general,we expectthegraphsensitivity to
be ²��*çDtÒ�¡{¡��# .
5. NETWORK SENSITIVITY

We now usethe terminologyintroducedin theprevious section
to modelhot-potatorouting.Then,we presentmetricsthatcapture
bothcontrolanddatasensitivity to hot-potatochanges.

5.1 From Regionsto Hot Potatoes
We modelanAS asa graph � , whereverticesrepresentrouters,

edgesareIP-level links, edgeweightsarethe IGP costassociated
with a link interface,and the IGP path costs(computedwith or
without IGPhierarchy)areincorporatedby therankingfunction z .
The set of egresspoints for a destinationprefix " is represented
as a root set �Hé . We assumethat all routers �¶�`�Hé announce
equally-goodroutesto reach" . This assumptionimplies that our
modelconsidersthesetof bestBGProutesafterapplyingpolicies.
In otherwords,weareonly consideringroutesthataretiedthrough
step5 in theBGPdecisionprocess(seeTable1).

A region � C is the setof routersthat usethe routeannounced
by egresspoint � to forward traffic to destinationprefix " . A hot-
potato changeis a result of one or more intradomainpath cost
changescausedby someunderlyingevent (suchasa fiber cut, in-
terfacedown, router crash,IGP weight changefor maintenance,
etc.). We modelintradomainrouting changesasa graphtransfor-
mation. In this scenario,the region-shift function Ä determines
whethera routerexperiencesa hot-potatochangefor a destination
prefixwhenaparticularintradomainroutingchangehappens.



Onecanthink of vertex sensitivity asa metric that,givena net-
workê andasetof intradomainroutingchanges,determinesthelike-
lihoodof arouterto changeits selectionof egresspointfor apartic-
ularprefix. Theimpactof agraphtransformationcanbeusedto de-
terminethefractionof routersthatexperiencea hot-potatochange
afteranintradomainroutingchange.Thegraphsensitivity metric ç
reflectstheoverall impactof internalroutingchangesontheegress
point thatrouterschooseto forwardpacketsto a destinationprefix.

By the definition of regions,whena router is equidistantfrom
two egresspoints,weconsiderit to bein two differentregionsatthe
sametime. In practice,arouterbreaksthistieusingaconfiguration-
specificrule. For instance,by defaultCiscoroutersprefertheolder
route[19], which leadsto differentdecisionsdependingon theor-
derof routingchanges.A modelthatcapturesthis tie-breakingrule
would have to simulaterouting dynamics.Even thoughthereare
somedeterministicoptionsfor breakingthis tie (suchascomparing
the ID of theegresspoints)that couldpotentiallybe incorporated
into our model, the choiceof the tie breakis particularfor each
network configuration.

Instead,a network shouldbe robust independentof routing dy-
namics(otherwise,thenetworkdesignwouldbecountingonluck!).
The definition of region-shift function introducedin the previous
sectioncapturestheworst-casesensitivity, becauseit considersthat
if thereis any chancethat a vertex � might changeregions, thenÄot2��w��¤wf��wfº�{Dr~# . Wereferto this definitionof region-shiftfunc-
tion as Äìë�í�î8ï7ð .
Q�ë�í�î8ï7ð�),&G-0<D- > -fST5�'£Å Æ - if B�K@)F&G-0<D- > 5��'(BDK@),S])F&¤57-f<M- > 5È - otherwise

Becauseof thetie-breakingrule,whenanodeis in morethanone
region at the sametime, somegraphtransformationsmay change
the region index ��� andyet causeno hot-potatochangein prac-
tice. We define Äìñ2ò ï7ð asthebestcasescenariofor theregion-shift
function. If thereis any root vertex that belongsto ���Yt2��w8�¤wf��{
and ���YtFº�t2��{bwf�¤w8��{ , thenweconsiderthat � doesnotexperiencea
hot-potatochange.

Q ñ2ò ï7ð )F&G-0<D- > -7Sg5�' ÅÇÆ - if B�K@),&G-7<M- > 5�ó�B�K@)AS´),&¤5f-7<D- > 5.'ÊôÈ - otherwise

By computingthe sensitivity metricsusing Ä ë�í�î8ï7ð , we deter-
mineanupperboundfor regionalsensitivity. Similarly, usingÄìñ2ò ï7ð
determinesalowerbound.In practice,thesensitivity metricsshould
lie betweenthesetwo valuesdependingon the tie-breakingrule
adoptedandtheorderof routingchanges.

For clarity of notation,we definecontrol planeanddataplane
sensitivity metricsusingtheregion-shiftfunction Ä insteadof defin-
ing upperandlower boundsbasedon Ä ë�íbî8ï7ð and ÄìñEò ï0ð . Our case
studyof theISPnetwork in Section6 usesthesedefinitionsto com-
puteupperandlower boundsof network sensitivity.

5.2 Control PlaneSensitivity
Sofar, ourmodelhasfocusedontheanalysisof sensitivity when

consideringonly onedestinationprefix. However, hot-potatodis-
ruptionsresultfrom a largenumberof routeschangingsimultane-
ously becauseof an intradomainrouting change. Thus, we add
anotherdimensionto thedatacubeto capturethesetof destination
prefixes � and analyzethe network stateas a three-dimensional
datacube(astheonepresentedin Figure2) to understandthe im-
pact of a graphtransformationon all the prefixes in the routing
matrix.

Eachdestinationprefix " hasa setof egresspoints � é . Theset
of egresspoints,however, is not uniqueperprefix. It is often the
casethat a numberof destinationprefixes sharethe sameset of
egresspoints.For example,thetwo networkspresentedin Figure1
peerinto two locations(peeringrouters! and � ). In thisexample,
all destinationprefixesof customersof theneighborAS sharethe
egressset ¬´!�w8��® . Let � beasetof destinationprefixes,and õ the
mappingof prefixesto egresssets( õ§»@�­¼ � a .

Therouting-shiftfunction( Ä ced t2��wf�¤w7��wfº@{ ) representsthefrac-
tion of destinationprefixes in � for which there is a changein
egresspointsaftera graphtransformationº .

Q ced ),&G-0ZM- > -7Sg5�' Æ� Z � � Ïé À@ö QR)F&G-E[.) ÷�5f- > -fSg5
Routingsensitivity metricsarecomputedsimilarly to theregion-

shiftmetricsby replacingtheregion-shiftfunction Ä with therouting-
shift function Ä ced . Onecanview therouting-shiftfunctionasa
transformationof the one-dimensionalslice of the datacubefor
a pair tF��wfº�{ . After applyingthe transformationÄ ced t2��w8��w8��wfº@{
for every pair tF��wfº@{ , we obtaina two-dimensionalprojectionthat
is equivalentto theplanepresentedin Figure5.

NodeRoutingSensitivity
Thenoderoutingsensitivity( Ë c�d �§Ì ²�w¨#bÍ ) describestheexpected
fractionof routeshiftsfrom arouter’sperspective. It representsthe
fractionof a router’s BGPtablethatchangesegresspoints.

U ced ),&G-0Zh-0O�&G- P - > 5ã' Ï¿TÀLÁhÂ Q ced )F&G-0Zh- > -0ST5 � P ),Sg5ÔU ced ),&G-0ZM-EO�&G- P 5�' Æ� + � � ÏÕ]ÀLÖ U c�d )F&G-0Zh-0O�&G- P - > 5
Noderoutingsensitivity is usefulfor determiningtheroutersin

thenetwork thataremoresusceptibleto hot-potatochanges.This
metric doesnot differentiatebetweena router that experiencesa
few route shifts for most º��Ç�R� andanotherthat experiences
rarebut largerouteshifts. To differentiatebetweenthe two cases,
we introduceË c�dø¡ùTú to representtheworstcaserouteshift for each
node�Î�=v .

U c�dø¡ù¨ú )F&G-0ZM-EO�&G- > 5ã' û�ügý¿TÀ@ÁhÂ Q ced )F&G-0ZM- > -0ST5
Noderoutingsensitivity Ë c�d canalsoberepresentedastheav-

eragevertex sensitivity acrossall prefixesasdemonstratedby the
following lemma.

LEMMA 5.1.

U c�d )F&G-0Zh-0O�&G- P - > 5�' Æ� Z � � Ïé À@ö U�),&G-E[.) ÷ä57-0O�&G- P - > 5
PROOF.U c�d )F&G-0Zh-0O�&G- P - > 5ã' Ï¿TÀ@ÁhÂ Q ced ),&G-EZM- > -fSg5 � P )AST5

' Ï¿TÀ@ÁhÂ Æ� Z � � Ïé ÀLö QR)F&G-E[.) ÷�5f- > -7Sg5 � P )AST5
' Æ� Z � � Ïé ÀLö Ï¿TÀLÁhÂ QR)F&G-E[.) ÷�5f- > -7Sg5 � P )AST5
' Æ� Z � � Ïé ÀLö U�),&G-E[.) ÷ä57-0O�&G- P - > 5



Consideragainthegraphpresentedin Figure6. Assumethatthe
numberþ of prefixes � �Î�@r�#¨² andthatsix prefixesuseegressset � �
(Figure6) andremainingfour useegressset �   (Figure7). Table5
presentsthenoderoutingsensitivity Ë ced tF��{ for eachvertex in �
computedusingthevaluesËetÒ� � wf��{ and ËetÒ�   wf��{ presentedin Ta-
bles3 and4, respectively. Since � is in both � � and �   , no single
edgedeletioncausesit to changeregionswith respectto � � or �   .
Hence,it is the leastsensitive vertex in � ; in fact, Ë cedø¡ù¨ú tÒ��{3r~² .
Vertex ! changesregionsafterany edgedeletionwhentheroot set
is �   , but neverchangesregionswhentherootsetis � � . Hence,we
computeË ced tÒ!�{Dr ÿ � Þ��H� � Ý� ÿ r�²�� � . Eventhoughby examiningË ced vertex µ is lesssensitive than ! and � , Ë c�dø¡ùTú indicatesthat
thereis at leastonegraphtransformation(in thiscaseº Ø ) for which
all its routeschangeegresses.

U@cedo) > 5 U�cedø¡ùTú ) > 5Ù È � � È � �Ú È ÈÛ È � �
	 È � �Ü È � ��� Æ
Table 5: Node routing sensitivity for the graph presentedin
Figure6 with root sets � � and �   .
RoutingImpactof a GraphTransformation
The routingimpactof a graphtransformation( â ced �ÃÌ ²Vw¨#gÍ ) rep-
resentsthe averagefraction of BGP routeshifts acrossall routers
afteranintradomainroutingchange.

W ced )F&G-0ZM-ESg5ã' Æ� + � � ÏÕ´À@Ö Q c�d )F&G-0Zh- > -0ST5ÔW c�d ),&G-7Zh-EO�&G- P 5}' Ï¿TÀ@ÁhÂ W ced ),&G-EZM-EST5 � P ),Sg5
Therouting impactof a graphtransformationrepresentstheav-

eragenumberof entriesin theroutingmatrix thatarechangedbe-
causeof agraphtransformation.Similar to noderoutingsensitivity,
we definea metric to representthenodethat is mostimpactedby
eachgraphtransformation( â cedø¡ù¨ú ).

W c�dø¡ù¨ú )F&G-0ZM-ESg5ã' û�ügýÕ]ÀLÖ Q c�d )F&G-0Zh- > -0ST5
As with noderouting sensitivity, the routing impactof a graph

transformationcanalsobedefinedin termsof theimpactof agraph
transformationoneachroot setequivalenceclass.

LEMMA 5.2.

W ced ),&G-0Zh-EST5.' Æ� Z � � Ïé À@ö W�),&G-0[�) ÷�57-EST5
Weomit theproofbecausethestepsaresimilarto thatof Lemma5.1.

Table6 shows the routing impactof the deletionof eachedge
in � . The deletionof edge � Ø is the transformationwith greatest
impact. Eventhoughit only impactsonevertex whenconsidering
root set � � , it impactsall verticesfor �   . Indeed,we seefrom
Table6 thatboth â ced tFº Ø { and â cedø¡ù¨ú tFº Ø { arehigherthantheimpact
of º � and º   .

W c�d )AST5 W cedø¡ù¨ú )AST5
S � È � _�
 È � �S   È � _ È � �S Ø È � � 
 Æ

Table 6: Routing impact of singleedgedeletionson the graph
presentedin Figure6 with root sets � � and �   .
Overall Control PlaneSensitivity
Theoverall control planesensitivity( ç ced �(Ì ²�w¨#bÍ ) is theaverage
noderouting sensitivity or the expectedrouting impactof a class
of graphtransformations.Control planesensitivity representsthe
averagefractionof theroutingmatrix thatshifts in responseto in-
ternalperturbations.

X c�d )F&G-EZh-0O�&G- P 5
' ÔU ced )F&G-0ZM-EO�&G- P 5' ÔW ced ),&G-7Zh-EO�&G- P 5
The overall control planesensitivity for the examplein Figure6
with root sets � � and �   is ç ced t2��w8��w��R��w7½D{�r ²�� � . Overall
control planesensitivity provides an aggregatedview of network
sensitivity to IGP changesandcanbeusedasonemetricof com-
paringtherobustnessof thecontrolplaneof differentnetwork de-
signs.

Perhapsmoreusefulfor determiningtherobustnessof anetwork
aretheworstcasenoderoutingsensitivity ( Ë cedø¡ù¨ú ) androuting im-
pactof graphtransformations( â cedø¡ùTú ). High valuesof Ë cedø¡ù¨ú mean
thatthereis at leastonerouterin thenetwork thathasahighproba-
bility of experiencinghot-potatodisruptions,which maythenlead
to router overload. Similarly, graphtransformationswith a high
routing impactmay lead to the overloadof the control plane. A
robustnetwork shouldminimize ç cedø¡ù¨ú .

X c�dø¡ù¨ú )F&G-0ZM-EO�&G- P 5}' û�ügýÕ´À@Ö U cedø¡ùTú )F&G-0ZM-EO�&G- > 5
' û�ügý¿TÀLÁhÂ W c�dø¡ù¨ú )F&G-0ZM-ESg5

By identifying themostdisruptive graphtransformations,network
operatorscanplanfor thembeforemaintenanceactivitiesor, longer
term,addextra links or routersto reduceor avoid themostdisrup-
tiveevents.Practicalconstraintsmaypreventanetwork from being
freeof hot-potatodisruptions.Knowledgeof theareasof thenet-
work thataremostvulnerableto hot-potatodisruptionscanbeused
whenselectingthe locationto connectcustomers.For instance,it
maybeeconomicallymoreadvantageousto connectcustomersthat
useinteractive applicationssuchasvoiceandgamingin locations
thatarelesssusceptibleto disruptions.

5.3 Data PlaneSensitivity
Theprevioussectionpresentedmetricsto studyvariationsin the

routingmatrixcausedby IGPchanges,i.e.,theimpactof hot-potato
routing on the control plane. In this section,we combinerouting
with traffic demandsand introducemetricsthat measurethe im-
pactof hot-potatorouting changeson the ingress-to-egresstraffic
matrix.

Let � bethesetof destinationprefixesand �:�­v bethesetof
ingressrouters.� is an � �3���J� �Î� matrix, representingtheingress
point to destinationprefixtraffic demandmatrix. An elementtF��wF"e{



of � representsthevolumeof traffic from aningressrouter �Î���
to a destination� prefix "o�=� . We redefinethedatacubefrom Fig-
ure2 to studydataplanesensitivity, eachcell of thedatacubepre-
sentedin tF��wfº6wA"e{ now containsthevalueÄot2��wfõ�t�"e{bw0��wfº@{�� �}tF��wF"e{ ,
which representsthevolumeof traffic from a node � to a prefix "
if � changesregionswhen º is appliedto � . Giventheingress-to-
prefixdemandmatrix, thetotal inboundtraffic at aningressnode�
( �3tF��{ ) is:

k ) > 5ä'�Ïé À@ö j`) > -,÷�5
The traffic-shift function ( Ä l d t2��w8��wf�
wf��wfº�{ ) representsthe

fraction of the traffic enteringthe network at ingressnode � that
switchesegresspointsafterthegraphtransformationº .
Q l d )F&G-0Zh-2jm- > -0ST5.' Æk ) > 5 � Ïé ÀLö QR)F&G-E[.) ÷�5f- > -7Sg5 � jm) > -F÷�5
Thefractionof traffic thatchangesegressesmayexperiencetran-

sientperformancedegradationduringconvergenceandchangesin
forwardingpathcharacteristics(suchascongestion,longerRTTs,
or packet filters).

Wenow definedataplanesensitivity metricsasa functionof the
traffic-shift function.

IngressNodeTraffic Sensitivity
The ingressnodetraffic sensitivity( Ë l d �`Ì ²Vw¨#gÍ ) describesthe
expectedfraction of the traffic originatingat ingressnode � that
switchesegresspointswhenconsideringthesetof graphtransfor-
mationsin �R� with probability ½ . This metric capturesthe ex-
pectedvariationon � ’sentryof thetraffic matrixfor all graphtrans-
formationsin �R� . We alsodefine Ë l dø�ù¨ú to representthe largest
traffic shift experiencedby eachnode � whenconsideringthe set
of graphtransformations�R� .

U l d ),&G-7Zh-EO�&G- P - j`- > 5ã' Ï¿TÀ@ÁhÂ Q l d ),&G-7Zh-Òj`- > -0ST5 � P ),Sg5
U l dø¡ùTú )F&G-EZh-7O�&G-Òj`- > 5ã' û�ügý¿TÀ@ÁhÂ Q l d ),&G-7Zh-Òj`- > -0ST5ÔU l d ),&G-0ZM-EO�&G- P - j 5�' Æ� i � � ÏÕ´À
� U l d )F&G-EZh-EO�&G- P - j`- > 5
Ë l d canalsobecomputedby averagingthetotalvolumeof traf-

fic shiftsacrossall root setsandall possiblegraphtransformations
over thetotal traffic originatedat � . As discussedwith routingsen-
sitivity metrics,traffic sensitivity rangesfrom zero(indicatingthat
traffic from aningresspoint doesnotshift egresspointswhencon-
sidering �R� ) to one(theotherextreme,whereany transformation
in �R� causesall thetraffic originatedat � to switchegresspoints).

Traffic Impactof a GraphTransformation
The traffic impactof a graph transformation( â l d ��Ì ²Vw¨#gÍ ) rep-
resentsthe averageacrossall ingresspointsof the fraction of the
traffic that shifts becauseof a graphtransformationº . It captures
thevariationin thetraffic matrix afterthegraphtransformationº .

W l d ),&G-7Zh-Òj`-EST5�' Æ� i � � ÏÕ´À
� Q l d )F&G-0ZM-Òj`- > -7Sg5
W l dø¡ù¨ú ),&G-7Zh-Òj`-EST5�' û�ügýÕ´À@Ö Q l d )F&G-0ZM-Òj`- > -0ST5ÔW l d )F&G-0ZM-EO�&G- P - j 5 ' Ï¿TÀLÁhÂ W l d ),&G-7Zh-Òj`-EST5 � P ),Sg5

Thesemetricsrepresentthefractionof thevolumeof traffic that
shifts egresspointsdue to an intradomainrouting change. â l dø¡ù¨ú
representsthenodethatexperiencesthelargesttraffic shift because
of agraphtransformation.By computingthismetric,network oper-
atorscanmake statementssuchas,“no singlelink failurewill shift
morethan # � of thetraffic”.

Overall DataPlaneSensitivity
Theoverall dataplanesensitivity( ç l d �§Ì ²�w¨#bÍ ) describestheav-
erageingressnodetraffic sensitivity or theexpectedtraffic impact
of a graphtransformation. It capturesthe averagechangein the
traffic matrix.

X l d )F&G-0Zh-0O�&G- P - j 5 ' ÔW l d ),&G-0ZM-EO�&G- P - j 5' ÔU l d )F&G-EZh-7O�&G- P - j 5
Themaximumdataplanesensitivity ( ç l dø¡ùTú ) representstheworst

casetraffic shift experiencedby anodeconsideringall graphtrans-
formationsin �R� .

X l dø¡ù¨ú ),&G-EZM-EO�&G-2j 5 ' û�ügýÕ]ÀLÖ U l dø�ù¨ú )F&G-0Zh-0O�&G-2jm- > 5
' û�ügý¿TÀ@ÁhÂ W l dø¡ùTú )F&G-0Zh-2jm-0Sg5

Togetherthe averageand the maximumdataplanesensitivity
metricsallow usto comparedifferentnetworkswith respectto their
robustnessin theflow of traffic underintradomainroutingchanges.
Network operatorsmayalsoconsideranalyzingtraffic for specific
customersor applicationsseparately. For customersusing inter-
active applicationsany traffic shift maycauseperformancedegra-
dation. By studyingdataplanesensitivity for thesubsetof thead-
dressescorrespondingto thosecustomers,eitherthenetwork canbe
reprovisionedor thecustomerconnectivity locationcanbechanged
to minimizedisruptionsdueto internalevents.

6. APPLYING THE MODEL
This sectiondemonstratesthe utility of our modelandmetrics

by analyzingthesensitivity of a largeAS of a tier 1 ISPnetwork to
link androuterfailures. First, we give a brief explanationof how
to obtain the input parametersfor the model from measurements
collectedfrom operationalnetworks.Then,we analyzethecontrol
planesensitivity of the tier 1 AS. An analysisof the dataplane
sensitivity of thenetwork remainsfuturework.

6.1 Obtaining Inputs for the Model
Most large ISPsroutinely collect routing and traffic measure-

ment datafor network managementpurposes.One can leverage
this datato extracttheinputparametersfor ourmodelasfollows:

� Thenetwork topology( � ) andtheranking function ( z ) can
bederivedeitherfrom snapshotsof a router’s IGPconfigura-
tion or from archivesof IGProutingmessagescollectedby a
routemonitor.

� The set of destination prefixes( � ) and prefix-to-egress-
setmapping ( õ ) canbecomputedby joining a collectionof
BGPtablesor from archivesof BGProutingmessages.

� Snapshotsof thetraffic demands� caneitherbeestimated
from link loadstatistics[12, 13] or canbemeasureddirectly
at ingressrouters[11, 20].



TheISPusesOSPFasits intradomainprotocolandthenetwork
hasbeenþ partitionedinto severalareas[2]. An OSPFmonitor [18]
deployedin theISPnetwork collectslink-stateadvertisementsfrom
the network. Themonitor is locatedin a Point of Presence(PoP)
andhasa directphysicalconnectionto a routerin area0.3 Thus,it
receivesdetailedinformationaboutall links androutersin area0,
but only summarizedinformationaboutroutersin otherareas.The
summarizedinformationconsistsof thedistanceto eachrouterin
the non-zeroareafrom the borderroutersbetweenarea0 andthe
non-zeroareain question.Weusethearea0 topologyandthesum-
marizedinformationto constructsnapshotsof the network topol-
ogy andto extracttherankingfunction z for eachrouterin area0.
Note thateven thoughwe do not have detailedtopologyinforma-
tion for non-zeroareas,the area0 topology andsummarizedin-
formationallow us to computetheexact OSPFdistancefrom any
routerin area0 to any otherrouterin thenetwork.

The ISP usesan iBGP route-reflectorhierarchy[10] inside the
network for scalabilityreasons.A BGPmonitorestablishesiBGP
sessions(runningover TCP)to at leastoneroutereflectorperPoP
(all theseroute reflectorsbelongto OSPFarea0). The monitor
timestampsandarchivesall the BGP updatesreceived over these
sessionsanddumpstheroutingtableoncea dayto provide a peri-
odicsnapshotof thebestroutefor eachprefix. For eachdestination
prefix " , we compute� é astheunionof all egresspointsselected
by eachof theroutereflectorsmonitored.4 Sincewe do not model
theroute-reflectorhierarchy, weusethesamemappingfrom prefix
to egressset õ for all routersin thenetwork.

6.2 CaseStudy: An ISP Network
This sectionanalyzesthecontrol sensitivity of anAS in an ISP

network. First, we presentan in-depthanalysisof control plane
sensitivity that focuseson a recentsnapshotof the AS collected
on June1, 2004. Then,we evaluatehow control planesensitivity
evolvesover time.

6.2.1 Control PlaneSensitivityAnalysis
Weillustratehow anetwork operatorcoulduseourmodelto an-

alyzethecontrolplanesensitivity of thenetwork to internalrouting
changes.In theabsenceof accuratefailuremodelsfor thenetwork,
network operatorsusually considersimple failure scenariossuch
as link and router failures. We considertwo setsof graphtrans-
formations: ���e� is thesetof all singlelink failuresand � c � is
thesetof all singlerouterfailures(excludingfailuresof theegress
points).Assumethatall failureswithin eachsethappenwith equal
probability. Becausewe only have detailedtopologyinformation
for area0 of theAS, we only considerfailuresin area0 links and
routers.Furthermore,we focusonly on area0 routersto compute
controlplanesensitivity.

We proceedwith anexercisethatshows how a hypotheticalnet-
work operatorcould useour modelto answerqueriesof different
aspectsof thenetwork sensitivity to link androuterfailures.

How sensitiveis the networkto singlelink and single
routerfailures?
Table7 presentstheoverall controlplanesensitivity of thenetwork
to singlelink andsinglerouterfailures.We computelower bound
of control planesensitivity ( ç ced ) by usingthe bestcaseroutingØ
OSPFareasform ahub-and-spoke topologysuchthatarea0 forms

thehubandnon-zeroareasform thespokes.Ý
Theremay be routeslearnedat someborderroutersthat arenot

announcedinternally. In this situationno otherrouter in the net-
work canusetheseborderroutersasegresspoints,so it will not
impactour sensitivity measurements.

shift function( Ä cedñ2ò ï7ð ) asdefinedin Section5.1. Similarly, theup-
perboundis computedusingtheworstcaseroutingshift function
( Ä cedë�í�î8ï7ð ). For concisenessof notation,we denotecontrol plane
sensitivity to link failuresas ç ced t2� � ��{ andto routerfailuresasç c�d t2� c ��{ . Both ç ced t2���e��{ and ç ced t2� c ��{ arevery close
to zero,indicatingthatoverall thenetwork is quiterobustto single
link androuter failures. The network is relatively moresensitive
to routerfailuresthanlink failures( ç ced t2���e��{¤�*ç c�d t2� c ��{ ).
This matchesthe intuition that the failure of a router shouldim-
pactmorepathsthanthe failure of a single link. Note that ç ced
representscontrolplanesensitivity thatis averagedover all routers
andall failures;having a low valuefor bothsinglelink androuter
failuresmeansthatthenetwork on averageis robustto thesesetof
failures.However, theremaybesome“outliers” from theaverage
thatcouldstill perturbthenetwork. Thenext questionexploresthis
issuefurther.

Overall sensitivity ( X ced )
LowerBound UpperBound

Singlelink failures( O � & ) 0.00002 0.00010
Singlerouterfailures( O c & ) 0.01001 0.01165

Table 7: Overall control plane sensitivity of the AS.

What is the largestdisruptionthat can happenin the
network?
Table8 presentstheworstcasecontrolplanesensitivity ç cedø¡ù¨ú . Re-
call that ç cedø¡ù¨ú representsthepair tF��wfº�{ thathasthemaximumrout-
ing sensitivity in thenetwork. Theupper-boundsensitivity to both���e� and � c � is almost # . This indicatesthat thereis at least
onerouterthat is extremelysensitive to at leastoneof thelink and
routerfailures.Assumethat � ø¡ù¨ú w7º ø¡ù¨ú representstheworstcase
scenario.Valuesof ç c�dø¡ùTú r~# meansthat � ø¡ùTú shiftsegressesfor
all destinationprefixesasa consequenceof thegraphtransforma-
tion º ø�ù¨ú . This leadsto theconclusionthat,althoughon average
thenetwork is robustto singlelink androuterfailures,thereexists
a setof routersthatareextremelysensitive to certainfailures.

Worstcasesensitivity ( X cedø¡ù¨ú )
LowerBound UpperBound

Singlelink failures( O � & ) 0.5586 0.9974
Singlerouterfailures( O c & ) 0.9974 0.9974

Table 8: Overall control plane sensitivity of the AS.

Our hypotheticaloperatordigs deeperby slicing the datacube
per failure and computingthe impact of individual failures,and
thenslicing it per routerandcomputingeachrouter’s routingsen-
sitivity.

Which failuresaremostdisruptive?
Figure8 shows the routing impact( â ced ) of link androuter fail-
ures. The top of the bar in theplot is theupperboundsensitivity
computedusing Ä cedë�í�î8ï7ð asdefinedin Section5.1,thebottomis the
lowerboundcomputedusing Ä cedñ2ò ï7ð , andthemiddlepoint is theav-
erageof thetwo (we usethis notationon all theremainingplotsin
thiscasestudy).Thex-axisis thefractionof graphtransformations
sortedaccordingto the upper-boundrouting impact. The average
routingimpactof bothlink androuterfailuresis low. For instance,â ced �¥²�� ²V# for ±�� � of link failuresand �´± � of routerfailures.It
is clearfrom thisplot thatthereareafew failuresthathaveaconsid-
erableimpacton somerouters. In particular, somerouterfailures



have â ced è¥²�� � , whichmeansthatthey impactanaverageof
� ² �

of the� destinationprefixesacrossall routers.Althoughthe impact
of link failuresis lower, theremaybesomeroutersthatexperience
largerouteshiftsbecauseof somelink failures.After determining
the mostdisruptive failures,the operatorcanusethis information
while makingdecisionson traffic engineeringandnetwork provi-
sioning. Thenext stepis to understandwhich routersaresensitive
to hot-potatodisruptions.
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Figure8: Routing impact of router and link failur es.

Which routersaremostsensitive?
Figure9 shows theupperandlower boundsfor noderoutingsen-
sitivity to link androuterfailures.Thex-axis is the fractionof all
routersin area0 sortedaccordingto theirupper-boundroutingsen-
sitivity. Almostall theroutersexperienceveryfew routingchanges
on average.Theaveragesensitivity maynot bethebestindicator:
a routerthatexperiencessmallrouteshiftsfor a numberof failures
mayhavethesamenoderoutingsensitivity ( Ë ced ) asanotherrouter
thatexperiencesavery largerouteshift for only oneof thefailures.
Thelattercaseis arguablymoredisruptive thantheformer.

It is alsointerestingto notethat thereis a high varianceamong
routers. A router’s sensitivity to internal changesdependson its
locationrelative to theclosestandsecond-closestegresspointsfor
mostdestinationprefixes.Thisvarianceof routingsensitivity across
routersis consistentwith theempiricalfindingspresentedin [4]. In-
deed,if werankroutersbasedonthenumberof hot-potatochanges
asmeasuredby thealgorithmpresentedin [4], andrank thesame
routersaccordingto theirnoderoutingsensitivity to singlelink fail-
ures,we find that the ranking is the same. For singlerouter fail-
ures,however, theranksdo not agree.Although this might sound
counter-intuitive, our metricsdependon thefailuremodelwe use.
Given that routerfailuresarerareeventsin practice,it is not sur-
prising that the empirical resultsare more consistentwith single
link failuresensitivity metrics.

We observe thatnoderoutingsensitivity on averageis very low,
which is not surprisingsincewe considerall failuresto beequally
probableand Ë ced representstheaveragesensitivity overall possi-
ble failures.Next, theoperatorinvestigatesnoderoutingsensitivity
furtherby analyzingtheworstcaseroutingshift for eachrouter.

What is the largest routing shift experiencedby each
router?
Figures10 and11 presentthe worst casenoderouting sensitivityË cedø¡ù¨ú for singlerouterfailuresandfor singlelink failures,respec-
tively. Over ��² � of theroutersexperienceconsiderablehot-potato
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Figure9: Noderouting sensitivity to router and link failur es.

disruptionsfor at leastoneof therouterfailures.5 However, theim-
pactof a particularrouterfailureis usuallylimited to a few routers
(usually locatedin the samePoP).Fewer routersexperiencehot-
potatodisruptionscausedby link failureswhencomparedto those
causedby routerfailures.
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Figure 10: Worst casenode routing sensitivity to router fail-
ures.

It is importantto note the wide gapbetweenlower andupper
boundsfor somenodesin Figures10 and11. This suggeststhata
substantialfractionof routingshiftsfor eachrouterdependson the
non-deterministictie breakingstepin theBGPdecisionprocess.

Note that the orderof the routersin Figure10 is differentthan
that presentedin Figure 11. Comparingnoderouting sensitivity
to router failureswith that of link failuresfor eachrouter � , we
find that

� ± � of theroutersaremoresensitive to link failuresthan
router failures. Although counter-intuitive at first, suchscenarios
mayarisein practicebecausehot-potatochangesonly occurwhen
a graphtransformation(link or routerfailure)changestherelative
distancefrom the router to the closestandsecond-closestegress
points. Considerthe examplepresentedin Figure 12, wherewe
assumethat ! and � areegresspointsfor all destinationprefixes.
Node x will shift all its routesfrom egress! to � uponthefailure
of link !� , whereasthefailureof node doesnotcauseany shift.
This indicatesthat optimizing the network topologyor configura-
tion to minimize sensitivity to onetype of graphtransformations
may result in an increasein the sensitivity to someother type of
transformation.
�
Note that many of theserouting changesmay be unavoidable

without overloadingthelinks leadingto theold egresspoints. We
discussthesetrade-offs in Section6.2.3.
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Figure11: Worst casenoderouting sensitivity to link failur es.
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Figure 12: Example showing higher sensitivity to a single link
failur e than a singlerouter failur e.

We analyzethemostsensitive routersfurther. We call therouter
with highest Ë cedø¡ù¨ú t2� c ��{ (rightmostrouter in Figure 10) router! andthe routerwith highest Ë c�dø¡ùTú t2���e��{ router � . Figures13
and14 presentthe distribution of routeshifts ( Ä ced ) for routers! and � , respectively. Only a very small fraction of the failures
causetheworstcasehot-potatodisruption.Overall, eventhemost
sensitive routersarerobust to mostchangesin thenetwork; only a
smallfractionof failurescauselargeroutingshifts.

0

0.2

0.4

0.6

0.8

1

0 0.2 0.4 0.6 0.8 1

R
ou

tin
g 

S
hi

ft 
(H

�

R
M

)

fraction of graph transformations (δ)

router failures(∆R G)
link failures (∆L G)

Figure13: Distrib ution of control planesensitivity of router ! .

Network operatorscanusethe knowledgeof which routersare
more sensitive to hot-potatodisruptionswhen decidingin which
locationto connectcustomers.For instance,customersthatusein-
teractive applicationssuchasVoIPor gamingaremoresensitive to
theforwardinginstabilitiescausedby a hot-potatochange.An ISP
maydecidethatconnectinga customerin a lesssensitive location
maybeworth thecostof a long-haullink.

6.2.2 Temporal Variation of Sensitivity
Thesensitivity analysispresentedin theprevioussectionfocused
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Figure14: Distrib ution of control planesensitivity of router � .

on one snapshotof the network state. A large tier 1 ISP, how-
ever, hashundredsof routersandlinks andconsequentlythestate
of network is in constantflux dueto failuresandmaintenanceac-
tivities. This makes the selectionof a representative snapshotof
thenetwork particularlychallenging.We now studyonesnapshot
of t2��w8��wfõH{ per month from February2003 to June2004 to de-
terminethesensitivity of our analysisto thechoiceof thenetwork
snapshotandthevariationof controlplanesensitivity over time.

Figure15 presentsthe overall control planesensitivity ç ced to
both � � � and � c � for onesnapshotper monthduring this 17-
monthperiod. The network’s overall control planesensitivity to
both typesof failuresis low. As seenearlier, the network is rela-
tively moresensitive to routerfailures(from ²�� ²V# � to ²�� ² � # ) than
link failures(from ²�� ²6²�²6²�� to ²�� ²6²�²V# ). We alsoobserve thatthere
is nodramaticvariationof ç ced duringthis17-monthperiod,justa
smalldecreasebetweenmonthsoneandtwo,anotherbetweeneight
andnine,andadecreasein thelastmonth.Thisdecreasein overall
controlplanesensitivity indicatesthaton averagethenetwork has
becomemorerobustto routerandlink failuresover time.
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Figure 15: Overall sensitivity to router and link failur esover
time.

6.2.3 Discussion
Our analysisof the control planesensitivity shows that, on av-

erage,the ISP network is very robust to link and router failures.
Nevertheless,thereis roomfor improvement:somelink androuter
failurescancauseroutersto shift egresspointsfor a largenumber
of destinationprefixes.After identifying themostsensitive routers
andthe mostdisruptive failures,network operatorsanddesigners
canusethis informationto improve network robustness.In doing



so,therearesomedesignguidelinesandoperationalpracticesthat
should! be consideredto minimize the impact of internal routing
changes:

Link and noderedundancy. Oneapproachto minimizesensi-
tivity is to replicateall pathsin thenetwork. Clearly, this approach
is tooexpensive in practice.However, ouranalysisshowsthatthere
areafew critical links androuters.Replicatingthesenetwork com-
ponentscanhelpminimizehot-potatodisruptions.Our modelcan
be usediteratively to determinethe network sensitivity after the
additionof new components.

Selectionof peering locations. Anotherapproachto minimize
overallsensitivity is tohaveonly oneegresspointor to havepeering
at every router. Neitherof thesesolutionsis desirablefor practical
reasons:(i) peeringlocationsdependon businessrelationsandit
is not feasiblefor anISPto peerwith all otherISPsin every loca-
tion; and(ii) selectingonly onepeeringlocationfor eachdestina-
tion prefix is notdesirablefrom areliability andtraffic engineering
perspective. ISPscanusetheknowledgeof which locationsof the
network aremoresensitiveto disruptionsandprioritizeaddingcon-
nectionsto peersat theselocations.

Reconfiguring the network. Selectingthebestconfigurationof
link weightsto reducenetwork sensitivity addsanextra dimension
to the problemof optimizing link weightsfor traffic engineering.
Although optimizing link weightsfor onetype of graphtransfor-
mationsmay increasesensitivity for other types, more accurate
failure modelscan help guide our analysis. Reconfigurationof
link weightscan be usedto avoiding hot-potatodisruptionsdur-
ing plannedmaintenanceactivities. In this case,operatorsknow in
advancewhich graphtransformationwill be appliedto the graph
and when. They can useour model to identify a lessdisruptive
configurationof thelink weightsto bedeployedbeforetheevent.

It shouldbe clear from this discussionthat all of thesefactors
representa trade-off thatnetwork designersandoperatorsneedto
considerwhenmanagingtheir networks. Our sensitivity analysis
canassistin makingthesetrade-offs.

7. CONCLUSIONS
In this paper, we develop methodsfor characterizingnetwork

sensitivity to intradomainrouting changes,or hot-potatodisrup-
tions, to ultimately improve network robustness.First,we propose
anddescribeananalyticmodelof theinteractionbetweenintraand
interdomainrouting and its impact on both the control and data
planesof anISPnetwork. Basedon this model,we definea setof
metricsfor describinga network’s sensitivity to intradomainrout-
ing perturbations.We studycontrolplanesensitivity of a largeAS
of a tier 1 ISP to link and router failures. This analysisdemon-
stratesthe utility of our model for identifying which routersare
particularly sensitive to internal perturbationsand which failures
would causemostdisruptions.

As future work, we plan to improve the accuracy of the model
by incorporatingiBGP hierarchies.We alsoplanto derive realistic
failuremodelsandstudybothcontrolanddataplanesensitivity for
thesemodels.Finally, we would like to usethemodelasa basisof
a tool thatnetwork operatorscanusefor improving therobustness
of their networks.

Our approachfor building morerobustnetworkshasfocusedon
improving network designgivenroutingprotocolsasthey exist to-
day. Network robustnessproblemsare intrinsic in the way BGP
reactsto small IGP costchanges.Newer routingprotocolsshould
bedesignedwith thegoalof network-widerobustnessin mind.
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