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ABSTRACT
Content-centric networking (CCN) is designed for efficient
dissemination of information. Several architectures are pro-
posed for CCN recently, but mobility issues are not con-
sidered sufficiently. We classify traffic types of CCN into
real-time and non real-time. We examine mobility problems
for each type, and suggest the possible hand-off schemes over
CCN. Then, we analyze the delay performance in terms of
simulation study. We believe that the proposed schemes can
be merged as a part of the CCN easily, since they comply
with the inherent nature and rules of the CCN.

Categories and Subject Descriptors
[C.2.1 Computer Communication Networks]: Network
Architecture and Design

General Terms
Design

Keywords
Information-centric networks, Mobility, Seamless Handoff

1. INTRODUCTION
Content-centric network(CCN) [1,2] has emerged as a new

communication paradigm in which a content is accessed by a
name of the content instead of an IP address of the host hav-
ing the content. This new networking concept is expected to
utilize network bandwidth efficiently by separating contents
from a specific location, and to decrease communication cost
for the access to popular contents. The features of CCN in-
troduce a lot of beneficial changes such as radical decrease of
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network congestion, fast dissemination of information, and
secure access to contents.

CCN still has several aspects to be studied further for
practical applications, and mobility is one of them. In CCN,
contents are requested without a host identifier bounded by
location information. Therefore, a mobile user does not need
to update its location information during handoff and, can
continue to request the content in a new location. Obviously,
CCN is designed to support mobility of data requester fun-
damentally. However, seamless handoff for satisfying user’s
requirements is a different matter. Besides, if a data source
moves, real-time services cannot be serviced without an ad-
ditional strategy for updating the location information.

As of yet, there have not been enough researches for mo-
bility support in CCN. In [3], a proxy-based mobility man-
agement scheme is proposed for CCN. This approach is de-
signed to support user side (data requester) mobility with
the help of a proxy server. In this scheme, control messages
are delivered to the proxy server via IP address. In [4],
an indirection approach is presented for supporting mobil-
ity of source nodes. This approach assumes that all the
data sources are registered to a ISP’s permanent server, and
the top-level component of hierarchical data name in mobile
sources points to this server. Then, all the interests heading
for the mobile sources first arrive at this ISP’s permanent
server. This server maintains a set of binding information
between persistent data names and temporary names which
points to the current location. This server encapsulates an
original interest with the temporary name and tunnels it
toward the mobile source. This approach is a simple emu-
lation of mobile IP [5] for CCN, and the indirection point
corresponds to a home agent. The limitations of the scheme
are that the encapsulation of an original interest is not easy
to be implemented in CCN because of the predefined inter-
est format, and the handoff delay and system overhead are
not considered. We compare this scheme with several other
schemes including our proposed one.

In this paper, we look at mobility scenarios in CCN in Sec-
tion 2, and suggest possible handoff schemes which operate
in pure CCN in the Section 3 and Section 4. The proposed
schemes deal with the mobility of data sources as well as
data requesters and they are analyzed in terms of handoff
latency and overhead. Particularly, we focus on the handoff
scheme which minimizes handoff latency without packet loss
for implementing seamless handoff in CCN in Section 5. In
Section 7, we conclude this paper.
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Figure 1: the mobility of a user

2. BACKGROUND

2.1 Basic routing in CCN
In CCN, communication is initiated by issuing a request

messages (refers to interest). An interest is routed by a data
name instead of a host identifier. Because the data name has
a hierarchical structure like a file system pathname such as
‘/kaist.ac.kr/cnlab/ccnpaper’, each CCN router can forward
an interest in a hop-by-hop manner. If a CCN router has
a copy of the requested data in its local cache, it sends the
requested data (refers to response) immediately. Otherwise,
it forwards the interest to the next CCN router toward the
data source by longest prefix match based on Forwarding
Information Base (FIB). Whenever the interest is relayed, a
CCN router maintains the interest in Pending Interest Table
(PIT) for routing the response along the reverse directional
path.

2.2 Caching in the router
In-network caching is one of the core functionality in CCN

for efficient distribution of contents. When a CCN router
delivers data packets, the CCN router also stores the data
in its local cache in order to serve later accesses to that
data. The data resides in the cache until the valid period
(TTL) of the data expires, or the buffer is overflowed. TTL
of each data is set by the application. For efficient use of
the network, an application should assign TTL carefully.

2.3 Mobility problems in CCN
Considering the impact of handoff delay to the services,

we classify contents into ‘stored contents’ and ‘real-time con-
tents’ based on the time sensitiveness. ‘Stored contents’ are
the contents that are relatively free from a delay constraint.
Web pages, e-mails, and files are typical examples of stored
contents. These contents are usually served by well-known
persistent content providers, and their locations are rela-
tively stable. Hence, the mobility problem for the ‘stored
contents’ is limited to the scope of user side mobility. Fortu-
nately, this problem can be solved by simply retransmitting
interests. In Fig.1, a mobile user moves from the access point
router R2 to the access point R3 after issuing an interest.
While a response is delivered to R2, the response is stored in
caches of intermediate routers for the future request. If the
mobile user moves within a subnet, an intermediate router
can immediately respond to the retransmitted interest. If
the user moves to another network, the data can be served
by the data source with a little longer delay.

On the other hand, ‘real-time contents’ should be deliv-
ered in a very short limited time. Internet telephony, mes-
saging and online gaming are typical examples of real-time

contents. These contents are created and served by indi-
vidual mobile devices unlike ‘stored contents’. Therefore,
the mobility of data sources should be considered as well.
If a data source changes its location, a hierarchical path
name(routable prefix) may also change. Otherwise, FIB en-
tries cannot be aggregated and the size of FIB becomes ex-
plosive. If a data source has a new name for the content,
the user cannot request the content until it is informed of
the new content name by the data source. Hence, the com-
munication is blocked for more than a round trip time at
least. The typical round trip time on the current Internet
is 200ms and the acceptable delay in voip application is less
than 150ms. Although the round trip time in CCN is ex-
pected to become smaller than that in IP based network,
this delay cannot be negligible.

When the two communication peers perform handoff at
the same time, what is worse is that they cannot exchange
their new routable prefixes directly. So, in the example of
voice over CCN, a caller and a callee first inform a registra-
tion server of their new routable prefixes after the handoff.
Then, the caller obtain the new routable name of the callee
via the registration server and can send an interest to the
callee. This process incurs huge handoff delay and disrupts
the Internet telephony service obviously. Here, we note that
from now on we refer a service initiator as a caller and the
communication peer as a callee for the convenience of expla-
nation, even though our schemes are not restricted to the
Internet telephony service.

2.4 Rendezvous point for mobile users
In order to initiate a real-time service, a caller needs to

know the target content name which includes a hierarchical
path name. As the hierarchical path name could be changed
by the mobility of a callee, a caller should achieve the con-
tent name from a well-known server that keeps track of the
location information of all service clients. We refer this lo-
cation management server as rendezvous point. Generally a
rendezvous point provides only a naming service which pro-
vides the location information of a communication peer. In
[4], however, a rendezvous point intervenes in relay of all
the data packets (interest and response) in order to handle
source mobility. We refer this type of rendezvous point as
indirection point for the convenience of explanation. And
we look at the mobility schemes using the rendezvous point
and the Indirection point and compare their performance.

2.5 Sender-driven control message
In CCN, communication is driven by a receiving end.

However, if a caller changes its routable prefix, no entity in a
network cannot send an interest first. Hence, sender-driven
message is required for supporting server-side mobility. To
implement sender-driven messaging, we borrow the scheme
used in an e-mail system in CCN [6]. For an e-mail service
from SKKU to KAIST address ‘dhkim@kaist.ac.kr’, the e-
mail sender(ijyeom) first issues an interest with the name,
‘kaist.ac.kr/email rcpt/dhkim/skku.edu|ijyeom|#1234’. This
name includes additional parameters which are necessary for
starting a receiver-driven communication. Similarly, infor-
mation required for supporting mobility is delivered in the
same way like ‘kaist.ac.kr/handoff/(parameters)’. Then, the
corresponding daemon can translate this name in the pre-
defined format.
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(a) Caller
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(b) Callee

Figure 2: When only a caller moves

2.6 Interest retransmission for reliable hand-
off

For reliable handoff, it is necessary to recover the lost
data chunks during the handoff. In that case, the handoff
latency is largely dependent on the timeout value of the loss
detection timer(Ld) as the recovery process is initiated by
the expiration of loss detection timer. The small value of Ld

enables a fast handoff. However, controlling Ld is not simple
because it is relevant to the lifetime of PIT entry(Lp). If Ld

is smaller than Lp, the retransmitted interest for recovery
cannot be forwarded to the data source because intermediate
routers which already have a PIT entry for the same content
aggregate that retransmitted interest. Hence, lower bound
of Ld is determined by Lp. The default value of Lp is known
to be 4 second in the current implementation of CCNx, but
it can be controlled by ‘interestlifetime’ field in the interest
packet. For the fast reliable handoff, therefore, Lp should
be set as the slightly larger value than the RTT, which is for
routing the response.

Another approach for fast reliable handoff is using a ex-
plicit marking bit which indicates whether an interest is a
retransmitted one or not. If the bit is set, then the CCN
routers forward it to the data source even though they al-
ready have the PIT entry of the same content. This simple
approach works well for the unicast type of services such as
voice over CCN. However, in the multicast type of services
where many callers receive the contents from a callee at the
same time, too many retransmitted interests can cause im-
plosion problem, which is the identical to the NACK implo-
sion problem reported in [7]. The essential problem of the
NACK implosion is simultaneous arrival of too many dupli-
cated packets. In order to prevent implosion problem, CCN
routers maintain the time when the retransmitted interest
is relayed in PIT and aggregate the duplicated retransmit-
ted interests during the interval Lr. Then, the number of
duplicate retransmitted interests arrived at the source node
shrinks down to 1

LrR
, where R is the arrival rate of the

retransmitted interests. The proposed scheme using the ex-
plicit marking bit can decouple Ld value from Lp so that a
fast recovery can be implemented regardless of Lp.

3. MOBILITY WITH RENDEZVOUS POINT

3.1 User side mobility
User side mobility for the stored contents in CCN is sup-

ported by simple retransmission of interests as we mentioned
above. Fig. 2(a) shows the sequence number of the contents
that a caller receives from a callee after the caller’s handoff.

Figure 3: topology
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Figure 4: simultaneous
handoff
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Figure 5: query to Ren-
dezvous

The simulation topology considered in this paper is shown in
Fig. 3. L2 Layer handoff delay is 100ms and handoff starts
at 10sec. If a loss detection timer expires, the caller retrans-
mits interests for the lost data chunks at the new location.
The first two responses after the handoff are received from
the in-network cache. And rest of the recovered responses
are received from the callee. In this simulation, Ld and Lp

are statically set as 100ms.

3.2 Direct exchange for location update
Form the callee’s point of view, the caller’s handoff implies

the mobility of data source. Therefore, the callee should be
informed of a new hierarchical path name of the caller in
order to continue an ongoing service. Fig. 2(b) shows the re-
sult when the caller notifies the new hierarchical path name
directly to the callee. It is shown that the callee can con-
tinue receiving responses after the handoff period. Unlike
the caller side, the lost data chunk cannot be recovered by
simple retransmission of interests unless the application re-
generates the interests with the new hierarchical path name.
Direct notification method seems quite simple and effective
but it causes a serious problem when both communication
peers perform handoff simultaneously.

Fig. 4 shows the result when simultaneous handoffs per-
form. Under direct notification method, both communica-
tion peers send their new hierarchical path name to the pre-
vious location of their peer after the handoff. Resultingly,
both communication peers cannot reach each other and the
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service cannot continue. Here we note that the sequence
number appeared after the handoff means that a single data
chunk which lost the way has been in the network cache and
finally is delivered to the peer in response to the retransmit-
ted interest.

3.3 Query to the Rendezvous for location up-
date

If a caller initiates a service to the mobile callee, the caller
first sends a query to a rendezvous server in order to ob-
tain the callee’s location information. In order that the ren-
dezvous server keeps track of the location of all clients, a
new hierarchical path name of the client is informed to the
rendezvous server whenever a handoff event occurs. There-
fore, using the rendezvous server the routable prefix of the
peer can be achieved even after simultaneous handoffs. Un-
der this scheme, the query to the rendezvous is triggered if
a client has not received any response during a predefined
time interval (Lh). In the simulation, we set Lh as a larger
value than the handoff delay (L2 handoff delay + RTT).
Fig. 5 shows the result when the rendezvous server is uti-
lized. Due to the subtle difference in both peers’ handoff
timing and RTT to the Rendezvous server, the Rendezvous
server can deliver outdated information to the client. In
that case, the client should retry issuing interests with the
wrong hierarchical path name, and then query again after
Lh. Therefore, the maximum possible handoff latency in this
scheme is 2Lh+2RTT, which is close to 400ms. Besides, like
in the previous approach, regeneration of an interest with
the new hierarchical path name is required to recover the
lost data chunk instead of simple retransmission of an exist-
ing interest.

4. MOBILITY WITH INDIRECTION POINT
It is shown that the handoff solution using the rendezvous

server induces relatively large handoff latency. In order to
minimize the handoff latency, the indirection server can be
considered. In the environment with an indirection server,
a caller issues an interest with the name ‘(indirection point
name)/(callee)/(content Id)’ in order to initiate a request.
If the indirection server receives the interest, it buffers that
interest and issues another new interest toward the callee
with the name ‘(callee’s routable name)/(content id)’. Af-
ter receiving the content as a response from the callee, the
indirection server generates a corresponding response to the
buffered interest and send them to the caller. When a caller’s
handoff is imminent, the caller notifies a handoff event to
the indirection server. Since then, if the indirection server
receives an interest heading for the caller, it just buffers
that interest and postpones making a corresponding inter-
est toward the caller. After the new hierarchical path name
is informed by the caller, the indirection server resumes to
generate corresponding interests toward the caller and con-
tinues the normal service as usual.

Fig. 6 shows the result of the Indirection scheme when
handoffs are performed simultaneously at both communi-
cation peer. As the callee locates closer to the indirection
server than the caller, the indirection server can achieve the
callee’s contents first after handoff events. Therefore, the
caller’s retransmitted interests are readily responded by the
Indirection server. However, in order to serve the callee’s
retransmitted interests, the RTT between the indirection
server and the caller is additionally required after finishing
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Figure 6: Indirection point

Figure 7: Interest forwarding scheme

the caller’s handoff. This is because the caller has smaller
handoff latency compared with the callee.

The maximum handoff latency is about 226ms in this
scheme. This shorter handoff delay and the recovered data
chunks indicates that the indirection server can support hand-
off more efficiently than the rendezvous server. However the
problem of the indirection point scheme is longer average
RTT. As all the data should be exchanged via the indirec-
tion server, the maximum possible RTT is almost two times
of the RTT in previous schemes, which is 96.83ms. Besides,
the indirection point becomes a single point of failure as all
the traffic are concentrated on it.

5. INTEREST FORWARDING
The longer average RTT in the Indirection point scheme

is too much cost for improving handoff performance. Hence,
we suggest a new CCN layer approach, referred to ‘Interest
forwarding’. In previous schemes, a new hierarchical name
is necessary to continue a service in the new location. This
is because intermediate CCN routers keep FIB as an hierar-
chically aggregated form instead of all the independent entry
for each content. Therefore, the interest cannot be reached
to the handoffed client without changing the hierarchical
path name. However, we have seen that changing a content
name requires time demanding steps such as DHCP process
and registration to the rendezvous server, so that it makes
seamless handoff difficult. So, we introduce a new handoff
support scheme which does not require a new hierarchical
name even after changing networks.

‘Interest forwarding’ scheme starts from the handoff noti-
fication process. In Fig.7, a mobile client notifies a handoff
event to R3 when handoff is imminent. Then R3 starts to
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Figure 8: Interest forwarding

buffer the incoming interests heading for the mobile client.
After the mobile client changes its access router from R3 to
R4, it issues a virtual interest with the name ‘/kaist.ac.kr/c-
nlab/’. A virtual interest forwards to R3 by the longest pre-
fix matching based on FIB. When the intermediate routers
in the path between R3 and R4 receive the virtual interest,
they update their FIB in order to make packets for cnlab
destined to R4. When the virtual interest arrives at pre-
vious access router R3, the buffered interests heading for
cnlab start to forward to cnlab without a new hierarchical
path name of cnlab.

However, the intermediate router R2 may discard the buff-
ered interests in order to prevent routing loop, as it already
has a PIT entry for the same content name. Hence, a bit for
indicating retransmission, which is mentioned in Section 2.6,
is set for the buffered interests in order to prevent them from
being aggregated. When responses are delivered along the
reverse path, they forward to the user directly because PIT
in R2 leads them to the user. The subsequent interests are
forwarded from the user to R4 directly because the routing
path to the mobile source is successfully updated.

A FIB entry that is created by a virtual interest has a
lifetime in order to prevent radical increment of FIB. The
lifetime is specified in ‘interestLifetime’ field of an virtual
interest and it can be extended by periodical transmission of
the virtual interest. After ongoing communication finishes,
the mobile data source performs naming process. Then, it
does not issue the virtual interest and the entry is deleted
in FIB automatically.

Fig. 8 shows the result of interest forwarding when simul-
taneous handoffs occur. In Fig. 8(a), the first data chunk
after the handoff is delivered in response to the buffered in-
terest at the previous access router. The rest data chunks
to be recovered are responses to the retransmitted interests
at the caller. This result implies that without changing the
data name of callee, the source mobility can be supported.
The handoff delay until getting the data chunks continuously
is 178ms, which is the minimum value compared with the
handoff latency of previous approaches. Besides the average
RTT value is preserved as 54.43ms.

‘Interest forwarding’ scheme requires the modification of
CCN routers because CCN routers should buffer incoming
interests toward a handoff client and process a virtual in-
terest. But it has following advantages: 1) It minimizes
the path update overhead because a new entry is temporar-
ily added only to the routers on the path between the ac-
cess routers that are relevant to the handoff; 2) As a new
routable prefix is not required during the handoff process,
handoff latency is minimized; 3) Triangular routing is pre-
vented automatically.

6. MISCELLANEOUS

6.1 Simultaneous transmission using multiple
interface

If a client performs handoff between different kinds of net-
works such as 3G to wi-fi, seamless handoff can be imple-
mented by simultaneous transmission of copied interests us-
ing multiple interfaces. As CCN allows multiple connections
via all the network interfaces, a user can receive the same re-
sponse from different interface cards in handoff zone, which
realizes soft handoff [8] automatically.

6.2 Lifetime of the realtime content
Even though future requests for the real-time contents are

hardly expected, they are cached in the network in order to
enable fast recovery of lost data via retransmission. But we
should be careful for determining the lifetime of the copied
real-time contents as these copies are a waste of resources
but for the loss recovery. Here, we suggest that the lifetime
of realtime contents should be slightly larger than handoff
delay (L2 handoff delay + RTT/2) in order to support the
fast recovery of packet loss due to the handoff.

The lifetime is set as the following way. When a handoff
is imminent, the handoff client sets a specialized bit in the
sending interests. And the user also specifies the TTL of
copies in the ‘interestlifetime’ field. When a data source re-
ceives the interest, it sets the TTL of the real-time content
as the value in the ‘interestlifetime’ field in order to main-
tain the copies during handoff period. Here, we note that
the ‘interestlifetime’ field is originally used to indicate the
time remaining before the interest times out. Therefore, the
lifetime of an interest in PIT table becomes a little longer.
But we expect that the effect of it is insignificant.

7. CONCLUSION
Basically, CCN is designed to support the mobility of data

requesters. But lots of application also requires the mobility
of data sources and handoff latency should be minimized
for real-time contents. In this paper, we present several
handoff scenarios to support real-time services in CCN and
compare their performance. Via the simulation study, we
have shown that the ‘interest forwarding’ outperforms other
possible schemes.
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