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Control Plane:
• the algorithms that make rou3ng

decisions
• in tradi3onal networks:
• distributed protocols
• defined by device configs

• in SDN networks:
• centralized
• defined by SDN programs



Data Plane
• implements routes
• defined by a series of 

match-action tables



Middleboxes
• Many services:

• Firewalls, intrusion detection
• Load balancers, WAN optimizers
• Application caches
• …



Data Plane Verification
• gather single DP snapshot
• analyze path properties
• reachability
• non-reachability
• no black holes
• no loops

• quantitative properties
• congestion
• failure probabilities



Example Systems
• HSA [NSDI ‘12]
• Veriflow [NSDI ‘13]
• Atomic predicates [ICNP ‘13]
• Divide-and-conquer [NSDI ‘14]
• ExploiHng symmetry [POPL ’16]
• ProbabilisHc reasoning [POPL ‘17]
• …



Current Status
• Highly scalable
• up to ~10,000 switches in less 

than a minute [NSDI ‘14]
• Industry-ready; start-ups
• Verification of static, stateless

data planes for non-quantitative
properties is a solved problem



Control Plane Verifica/on
• Less well understood
• Less scalable
• Trade-offs between model 

accuracy, proper/es and 
scalability



In tradi)onal networks
• Model the configura)ons
• Model the environment
• possible faults
• possible external messages

• Verify path proper)es of all
data planes produced



Examples
• ARC [SIGCOMM ’16]
• ERA [OSDI ‘16]
• MineSweeper [SIGCOMM ‘17]
• Scaling:
• depends on the policy, 

topology, protocols, 
properties



Middleboxes
• Middleboxes have more 

complex compu3ng demands 
and are o6en stateful 

• Much more research required 
but see, eg, [NSDI ‘17]
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Verifying P4

Is a P4 program a 
data plane program 
or a control plane 
program?



Verifying P4

It is a bit of both!

P4 programs connect a 
series of data plane 
match-action tables 
together.  But those 
tables are populated by 
the control plane 
during execution.



Verifying P4

One key problem 
involves dealing with 
the unknown table 
contents

A second problem 
involves scaling 
analysis to complex P4 
programs and 
networks.



Primary Techniques

P4v:  Verifica5on 
Condi5on Genera5on

Vera:  Symbolic 
Execu5on



Weakest Precondi/ons/Hoare Logic
• C. A. R. Hoare.  An Axioma)c Basis for Computer Programming. CACM 12, 10. 1969.

• Edsger W. Dijkstra. Guarded Commands, Nondeterminacy, and Formal Deriva)on of Programs. CACM 18, 8. 1975.

• Cormac Flanagan and James B. Saxe.  Avoiding Exponen)al Explosion: Genera)ng Compact Verifica)on Condi)ons. 
POPL 2001.

• MicrosoM Research.  Dafny tutorial. hRps://rise4fun.com/Dafny/tutorial

Symbolic Execu/on
• J. C. King. Symbolic execu)on and program tes)ng. CACM, 19(7). 1976. 

• Chris/an Cadar, Daniel Dunbar, Dawson Engler. KLEE: Unassisted and Automa)c Genera)on of High-Coverage Tests 
for Complex Systems Programs. OSDI 2008.  See also: hRp://klee.github.io/publica/ons/

A Comparison:
• Ioannis T. Kassios, Peter Müller, and Malte Schwerhoff. Comparing Verifica)on Condi)on Genera)on with Symbolic 

Execu)on: An Experience Report. VSTTE 2012.

Learning More



@ SIGCOMM 2018





Verifying big, complicated
control planes is costly.

Most CP verification techniques
scale non-linearly, some

exponentially in the worst case



Bonsai

Instead, (quickly) generate
a small, similar network
and verify the smaller 
network.
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Observa(on:

It is costly to repeat TCP processing
at each step in the chain. 



Solution:

Microboxes:  A new event-based 
architecture for middlebox
construction.

Challenges:

Under what condi>ons is 
microbox paralleliza>on safe? 

Primary contribution:

Improved performance



An Opportunity:

The microbox architecture
• simplifies middlebox 

programming
• helps identify common safety 

properties

Verification of microboxes may be 
more tractable than verification 
of general-purpose code.

General lesson:  Good 
programming environments 
provide constraints that simplify 
reasoning about programs.



Have fun at the 
SIGCOMM 

Verification Session
[2:10PM]


