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ABSTRACT

Traffic splitting is a required functionality in networks, for example
for load balancing over paths or servers or by the source’s access
restrictions. The capacities of the servers (or the number of users
with particular access restrictions) determine the sizes of the parts
into which traffic should be split. A recent approach implements
traffic splitting within the ternary content addressable memory
(TCAM), which is often available in switches. It is important to re-
duce the amount of memory allocated for this task since TCAMs are
power consuming and are often also required for other tasks such
as classification and routing. Recent works suggested algorithms
to compute a smallest implementation of a given partition in the
longest prefix match (LPM) model. In this paper we analyze prop-
erties of such minimal representations and prove lower and upper
bounds on their size. The upper bounds hold for general TCAMs,
and we also prove an additional lower-bound for general TCAMs.
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1 INTRODUCTION

In many networking applications, traffic has to be split into multiple
possible targets. For example, this is required in order to partition
traffic among multiple paths to a destination based on link capaci-
ties, and when sending traffic to one of multiple servers proportion-
ally to their CPU or memory resources for load balancing. Traffic
splitting also arises in maintaining access-control lists (ACLs). Here,
we want to limit the number of users with specific permissions. We
do this by associating a fixed quota of W-bit identifiers with each
ACL, and granting a particular access only to users that have one of
these identifiers. In general, we address any scenario where traffic
should be split by allocating a particular subset of identifiers of a
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specified size to each part (a part could be associated with a server
or an ACL or with some other object).

It is increasingly common to rely on network switches to perform
the split [1],[20],[10]. Equal cost multipath routing (ECMP) [9] uses
hashing on flows to uniformly select one of target values written
as memory entries. WCMP [27],[6] (Weighted ECMP) generalizes
the selection for non-uniform selections through entry repetitions,
implying a distribution according to the number of appearances
of each possible target. While the above works studied a fixed
output partition, in a dynamic scenario mapping has to be updated
following changes in traffic distribution. [3],[7],[12],[26] considered
such updates for load balancing over multiple paths. They suggested
update schemes that reduce transient negative impact of packet
reordering, overflow (due to inaccurate partitioning of traffic), and
entries re-mapping.

The implementation of some distributions in WCMP may require
a large hash table. While for instance implementing a 1:2 ratio can
be done with three entries (one for the first target and two for the
second), the implementation of a ratio of the form 1 : 2W _1is
expensive, requiring 2W entries. Memory can grow quickly for
particular distributions over many targets, even if they are only
being approximated. A recent approach [10] refrains from memory
blowup by comparing the hash to range-boundaries. Since the hash
is tested sequentially against each range, it restricts the total number
of load-balancing targets.

Recently, a natural approach was taken to implement traffic
splitting within the Ternary Content Addressable Memory (TCAM),
available in commodity switch architectures. For some partitions
this allows a much cheaper representation [25],[14],[22],[23]. In
particular, a partition of the form 1 : 2" — 1 can be implemented
with only two entries. Unfortunately, TCAMs are power consuming
and thus are of limited size [2],[18]. Therefore a common goal is to
minimize the representation of a partition in TCAMs. Moreover, it
is important for a network designer to know the memory cost: (i)
To estimate whether a requested partition can be implemented in
available TCAM quota; (ii) To prioritize partitions, or approximate-
partitions, which are cheaper to represent.

The work of [25] considered only restricted TCAM encodings
in which rules are disjoint. Since TCAMs allow overlapping rules
and resolve overlaps by ordering the rules, this early approach does
not take full advantage of the TCAM. Finding a representation of
a partition becomes more difficult when the number of possible
targets is large. Focusing on the Longest Prefix Match model (LPM),
[14] suggested an algorithm named Niagara, and showed that it
produces small representations in practice. They also evaluated a
tradeoff of reduced accuracy for less rules. [23] suggested an optimal
algorithm named Bit Matcher that computes a smallest TCAM for
a target partition. They also proved that Niagara always computes
a smallest TCAM, explaining its good empirical performance.
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Although both Bit Matcher and Niagara compute a smallest
LPM TCAM table for a given partition, no analysis of the size of
this representation has been provided. An exception is the case
of k = 2 targets for which the size of the smallest representation
was analyzed in [22]. In this paper we address this gap and prove
upper and lower bounds on the size of the smallest LPM TCAM
needed to represent a given partition. We also give a lower bound
on the minimum size of any TCAM! needed to represent a given
partition. Note that any upper for LPM TCAMs is an upper bound
for general TCAMs. The optimization problem for general TCAMs,
that is, how to find a smallest or approximately smallest TCAM for
a given partition, is open.

Our Contributions. (1) We prove two upper and two lower
bounds on the size of the smallest TCAM for a given partition over
any number k of targets. The first upper and lower bounds are
general and hold for all partitions of 2" into k parts. They are
derived through new analysis of the Bit Matcher algorithm [23].
The two additional upper and lower bounds are partition-specific
and consider the particular values py, ..., pg of the k parts. The
upper bound holds for LPM TCAMs. The lower bound has two
versions, stronger for LPM TCAMs and weaker for general TCAMs.

(2) We demonstrate the tightness of our LPM bounds by con-
structing partitions with minimal TCAM representations that match
them. We also provide examples showing that a general TCAM
implementation for a partition may be strictly smaller than the best
LPM implementation.

(3) The partition-specific LPM bounds are a 2-approximation.
That is, the upper bound is at most twice larger than the lower
bound. We evaluate how tight our bounds are experimentally.

2 TRAFFIC SPLITTING PROBLEM

A Ternary Content Addressable Memory (TCAM) of width W is
a table of entries, or rules, each containing a pattern and a target.
We assume each target is an integer in {1,. .., k}, and also define
a special target 0 for dealing with addresses that are not matched
by any rule. Each pattern is of length W and consists of bits (0 or
1) and wildcards (). An address is said to match a pattern if all of
the specified bits of the pattern (ignoring wildcards) agree with the
corresponding bits of the address. If several rules fit an address, the
first rule applies. An address v is associated with the target of the
rule that applies to v. We consider only minimal sets of rules, i.e.
such that we cannot remove a rule without changing the mapping
defined by the set. We refer to a set of TCAM rules simply as a
TCAM.

Given a desired partition P = [pj, ..., pr] of the whole address
space of 2 addresses of W-bits such that p; addresses should reach
target i (3; p; = 2"), the objective is to determine a smallest set
of TCAM rules that partition traffic according to P. We assume
that all the weights are positive, otherwise, any zero-weight target
can be ignored, effectively reducing the number of actual targets.
Therefore we have that k < 2V 2

Henceforth, “general TCAM” or plain “TCAM” will refer to the general case, and
“LPM TCAM” will refer to the restricted case.

2The model assumes implicitly that every address is equally likely to arrive, therefore
the TCAM implementation only requires each target to receive a certain number of
addresses. This assumption might not hold in practice, but it can be mitigated by
ignoring bits which are mostly fixed like subnet masks etc. For example, [13] analyzed
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Figure 1: Example 1: transactions due to remapping.

We identify a TCAM T with a sequence s of transactions be-
tween targets defined as follows. Start with an empty sequence, and
consider the change in the mapping defined by T when we delete
the first rule of T, with target i € {1,..., k}. Following this deletion
some of the addresses may change their mapping to a different
target, or become unallocated. If by deleting this rule, m addresses
are re-mapped from i to j € {0,...,k} (recall that j = 0 means
unallocated), we add to s a transaction (i —, j). In general, one
deleted rule can cause addresses to re-map to several new targets,
so we may get a few transactions per deletion. Moreover, some
of the addresses may be remapped from i to i so we can ignore
transactions of the form (i —, i). We then delete the second rule
of T and add the corresponding transactions to s, and continue this
way until T is empty and all addresses are unallocated.

DEFINITION 1 (TRANSACTIONS). We denote a transaction of size
m from p; to pj by (i —m j). Applying a transaction updates the
values as follows: p; < p; —m, pj < pj+m.

ExaMmPLE 1. Consider the following TCAM rules, in order of pri-
ority: {011 — 1,01% — 2,0%% — 3,%%x — 1}, note that W = 3.
They partition 2V = 8 addresses to k = 3 targets. Deleting the first
rule corresponds to the transaction (1 —1 2). The deletion of each
of the following three rules also corresponds to a single transaction,
(2 —>23), (3 =4 1) and (1 —3 0), respectively, see Fig. 1.

ExAMPLE 2. To see that a deletion may correspond to multiple
transactions, consider the following TCAM rules in order of priority:
{0% — 1,%0 — 2,%1 — 3}. Deleting the first rule corresponds to the
transactions (1 —1 2) and (1 —1 3).

This paper mostly focuses on the Longest Prefix Match (LPM)
model in which wildcards appear only as a consecutive suffix of
the pattern. In general, much less is known about general TCAM
rules. We do not have tighter upper bounds for general TCAMs,
but we do provide a specific lower bound in Theorem 7.

The LPM model is motivated by specialized hardware as in [15],
and has been studied intensively [25],[14],[22],[23]. As detailed
in [11], common programmable switch architectures such as the
Reconfigurable Match Tables (RMT) and Intel’s FlexPipe have tables
of different types and in particular they have tables dedicated to
longest prefix match rules [5],[19]. In this setting a pattern is in fact
a prefix of bits that matches all addresses that start with this prefix.
Moreover, the sets of addresses associated with each prefix form
a laminar set system, and therefore the sequence of transactions
that correspond to a TCAM of prefix rules is special: The deletion
of every rule corresponds to a single transaction, and the size of
each of these transactions is a power of 2 (revisit Example 1).

traces of real-data and concluded that for those traces about 6—8 bits out of the client’s
IPv4 address are “practically uniform”.



How Much TCAM do we Need for Splitting Traffic?

[23] proves that both algorithms Bit Matcher and Niagara, given
a partition P, compute a shortest sequence of transactions that can
be mapped to a smallest TCAM table for P. We have one rule in this
TCAM for each transaction in the sequence.> Moreover, the proofs
show how any shortest sequence of transactions that corresponds
to P can be converted to a sequence of the same length generated
by one of these algorithms. Therefore, we analyze the size of the
smallest LPM TCAM by analyzing the length of a shortest sequence
that “zeroes” an input partition P = [py, ..., pr], where X; pi
Note that transactions between non-zero indices maintain the sum,
but once we zero all coordinates except one we allow a transaction
with the special index 0 that corresponds to the (deletion of the)
match-all TCAM rule, which zeroes the partition.

We conclude this section with an important definition, a concise
summary of our results in Table 1,4 and two important remarks.

DEFINITION 2 (COMPLEXITY). Let P = [p1,...,px] be a partition
of 2. We define n(P) to be the size of the smallest general TCAM
that realizes P. We also define A(P) to be the length of a shortest
sequence of transactions of sizes that are powers of 2, that zeroes P.
This is also equal to the size of a smallest LPM TCAM that realizes P.
We say that A(P) is the complexity of P.

l Remark 3 l A(P) > n(P) 2 k ‘
k=2:2P) <iw+2
Theorem 1 k23:A(P) < Lk(W = gkl +4)
Theorem 2 k=2:3Pst. A(P)=[¥]+1
Theorem 3 k=3:3Pst. A(P) =W +1
Theorem4 | k >4:3Pst A(P) > |51 |(W - [Igk] +1)
Theorem 5 [SE] < A(P) < S(P) +1 - M(P)
Theorem 6 3P s.t. Theorem 5 is tight (UB/LB/both)
Assume |¢(p1)] = [¢(p2)] = ... = [#(pr)|, then
Theorem 7 n(P) > max;_;__ lg(|$(pi)| +1) +i—1
Corollary 8 3P s.t. n(P) > lg(W - [lgk] +3) + k — 2

Table 1: Summary of results regarding n(P) and A(P) in terms
of k and W, or ¢(p;), S(P) and M(P) as in Definitions 5-6.

REMARK 1 (GENERAL TCAMS). No non-trivial algorithm to com-
pute exactly or to approximate a smallest general TCAM for a given
partition is known.’> On the other hand, there are also no hardness
proofs for this problem. The LPM model is much simpler because every
rule corresponds to exactly one transaction. Indeed, using general rules
sometimes allows a smaller TCAM. For the following two partitions
A(P) > n(P).

The partition P = [4,3,3,3,3] satisfies A(P) = 7. But n(P) =5
as follows: {#%00 — 1,005 — 2,01%% — 3, 10%% — 4, 115 — 5},
Deleting the first rule corresponds to 4 transactions (one-to-many):
(1 —1 i) fori=2,3,4,5.

3The translation works by processing the transactions ordered from largest to smallest
size. We allocate a rule for i with a prefix that extends a prefix of a rule of j’s when
we process a transaction (i —,, Jj). For more details see [23].

4Throughout the paper, Ig is the logarithm in base 2.

SIf the mapping is a function, i.e. each address has a predefined target, then there are
exponential algorithms, see [17].

=2V,
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Using general rules can reduce the size of a TCAM even fork = 2.
For W = 10, to represent P = [683,341] we need A(P) = 6 LPM rules
(see Theorem 2). But n(P) < 5: {0000000000 — 2, x000xx%000 —
1, 50005k —> 2, 00skskskskskorskor —> 2, soksskssrskorskor — 1}

REMARK 2 (“PRACTICAL TAKE-AWAY”). The size bounds which we
prove should help a network engineer to better understand the required
number of TCAM rules, as a function of the number of targets which is
architecture dependent, and the choice of the address-space by which
to split the traffic (its bits-size).

Table 1 summarizes the needed knowledge. The most relevant are
the upper bounds of Theorem 1 and Theorem 5. In practice, by sim-
ulations, the complexity of “an average partition” is better from the
upper bound of Theorem 1 only by a small constant factor. This means
that we can reduce the the number of rules, by reducing the number
of targets, k, and the width of the space W. As an example of saving
space at the cost of accuracy, revisit P = [683,341] in Remark 1. We
can represent instead P’ = [672,352] using only the last 3 rules out
of the 5 which we used above to represent P. Note that its effective
width is in fact W’ =5 because P’ = 32 - [21, 11], so when ignoring
the scaling factor, the rules actually induce the partition [21,11].

3 TCAM SIZE BOUNDS

In this section we prove upper and lower bounds on the complexity
A(P) of a partition P as a function of the number of targets k and
the sum 2% (TCAM width W).

REMARK 3 (TriviaL LowER BounD). For any partition P to k
targets we have that n(P) > k. This is because each target must be
associated with at least one rule. Also, A(P) > n(P) because LPM
rules are more restrictive.

The remaining analysis in this section focuses on the upper
bound, and is based on the properties of sequences which compute
an optimal (minimal size) LPM TCAM for a given partition as gen-
erated by the Bit Matcher algorithm [23] described in Algorithm 1.
Observe that the transactions are generated in an increasing order
of size. The analysis relies on the bit-lexicographic order used by
Bit Matcher.

DEFINITION 3 (BIT-LEVEL). Let n be a non-negative integer. We
denote by n[f] the ¢-th bit in the binary representation of n. n[0] is
the least-significant bit of n. We say that n[¢] is the bit of n at level £.

DEFINITION 4 (BIT-LEXICOGRAPHIC ORDER). Let x,y be non-
negative integers. We say that x <.y y or that x is bit-
lexicographic smaller than y if x" < y" where x" and y" are ob-
tained from x and y by reversing their binary representations with
respect to a fixed word size, respectively.

For example, 5 <jo 3 (as 510 = 101z, 319 = 0113). Also, every
even number is smaller than any odd number.

The first lemma refers to changes in the binary representation
of the weights following an application of a transaction.

LEMMA 1. Let P = [py,...,px] be a partition of 2%, and let s
be a sequence of transactions generated for P by Bit Matcher (see
Algorithm 1). The following two properties hold:

(i) Consider a specific transaction (i —qe j) after all smaller
transactions have been applied. Let z denote the number of consecutive
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Algorithm 1: Bit Matcher [23] (rephrased)

Input: A partition P = [py,...,px], eachp;isa
=2,

non-negative integer and Zif:l pi
Output: Shortest sequence s of transactions of sizes which
are powers of 2, that zeroes P.
Initialize s to be an empty sequence.
for leveld =0...W —1do

Let A be the set of weights i > 1 where p;[d] = 1.

Let Ay, consists of the |A|/2 largest weights in A in bit
lexicographic order, and let A; = A\ Ap,.

Pair the elements of A and A; arbitrarily and for each
pair p; € Aj,pj € A append to s and apply to P the
transaction (i —,a j).

end
Let i be such that p; = 2", Add to s the transaction
(i =4w 0), returns.

bits in levels > ¢ of p; and pj that are guaranteed to be zero (and stay
zero) following this transaction.® If £ < W — 1, then z > 3. Moreover,
ifk =2thenz > 4.

(ii) Zeroed bits associated with different transactions are different,
and the bits that are zeroed by (i —4¢ j) are consecutive from p;[£]
and p;[] upwards, until the next level in which i and j participate
in a transaction (this level may be different fori and j).

EXAMPLE 3. Assume that p; = 5 and pj = 3 and that we apply the
transaction (i —1 j). Then the weights change to p; = p;j = 4, whose
binary representation is 100. The zeroed bits are underlined, and in
this example, z = 4 (two in i and two in j).

Proor or LEMMA 1. Bit Matcher applies a transaction at level ¢
between targets i and j with bit £ equals 1. It follows that the first
two bits that are guaranteed to be zero following this transaction
are p;[£] and p;[£].

Since Bit Matcher applies the transaction in bit-lexicographic
order, we have p; [£+1] < p;[f+1] (before the transaction is applied).
Consider the three possible cases for p;[¢+ 1] and p;[¢ + 1] before
the transaction is applied.

(1) pi[¢+1] = 0and pj[£+ 1] = 0: following the transaction, we
have p;[£+1] =0, pj[£+1] = 1.

(2) pil¢+1] =0and pj[¢+ 1] = 1: following the transaction, we
have p;[£+ 1] = 0, pj[£ + 1] = 0 (due to carry).

(3) pil£+1] =1and p;j[£ + 1] = 1: following the transaction, we
have p;[¢ + 1] = 1, pj[£ + 1] = 0 (due to carry).

Overall, we see that z > 3 (p;[£] = pj[£] = 0 and at least another
bit in level £ + 1). When k = 2, only Case (2) is possible, because
p1+p2 = 2%, so we get z > 4. Property (ii) of the claim is trivial
by the way Bit Matcher works. O

e — e —

Now we use Lemma 1 to prove a worst-case upper bound. That
is, the largest possible minimum-size LPM TCAM for a partition of
2" addresses to k targets.

TuroreM 1 (UppER BounD). Let P be a partition of 2V to k parts.
o Ifk=2:A(P) < 3k(W - [lgk] +1) +k = 1w + 2.
o Ifk > 3:A(P) < k(W — [lgk] +1) + k = 2k(W — [Igk] +4).

SNote that levels 0, . . ., ¢ — 1 are known to be zero prior to the transaction.
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Proor. We argue first for k > 3 and then consider the case
k = 2. Consider the binary representation of the weights p, ..., pg.
By Lemma 1, each transaction of Bit Matcher at level ¢ can be
associated with (at least) 3 bits at levels £ and ¢ + 1 that remain
zero after it is applied. Furthermore, bits associated with different
transactions are different.

Let N = W — |lgk]. Since there are at most k(N + 1) bits in
the N + 1 least significant levels (in total for all targets), and we
associated uniquely three bits with each transaction, then we can
have at most %k(N + 1) transactions at the N least significant
levels. Following these transactions the N least significant levels of
P1, .. ., pi are all zero. We considered N +1 levels since transactions
at the first N levels may “charge” bits at the N + 1 level.

After these transactions have been applied, we observe that no
more than k bits are 1 in the (current) binary representations of all
pi, for i > 1. Indeed, each 1 bit at the top |lg k] levels contributes at
least 2W-lgk] > % to the sum of all p;, which equals 2w, Thus,
Bit Matcher performs at most k additional transactions at the most
significant |lg k| levels. In total we get that for any partition P with
k>3:A(P) < Tk(W - [lgk] +1) +k.

When k = 2, we repeat the same argument. The only difference
is that each transaction at level < N is associated with (at least) 4
zeroed bits (by Lemma 1), so the factor of % in the bound changes
to 4—11. a

Next, we show worst-case partitions matching the upper bounds

on A(P) in Theorem 1 up to minor additive constants.
THEOREM 2 (k = 2). Letx = round (%) forW > 1. The partition

P =[x,2" - x] satisfies A(P) = [%] + 1.

Proor. The binary expansion of % =0.0101... is infinite with

alternation of 0s and 1s. The binary representations of % and
% are both shifts of this representation, so modulo 2 one of
them is 0.1010... and the other is 1.0101.... In both cases the
rounding makes both x and 2" — x odd, so both x and 2" — x have
alternating and complementing bit representations except for the
least significant bit in which both have 1. The Bit Matcher algorithm
applies [%] transactions, at every even level (¢ = 0, 2, .. .). It follows
that the total number of transactions is [%] + 1, the +1 is due to
the last transaction (i —,w 0) fori=1ori=2. ]

TaeOREM 3 (k = 3). Letx = L%J Ifx is even, let P = [x,x +
1,x + 1], and if x is odd let P = [x,x,x + 1] (one can verify that
Z?:l pi =2V in both cases). Then A(P) = W + 1.

Note that if we substitute k = 3 in Theorem 1 we get an upper

bound of W + 3.

ProoF SKETCH. Prove by induction that there is exactly one
transaction per level, the base is for W = 1: ([0, 1,1]) = 2. O

THEOREM 4 (k > 3). There exists a partition P such that A(P) >
LS (W ~Tlgk] +1).

Proor SkeTcH. Divide the parts to m = L%J disjoint triplets
and allocate a total weight of 2"V ~1=118™1 to each triplet as in
Theorem 3. Allocate the remaining weight to the remaining parts.
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The core of the proof is to show that each triplet contributes W —
[lgm] > W — [lgk] + 1 transactions. Due to space constraints, we
omit these details. O

4 TCAM SIZE SIGNED-BITS BOUNDS

In this section we prove tighter lower and upper bounds on A(P).
The upper bound applies to n(P) as well, and we also improve the
trivial lower bound of k on n(P). These bounds depend also on
P1,- -, Pi, rather than just on k and W. The following definition
will be used throughout this section.

DEFINITION 5 (SIGNED-BITS REPRESENTATION). Every integer
n can be represented by a sequence of m coefficients an, .. . ag, for
an integer m, where Vi : a; € {-1,0,1} and a,, # 0, such that
n=3m7 (a;- 21). We will denote the signed-digit —1 by 1.

For example the standard binary representation of a non-negative
integern is also a signed-bits representation of n. Such a representation
is in general not unique but there is a unique representation in which
no two consecutive coefficients a; and aj1 are non-zero. We denote
this representation by ¢(n). We use the notations ¢(n)[£] to refer to
the value of a, and |§(n)| is the number of non-zero coefficients.”

One can verify that ¢(n) = n for |n| < 1, and: ¢(2n) = ¢(n) 0 0,
p(4n+1) = ¢(2n) o 1, ¢(4n — 1) = $(2n) o 1 where o stands for
concatenation.

The paper [4] uses the generalized definition of signed-digits
representation to speed-up arithmetic operations. An alternative
view of signed-digits representation is representing an integer as the
difference of two non-negative integers. [21] uses this alternative
framing to investigate binary arithmetic. Overall, signed-bits are of
interest since they come up in minimization/optimization scenarios,
see [16, Section 6] for a survey. In the context of our work, [22]
used this representation to give an exact expression for A(P) when
k = 2. We study the case of an arbitrary number k > 2 of targets
and in particular that of k > 3.

LEMMA 2. For integers n and h: ’|¢(n+ 2h)| - |¢(n)|| <1

Proor. For a positive integer d, let ||d|| denote the number of
1 bits in its binary representation. For every integer n define n =
ny—n_suchthatny =3, 2t andn_ = Zai:T 2! where a; are the
coefficients in ¢(n). We have |¢(n)| = ||n|| +||n—||. We rely on the
following fact, proven in [8, Section 4]: If n = x —y for non-negative
integers x, , then [¢ ()| < [lx]| + [yl

Now, denote m = n+2" Thenn=m-2" = my — (m— +2h), and
therefore: |¢(n)| < [Imel| + |Im— + 2| < [[my ||+ |Im—|| +[12"]| =
[¢(m)| + 1, where the second inequality is by counting "standard"
bits (it may be a strict inequality due to potential carry). The other
direction is similar: |¢(m)| < ||ns + 2h|| + ||n|] < lp(n)| + 1.
Together: ||¢(n +2M)| - |$(n)]| < 1. O

DEFINITION 6. LetP = [p1,. .., pr] be a vector of integers. We de-
fine the sum and max signed-bits of its values as: S(P) = Zle [ (pi)l
and M(P) = max;e g | (pi)l-

THEOREM 5. For any partition P, [%] <AP)<S(P)+1-
M(P).

"The sequence |¢(n) | for n > 0 is known as https://oeis.org/A007302.
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PRrOOF. Define the vector X such that xo = —2W and for i €
[k]: x; = pi. Then every sequence s that zeroes P also zeroes X
because the excess of 2" weight from indices 1 to k is transacted
to index 0. Each transaction (i —,¢ j) has a size that is a power
of two, so by Lemma 2 it can decrease the total number of non-
zero signed-bits in the representation of X by at most 2, one in
the representation of x; and one in the representation of x;. We
need to zero S(X) = S(P) + |#(~2")| = S(P) + 1 signed-bits, so

any sequence that zeroes X must have at least S(PZ)H

This proves that [%] < A(P).

let j = argmax;c[x]|¢(x;)| be the “anchor index”. We can zero
its bits “for free” by taking care of all other indices as follows:
for i # j, if ¢(x;)[€] = 1 we apply the transaction (i —, j),
and if ¢(x;)[¢] = 1 we apply the transaction (j —,¢ i). These

transactions.

transactions zero every x; for i # j, and since Z{.‘:O x; = 01is an
invariant, we get that the sequence also zeroes x;. Overall, this
sequence requires S(P) + 1 — M(P) transactions, and this proves
A(P) < S(P)+1-M(P). m]

REMARK 4. The upper bound in Theorem 5 can be improved further,
by changing the anchor index throughout the levels. If ¢ (xj,) is dense
in non-zero signed-bits in the lower levels, say up to level dy, then we
can pick jo as the anchor and generate the transactions of sizes at
most 2% against it. Then, we can decide to change the anchor to j; for
all the transactions up to size 21 (for dy > dy), and so on. In every
anchor-change, we might have to add another transaction due to carry
that accumulates in the current anchor. Because of this carry, it is not
necessarily beneficial to switch anchors too frequently. However, it is
likely that by dividing W into more than one bulk of levels we can
improve the upper bound. That being said, the expression S(P) + 1 —
M(P) has a simple closed-form and is already a 2-approximation.

THEOREM 6. The bounds of Theorem 5 are tight. More formally,
there exist partitions such that:

(1) [3B*1) < A(P) = S(P) + 1 - M(P) (tight UB).
(2) 13B*1) 2 A(P) < S(P) +1 - M(P) (tight LB).

3) 13E] = 4(P) = S(P) + 1 — M(P) (sandwiched). In partic-
ular, for k = 2 this is always the case.

Proor. The upper bound is tight for any partition in which
each transaction except the last can zero at most one signed-bit.
For example, any partition where the signed-bits representation
of every weight does not have any coefficient that is 1, e.g. P =
[5,5,5,1] (with W = 4) has A(P) = 6 by (4 —1 3)(2 —1 1)(3 —
1)(3 —4 2)(2 —5 1)(1 —16 0). Since ¢(P) = [101, 101,101, 1], we
have S(P) = 7, M(P) = 2. Here the lower bound is not tight.

The lower bound is tight for any partition in which each trans-
action zeroes two signed-bits, e.g. P = [1, 3, 12] for which A(P) =3
by (1 =1 2)(2 —4 3)(3 =16 0). Since ¢(P) = [1, 101, 10100], we
have S(P) = 5, M(P) = 2. Here the upper bound is not tight.

The partitions in which the bounds are equal are those where a
single weight participates in all the transactions, the anchor, and
each transaction zeroes two signed-bits. For example, P = [15, 4, 45]
(with W = 6): A(P) =4 by (3 =1 1)(2 =4 3)(1 =16 3)(3 —¢4 0).
Since $(P) = [10001, 100, 1010101], we have S(P) = 7, M(P) = 4.In
particular, when k = 2 this is always the case (originally shown by
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[22]): Denote m; = |¢(p;)| and m = min(m1, my), then the upper
bound is S(P) + 1 — M(P) = m + 1. Because py = 2W p1 and
[p(p2)| = |¢p(—p2)|, by Lemma 2, [m; — my| < 1, so no matter
whether m; = my = m or |m; — my| = 1, we get that the lower
S(Pz)+1-| _

bound also equals [ m+ 1. O

The following theorem gives a lower bound on the minimal size
of a general TCAM. We omit its proof due to lack of space.

THEOREM 7. Let P be a partition, and without loss of generality
assume that [p(p1)| > 16(p2)| 2 ... 2 |$(pi)l. Then n(P) =
max;—y, kgl (pi)| +1) +i-1.

We note that this lower bound is likely very loose for many
partitions. However, this lower bound enables us to determine hard-
partitions even for general TCAMs, despite the fact that no feasible
algorithm to compute or approximate such TCAMs exist.

ExaMPLE 4. Consider the partition P = [683,341] from Remark 1.
In signed-bits, we have p1 = 10101010101 and pp = 101010101. Then
[¢(p1)| = 6 and |¢p(p2)| = 5, and by Theorem 7 we get n(P) >
max(lg(7),1g(6) + 1) = n(P) > 4. This means that every TCAM

that represents P must have at least 4 rules.

COROLLARY 8. There exists a partition P of 2% to k parts that
satisfies n(P) > 1g(W — [lgk] +3) + k — 2.

Proor. Let h = W — [lgk], and define an initial partition Q of
2" such that for every i, g; is either 2h or 2M*1 and Vi : qx = qi-
Next define A = ZJL:{ZJ 2h=2J and perturb Q to get P as follows.

If k is even then p; = q; + (—l)iA. If k is odd, then g = 2h+1,
we define p; = q; + (~1)'Afori < k — 2, pr_y = qx_1 — A and
Pk = qk + 2A. One can verify that Z?zl pi = 2. Observe that
6251 £ 20)] = [p(2" £ A)| = (21 £ A)| = 2] + 1. Thus
l¢(pi)| = | 2] +1 for all i, and by Theorem 7: n(P) > lg(| 2] +2) +
k—1=21g(W-Tlgkl+3)+k—2. O

EXAMPLE 5. LetW =7 andk = 5. Thenh = 4, A = 22+2° = 5, and
Q = [16,16,32,32,32]. Since k is odd, we get P = [11, 21,27,27,42] =
[10101, 10101, 100101, 100101, 101010]. Vi : ¢(p;) = 3, and n(P) > 6.

5 EXPERIMENTAL RESULTS

In this section we evaluate experimentally the upper and lower
bounds of Theorem 5. While these signed-bits bounds are partition-
specific, the natural parameters with which we are working are k
(number of parts) and W (sum of 2). For all partitions with the
same k and W, we estimated the average ratio of our signed-bits
bounds and the true size of the smallest LPM TCAM.

We sample many ordered-partitions for fixed k and W, and
average over all of them. An ordered partition is a partition where
the order of the parts matters, e.g. [1,3] # [3,1]. We sample
uniformly ordered-partitions P as follows: Choose uniformly a
subset of k — 1 values B C {1,..., oW — 1}, denote the ith smallest
value in B by b; and define by = 0 and by = 2W. The ith part of
the partition is b; — bj—1 > 0.

For each partition, we estimate how good the bounds are by com-
puting the ratios [(S(f();)l )21 4nd S(P)X%I_);VI(P) . Then, we compute
the (numeric) expectation of these values by averaging over 10,000
sampled partitions per pair of the parameters (k, W).
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Figure 2: Estimating the bounds of Theorem 5.

Fig. 2 plots the results for W € [10,100] and k = 3,4, 8, 16, 100.
Overall, there are 10 graphs in the figure, upper and lower bounds
for each of the values of k. The upper bounds are separated clearly,
while the lower bounds are relatively closer together, and approxi-

mately satisfy E[%] ~ 0.9 when W > 20.

From this experiment, it is clear that the lower bound can be used
as a good estimator to the actual value A(P) if W is not too small.
Note that it is much easier to compute this lower bound rather than
to compute A(P) itself since it only requires counting bits in the
signed-bits representation of P’s parts.® The upper bound, on the
other hand, gets looser when k grows larger, which is expected by

Remark 4, yet the ratio between these bounds will never exceed 2.

6 CONCLUSIONS

In this paper we thoroughly studied the size of a minimal TCAM
table that implements a specific partition P of the address-space.
We proved that a partition requires no more than kTW rules, and
also analyzed bounds that depend on the signed-bits representation
of a partition, and found in our simulations that our lower bound
in terms of this representation provides a good estimation to A(P),
in expectation.

The signed-bits representation of a number has less non-zero
coefficients if we round it to a multiple of a large power of 2 (ig-
noring least significant (signed-) bits). This implies that to reduce
the number of TCAM rules, at the cost of losing accuracy we can
just round or ignore the least significant bits in the signed repre-
sentations of the parts. Optimal solutions for reducing size at the
cost of accuracy already exist [24], but our result provides an easy
rule-of-thumb to estimate this tradeoff: cutting-down on the binary
representation of the weights from W bits to W/ < W is expected

to reduce the TCAM size by a factor of approximately %’

8Counting is simpler to implement than Bit Matcher or Niagara, though in practice an
implementation would be available in order to compute the TCAM rules. Counting
bits is also technically quicker (negligible in practice).
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